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1. Abstract

On many occasions security breaches could have been prevented if software
patches and updates were applied when they were first available. In fact, figures
from the SANS Institute and FBI show that the majority of commonly exploited
vulnerabilities are due to the failure to apply fixes that were available from vendors
for several weeks or even a month. For those who work with Microsoft products, it's
a known fact, that keeping them secured, presents a great deal of challenge to any
security or network administrator, especially when critical updates are being issued
by Microsoft almost on a weekly basis. In response to such a challenge Microsoft
together with Shavlik Technologies has developed a Network Security Hotfix
Checker the HFNetChk tool (Hfnetchk.exe), which is a command-line tool that
administrators can use to centrally assess a computer or group of computers for the
absence of security patches. Unfortunately, the Microsoft version can only be used
as a command-line tool and it’s limited only for reporting of missing security patches.
The burden of patch deployment is still placed on the shoulders of network and
security administrators.
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2. Introduction

Shavlik Technologies Network Security Hotfix Checker Professional HFNetChkPro is
the commercial, more full-featured version of the HFNetChk product distributed by
Microsoft that allows administrators to centrally inspect Windows based computer
systems or group of systems on their networks to ensure that they have the most up-
to-date security patches. HFNetChkPro provides both identification of missing
patches and detailed information on the reason a security patch is required. New or
needed patches can then be downloaded to a central repository and pushed out to
the machines that need them, or scheduled for later downloading and patching. By
using HFNetChkPro multiple patches can be applied to the same system with only
one reboot. The new version of HFNetChkPro, version 3.8, allows also monitoring
the installation of pushed patches and service packs. The new version also comes
equipped with a patch installation database that includes information on and
descriptions of patches from Microsoft, as well as verification that the patches being
downloaded are actually coming from Microsoft.
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3. Microsoft Products Supported by HFNetChkPro

The HFENetChkPro can be used to scan and patch systems running the following
Microsoft products:

- Windows NT 4.0

- Windows NT 4.0 Enterprise Edition

- Windows NT 4.0 Server Terminal Server Edition
- Windows 2000 Professional

- Windows 2000 Server

- Windows 2000 Advanced Server

- Windows XP

- Windows XP Tablet PC

- SQL Server 7.0 and 2000

- Exchange Server 5.5 and 2000

- Internet Information Services 4 and 5

- Internet Explorer 5.0 and up

- MDAC 2.5, 2.6 and 2.7

- Windows Media Player 6.4, 7.0, 7.1

- Windows Media Player for Windows XP
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4. Features of HFNetChkPro

The following are the key features of Shavlik HFNetChkPro tool:

- Real-time Patch Information

- Both Command Line and GUI Interface

- Scan by IP Address, by Hostname and by Domain
- Patch Pushing and Management

Full Event Log Writing and Viewing to Track Install Success and Failures

Push Patches One by One or by Group

Push Patches to One Computer or to Many at One Time

Microsoft Patch Files are Signed and Validated to Assure They are From

Microsoft

Push Patches by Schedule, Immediately, or Just Copy Patches

o Robust Scheduling of Patch Installation to Allow for Off-Hours
Installations

o Remote Reboot Support

O O O O

©)

- View and Monitor Patch Push History

- SQL Server and Microsoft Access Data Storage Database Support for Storing
Patch Push Results and History

- Full Reporting

o XML, HTML and comma-delimited output
- Turn off SQL Server and 1IS Remotely to Help with Installation and to Disable
Rogue Servers
- Named Scans to Allow for Better Tracking
- Advanced Domain Enumeration to Find All Computers on the Network
- Ability to Send Messages to Computers You are Updating to Prepare Users
- Remote Patch Deployment
- Cross-Domain Patch Deployment
- Pre-install Validation Engine
- Scheduled Scans
- Scan by Product (lIS only, SQL Only etc.)
- Scan by Patch (MS02-001 Only, etc.)
- Scan by Machine Type (Servers only, Workstations only, etc.)
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5. HFNetChkPro Scan Engine

In order to determine which patches need to be applied to a scanned system, the
HFNetChkPro scan engine uses XML (eXtented Markup Language) technology.

HFNetChkPro stores information about all hotfixes inside the MSSecure. XML file
which is updated by Microsoft every time a new security bulletin is released. The
following information about a particular hotfix is stored in the MSSecure. XML file:

- Which operating system it’s for
- Which version it’s applicable to
- What service pack it's applicable to

The file has all of the details that come with the hotfix: the file version, the file
checksum, the file location, registry keys which tell whether or not this patch has
been applied or not and the supersedence information.
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6. Scanning Pre-Requisites

Before scanning computer system using HFNetChkPro occurs, the following
criteria must be met to ensure a successful scan:

When scanning your local machine:

You must have administrative access to your local machine.

The machine must be capable of obtaining the patch database XML file,
either from a location on the Internet, or from another specified location
(either on the local machine, or from a specified network location.)

The local machine’s Workstation service must be started.

(NOTE: The Server service is not required to be started on the local
machine.)

When scanning a remote machine you must meet all the requirements for
the local scan above, plus:

You must have administrative rights on the remote machine and be able to
logon to this machine from the workstation performing the scan.

The NetBIOS (tcp139) or Direct Host (tcp445) ports must be accessible on
the remote machine.

The remote machine must be running the Server service.

(NOTE: the Workstation service is not required to be started on the remote
machine.)

The remote machine must be running the Remote Registry service.

The %systemroot% share (usually C$ or similar) must be accessible on
the remote machine
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7. Performing Scans Using HFNetChkPro

The Shavlik HFNetChkPro interface provides a method for the user to quickly set up
a powerful set of scan rules/settings to use when performing a network security
scan. The screens below illustrate each step included in configuring Scan Settings.

In order to perform a scan start HFNetChkPro and click File-New Scan on the main
toolbar. You will be presented with a Shavlik Scan Guide that will walk you through
the steps of setting scanning parameters and performing scans on your network.

Shavlik Scan Guide: Start

Start

Shavlik Scan Guide

Scan What?

WWelcome to the HFMetChlkPro Scan Guide.

Scan Mames

Thiz guide will take pou through the steps required to zcan machines
Soheduling anhddor damaing on your network,

Sean Rund.s Flease review each step carefully.

hac

Advanced

Servet Types

File Ingt
[ Skip thiz step by default.

Finizh

Cancel Finizh

Start Screen: This first screen displays a set of basic steps that need to be
performed when setting up a network scan.
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Shavlik Scan Guide: Scan What? X

YWwhat would pou like to scan’?

Select one of the optionz below to quickly define scan settings or select Advanced'
to provide more detailed scan setting information,

Scan What?
" My Machine

" My Domain

" One of my Fayaorites

(" Scan Entire Microsoft Netwark,
" Pick Machines

" Pick Domainz

File: Ingput " Pick |P Addreszes

T

Finizh

Define Advanced Sethingz

Cancel ¢ Back | Mest » | Finizh

Scan What? Screen: This step allows to quickly defining what needs to be
scanned. Each available option is explained below:

1. My Machine - Allows perform a scan of your machine only.

2. My Domain - Allows perform a scan of your current domain.

3. One of my Favorites — Allows re-running of one of the previous scans saved
in your Favorites

4. Scan Entire Microsoft Network — Allows scanning of your entire Microsoft
Network

5. Pick Machines - This option will enable the 'Machines' step in the wizard
allowing you to scan one or many machines based on the names you
provide.

6. Pick Domains - This option will enable the 'Domains' step in the wizard
allowing you to scan one or many domains based on the names you provide.

7. Pick IP Addresses - This option will enable the 'IP Addresses' step in the
wizard allowing you to scan one or many IP Addresses/Ranges based on the
information you provide.

8. Define Advanced Settings - This option will enable ALL steps in the wizard
allowing the network administrator full control over all scan settings.
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Shavlik Scan Guide: Scan Names E

The Shavlik Scan Guide allows pou to name your zcan for eazy reference and
re-Lge.

Y'ou can supply a usger-fiendly zcan name for eazy identification.

Alzo, if pou wizh to re-zcan the zettingz youw defined during thiz guide, please provide
a 'Favonites' name as well,

ScanMName: ||

Save in Favorites as: |

File: Irgwt

Finizh

Cancel ¢ Back | Mest » | Finizh

Scan Names Screen: This option allows defining names for the scan for future and
easier identification.

1. Scan Name — It provides you an option to name your scan, SO you can easily
reference to it in the future. For example, the scan name can contain a date of
the scan and the name of the computer system to be scanned. When
performing more complex scans of your network, for example by machine
type, it is a good idea to incorporate the scanned machine type in the scan
name for future reference (ex. ‘All SQL Servers on December 29, 2002).
Another words, the scan name needs to effectively describe the rule set that
is defined for a particular scan.

2. Save in Favorite as - This option allows you to save all the settings provided
during the Scan Guide for later re-use. For example, when defining complex
scans with multiple IP ranges, this option will save you time re-entering all IP
addresses every time a scan needs to be performed. Using this option, you
can save all your preferences to the database so you can simply right click on
a favorite and select 'Re-Scan'.
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Shavlik Scan Guide: Scheduling X

tart Ciuring this step, you can zpecify when HEMetChkPro will scan the specified machines.
=Lar 'ou can also zet up the schedule to recur several times 2o that pou do not have to
remember to re-zcan your critical servers.

Scan What”
| Mate: |f you select a scheduling option aother than Immediately’ pou will be required to

T — provide a user name and pagsword.

Scheduling

Scan Runds

Machines :
" Fun once at: | J

Domains
" Run recuring at; =

Recurence Pattern
{+
=2

~
~
~

File: Irgwt

Finizh

Cancel ¢ Back | Mest » | Finizh

Scheduling Screen: This option allows network administrators to schedule when
a particular scan will be executed. By default all scans will run immediately
unless specified differently. Since making your network secured is an ongoing
effort and new vulnerabilities are being discovered frequently, you can configure
your scans to re-occur automatically by utilizing the Run recurring at option and
setting the Recurrence Pattern. Shavlik Scan Scheduling is enabled by placing a
job in the Windows Task Scheduler to execute a batch file created automatically
by the application.
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Shavlik Scan Guide: Scan RunAs

Rundsz iz uzed whenever the uger vou are logged in as is not an administrator on a
target machine. HFMetChkPro uzes the Bunds to Ylogin' to the target machine
automatically.

Enter: DomainhU zer - uzes the domain account

<Target bMachine:\User - uzes the target's local account

Ilzer - uzes the target's local account

Machines

Domains

[ Burds [if you are not an administrator on a target machine]:

File Input

Finizh

Cancel | ¢ Back | Mest = | Eirizh

Scan RunAs Screen: The Shavlik HFNetChkPro requires administrative
credentials if the scan settings contain machines and/or domains that the current
user login does not have rights to. This option allows you to specify a user name
and the password that has administrative privileges to a scanned computer
system.
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Shavlik Scan Guide: Machines @

. Pleaze specify which machines vou would like to scan. vou can bwpe the name in the
Start 5 "
= ‘Diirect Entry' textbos ar browse the netwark tree and select one or many machines and
hit the ‘Right' arrow button to zend zelected machines to pour zcan list,
Scan What’y
| Mate: Enumerating a domain to find machines [occurs when you expand the tree node]

Scan Mames can take several moments.

ki achines to be gcanned

Scheduling Machine |

Scan Funss Eearch
+ [] MSHOME
Machines

Domains ]

File: Irgwt

Finizh

Cancel ¢ Back Mest » Finizh

Machines Screen: This step allows you to enter a single or multiple machine
names to be scanned. A single or multiple machines can be entered in the
Machine field. You must click on the right-arrow button ‘>’ for the machine to
appear on the Machines to be scanned list. Multiple machine names can be also
selected by browsing the Search tree.
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Shavlik Scan Guide: Domains @

Start Pleaze specify which domainz pou would like to scan, vou can type the name in the
=lar ‘Diirect Entry' textbox ar browse the domain list and select one or many domaing and
hit the ‘Right' arrow button to zend zelected domains to your scan list,

Scan What’y

Scan Mames

Damain || Domainz to be scanned:

uling
Scanned Microzoft Domains
Scan Runds

Machines

Domains

File: Irgwt

Finizh

Cancel ¢ Back Mest » Finizh

Domains Screen: This step allows you to enter a single or multiple domain
names to be scanned. A single or multiple domains can be typed in the Domain
field. You must click on the right-arrow button ‘>’ for the domain to appear on the
Domains to be scanned list. Multiple domain nhames can be also selected by
browsing the Scanned Microsoft Domains tree.
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Shavlik Scan Guide: IP Addresses @

Pleaze specify which |P &ddreszes vou would like to scan.
“'ou can type the Addrezses and hit the 'Right' arrow button to zend Addreszes to your
Wkt T zcan list.
Scan Mames f'ou can specify multiple [P Addresses within this scan.
) IP Addreszes/Rangesz To
Single IF Address: Be Scanned:
I >
IF Range
Lo
File Input High
>
Finizh | J Remove
Cancel | ¢ Back | Mest » | Finizh

IP Addresses Screen: This step allows network administrators to add a custom
list of IP Addresses and/or IP Ranges. Users can input a single IP address to be
scanned by entering a valid IP address into the Single IP_Address field and
hitting Enter or clicking on the right-arrow button *>’. You can also specify a range
or multiple ranges of IP addresses to be scanned by entering the begging
address of the IP range in the Low field and the end address of the IP range in
the High field. All IP addresses and IP ranges will appear on the |P
Addresses/Ranges To Be Scanned list.
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Shavlik Scan Guide: Advanced Settings

Provide any miscellaneous advanced settings on thiz step. “ou can contral exactly what gets
zeanned by HFMetChkPro and control wWHEM the zzan i going to ocour,

Bulleting to Report On

(" Meceszzary and explicitly installed patches

[ Scan only patches from "windows Update'

Scanner Settingzs Thread Settings
B Disclle Fis s Mheek The higher the thread count, the faster
= the zcan and the larger the load on
[ Suppress Motes wour network.
[ Suppress Motes & Warnings Slow Fast
1 | 1
1]

File Input .
Turn on logging

Only uze during technical suppart ar if youw want ta perfarm a trace: [ Turn logaging on

Finish

Cancel ‘ < Back | Hest > | Finizh |

Advanced Screen: This step allows users to set some advanced scan rules to
be applied to the scanner while performing the scan. Below are the explanations
of each advanced settings:

1. Bulletins to Report On - The user can determine which type of bulletins to
report on.

2. Scanner Settings - The user can configure what type of checks the scanner
will perform. Currently there is only one type of scan checks a) File
Checksums. Additionally the user can configure the scanner to ignore Notes
and Warning bulletins.

3. Thread Settings - The user can control the thread count of the scanner. The
higher the thread count, the faster the scan will perform however there will be
a larger load on the network as a result.

4. Turn on logging — This option can be used to troubleshoot the scan when
working with Shavlik’'s Technical Support staff.

Note: Shavlik recommends leaving 'Disable File Checksums Check'
unchecked. This allows the scanner to execute an "Anti-spoof Scan" which
is a detailed binary analysis of each file for each patch to assure that no one
has tried to "fake" a file on your network. You should run this level on scan on
your key computers on a regular basis. However, the scan does take more
time and network bandwidth. Do not check this box when doing large scale
scans from one server point. It is strongly recommended that Anti-Spoof
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scans be done on a regular basis on all computers. Scans that do not use
Anti-Spoofing still get full file version checking.

Shavlik Scan Guide: Server, Types

Pleaze select all the types of zervers you wizh to zcan by zelecting the appropriate
checkbox under the 'Server Type' group below,

Then specify what Domains and/or IP Range vou wigh to look for thoze types of

FEMVETS.

Mate: when zcanning specific server twpes, HFMetChkPro Enterprize has to do an
initial netwark, scan [before zecurnity scan] to locate specified zervers.

Mack Server Type I Domainz
_ ®lASHOME
Domains [~ Sewvers
[ “workstations
[v SOL Servers
[v IS Servers & 3
[ Domain Controllers
] o In IP Range
File: Impt [ Diakin Servers Low: High:
__ [ Print Servers | |_
Finizh
Cancel | ¢ Back | Mest » | Finizh

Server Types Screen: This step allows network administrators to build custom files
containing a list of machine types. This tab provides users with the power of building

scans

only against machines that perform a specific function (e.g. SQL Servers only)

and are located in a specific domain and/or IP Range.

1.

3.

© SANS Institute 2003,

Server Type - Use the list of Server Type options to build your custom
machine list file. These options are not exclusive (e.g. if SQL Servers and IIS
Servers are checked and the domain is MSHOME as displayed, the build list
process will enumerate every machine on the MSHOME domain to determine
if SQL Server or IIS server is installed. If SQL Server or IIS server is installed,
then the machine name will be placed in the custom machine file.

In Domains - The user can look for any type of server in any domain. For all
domains checked, the build list process will enumerate each machine in that
domain and check it to see if any of the server type options apply. If any
server type option applies, the machine name will be added to the file.

In IP_Range - The user can look for any type of server in any IP Range. For
all IP Ranges supplied, the build list process will enumerate each machine in
that domain and check it to see if any of the server type options apply. If any
server type option applies, the machine name will be added to the file.
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Note: The IP Range and the In Domain selections are not exclusive. The
build list process will first walk all Domains in the In Domain regardless of any
IP Ranges provided. When the domains are complete, the process will then
walk all IP Ranges provided regardless of any domains checked.

Shavlik Scan Guide: File Input X

Y'ou can specify additional files to use during the scan. Any input files must contain
ane entry per line.

“'ou can also gpecify the #ML Bules file to use for this scan.

“'ou can still scan [after 1zt zcan) with a local copy if there iz no network, connection,
[f wou wizh to override the default, enter the name of the =L file you want to uze.

v Get MSSecure. xml from Shasdk:

FQ Filenarme: |

Machine Mame:

[romain Filename:

|P Addrezs Filename:

File: Irgwt

-

IF Bange Filename:

Finizh

Cancel | ¢ Back | Mest » | Finizh

File Input Screen: This step allows network administrators to define the file
input rules (e.g. the XML Patch file, a user created Domain List file, a user
created IP Address file, and/or a user create IP Range file).

1. Get MSSecure.XML from Shavlik - The user can set which XML file the
scanner will use to locate information about security bulletins. It is suggested
that you leave this blank and use the default XML file from Shavlik that will be
downloaded at the time of the scan. However, if you are scanning without a
connection to the Internet, you can specify a local file name (e.g. the
MSSecure. XML file downloaded during a previous scan) to override the
default.

2. EQ Filename - The user can specify a file name containing a list of favorite
scans. The file should be in the format of Favorites separated by line
feeds. The scanner will then parse this file and attempt to enumerate each
Favorite scan supplied.

3. Machines - The user can specify a file name containing a list of
machines. The file should be in the format of Machines separated by line

19 of 46
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



feeds. The scanner will then parse this file and attempt to enumerate each
Machine supplied.

4. Domain Filename - The user can specify a file name containing a list of
domains. The file should be in the format of Domain Name separated by line
feeds. The scanner will then parse this file and attempt to enumerate each
domain supplied.

5. IP Address Filename - The user can specify a file name containing a list of IP
Addresses. The file should be in the format of IP Address separated by line
feeds. The scanner will then parse this file and attempt to scan each IP
Address supplied.

6. |IP Range Filename - The user can specify a file name containing a list of IP
Ranges. The file should be in the format of [IP Low Address]-[IP High
Address] (e.g. 1.1.1.1-1.2.2.2) separated by line feeds. The scanner will then
parse this file and attempt to scan each IP Address within the range supplied.

Shavlik Scan Guide: Finish X

Thank you for uging the Shavlik Scan Guide. “we will now attempt to zcan machines
Lzing the options vou have selected:

Scan What’y
1] Scan uzing Advanced Options
Sean Mames 2] Scan entire Microsoft network,
= 3] Scan uzing 16 threads.
S ohedulin: 4] Get #ML Rules File fram Shavlilk. com.
Scheduling

5] Scan for only neceszany patches.

scan Runss Click Finish' to beqin the scan with these zettings.

Machines

File: Irgwt
Shavlik Scan Guide

Finizh

Cancel ¢ Back | Finizh |

Finish Screen: This step allows network administrators to review all the options
they have selected before continuing on. If all the options listed look correct, simply
click 'Finish' and the HFNetChkPro will performed the desired scan.
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8. Sample Scan Result by HFNetChkPro

In order to illustrate Shavlik HFNetChkPro scan results, | have performed a sample
scan on a computer configured with Windows 2000 Professional. The scan results
are shown on the screen shot below. As you can see, valuable information is being
provided about this scan.

Shavlik HENetChkPro Enterprise

File Wiews Reports Tools Help

=] 813l X @ &

Sl

=]
+-[_ 1 Deployment History
[C1 Favorites
. Q327522
€3 Mizsing Patd (329414
€3 Missing Patch Q210030
3 Miszing Patch Q329170
3 Miszing Patch Q328310
4
3
23 Item[z]
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q This field represents the name of the scan which tells us what kind of machine
(Wih2kPro) has been scanned, on what date (12/29/2002) and time 10:48 PM).

q This field represents the domain name (MSHOME) that Win2kPro workstation
IS a member of.

q This field represents the name (WIN2KPRO) of the machine that has been
canned.

(%]

q This section allows to displaying the patch information categorized by
product. It allows security or network administration to drill down and find any
security information related to a specific product in a matter of a few mouse clicks.

This section called list navigation pane displays the list of missing security
patches including effected products, Microsoft Security Bulletin numbers, Q articles
numbers and short descriptions. In addition, it also displays warnings about not
installed service packs.

This section of the screen is called a preview pane. Every time the user clicks
on an item in the list navigation pane, a detailed report will appear in the preview
pane. In the example above, the user has clicked on a Missing Patch and the
preview pane has displayed all important information for that patch and provided
direct links to Microsoft Security Bulletins and Q articles to download and install the
patch.
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0. Download Center

The Shavlik Technologies Network Security Hot fix Checker Pro provides an option
to automatically download any or all Microsoft service pack and patch files by using
the Download Center. The Download Center management option can be found
under the Tools on the main menu bar by selecting the "Download Center". It is
recommended that you first establish your download location which is where all your
service pack and patch files will be downloaded, stored, and used by the deployment
wizard. Since the Download Center is a directory created during installation, it is
strongly advised that the download center path is properly secured to ensure that no
malicious users can place 'spoofed’ files in the directory. The Download Center can
be placed anywhere that the HFNetChkPro application has access to. In case when
several administrators or one administrator manage the network from several
machines, the Download Center can be placed on a shared drive on the network so
that all required users/machines have access to it. Downloading service packs and
hotfixes to the Download Center first, makes patch deployment a lot faster. To avoid
downloading the same patches or service packs over and over, simply check the
“Only download patches/service packs that are not already located in the download
center” option. Also, to ensure that all patches and service packs will be stored in the
Download Center, make sure that the “Download selected Service Packs to the
HFENetChkPro Download center” option is checked. If the check box "Keep trying to
download the file if the download times out" is checked, HFNetChkPro will attempt to
download any files that time out until they have been successfully downloaded. From
time to time, Microsoft's host site gets busy and you are not able to download certain
files. To correctly use HFNetChkPro, you need an available Internet connection to
download PatchDetails2.cab which contains PatchDetails. XML and
Commandline.cab which contains CommandLine.EXE. Both files can be
downloaded by clicking on the "Refresh Patch List” button located on bottom of the
Download Center management screen. If these files DO NOT exist, HFNetChkPro
will not function properly. The picture on the following page shows the main screen
of the HFNetChkPro Download Center management tool.
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HENetChkPro Download Center,

Shavlik =ML Wersion:
Shavlik =ML Lazt Up

dated:

1.64
1242942002

X

- AL -
W EXCHAMGE 2000

Selected Count = 28
Status: Mo Status

Products

| ExCHAMGE SERYER 5.5
| INTERMET EXFLORER 4.0
v INTERMET EXPLORER 5
| INTERMET ExFLORER 5.01
v INTERMET EXFLORER 5.5
| INTERMET ExFLORER &

| £

Download Center: |E:\F'n:|gram FilezhShavlik Technologies HFMetChk S havlik Patches

Service Packs
v GOLD i
v SF1
v SP2
v SP3
v S5P4
v SP5 B
v SPE w

Selected Count =8

¥ Eeep tving to download the file if the download times out

[v iOnly download patches/service packs that are not already located in the download center:

[v Download selected Service Packs to the HFMNetChkPro Download center

Download Filez | Refrezh Patch List LCloge

Selected Count = 251

QMumbers

L'
W/ M5 00062 =
v (1148427
| 1155197
/| 1163485
| (1163556
| 1134375
| (1188341 ~

b4
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10. Patch Deployment Overview

The Shavlik HFNetChkPro allows local and remote patch deployment in a very
simple manner. The current solution for many network administrators is to use
HFNetChk command line version or a similar tool, diagnose the security state of
each machine and then go around to every machine downloading the patches and
applying them. This can be a tremendous time burden. Remote deployment feature
greatly simplifies this and allows the network administrator to manage a vast majority
of the tasks of network security directly from one user interface console.

Before discussing the patch deployment, it should be noted that before each patch
installation is copied from the Download Center to the remote target machine, the
Microsoft Signature is verified to eliminate malicious/spoofed application
installations. Also, HFNetChkPro uses Microsoft's Qchain.exe during remote
deployment to allow applying several hotfixes without a reboot.

When using HFNetChkPro, network administrators have several options for
deploying security patches and service packs. They can select one, several or all
patches for one machine or for a group of machines.

Another feature that HFNetChkPro incorporated to allow more security control of a
network is the ability to shut down machines remotely and even shut down the IIS
Service or SQL Service on remote machines. This can be beneficial if a new patch is
released by Microsoft and the criticality of the patch is so severe that a network
administrator may want to immediately shut down a specified service until the
patches are deployed.
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11. Patch Deployment Testing

HFNetChkPro also offers Patch Deployment Testing that makes sure that the proper
services are running, you have the proper security, and you are able to schedule a
task on the target machine(s).

The “Test Install...” option can be found on the Tools menu or by simply performing
a right-click on the target machine. The pictures below and on the following page are
illustrating both methods of accessing this option:

Shavlik HFMNetChkPro Enterprise

File Wiew Reporks

v Heplayments T/ =37 U

1g Patch

0O & %l Test Install on “WINZEPRO!

S 8l Soans Deitvnload Center - | | T | ANumber
= %WinEkF‘m 1 Send Message to "WINZKPRO! " arning Service Pack Service Pack
2 &l Pate "W arning Service Pack Service Pack

-1 Domair DEPloy ¥ lnfarmational Item

- & M3 o down b ‘-.n'-.f.arr.ﬂng Service Pack Service Pack

- Q kizzing Patch k4 502001 3311401

Restark L4 .
+ bizzing Fatch b4 S 02-009 318089
- Options bizzing Fatch MES02-014 313829

0311967

© SANS Institute 2003,

=7 Creployrient Histary k¥ Miszing Patch MS02-024 (320206
= Deployment: 12/29/2002 9:53:42 PM € Mizsing Patch M502-029 0318138
Q WINZKFRO Q Mizzing Patch bS5 02-040 (326573

(] Favorites €23 Mizsing Patch M502-042 0326886
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Shavlik HFNetChkPro Enterprise
File Miew Reports Tools Help

O & [@ 8% X3 &

=1 All Scans Type | | [term | GIMurnber
= ;ﬁ WinZkPro 12/23/2002 10:45:46 PM &Warning Service Pack Service Pack
1 &l Patches in Scan &Warning Service Pack Service Pack

=-("1 Domains Scanned o Informational lterm

- &, MSHOME &Warning Service Pack S5Service Pack

- £ Patch kS 02-001 311401

+_Jp  Mewscan.. g Patch MS02-009 3315089

SR PriRE. .. g Patch kS02-014 (313829

. g Patch qS02-017 Q311967

-3 Deployment Hiztarys g Patch kS02-024 Q320206

- .;"?L Deployment; 1241 g Patch kS02-0239 (318138

Q WNZ2EPRO g Patch kS 02-040 [326573

1 Favorites Test Ingtall on “WINZKPRO" g Patch MS02-042 (1326886

g Patch kS02-045 (1326830

Send Message to "WINZKPRO! g Patch MS02-047 0323759

Deplay y g Patch MS02-048 L323172

g Patch kS02-050 (1329115

Shutdown ¥ g Patch kS502-055 (1323255

Restart ¥ g Patch k502-063 (1329834

| g‘ﬁrﬁn‘r ational e MS02-064 (1327522

If all requirements for the remote patch deployment are met, HFNetChkPro will
display the following results:

Test Install on, "WIN2KPRO" @

Filename:  C:\Program FileshShavik TechnologiezhHFMNetChihzhalik. e log

Test Deployment. Date: 16:11:53 s

Good: Local Host i running the YWorkstation Service
Good: Local Host i running MetBioz or MetBiosOnlP

EEEEE TR TESt ‘I 921 EEDE HEMEEEMENE

Test 1)1 192.168.0.2-Good: o are an adminiztrator an thiz computer
Test 21 192.168.0.2- Good: remote computer iz inning Bemate Registy Service
Test 3] 192.168.0.2- Goad: remate computer iz unking Server Service

Test 4] 192.168.0.2- Good: remote computer iz running YW orkstation Service

o=
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Test Install on, "WINZKPRO"

Filename:  C:\Program FileshShavik TechhologieshHFMNetChihzhaslilk.emr log
~
Test 5] 192 168.0.2- Good: remote computer iz nning MetBios ar MetBiosOwverl P
Test B) 192.168.0.2-Good: You can access the remote registry on this computer
Test 71 192.168.0.2- Good: able to access remote computer's W orkstation Information
Test 8] 192 168.0.2-Mate: Uszer logged in on the remate cormputer;
HWIM2KPROMp
Test 9] 1592.168.0.2-Good: the Scheduler iz running
Test 10 192.168.0.2-Good: created remate directary for copying test updates
Test 111192.168.0.2-Good: copied test update files
Test 121 192.168.0.2-Good: remote tazk was succesfully scheduled.
“
T oee |

Test Install on, "WINZKPRO"

Filename:  C:\Program FileshShavik TechnologiezhHFMNetChihzhalik. e log

Test 9] 192.168.0.2-Good: the Scheduler iz running

Test 101 192.168.0.2-Good: created remate directary far copying test updates
Test 111 192.168.0.2-Good: copied test update files

Test 121192.168.0.2-Good: remate tazk was succesfully scheduled.

Test 131 192.168.0.2-Good: Test of scheduled test was succesfully executed

HEHEKK

192 168.0.2- Overall grade of Pasz. Patch installation iz pozzible.

HHMHRH

B e

If any of the steps have failed, take necessary steps to fix them and then run the test
again. Once all the steps have a status of Good, you can deploy your patches.
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12. Patch Deployment Using HFNetChkPro

Using Shavlik HFNetChkPro tool for remotely deploying patches is a very simple
task and it can be done just with few mouse clicks. All necessary steps are
described below. In order to deploy patches remotely to a selected machine right
click on the machine name (in this case WIN2KPRO) and select Deploy option.

Next, you will be presented with another menu that will offer you to deploy Selected

Patch (es), Deploy All Patch (es) for the selected machine or Deploy Selected

Service Pack. In this example we will remotely deploy all patches to the WIN2KPRO

computer which is shown on the screenshot below.

Shavlik HFNetChkPro Enterprise

File Miew Reports Tools Help

D& @A 84X B &

| | [kem | QM urber

=[] &l Scans Tupe
- :ﬁ Win2kPro 12/23/2002 10:48: 46 P &Waming
(1 Al Patches in Scan &Waming
=[] Domains 5 canned o Infarmational |term
-1 ity MSHOME N wiaming
- £ kdinaing Patch
+- ] P: Mew Scan... 1 FPatch
=1 D Prink. .. g Patch
.;EJ_ 1 Patch
=3 Deployrment Higtony g Patch
- .;‘?L Deployment; 1242 g Patch
(=) N zEPRO 1 Patch
(1 Favarites Test Install on “WINZKPRO' 1 Patch
1 Patch
Send Message to "WINZKPRO' 1 Patch

Deploy

Shukdown

Resktart b

Deploy Selected Pakchies), ..

Service Pack Service P
Service Pack Service P

Service Pack Service P

M5 02-001 Q211401
M5 02-009 (13180339
MS02-014 (1313329
MS02-017 2311967
MS02-024 (320206
MS02-029 (1318138
M5 02-040 (1326573
MS02-042 (1326386
MS02-045 (1326330

MS0Z-047 (323753

Ceploy ol Pakchies) For "WINNZKPRO'..

Selected Service Pack. ..

| mm

After selecting “Deploy All Patch (es) fro ‘WIN2KPRO'...” HFNetChkPro will

automatically start the Shavlik Patch Deployment Guide which will guide you through

the basic steps in remote patch deployment.
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Shavlik Patch Deployment Guide: Start

Shavlik Patch Deployment Guide

YWelcome to the Patch Deployment Guide.

Patches

Thiz guide will take vou through the steps required ta push Microsaft zecurity
updates to the computers an your network.

Download Pleaze review each step carefully.

Deploy Funss

Aclvanced
f* [Dieplay with Shavik Becommendad Defaults

" Deploy with Advanced Settings
Deploymenrt

Finish

Cancel Einish

Start Screen: The Start screen offers the following two options for the patch
deployment:

1. Deploy with Shavlik Recommend Defaults - If you pick this option, the
deployment guide will automatically make some choices for you based on
Shavlik recommendations. These recommendations are as follows:

Install all patches immediately

Reboot after deployment

Overwrite existing files

Do not shutdown SQL or 1IS service before applying patches
Remove temporary files after deployment

Do not make backup files for uninstall

g. Run patch installations in quiet mode

~pooow

2. Deploy with Advanced Settings - Allows network administrators to manually
define all properties listed above.
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Shavlik Patch Deployment Guide: Patches

YWhen remotely deploping patches, you can select several options on how patch
inztallations should be copied and when they are executed. Please zelect all desired
zettings and prezs next ko continue.

Wieww Patches Grouped By:
Machine Patches That Meed Selection Incomplete Patches
Wigt All W arnings
Dovynlosd

2 Patches for Machine: WINZKPR.O

Patch Q3180849, MS02-009 for apply Current Choices
INTERMET EXPLORER 5.01 SP2 ko All Patch 0318089, MS02Z2-009 fFor
IMTERMET EXPLORER .01 SP2

iInstall Patch

Deploy Runds

: v Security Update For Internet Explorer 5.01 For Windows 2000
¢~ Security Update For Inkernet Explorer 5.01 For Windows 9 and MT
¢~ Skip Patch

— Skip Patch 0311401, MS02-001 for WINDOWS 2000 5P2
[ Skip Patch 0313829, MS02-014 for WINDOWS 2000 SP2
Deployment — Skip Patch 0311967, MS02-017 for WINDOWS 2000 SP2
— Skip Patch 0320206, MS02-024 for WINDOWS 2000 SP2

[~ Skip Patch Q318138, M502-029 for WINDOWS 2000 SP2

Binish — Skio Patch 0326573. MS02-040 for MDAC 2.5 SP2 v

Cancel ¢ Back | Mest » | Finizh

Patches Screen: During this step users will confirm/complete any choices required
for patches. For the majority of cases, you will be able to ignore this step. However,
for Service Packs and/or Patches that have component choices (such as the
Q318089 patch listed above) you will need to make a selection before continuing.
For any patch that does not have any sub components to choose from, the 'Skip’
checkbox is left unchecked and by default this patch will be included in the
deployment. For any patch that does have sub components to choose from, by
default the 'Install Patch' option and the 'Skip Patch' option are both left blank so that
user interaction is required.
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Shavlik Patch Deployment Guide: Download Center

The Shavlk Deplopment Guide must have access to all patch installations in the
download center.

Fleaze download all listed patches o ensure proper deployment. 1f pou are in 'Clagzic'
maode, click an the hpperink and zave the file from Microzaft ta the 'Download Center
Fath'. Othenmize, simply click 'Get Patches'.

Y'ou can hit the refresh buttan nest to the download center path to get an updated list
of mizzing patches.

Clagsic Wiew: [ Check the classic view to deplay forsign language patches.

\HENetChkS havlikPatches J
|

Download Download Center Path: Shavlik. Technologies

All patches required were located in the 'Download Center',

Deploy Runds

Advanced

v Eeep tving to download the file if the download tmes out

Deploymernt

Finish

Cancel < Back | Hent » | Einish

Download Center Screen: During this step HFNetChkPro will compare the list
patches to be deployed with the list of patches available via Download Center. If all
necessary patches are already in Download Center the “All patches required were
located in the Download Center” message will be displayed. If any of the required
patches are missing in the Download Center, HFNetChkPro will list them and offer a
user to download them by clicking on “Get Patches” button. After an attempt of
downloading missing patches, you can confirm if they have been successfully place
into the Download Center by clicking on the Refresh button shown on the picture
below:

Clazzic View: | Check the classic view to deploy fareign language patches.

Download Center Path: |5havlik TechnologieshHFHetChk\ShavlikPatches .. | |i

All matrhes reauired were lnrated ik the Tlawnlnad Ceanker
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After confirming that all required patches have been successfully placed into the
Download Center you can proceed with the next step by clicking on the “Next”
button.

Shavlik Patch Deployment Guide: Deploy RunAs E

Fundz iz used whenever the user vou are logged in az iz not an administrator on a
target machine. HFMetChkPro uses the Funds to "login' to the target machine
automatically.

Enter: DamaintUzer - uzes the domain account
< Target Machine:“User - uses the target's local account

Uzer - uzes the target's local account

Deploy RunAs

Advanced

v Bunds [if pou are not an administratar on a target maching]:

Usemame: |administratar

Password: |

Finizh Werfy Pazsward: |

Cancel | < Back | Hent » | Einish

Deploy RunAs Screen: The Shavlik HFNetChkPro uses your current logged on
credentials to automatically "login" to the target machine(s) and copy and schedule
the patch deployment. If the current logged in credentials do not have administrative
rights on all of the target machines, you need to enter a RunAs. HFNetChkPro will
use the RunAs credentials to automatically "login" into the target machines.

If you enter Domain\User, HFNetChkPro will use the domain account rights.

If you enter <Target Machine>\User or just user, HFNetChkPro will use the target's
local account rights.
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Shavlik Patch Deployment Guide: Advanced

FPatch Deployment allows advanced zettings to be zet for many actionz during the deplopment.

Pleaze select optionz az desired and consult the help file for more information on the zettings.

Immediately
Copy speed: Fast copy will tie up maore Egl':'w Fasti
network. bandwidth but finish fazter. o J
Dovwvnload Second: to wait before patch copy ety 20 ill
Before Deployment. ..
[ Shutdown SOL Server [ Shutdown 115 Server
Deploy Bunds
During Deployment. ..
[v Backup files for uninstall [v Quiet mode
Advanced
After Deployment...
[v Femove termp deployment files
[v Reboaot target machines immediately
. =l
Shutdown attempts: A =
Finizh Second:z between shutdown attempts: =1 j

Cancel | ¢ Back | Meut » | Finizh

Advanced Screen: The next step in the guide allows the user to change options
that specify to how the patch deployment should execute.

1. Copy speed - This option allows you to control the copy speed during the
'pushing’ process of patches.

2. Shutdown SQL Server - If you are deploying SQL Server patches, you can
specify to shutdown the SQL Server Service before deploying patches.

3. Shutdown IIS Server - If you are deploying IS patches, you can specify to
shutdown the 1IS Service before deploying patches.

4. Backup files for uninstall - This option informs each Hotfix to backup files
appropriately if the installation package is capable of doing such a task. If a
particular hotfix is capable of backing up files for uninstall, selecting this
feature will offer you an option for uninstalling it after the deployment.
This is a very good feature especially when some hotfixes may cause other
unforeseeable results causing a computer system to malfunction.

5. Quiet Mode - If this option is checked, all Microsoft Hotfix installations are run
in unattended mode during remote deployment so that no user interaction is
required on remote machines. If the Quiet mode is turned off, the installation
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can display progress messages and other non-interactive messages during
the install.

6. Remove temp deployment files - If this option is selected, every file used
during this deployment will be removed with the exception of
CommandLine.exe and Qchain.exe since they could be used in other
deployments, if more than one was scheduled or executing them at the same
time.

7. Reboot target machines deployment - All reboots on Microsoft Hotfixes are
suppressed so that several Hotfixes can be applied at once. This option
instructs the remote deployment of whether or not it should reboot the
computer when finished.

Note: It is strongly recommends rebooting the computer after a remote
deployment to ensure that all patches are successfully applied.

8. Number of shutdown attempts - If a shutdown fails for any reason, this will
instruct the program to retry the specified number of times.

9. Number of seconds to wait between shutdown attempts - If multiple shutdown
attempts are required, this value specifies how long to wait between each
attempt.

Shavlik Patch Deployment Guide: Deployment E

When remotely deploying patches, you can select several optiohs on how patch
inztallations should be copied and when they are erecuted. Pleaze select all desired
zettings and press nest bo continue.

Dowenload Inztall Type

" Schedule: J

" Copy patch installations only [no automatic execution)

¢ Buns.s

" Copy and wait untl nexst reboot and adrministrator login

" Farce a reboot and wait until nest adrinistator login

Finish

Cancel < Back | Hent » | Einish
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Deployment Screen: The next step in the Patch Deployment is the Install Type.
HFNetChkPro offers several options for installing patches. Selected patches can be
installed immediately or be scheduled for a specific day and time. The scheduling
option is especially valuable when it comes to computer systems that cannot be
disrupted during the business hours.

The “Copy patch installations only (no automatic execution)” option provides network
administrators with ability to transfer all patches, QChain.exe and the batch file
created by the Deployment Guide (Wizard) to a target machine with no execution.
The installation can be then performed manually at any convenient time.

The “Copy and wait until next reboot and administrator login” option is very similar to
the previous option except the patch deployment execution will be performed after
someone reboots the machine first and logs into it with administrative privileges.

The “Force a reboot and wait until next administrator login” option copies over all

patches and dependent files and forces the machine to reboot (there will be a 60
second warning for any user sitting at the machine). After the reboot occurs, the
deployment will begin as soon as an administrator logs into the system.

Shavlik Patch Deployment Guide: Finish

Thiz guide will now ztart the deployment with the optiohs vou zelected. The following
will be dore:

1. Yalidate your zelections and aszure pou are adminiztrator on the machines you

Patches want o update
(= | L i ==y

2. Copy selected patches ta the computers vou requested
Dionenload

Deploy Funds

Aclvanced

Deploymenrt

Shavlik Patch Deployment Guide

Cancel < Back | | Einish |

Finigh

36 of 46
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Finish Screen: This is your last chance to review the patch installation options. If
any of the settings still need to be changed, it can be done by navigating to an
appropriate screen by pressing the “Back” or “Next” buttons. If everything seems to
be configured correctly, press the “Finish” button to execute the patch deployment.

HFNetChkPro will copy all files over to target machines and run the created batch
files based on the installation type option selected. During the copy process, several
events are logged to the application log on the target machine. This information can
be viewed in the patch Deployment History (shown below in the next section),
however the application log should be configured to allow older log entries to be
automatically purged so that no errors occur if the event log should become full.
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13. Patch Deployment Verification Using HFNetChkPro

It's a good practice to verify that all planned to deploy patches have been actually
successfully installed on a target machines or a group of machines. HFNetChkPro
provides an excellent facility to accomplish this task. Simply, expand the Deployment
History tree and double-click on the target machine. All the information about a
particular deployment including Patch Deployment Details, Execution Options,
Machine Details, Scheduler Event Log Messages and Event Log Messages will be
displayed in the right pane.

Shavlik HFNetChkPro Enterprise

File Wiew Reports Tools Help

D& [ 8l & X B &

= &ll Scans A

=GP winZkPro 12/25/2002 10:48:46 Pl Patch Deployment Details
1 4 Patches in Scan Deployment Date: 12/30/2002 6:20 PM Ran by: kp
= (1 Domains Scanned Install Type: Schedule and install immediately. \Wwait 20 seconds between copy attempts.

=g MSHOME
= WINZKPRO 5 =

% (1 Patches by Product Patch Execution Options

[Z1 Deplayment Histary Backup files for uninstall: True Quiet Mode: True

=3 Deplapment History Remaowve temp files after deployment: True Reboot after deployment: True

- ,‘?‘, Deplayment: 1273072002 6B:20:47 P | Attempt ko shut dovwen remaoke machings 5 times and wait 60 seconds bebween shutdown

M 2K PR atbempts.
] Favories Machine Details
WINZKPRO
Maching Marne: WINZKPRO Faorce Reboat:
True
Target Path: 4%,192.168.0.2"C4" WINNT " ShavlikProPatches Shavlik- Back ko top

20205,

Scheduler Event Log Messages:

HFMetChkProsShay,Deploy, 2002, 12,30.06.20,PM, C2F467 30430547 CE4BADSENSCEIY0E, batStar!

Scheduled 1213
Deployment 6132
[Z).job

Event Log Messages:

ID 8206 2 Infarmationiaon Dec Use Shared Path: 11192, 1680, 2 CHWINNTIShavlikProPa
(Use 30 Lacal Path; C:wTMNT ShaviikPraPatches) Shavlik-20209
Shared 18:31:16
Path) 2002
IDgz0l 2 Informationton Dec Copy File Y4192, 168,0, 208w INMT ShavlikProPatchesi st
(Capy 30 V3311401 _IIS5_SP2_x86_EMU.exe,
File) 15:31:18

2002
ID&z201 2 Infarmationiaon Dec Copy File 11192, 1680, 2YCEWINNT ShavlikProPatches St

< £ >

Another recommended method of verifying that a patch deployment has been
successfully completed is to re-run the scan. In order to use this option the scan
needs to be first saved in the Favorites. This can be accomplished when defining
scan settings using HFNetChkPro Scanning Guide (Wizard). The following screen
illustrates how to re-scan a machine:
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Shavlik HFNetChkPro Enterprise
File Wiew FReports Tools Help

[y 2li X |0 &
=] &l Scans Description
-1 2P Win2kPro 12/30/2002 8:41:1 50 '
1 All Patches in Scan
-1 Damains Scanned
- iy MSHOME Print...
— = wiNZKPRO
+_] Patches by P
+-{_] Deployment F
+ :ﬁ Win2kPro 12/29/2002 10:48
=3 Deployment Higtany
- .;‘?L Deployment; 12/30/2002 6.2

= N2k PRO Deploy
3 Favarites Shukdown

Mew Scan...

*le—scan Favorite

< Restart

1 ltem(z]

The results of the new scan will be stored under All Scans tree located in the left
pane of the HFNetChkPro main screen. The following screenshot represents the
results of the another re-scan performed on WIN2KPRO computer system after
deploying all missing patches identified during the initial scan.

Shavlik HFMetChkPro Enterprise

File ‘iew Reports Tools Help

0| & 2l il X B &
=-_] All Scans CMumber  ~
= :ﬁ WinZkPro 12/30/2002 3:41:10 PM A, Infarmational [tern Service F"’
[ &0l Patches in Scan I | nformnational [kern
=1 Domainz Scanned OInfDrmatiDnaI [tern Service Pack Service Pa

Service Pack

- é MSHOME &Warning Service Pack Service Pa
- Q w2 PRO &Warning Service Pack Service Pa
=1 Patches by Product &Warning Service Pack Service Pa
INTERMET EXFLORER 5.01 Informational lem  MS02-064 [32vhzze -
MDALC 2.5 5P2 1
=] wiND WS 2000 5P2
WINDOWS MEDIA PLAYER The latest service pack for .
+-(_1 Deployment Histary this product is not installed. olnfurmatlunal
+ :ﬁ WinzkPro 12/29/2002 10:48:46 P
=3 Dgpl':'!"ment Histary Reason for Itenm: All necessary hotfixes have been
=JTu Deployment; 12/30/2002 £:20:47 P applied.
(=) yINZKPRO
[ Favoarites
< | 3
2 ltem(z]
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As you can see, all the critical items about the missing patches identified after the
initial scan have disappeared and the only items that are left are the informational

and warning messages about the latest service packs that have not been installed
yet for different products.
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14. Reporting

One of the strengths of HFNetChkPro is its reporting capabilities. Several reports
can be accessed via Reports menu located on the main menu bar. The screenshot
below shows variety of reports available within the software:

Shavlik HFNetChkPro Enterprise
Help

File Wiew REEEN Tools

deches by Maching. ..
Machines by Paktch, .. —

Type | | [tem | QAMumber =~
Patches by Machine Detail., _9 Informational [tem Service Pack Service Pa_ |
&) informational Item
Patch Listing € infomational Item Service Pack Service Pa
Condensed Patch Listing Y/ arning Service Pack :
Condensed Patch Listing For C5Y /% Wiaming Service Pack Service Pa
Missing Service Pack £ W aming Service Pack Service Pa
) F R.01 |nformational e MS02-064 (1327522 -
Machines Mot Scanned ‘H D |:‘

Machine/ 3 Lisking
- EWINDOWS MEDIA PLAYER | The latest service pack for this  yarning

+-[_1 Deployment History product is not installed.
+ ;ﬁ Win2kPro 12/29/2002 10:423:46 P
S | Deployment Histary Reason for Warning: The latest service pack For
= Kl'lEL Deplopment: 1243042002 6:20:47 P this product is not installed, Currently MDAC 2.5 5P2
Q WINZKPRO iz inskalled, The lakest service pack is MDAC 2.5 SP3,
1 Favarites
< >
3 ltem(z]

Currently, HFNetChkPro has the following reports:

Patches by Machine - Listing report that displays all patch information
grouped by Machine Name.

Machines by Patch - Listing report that displays all patch information
grouped by Patch BulletinD and QNumber.

Patches by Machine Detail - A detailed listing of every patch found grouped
by Machine Name. For each patch, the entire summary and reason is listed
in the report. Note that this report can take very long if ran against 1000's of
computers.

Patch Listing - A concise listing (one line per patch processed) of all patches
for all scanned machines sorted by 'Missing', 'Found', and ‘Informational’ and
'‘Warning' first, then sorted by user preferences.

Condensed Patch Listing - This report is designed to fit as much data on
the page as possible. The report is grouped by machine and if many
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machines are processed and you want a listing of every patch for each
machine, this report will contain minimal amount of pages.

Condensed Patch Listing for CSV - This report is designed to output data in
optimum format if the user wants to do a CSV export. The output is a simple
text listing where each patch is on a single line. Instead of showing icons
stating the status of the patch, the initials M, F, I, and W are used meaning
Missing, Found, Information, and Warning respectively.

Missing Service Packs - This report is a quick overview of all machines that
are missing service packs for supported products. This report skips the
simple criteria filter and displays the advanced criteria filter immediately.
These filtering options will be explained below.

Machines Not Scanned - This report lists out all machines not scanned and
the reason they were not scanned

Machine/OS Listing - This report lists out all operating systems for the
machine(s) scanned.

A sample report of Patches by Machine (Computer) is shown below:

& Shavlik Network Security Hotfix Checker Professional (HFNetChkPro) Report Viewer - [Patches By Machine] E|@|Pg|
@ Eile  Wiew  Window k-

E éErint... | i DE 1|:||:|:.=-5;

[ R | 2 T T A A I S R B SR B U S SR BRI E: DY

Date: Monday, December 30, 2002

| Elshavik patches by Computer

_ Scan Name  Win2kPro 12/30/2002 8:41:10 PM

Machine Name
MSHOME | WIN2ZKPRO (192.168.0.2)

Product Name: “WINDOWS 2000 SP2
CMumbers Bulletin 1D Ciburmbers Bulletin 1D

3 €3 03258310 ME02-071 [ ] Jecirivr ME02-064

o | »

For a future reference all reports can be saved as a file using the following available
file formats:
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File name: |S ample Beport j

Save az type: |Netwu:urk Security Hatfis Checker Profezsional [Ij
| Metwark. S ecurity Hotfis Checker Professional [HFM

Rich Test Format [*rtf]
Text Farmat [ k]
Ewcel Format [*.xlz]
HTHL Format [ html]
TIFF Format [* tiff]

T TT YT

The Shavlik Technologies Network Security Hotfix Checker reporting interface was
designed to provide the user with wide range of filtering possibilities. The reporting
features make the Shavlik tool very powerful, however, in addition to the standard
report criteria, the tool provides offers options for advanced filtering, allowing users
to create any reports they desire. Some advanced filtering options are shown on the
screen below:

Patches By Machine - Report Criteria

Field: Operator: W alue: -
lletin 1D ~ -1 Bl Shavlik
CriTiCEl”J[}-‘ J TECHNOLOGIES
Eom?‘_'“ MName 2| v shavlik.com
ermn Type —
Machine Narme Criteria Help
FPatch Hidden
Product Name . o
GNumbers - | Sefting Report Criteria
LHTCaNTy - Ascending j Each " i
o - - ach report can have
3! Severity zﬂxscendlmgl several criteria set. This
QHumbers - Ascending tool allows for very
Bulletin 1D - Ascending powerful report filtering.
Frr earh rennt sewveral b’
Ok Cancel | Help << |

Below is the list of operators that HFNetChkPro supports under the advanced
filtering options:

1. (=) Means that the field must exactly match the text in 'Value'.

2. (<>) Means that the field must NOT equal the text in "Value'.

3. (IN) Means that the user will provide a ', delimited list of values and the field
must exactly match one of the text elements in 'Value'.

4. (NOT IN) Means that the user will provide a ', delimited list of values and the
field must NOT equal one of the text elements in "Value'.

5. (NULL) Means that the field must be NULL in the database.

6. (NOT NULL) Means that the field must not be NULL in the database.
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7. (®), (<), (<=), (>=) Means 'Greater Than', 'Less Than', 'Less Than or Equal
To', and 'Greater Than or Equal To' respectively. A numeric comparison
(value based) or alpha comparison (alphabetically) will be performed to filter
out values.

8. (LIKE) Means that the field must match the wildcard specifications provided.
% means match anything and any length and '_' means match anything but
only the length specified by the number of '_' characters. For more
information, see SQL Server Books Online and review 'LIKE' in 'SELECT'
statements.

9. (IS BLANK), (IS NOT BLANK) Means that a text field either contains an
empty string value or does not contain an empty string.
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15. Summary

HFNetChkPro is a great tool to help you manage the patch status and security of the
systems in your enterprise. HFNetChkPro provides several advantages over the
freely distributed Microsoft command-line version HFNetChk. Its graphical user
interface is very intuitive, self explanatory, and easy to navigate. HFNetChkPro
allows administrators not only to scan systems or groups of systems to check for up-
to-date and improperly configured security patches and service packs but also
provides an extensive list of options for pushing them out to the machines that need
them, or scheduling them for later downloading and patching. Using HFNetChkPro
multiple patches can be applied to the same system with only one reboot. The tool
provides excellent facilities for downloading new or needed patches into a central
and hopefully well secured repository on the enterprise network. Once downloaded,
patches and service packs are stored in the HFNetChkPro download center, there is
no need for repeating this usually time consuming step over and over again. The
new version of HFNetChkPro provides network and security administrators the
ability to check the readiness of computer systems for remote patch installation. That
gives an opportunity to correct any already existing issues prior to applying actual
patches or service packs and ensures future successful deployment. HFNetChkPro
also delivers options for patch deployment verification as well as extensive reporting
features that are especially valuable when dealing with large enterprise class
networks. The new version also comes equipped with a patch installation database
that includes information on and descriptions of patches from Microsoft, as well as
verification that the patches being downloaded are actually coming from Microsoft. In
addition, it allows the scanner to execute an "Anti-spoof Scan" which is a detailed
binary analysis of each file for each patch to assure that no one has tried to "fake" a
file on your network.

You can try a free version of this tool HFNetChkLT which can be downloaded from
Shavlik Technologies corporate web site by going to the following link
http://www.shavlik.com/pHFENetChkLT.aspx. HFNetChKLT is the fully functional version of
HFNetChkPro. HFNetChKLT offers unlimited scanning, a complete GUI, and
Shavlik's exclusive PatchPush™ capabilities. No keys and no timeouts required so
you can use this useful tool all you like.
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