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Abstract

Internet Security Systems White paper states, “Without a doubt, wireless LANs
have a high gee-whiz factor” (Wireless LAN, pl). Wireless networks can provide
vastly improved processes and will save many companies thousands of dollars.
With many companies wanting to be considered high-tech and the large savings,
there is intense pressure to provide these networks. While everyone with any
knowledge of 802.11 knows, wireless security is almost impossible. All security
officers , myself included, would like a perfectly secure network in our dreams.
Eventually we wake up and find we live in a world of budgets, limited staffing,
and politics. | have titled this paper, “A Practical Look at Wireless Security”, since
| will look at the practical side of implementing our Wireless 802.11b network
security. This paper will describe our prior configuration then go into the practical
steps we took to reasonably secure our Wireless network until additional tools
and resources can be budgeted. | will explain the decision processes we
reviewed to decide on our level of security. Many factors were considered when
deciding how many layers of security would be activated. This paper is targeted
at the Cisco® product line as this is the product line we have installed. | will also
only address the security settings with the assumption that the wireless network
already exists.

Beginning Snapshot

Our prior 802.11b configuration was and is small and does not handle sensitive
data. The fact remains that any access into our network needs to be secure so
our other network subnets do not get compromised. There are only 4 wireless
access points installed with 6 wireless devices being used.

To illustrate the difference between before and after network designs, | will
reference the same 6 topics in both the before and after snapshots.
1) Our radio signal is not limited to our facility so public availability to our
network for eavesdropping is a very large area.
2) Our SSID is not being sent out for all to hear.
3) We limited our wireless to a single subnet, but had not connected it to our
wired network via a firewall.
4) As mentioned above, we were not using a firewall so IP Filtering for
address and port was not being done.
5) We had not implemented MAC address filtering to limit the connection of
rouge devices.
6) We had not implemented WEP encryption at all.
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One radio cell

Access point

Other three radio cells located adjacent to above cell on same subnet
via a defined VLAN on the wired network

Before snapshot
Setting the project scope

The idea is to implement as many security layers as possible with a watchful eye
on resources and cost. As taught in the basic GSEC course, layered security is a
very good approach. | wanted our initial implementation to use only the standard
security tools not any proprietary protocols. The user environment is also a
concern. If the network administrators require authentication using one time
password key phoebes or even extra logins to the wireless environment, some of
the benefits of wireless that increase productivity will be lost. One of the
strongest features of wireless is instant access to online data. If a user must log
onto the wireless, then onto the corporate network to map data drives, and then
onto the application used to access the database you can see how frustrating
and inefficient this could be. A network administrator can be seen as a failure or
roadblock to progress if the technology cannot be implemented with a very
seamless authentication. In the current environment, the data traveling on the
network is not that sensitive. The fact remains that we must do whatever we can
to protect our wired network from penetration by a hacker.

Common Practice
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1) Radio placement and output power

| know most papers on wireless security do not address this topic but it can
really lessen your exposure to eavesdropping if you take the time to set up
and place the radio properly. By placing the radio away from the outside walls
of your building, you can limit the area external to your facility the signal can
be eavesdropped on. If the placement of the radio is near an outside wall,
most units can have the signal strength lowered to accomplish the same
effect. Of course this technique is limited because you usually want as strong
and as much coverage as you can.

2) Not broadcasting the Set Service Identifier (SSID)

This is the first step to configuring and securing wireless. The SSID is
required for a client to connect to an access point automatically. By default
most Access Points broadcast this information to allow automated
connectivity by the clients. Clients can connect without this broadcast if they
are manually assigned to the SSID of the access point. It is very simple to
turn off the broadcast and this slows the eavesdroppers by a few minutes. It is
just one layer to securing our wireless.

3) Isolate the wireless to a single subnet

By isolating the wireless Access Points to a single subnet you can attach the
entire subnet to your wireless network via a filtered connection in a router or
better yet a firewall. This concept can be used even across very large campus
environments if your wired LAN supports VLAN technology. Although, you
may not want all your wireless clients to have the same access to the wired
network. You could connect each wireless environment separately to your
wired network with different firewall filters.

4) Consistent hardware manufacturer

This allows for more security layers as many manufactures have some
proprietary security protocols. The down side of using a proprietary protocol is
the Access Points and the client radios must all be the same manufacturer.
The up side is some of these protocols are very powerful.

5) Isolating the Wireless Subnet via a Demilitarized Zone (DMZ)

As mentioned above, if you limit your wireless to one subnet you can attach
them to your wired network via a DMZ created by a firewall. This could be
done on several subnets in your network. The more you limit the number of
subnets the easier it is to maintain.

6) MAC addresses Filtering

This is a list of Media Access Control (MAC) addresses predefined in the
Access Point. The Access Point will only allow the clients with one of these
addresses to connect to the wireless network. This security layer may have
been effective years ago when MAC addresses were burned onto the
Network Interface Card (NIC) itself. Now that many devices allow for the
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software addressing of the NIC these filtered addresses can be mimicked.
The problem here is, as described above, this may keep out an amateur but
anyone with the tools and skills can break this in minutes.

7) IP Protocol Filtering

To allow for protection from a hacker of your wireless network doing some
damage to your wired network, you should limit the connections to your wired
network at the point of connection. This IP filtering can be done with a router
using extended ACL lists or can be more restrictive with a firewall. By using a
firewall instead of a router you can restrict by network port and do logging to
alarm of attempts by a hacker breaking in.

8) WEP encryption

After reviewing a document from the Wireless Ethernet Compatibility Alliance,
Wired Equivalent Protocol (WEP) was designed as a standard to make
wireless secure by encrypting everything sent across the airwaves. The
problem is, like most security tools, there is always a group of individuals who
have nothing better to do than find ways to break a security protocol. Perhaps
we should thank them for exposing a weak standard. The fact remains, that
with a very available tool a person can crack the encryption key. They only
need to capture approximately 1 million packets by eavesdropping and to
have enough information to calculate the encryption key. Once they have the
encryption key, they can capture all data following on the radio network
including login and passwords to other systems.

9) EAP-TLS

Extensible Authentication Protocol (EAP), which is a Transport Layer Security
(TLS), is part of the new IEEE 802.1X standards for both wired and wireless
security. “This standard provides WLANs with strong, mutual authentication
between a client and an authentication server. In addition, 802.1X can provide
dynamic per-user, per session WEP keys, removing the administrative burden
and security issues surrounding static WEP keys” (Cisco Aironet, p 5).

10)LEAP

This is Cisco Wireless proprietary version of EAP. The EAP-Cisco access
WLAN can also support non-wireless clients with a workgroup bridge. LEAP
can provide good security and removes many of the problems of key
management. To do this several pieces of hardware are necessary. When
using this protocol, a network designer must consider the availability of these
devices to provide connectivity for the wireless environment. Cisco’s paper
entitled, “Wireless LAN Security in Depth”, states that the authentication and
key management systems must be available also. To make your wireless
highly available you must also make your DHCP and RADIUS services highly
available. This could add additional cost to the securing of your wireless
network. In the documentation | read it seems that the login process would be
passed as plain text. | would do more investigation before implementing this
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11)TKIP

Temporal Key Integrity Protocol (TKIP) which is a standard Cisco supports.
When you couple this protocol with Message Integrity Check (MIC), per-
packet key hashing, and broadcast key rotation you have a very powerful
weapon against wireless network intrusion. All of these security protocols
used together make for a very powerful security system.

12)Rouge Access Point Detection

Rouge access points are a problem because access points can virtually be
taken out of the box and connected to the wired network in minutes. So even
if a network administrator secures the known access points a rouge can be
set up without his/her knowledge. Even a well-meaning employee at a remote
site may bring up a wireless network for legitimate business use and cause a
huge whole in your network security. | have heard of some Intrusion Detection
Service (IDS) devices being able to detect rouge devices by MAC address
lists. | have not, however, investigated how successfully this works. While
researching for this project, | found an interesting application that is sold by
“WavelLink” called Mobile Manager. In their paper on Wireless Security, they
describe many ways of securing wireless with their product and one of the
techniques seems very interesting. In the documentation from Wavelink they
explain the process they use to neutralize a rouge AP. Upon identification of a
rouge AP the Wavelink software instantly downloads a default profile to the
AP. In this default profile restrictions have been configured that eliminate its
ability to communicate with the network. | feel this is a very clever approach to
neutralizing rouge APs. The article did not explain how they identify a rouge
AP has joined the network It sounded like it might be worth investigating when
budget money is available.

After reviewing the tools listed above we needed to analyze how much security
we could afford to implement at this time. Of the tools listed above, several can
be done with little or no cost. We decided to use the first 8 layers listed above
with the following reasoning. We felt that the fact we could limit the exposure to
our wired LAN severely because the wireless units we currently run are very
limited as to where they need to go. The network they attach to require a login
and password as does the servers they attach to. The connections made by our
clients are for very short periods of time, which could limit the WEP encryption
cracking because the hacker would have a hard time gathering enough packets.
The time we would need to survive with less than great security would only be a
few months. We would need time to develop a wireless security policy. We also
would need time to implement new procedures to allow for a wireless login which
would allow for the more secure protocols listed above. The following are the
steps we took to secure our network to this level.

We also decided to standardize our hardware now before purchasing any more
equipment. We only needed to change out 4 clients, which will prepare us for
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future implementation of some proprietary security layers, if we choose to go that
direction.

After studying Chapter 2 of the Cisco AVVID documentation, the radio placement
and adjustment is not as easy as just checking to see if the signal extends
beyond the walls of your facility and if so how far. Also, the speed can be
affected by the placement of the radios. The weaker the signal the less
throughput the wireless LAN has. Referring to Figure 1 below the building is
represented by the rectangle and the circle is the radio coverage area. Given the
signal strength begins to lessen at the fringe, this design does not serve your
clients well for throughput and allows for a large area of public exposure at the
top and bottom of the diagram. Referring to Figure 2 you can see that by using 2
APs instead of 1 you can get even better coverage and not expose your radio
signal to as large a public area.

Figure 3 shows a solution to another concern with wireless. Because wireless
APs are much like a network hub with respect to bandwidth, all clients in the
same cell share the 11 or 54 Meg throughput. To solve this problem you can
lower the signal strength and increase the number of cells. This will effectively
lower the number of clients that are in a single cell at the same time. One
concern you have, when using multiple radios in the same space is making sure
that you don’t use the same channel in the same overlapping space. In North
America, we can use 3 channels 1, 6, and 11. Cisco automatically selects the
best channel when booting up. In very complex layouts, you may want to set the
channels manually for optimum performance. There is another interesting
performance problem on 802.11x. As a client moves to the fringe areas of a cell
the bandwidth is automatically decreased. This not only has the obvious hit on
performance but also causes another problem with broadcasts and multicast
packets. A broadcast or multicast packet is sent out at the lowest baud rate being
used by any client in the cell. If you have just one client at a fringe signal area
every client gets the broadcast at that lower rate. This can severely bottleneck
traffic and care should be taken to limit broadcast traffic.

The Cisco products we used were 350 Access Points. They have several
features that we liked and were only a few dollars more than the 340s. The 350
APs differ from the 340s in three ways.

- They can be line powered. We have found this to be very helpful because
the location for these APs frequently does not have power available. We also
believe that locating the power plugs in a network closet is more secure than
having them accessible to perhaps more public areas.

- The 350 have 100 mw power output verses the 340 and many other
manufacturers have only 30mw.

- The packet-forwarding rate is twice that of the 340 model.

To adjust the power settings for the Ap350 select “Hardware” on the AP Radio
Line from the opening screen. You can then select the power setting from the pull
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down menu. The choices are 1, 5, 20, 30, 50, and 100mw. Remember the plan is
to reduce the signal as far as you can and still maintain a strong signal for the
whole coverage area you are trying to serve.

y
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Figure 2
Figure 1 Using 2 radios vastly reduced public
Using one radio leaving a large public exposure
exposure

s

2

Figure 3
Showing improved throughput model with 6 radios. Still having less
public exposure than figure 1

For all three of the figures above the hashed area represents radio signals. The shaded
retangle represents the building

While you are on this screen, you can click one field and stop the broadcasting of
the SSID. Select the second line down with the prompt “Allow Broadcast SSID” to
Associate. Select the radio knob next to “NO” and that will turn SSID
broadcasting off.

The concept of putting all radios on a single subnet was a lesson learned from a
previous attempt to install a 2Meg wireless bridge a couple years ago. We
learned, for a different reason than security, you want to isolate the wireless LAN
from your wired network for performance reasons. The bridge was so slow that
the broadcasts from our wired network flooded it. Because of this, we have
already isolated the wireless network. As mentioned above, this is also a good
concept for helping to manage your wireless network security. We then attached
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our wireless subnet to our wired network through a firewall to enable the IP
protocol filtering. We found that we only needed a few rules to allow the clients to
get were they needed to go. We also found it helpful to think of the clients as if
they were on the Internet when setting rules. I'm not going to go into the rule
creation here except to say we analyzed the exact IP address and ports needed
and only opened those. By blocking all ports not needed, we lessened the
possibility of a Denial Of Service attack on our wired network as well as many
other hacks.

We felt that even with MAC address filtering not being scalable we could
maintain it for now because our wireless network is so small. Keeping the MAC
addresses current could be a huge task if you had several hundred PDAs or
tablets attaching to your wireless network. We have only a few addresses to
manage so it should be a small task for the additional layer of security. To create
a MAC address filter list, select “Address Filters” from the express Setup screen.
You must decide if you want to allow or disallow the address you are entering.
This is a simple concept. You want to allow only the devices you know about. We
all know that the hacker out there can change his MAC to be the same as yours,
yet it is still another layer he must know to crack your network. From this screen
you can also remove MACs from the list if a remote unit fails or is stolen.

Using the Cisco WLAN document, we set up our wireless to use static WEP Key
encryption. As you work through the documentation on activating this protocol,
you will begin to see how difficult it would be to manage this manually for a large
network. Each device on the same wireless network must have the same keys
statically added to their configuration. One WEP key is 10 or 26 hexadecimal
characters depending on your encryption level. Each device has potentially 4
keys, 4 assigned to the client transmit connection and 4 assigned to the AP
transmit connection. If a unit were compromised or stolen, we would need to
change 4 field entries in 10 devices. We can do this now with 10 devices,
however, as we expand our network, it would be unmanageable. We originally
chose the highest level of encryption, which is 128-bit, because we had all Cisco
equipment. The standard is 40-bit encryption. We later dropped back to 40 bit
because the long encryption keys we difficult to manage. The document walked
through every step of applying the WEP key to both the client and the AP. Make
sure you follow the document very carefully or the security derived from this may
not be as good as you think. | know that this security measure is only a small
deterrent for a skillful hacker, given the fact that we only transmit small amounts
of data at a time and the non-sensitive nature of our wireless data. We will also
implement a policy to select a different WEP key for client and AP transmission
every month. This can be done easily as long as all the WEP key fields have
been entered initially. | believe we can sleep at night until we get the funding to
add additional layers. To set up WEP encryption the following must be done.

Decide what type of Authentication you want our choice was “Open”. That is also
recommended by Cisco. The reason is, “Shared” sends a string unencrypted to
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the client that is attempting connection. The client sends it back encrypted using
its WEP Key. The client is authenticated if the AP can unencrypt the message
using its WEP key. The problem is, if a hacker captures the plain text probe and
the clients response it is very easy to formulate the WEP key. The next setting is
40 or 128-bit encryption. We chose 128-bit initially because all our radios were
Cisco. It soon became apparent that maintaining the higher-level encryption keys
was very difficult so we dropped down to the 40-bit level. The WEP key fields
must match the clients or communication cannot take place. They must match
field for field. NOTE once you “APPLY or OK”, the WEP keys are not shown and
the transmit radio knobs show up. This indicates which key is currently being
used to transmit to the client. As soon as at least one key has been set, you can
select the first field to require the clients to communicate via encryption. You do
this by selecting “Full Encryption”. If you select “No Encryption or Optional” a
client with no key set can communicate which nullifies this security layer.

If you have a small network like ours you may want to populate all four of the
WEP keys. To explain this lets say your company wants to change active WEP
keys on a monthly or even weekly basis. You could log into each AP and move
the check next to a different KEY. The caution here is that you would need to
make sure all the fields on all devices were typed in exactly the same when they
were added to the network. Of course if you have a lot of equipment activity on
your network this would be a very heavy administrative burden. IF a device were
stolen you would need to change all fields on all devices.

After Snapshot

As you can see from the following diagram, we did not need to do many physical
modifications to the network to connect it to our firewall. If you compare the
before and after diagram, we only added one piece of hardware. The rest of the
security was enabling software already built into the Cisco equipment. If you
compare the list of security features we turned on, it is obvious that we are better
off than we were.

To recap what we have done.

1) Our radio signal is limited beyond our facility so eavesdropping is limited.

2) Our SSID is not being sent out for all to hear

3) We limited our wireless to a single subnet and connected it to our wired
network via a firewall.

4) Using the firewall we limited our wired network exposure using IP Filtering
both address and port.

5) We implemented MAC address filtering to limit the connection of rouge
devices.

6) We implemented WEP encryption only at the 40 bit level because
maintaining the WEP keys at a higher level proved difficult.
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After snapshot
Summary

| fully understand that these are all crackable layers of security. If someone were
that intent upon breaking into our network, they most likely would find a way even
if wireless were buttoned up tight. | personally feel that having this many layers of
security makes for reasonable security for minimal risk data. The security
measures described in this paper only allow for minimal security. In my opinion,
these security measures should be used even on a small home wireless system
to at least keep the next-door neighbor from using your DSL or Cable connection.
If a small business cannot afford to do at least this level, they should strongly
consider just staying wired. | don’t feel we are done securing our wireless
network however, given resources and funding we are limited to the steps we
have taken to secure our WLAN installation. | want to further investigate the use
of proprietary protocols. My concern is that we, as a company, may choose a
device that does not conform to Cisco proprietary protocols. | will need to start all
over again securing our wireless using only the protocols that this new device
supports. My job now is to convince the management, which | am part of, that we
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need more security. This will require personnel time, a Cisco Authentication
Control System, and an upgrade to our current Steel Belted RADIUS to allow for
dynamic WEP key and Per Packet keys. We have nearly finished the approval of
our wireless security policy, which will require authentication to the wireless
network. As soon as that policy is adopted we will be able to obtain the additional
resources required to secure our network. The other battle is requiring a step to
log into the Authentication device.
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