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"Of course, most lawyers claim that encryption is too hard to use. These are the same people who
would spend days learning how to program the presets in their BMW."

"The law and the legal profession, perhaps more than any other institutions, resist change."

The purpose of this paper is to enable an IT or security professional to present a reasonable argument in favor of e-
mail encryption to attorneys or law firm principals. Recent developments, in particular an influential committee
opinion concerning attorney-client privilege, have most U.S. attorneys convinced that e-mail encryption is
unnecessary; possibly a useful tool but not something to require under a policy controlling internal and external
communications. A security professional attempting to "sell" encryption as part of a proposed policy (and encryption
should only be considered as part of a larger, defense-in-depth approach to information security) should be aware of
the issues that the lawyers may raise in opposition.

I. Client Confidentiality and the Attorney-Client Privilege

After a slow start, the legal profession has adopted electronic mail (e-mail) with a passion: ease of use and rapid
ubiquity have made it an indispensable tool for communication with clients. The profession has now come up against
the same question that presented itself with the wide scale adoption of the telephone: is the medium secure enough
for confidential communications between attorney and client? Can my client assert the attorney-client privilege in an
e-mail?

Attorney-client privilege is a subset of the larger requirement for confidentiality.

It is also the oldest established rule protecting confidentiality. The privilege essentially protects certain
communications between a lawyer and client from being disclosed or introduced as evidence in a legal proceeding.
The modern purpose of the privilege is to promote free and open communication between the attorney and the
client.

Rules of Professional Conduct exist in every jurisdiction, usually administered by the state Bar Association as well as
by statute, and in the U.S. are based on Model Rules arrived at by a committee of the American Bar Association

(ABA). The ABA Model Rules of Professional Conduct, last amended in 1998, form the basis for most statutory
professional conduct rules for lawyers.

Model Rule 1.6(a) defines "confidential client information" as "information relating to the representation of a client"
under which:

"(a) a lawyer shall not reveal information relating to representation of a client unless a client consents
after consultation, except for disclosures that are impliedly authorized in order to carry out the
representation.”

To add difficulty to the confidentiality issue, it is still considered a complex concept and not fully understood. An
important element of the confidentiality equation is that not every communication is equal. The attorney-client
privilege and the larger confidentiality requirement both assume that some communications are normal to the course
of business, for example, and don’t require security precautions. The "reasonableness" standard is applied to any
analysis. A lawyer might actually harm his client’s ability to assert the attorney-client privilege by labeling every
communication privileged.

Il. Formal Opinion 99-413

In 1999, the American Bar Association’s Standing Committee on Ethics and Professional Responsibility issued
Formal Opinion 99-413, in which they presented an analysis of the various kinds of electronic communications in the
light of the attorney-client privilege and confidentiality and concluded:

"The Committee believes that e-mail communications, including those sent unencrypted over the
Internet, pose no greater risk of interception or disclosure than other modes of communication
commonly relied upon as having a reasonable expectation of privacy."
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On its face, the opinion reads as a straightforward statement that encryption is unnecessary to preserve the
attorney-client privilege, because "there is a reasonable expectation of privacy in (e-mail’s) use." This is how most
attorneys have chosen to regard the opinion, which has been widely publicized. The Formal Opinion also reflects the
findings of a number of local bar associations’ ethics opinions, mostly issued in the 1997-1998 time frame.

There are several serious problems with the analysis within ABA 99-413. The first is a loophole built into its wording.
At its conclusion, the opinion states that unencrypted e-mail may be too insecure for information that is "highly
sensitive." This exception could ‘swallow the rule;” every client will probably assert that his information was highly
sensitive in the event of a malpractice lawsuit.

ABA 99-413 seriously underestimates current threats to e-mail. It states:

"(P)ractical constraints on the ability of third parties and ISPs to capture and read Internet e-mail lead
to the conclusion that the user of Internet e-mail has a reasonable expectation of privacy." (A brief
discussion of packets and fragmentation follows.)

No mention is made of such technology as the FBI's Carnivore program, in existence at the time of drafting, which
monitors large volumes of e-mail traffic (with the stated objective of filtering out only the messages that the FBI has
some legal justification for monitoring.) Carnivore uses technology that is fairly unsophisticated by today’s standards.
Furthermore, commercial vendors of snooping software abound, e.g. SRA International’'s Assentor©, designed for the
financial services industry, which performs natural language filtering of e-mail.

A last, rather curious part of the ABA’s analysis in 99-413 is the statement that intercepting an e-mail transmission
would be considered wiretapping under the Electronic Communications Privacy Act (ECPA) and therefore a crime,
and would thus act as a deterrent to the interception of e-mail. The flaws in this reasoning seem fairly evident:
criminals are unlikely, by definition, to be deterred by the prospect of breaking the law. The hacking community
flourishes worldwide despite the existence of such laws as the ECPA.

ABA 99-413 found that transmission of unencrypted e-mail after consultation with the client, advising the client of
the risks involved, was a reasonable way to exchange client information. In this author’s opinion, the current threats
to e-mail security, including the commercial availability of interception software, detract from the reasonableness of
the expectation of privacy, and make encryption itself a reasonable solution for protecting certain confidential e-mail
transmissions.

In the context of a security policy, the key to making sense of this complex situation seems to be (a) to establish
guidelines for what is considered confidential, and (b) to require encryption for e-mail communications that fall within
those guidelines.

Ill. Other Considerations: Best Practices and Marketing

The main objection of a typical lawyer to encryption would probably be based upon a cursory or incomplete
understanding of ABA 99-413, which has received wide publicity. A more compelling argument for the inclusion of e-
mail encryption into standard security procedures would be hard to prove to a lawyer, but is nonetheless valid: the
inclusion of encryption into a firm’s practices and policies is a good marketing tool. It would send a statement to
clients that the firm or lawyer was technologically current and considered their clients’ security important.

Conclusion

Historically, the American legal community has been slow to adopt advances in information technology. It is
axiomatic to IT professionals (the author included) with law firms as their employers or clients, that getting their
lawyers to agree to an upgrade or new purchase is fraught with danger and woe. The reasons behind this are often
baffling, since American lawyers and their counterparts around the world have benefited as much from the changes
in office automation over the last 20 years as any businesses in any industry.

When lawyers do adopt, they tend to be enthusiasts, with exaggerated faith in new gadgets. Encryption software has
had security vulnerabilities and will probably continue to do so, and it, like any other technology, is as strong as its
weakest link, the end-user. Training, maintenance and upgrading, and clear guidelines for use should be an
inseparable part of any implementation of encryption software. And finally, any encryption solution should be
implemented only as part of an overall defense-in-depth strategy.
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