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An Overview of Digital Certificates and How They Are Used to Authenticate a VPN Tunnel

Abstract:

The purpose of this paper is to provide the reader with an overview of digital
certificates and how they are used to authenticate VPNs. An example is provided
illustrating the use of certificates issued by an RSA KEON CA server to
authenticate a tunnel between a Cisco VPN3000 and a Cisco 2651 router. This
discussion pertains to IPSec VPNs which utilize IKE.

Introduction:

In order to establish a secure connection between VPN gateways, an
authentication method must be employed to validate the identity of the
participants. Proper device authentication prevents unauthorized access to the
VPN network and provides origin authentication. Two common means of
authenticating VPN tunnels are pre-shared keys and digital certificates. Both are
considered strong authentication methods. A pre-shared key is simply an
alphanumeric string known by the remote parties connected to the VPN. The key
is established and provided to the remote parties by some out-of-band means
and configured in the VPN gateways before the tunnel connection is attempted.
(1) The pre-shared key is never actually transmitted over the VPN network, but is
instead incorporated into the formation of key material exchanged during Main
Mode. Pre-shared key authentication is very common and is easier to configure
than Digital Certificates. However, digital certificates offer several advantages for
VPNs and are considered a stronger authentication method. (2) When dealing
with large VPN networks, managing large numbers of pre-shared keys can
become cumbersome. Digital certificates are a much more scalable
authentication solution. Since pre-shared keys are bound to an IP address, and
since the pre-shared key is a factor in the formation of the keying material, VPN
gateways must maintain an index matching pre-shared keys with addresses.
Digital certificates are not bound to an IP address, but instead can use unique,
static identification information validated by the Certificate Authority. This allows
remote users with a dynamically assigned IP address to authenticate using
identification information contained in the certificate, and the keying material is
formed independent of information in the certificate. The role of the Certificate
Authority helps re-enforce the trust relationship between peers participating in the
VPN. Another advantage of using digital certificates is CRLs. Certificates of
compromised devices can be placed on a Certificate Revocation List published
by the CA. The CA’s clients will no longer authenticate to a device presenting a
certificate contained in the Certificate Revocation List. The certificate system
provides a convenient means for administrators to assign and revoke access
privileges to users. Since certificates are tamper-proof and cannot be altered,
there is no need to protect or hide them. There are disadvantages to using digital
certificates. Employing digital certificates is inherently complicated. Some
complications are due to inconsistent terminology among vendors and
interoperability issues. A system for issuing, storing and revoking certificates
must be managed, the VPN gateways must be configured to operated with the
certificates and administrators must be trained to support the certificate
infrastructure. Before beginning this discussion, it is important to distinguish
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between data authentication and end-entity authentication. Data authentication is
performed during VPN processes to maintain integrity of the data stream being
sent over the VPN tunnel. End-entity authentication is the process of verifying the
identity of the participants of the communication. | will now attempt to clarify
some of the concepts involved with digital certificate authentication of VPNs.

What is a digital certificate?

A digital certificate can be thought of as an electronic passport used to validate
the identity of the owner. The owner presents the certificate during secure
communication session initiation to provide proof of identity to remote parties. An
end user obtains a certificate by generating a certificate request and sending the
request to a trusted Certificate Authority that processes the request, validates the
identity of the end user, and issues a certificate to the end user. Certificate
Authorities are the pillar of the infrastructure since they are responsible for
vouching for the identity of the requestor and certifying that the requestor is a
valid user of the system. The CA is trusted throughout the system and therefore,
any entity the CA certifies is also trusted The certificate itself is an electronic
document created using public key cryptography containing identity and
encryption information for the certificate authority and the owner of the certificate.
Digital Certificates are used in a wide variety of electronic communication roles
such as VPN tunnel authentication, secure e-mail certificates, SSL, TLS and
SET. Digital Certificates are a core component of the X.509 standard. X509
defines authentication protocols using public-key certificates and digital
signatures. (3)

Public/Private key cryptography:

Digital certificates are based on the concept of public/private key cryptography,
an asymmetrical encryption method utilizing a public and a private key pair. The
keys are created by a mathematical process as a matched pair. Either key can
perform encryption or decryption, but a message encrypted with a particular key
cannot be decrypted by that same key. That message can only be decrypted by
the other key in the key pair. A message encrypted by the public key can only be
decrypted by the matching private key and vice versa. In public/private
cryptographic systems, public keys are exchanged freely while private keys must
be kept secret. When | wish to send an encrypted message to a remote party, |
will obtain their public key. | will then encrypt my message using their public key
and send it. Only the remote party holding the matching private key can decrypt
the message. (4) The security is based on the difficulty of calculating the private
key given the public key. The most widely used algorithm is the RSA algorithm
created by Rivest, Shamir and Adleman. The public/private key system alone
provides confidentiality, but does not provide origin authentication since there is
no means to verify who authored the message. Digital Certificates bind the
identity of the public key to its owner. By doing so, certificate systems add a level
of security to communications by providing remote party authentication and non-
repudiation. (5)
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What are the types of digital certificates?

There are several types of certificates used for a variety of applications. For this
discussion we will be concerned with X509 Certificates. In VPNSs, certificates are
typically employed as Root Certificates and End-Entity Certificates. Root
certificates belong to Certificate Authorities. End-Entity Certificates are installed
in VPN gateways. Root certificates may also be called CA certificates. End-Entity
certificates may also be called Identity, Client or Self- Certificates.

How do certificates work?

Assume there are two entities, Host A and Host B which desire to use certificates
to authenticate a VPN. They will each need to enroll with a trusted CA, obtain the
CA'’s certificate and obtain self-certificates. First, each entity will enroll with the
CA and obtain the CA'’s certificate. The CA certificate contains identity
information for the CA and the CA public key. To obtain a self-certificate, Host A
and B must each generate a public/private key pair. Each Host will then submit
his public key and identification information to a trusted Certificate Authority. The
Certificate Authority will validate the user’s identity and assemble the user’s
identification and public key information into a digital document. The CA will then
“sign” this document. The CA signs the document by hashing the certificate
contents with its signing algorithm. The hash is then encrypted using the CA'’s
private key and included in the certificate. The CA will then issue the certificate to
Host A and B. When Host A wishes to authenticate a session with Host B, Host A
will send its self-certificate to Host B along with information about the CA that
issued the certificate. Since Host B subscribes to the same CA, Host B will have
the CA certificate containing the CA public key and information specifying the
signing algorithm used by the CA. Host B can then use the CA public key to
decrypt the self certificate of Host A. Host B can now run the CA signing
algorithm and re-create a hash of Host A’s certificate. If the re-created hash of
Host A’s self-certificate matches the hash created by the CA, the certificate is
deemed valid. (6)

Functions of Certificate Authorities:

CAs validate the identity of clients and match unique client identity with the
client’s public key. CAs service certificate requests from clients, issue, deny,
store and revoke certificates. Certificates are issued in a variety of ways including
a manual cut and paste method, TFTP and HTTP. Some CA servers support the
Simple Certificate Enroliment Protocol that allows the certificate request and
issuing process to take place automatically. Manual methods allow the CA to
operate off-line. SCEP requires network access to the CA. The CA maintains a
list of revoked certificates contained in a Certificate Revocation List or CRL,
which can be published and loaded into client devices.

CA chains:

CAs can exist in a hierarchy or “trust chain” in which a Root CA stands at the top
of a network containing other subordinate CAs. The Root CA must have a self-
signed CA certificate. The subordinate CAs must have CA certificates signed by
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the Root CA. Both parties in a secure communication link must recognize and
trust the CA that issued the identity certificates presented by the participants in
the session. In smaller networks, this is easy. However in larger networks, it is
not practical for all users to recognize all CAs. In such cases it is necessary for a
trust chain to link subordinate CAs to a Root CA which is recognized by both
parties. (7) For example, an enterprise may operate a standalone “self signed”
CA server to issue certificates to clients within the enterprise. This will allow
devices within the enterprise to authenticate to each other using the enterprise
CA. However, to allow secure communication sessions to be created to outside
parties which may not have access to the enterprise CA, the enterprise CA must
be chained to an external trusted CA recognized by the outside parties and the
enterprise CA. Examples of CAs widely used for this purpose are VeriSign,
Thwate, E-trust, RSA, etc.

Contents of a certificate:
The contents of a certificate are specified by the X.509 standard for directory
services. A typical certificate will contain:

Version number: version of the certificate format

Serial number: unique number associated with the certificate

Signature algorithm: algorithm used to sign the certificate

Issuer information: Information about the CA that created and issued the
certificate

Validity Period: the certificate is invalid beyond this time envelope

Subject Name: the identity information about the holder of the

certificate, in the LDAP format C=US,
CN=MyCompany

Public Key: the Public Key of the holder of the certificate

Subject Alt Name: optional additional subject identity information
Common Subject Alt name formats are IP Address,
Fully Qualified Domain Name or User Fully Qualified
Domain Name, RFC822 name or Email address,
LDAP or Directory Name

Signature: a hash of the contents of the certificate encrypted
with the CA Private key

Note that the exact contents may vary depending on the CA server configuration
and the type of certificate and optional extensions included by the CA. (8)

SCEP:

Originally developed by Verisign for Cisco, Simple Certificate Enrollment Protocol
(SCEP) may be used in VPN networks to facilitate certificate management. (9)
SCEP uses HTTP to exchange certificate registration messages between CAs
and network devices. SCEP supports key distribution, certificate enrollment,
certificate queries, revocation and CRL queries. (10) Enrollment requests may be
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authenticated manually or automatically using pre-shared secrets. Automatic
enrollment allows the entire process to take place without the intervention of the
CA administrator. MD5 fingerprints are employed in the SCEP messages to
prevent “man-in-the-middle” attacks. (11) Manual enroliment requires the CA
administrator to process each certificate request and elect to issue, defer or deny
the certificate to the requestor. During the manual enrollment process, the
requestor will send SCEP polling messages to the CA to retrieve the certificate.
(12) The polling interval can be used by the CA to confirm the identity of the
requestor by out of band means. (13)

Certificate Revocation and CRLs:

Certain events may require that a certificate be revoked before the end of its
validity period. The X.509 standard utilizes the Certificate Revocation List to
publish revoked certificate information. Certificates revoked by the CA are placed
on a Certificate Revocation List that is periodically published by the CA. The CRL
contains the certificate serial number, revocation date, issuer name, update fields
and reason for revocation. To ensure authenticity, the contents of the CRL are
signed by the private key of the CA. (14) It is the responsibility of subscribers to
the CA retrieve the CRL from the CA. Certificate clients refer to the CRL during
the authentication process and will drop connections attempts from devices
whose certificates appear in the CRL. Valid reasons for certificate revocation
include compromise of the CA, compromise of the certificate holder’s private key,
and affiliation or privilege change of the certificate holder. Certificates issued to
end-entities contain a CRL Distribution Point (CDP). The CDP contains
information that tells the end-entity where to get CRLs. (15)

Applications of Digital Certificates in SSL:

Digital certificates play an important role in providing security for Web
transactions used in e-commerce. Web servers employ the Secure Sockets
Layer (SSL) protocol to authenticate and encrypt transactions that carry sensitive
data such as credit card information. Authentication provides assurance to web
users that personal data is sent only to trusted Web sites. Encryption provides
confidentiality. SSL employs X509 certificates to support these mechanisms.
Web servers utilize a site Certificate issued by a Certificate Authority. The site
certificate contains the server’s ID information as well as its public key. The
server will also possess a private key belonging to the public/private key pair.
Web browsers typically contain a set of certificates issued by well-known trusted
authorities which is pre-loaded during the installation of the client operating
system. Using these certificates, SSL can provide server side authentication as
well as client side authentication. In most cases, web browsers use server side
authentication to obtain proof of the authenticity of web sites. Clients initiate a
session to the server by sending a hello message. The hello message contains
information about the client including preferences for encryption and
compression methods. The server will respond to the client with similar
information. If the server and client support mutually agreeable methods, an SSL
session can be established. Once the session is established, the server will send
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its site certificate to the client. The web browser now has access to the server’'s
public key. The Client uses the web server’s public key to verify the web server’s
certificate. In addition to verifying the validity dates and CA signature in the site
certificate, the browser will also perform an identity check by comparing the URL
that submitted the certificate to the URL specified in the ID information contained
in the certificate. If these match, the browser will trust the site certificate. Once
this authentication process is complete the web browser will create a symmetric
encryption key. The browser then uses the server’s public key to encrypt the
symmetric encryption key. The browser then sends the key to the server. As
explained earlier in the discussion of public/private key encryption, only the
authenticated server that possesses the matching private key will be able to
decrypt the encryption key sent by the web browser. Now that the server and the
web browser have exchanged the symmetric encryption key, they will use the
key to encrypt subsequent communications. (16) It is interesting to note that the
convenience of this nearly transparent process exposes the web user to
vulnerabilities. Pre-loaded site certificates encourage the user to let someone
else decide who to trust. Also, most applications of SSL do not perform CRL
checking. (17) This weakness can allow a rouge web site to use a compromised
site certificate to entice unwary users into illegitimate session establishment.

How certificates are used in VPNSs:

In order to create a framework for understanding the role of digital certificates in
VPN authentication, it is necessary to briefly discuss some mechanisms
employed to establish an IPSec VPN using Main Mode. IPSec is a set of
protocols used to provide security for IP communication. Secure IP sessions are
established using Security Associations (SAs) that specify the security services
to be applied to data traffic. These include the encryption and authentication
methods, algorithms, keys and key lifetimes, and SA lifetimes. IKE is a
mechanism used to automatically establish and maintain SAs and exchange key
information for IPSec. Internet Security Association and Key Management
Protocol (ISAKMP) is incorporated into IKE and defines the processes used to
authenticate peers, exchange keys and build SAs. ISAKMP requires strong
authentication methods to ensure the integrity of the session establishment. (18)
The ISAKMP processes occur in two phases. During the first phase, a
management tunnel is established to protect Phase 2 negotiations. During the
second phase, IPSec SAs are established. The IKE management tunnel and the
IPSec tunnel each have their own set of security parameters that must be
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negotiated by the peers. Itis during the creation of the management tunnel in
phase 1 of Main Mode in which remote party authentication occurs, so | will focus
on the phase 1 exchanges and how they vary depending on use of pre-shared
keys or digital certificates for remote authentication.

Phase 1 message exchanges for pre-shared key authentication:

1% exchange:
During the first two-way message exchange, the data encryption, authentication

methods and parameters to be used for the management tunnel are negotiated
and agreed upon by the peers participating in the VPN. Cookies are also
exchanged. After the first exchange, the peers generate their Diffie-Hellman
public values. The messages of this first exchange carry the same information for
both remote authentication methods. (19)

2" exchange:

During the second set of messages, the peers share their Diffie-Hellman public
values and nonces. The cookies and nonces are pseudo-random numbers
inserted into the messages. These help prevent replay attacks and maintain
continuity of the session. They are also used to help prevent Denial of Service
attacks. (20) Once these values have been exchanged, the primary root key
SKEYID can be established which is used to create subsequent keys for IKE
data encryption, authentication and IPSec. How the SKEYID is formed depends
upon the remote authentication method being used. When using pre-shared key
authentication, the SKEYID is defined as:

SKEYID = prf (pre-shared key, Nonce_I | Nonce_R)

Note that the pre-shared key is incorporated into the creation of the primary root
key SKEYID. (21)

3" exchange:

By the third exchange, each peer has enough information to begin encryption.
The last exchange of Main Mode is transferred across this encrypted channel. In
this last exchange, the peers share an ID payload and a Hash payload. The
Hash payload contains a hash performed over several pieces of information
exchanged between peers during the previous transactions including the
SKEYID and serves to validate these initial exchanges. (22) The ID payload
contains identification information. Note that in the previous exchanges, the only
identification information the peers have about each other is their IP address. A
third party could intercept phase 1 session traffic and spoof the IP address of one
of the peers and initiate a phase 1 session in order to gain access to the VPN.
However, unless the third party has the correct pre-shared key, the exchanged
hashes will not match and the authentication will fail. Only parties having the
correct pre-shared key will be able to create a correct hash payload. The Hash
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links the information of the first two exchanges with the pre-shared key which
only the peers know.

Phase 1 message exchanges for digital certificate authentication:

1%' exchange:
The messages in the first exchange are the same for both authentication

methods.

2" exchange:

During the second exchange, the peers will share Diffie-Hellman public values
and nonces. Certificate requests will also be contained in the second set of
messages. (23) The SKEYID is slightly different in that it is formed using the
nonces and the Diffie-Hellman shared value:

SKEYID = prf (Nonce_I | Nonce_R, DH_key)

Information contained in the certificates is not incorporated into the formation of
the SKEYID.

3" exchange:

As before, the 3™ exchange is encrypted and will contain a similarly constructed
Hash payload and an ID payload. Certificates will also be exchanged at this time
in a certificate payload. Before transmission, the Hash payload is signed by the
private key of the peer. Once each party has completed the exchange, they can
use the public key contained in the remote parties self-certificate to verify the
validity of the signed Hash payload and authenticate the session. The subject
name contained in the self-certificate must match the identification claimed in the
ID payload. The encryption of the third exchange protects the identification
information of the peers. In addition to origin authentication, digital certificates
provide non-repudiation since the peer cannot deny participating in the phase 1
session. (24) After the successful completion of phase 1, phase 2 will establish
IPSec and complete the VPN tunnel.

Before staring on the VPN configuration, a basic configuration is set up which
permits IP traffic between the gateways. After verifying IP routing with a ping
from Host A to Host B, we are at a good staring point for the VPN configuration.
For the sake of brevity, | will omit this basic aspect of the configuration details.
When setting up VPNs, it is frequently easier to configure the tunnel to use pre-
shared keys. Once the tunnel is established with pre-shared keys, it is then easy
to load certificates into the gateways and make the simple changes required to
authenticate using certificates. This process is described below. We start by
configuring the VPN3000 for IKE/IPSec using pre-shared keys.
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VPN Configuration:

Setup:
Network Diagram: (Figure 1)

An IP network incorporating the VPN gateways is configured as shown in the
diagram below:

VPHN3000 Public 2651
Private Private
192.168.1.0 172.16.0.0 10.10.10.0
1 B g
VPN3000 2600
Ethernet 1 Ethernet 2 04 0/0
DFG: 172.16.0.6 DFG: 172.16.0.8
6 3 6
CA
Host A Host B

DFG: 10.10.10.1

Figure 1: IP Network incorporating the VPN Gateways
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VPN3000 IKE Proposals (Figure 2):
Configuration
System
Tunneling Protocols
IPSEC
IKE protocols:

7§ Cisco Systems, Inc. YPN 3000 Concentrator [¥PN3000] - Microsoft Internet Ex| =10l =]
J File  Edit Wiew Favorites Tools  Help ﬁ
J $Back - = - &) fat | ihSearch [fFavarites & #History ||%v =

| address @ hktp:/f 172.16.0.8faccess. html x| e ||unks »

VPN 3000

% ! Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring
SHConfiquration
—rnteriaces |
e ystem SaueE‘
—EHServers
HErAddress Manadement
Tunneling Protocols

This zection of the Manager lets you confipure system-wide IPSec parameters.

L2TF I the left frame, or in the list of links below, click the parameters you want:

Labko-LAN o IPSec LA to-LAL -- IPSec LAN-to-LAMN connections.
= o [EE Proposals -- IEE proposals for [PSec Secunity Associations.

HAT Transparency .

FP Routin o MAT Transparency -- [PZec NAT Transparency connections.

—FHanagement Protocals
—EEvents Click here to confisure TP Sec Security Associations. Confipure [PSec over

—EHGenaral TTDP, and other IPSec parameters, in the Base Croup and Groups.
—EHClient Updste
— oad Balancing
HEHIzer Management
—FHPolicy Mansdement
FHAdministration
-FHonitoring

Cisco Srsrims

|@ Tunneling Protocols I_ l_lﬁ Inkernet S

Figure 2: IKE Proposals
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VPN3000 IKE Proposals/Phase 1 Parameters: (Figure 3)
This is the menu for configuring Phase 1 parameters. A new proposal can be
added, or an existing proposal can be modified

IKE-DES-MD5
pre-shared keys
Md5/HMAC-128
Des-56

group 1 768 bits

Proposal Name:
Authentication Mode:
Authentication Algorithm
Encryption Algorithm
Diffie-Hellman Group

Lifetime Measurement time
Data Lifetime 10000 (not used)
Time Lifetime 300

3 Cisco Systems, Inc. ¥PN 3000 Concentrator [YPN3000] - Microsoft Internet |

ol x|
J File Edit Yiew Favorites Tools  Help ﬁ
J @BackH =) @ fat | @Search (3] Favorites @History | %v =]
L . L = e
M&cktohttp:ﬁ1?2.1B.EI.SIsystemItunneIIikg.html| J @GD |JL|nks
. el | VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager

Logged in: admin

Configuration | Administration | Monitoring

HConfiguration _‘J
s Modify a configured IKE Proposal.
e ystem
—ErServers 2 ny o ;
—EAddress Management - 7 PEC £ name o
Tunineling Protocols Proposal Name IlKE DES-HDS thiz TEE Proposal
i 2% Select the
Authenticati S
Poec el ;;IUEZIPreshared Keys j authentication mode
LAN-to-L AN to use.
KE Proposals
AT Transparenc Authenﬁcati.ﬂn Selet t:he PaCkEt
Bl TTEnsRarenty. : I MOB/HMAC-128 'I authentication
—EFHP Routing Algorithm ;
—EHanagement Profocols algorithm to use.
—EEvents Encryption DEoth @ Select the encryption
Algorithm algonthrm to use.
—EHClient Update .
— oad Balancing Diffie-Hellman - Select the Diffie
- ser Manacement - I Group 1 (768-hits) ;I Hellrman Group to
FPolicy Management P use.
FHAdministration i
{FHonitoring Tifetifiar— Select the lifetime
iT|me 'l measurement of the
MMeasurement
IEE keys.
Specifiy the data
Data Lifetime [10000 lifetime in kilobytes
(EE).
; o Specify the time
Cisco SsTens Time Lifetime |300 Hetme inseconds.
Apphy | Cancel | |
|@ Tunneling Pratacals l_ ,_ |D Inkernet A
Figure 3: Phase 1 Parameters
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VPN 3000 LAN-To-LAN / Phase 2 Parameters: (Figure 4).
This menu contains most of the phase 2 parameters:

name: vpn3000

Interface Ethernet 2

Peer 172.16.0.6

Digital Certificate none

pre-shared key 1234567890123456
Authentication esp/md5/hmac-128
encryption des-56

Ike proposal ike-des-md5

local network 192.168.1.0 0.0.0.255
remote network 10.10.10.0 0.0.0.255

; Cisco Systems, Inc. ¥PN 3000 Concentrator [YPN3000] - Microsoft Inl:erneE_Exp rer = |EI|5|

J File Edit Mew Favorites Tools  Help ﬁ
J Gifack - = - G tat | Qhsearch [GFavorites  C#History | BN S
Jngdress I@ htdFDVWﬁrdb.15.0.8,|'access.html j Rt “ Lirks **

W~ B VPN 3000

Concentrator Series Manager

Logged in: admin
Configuration | Administration | Monitoring

HHConfiguration
—interfaces
—=FEystem
[ odify an TPSec LAM-to-LAMN connection.
A ddress Manadement

Tunneling Protocals

Enter the name for

IName vanSDDD this LAN-to-LAT

PEeo connection.

KE Proposals Zelect the mterface
MAT Transparency Interface |Ethemet 2 (Public) (172.16.08] =] for this LAN -to-
—#HP Routing LAN connection.
—q—f:;:mem Protocols Enter the TP addres:
o General Peer [1721606 of B somote et
HEHClient Updste for this LAN -to-
—Load Balancing LAN connection.
e Digital Select the digital
5 |NDne (Use Preshared Keys) j :
e Certificate certificate to use.
fHonitoring Choose how to
Certificate * Entire certificate chain send the digital
Transmission O Identity certificate only certificate to the

TEE peer.
Enter the preshared

Preshared Keyl123455?890123455 key for this TAN-

to-LAN connection

Specify the packet
LU Authentil:atinnIESP}MDE;"HMACJZEj authentication E
4| = b
8] PSec Lan to-LAN [ [ internet 4
Figure 4: Phase Two Parameters
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VPN 3000 Security Association menu : (Figure 5)
Configuration
policy management
traffic management
SAs

L2L:vpn3000
Perfect Forward Secrecy Groupl 768 bits

2} Cisco Systems, Inc. ¥PN 3000 Concentrator [YPN3000] - Microsoft Internet Explorer 10l x|

J File Edit Yiew Favorites Tools Help |

J GBack » = - @ | | @Search [#] Favarites @Histnry ||%v =h

| Address [@] ritp:172.15.0 8faccess hri =] @so []Links >
- Sl VPN 3000 Main | Help | Support | Logout
B ~ 71 Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

»

-FHConfiguration = ) ;I
| interfaces Inheritance IFrDm Fule 'I Select the granulanity of

e ystem this 54
—EServers
o dedress Mansgement IPSec Parameters

Tunneling Protocols

Tunneling Protocols “elect the packet

Authentication i :
e ESFMDOE/HMAC-128 =
LoTF Alavithin | ADS/] 4 tauthentmatlon algonthm
S o use.
LAM-tO-LAN B ' Select the ESP
HE Propozals I DES-BE vl 2 :
AT Transparency Algorithm eneqpiionsalzenitintia
| EHP Routing HsE
—EHananement Protocols Encapsulation Im Select the Encapsulation
[—EEverts Mode Mode for this SA
|
e Perfect Forward =elect the use of Perfect

—EHClient Updste IGrDup 1 (7B8-hits) j

oad Balancine Secrecy Forward Zecrecy.
—EHIser Management . Select the Lfetime
el Lifetime —
—Heolicy Manadement ITlme 'l measurement of the

—&ccess Hours Measurement

ElTraffic Management IPSec kEYS.

etuvork Lists e Specify the data lifetime
S:IBS Data Lifetime |10000 in klobytes (EE),
SAS : L —
filers Time Lifetime [300 BOEGEy hEdine e
AT in seconds.
Palicies
—FHzroup hatching = IKE Parameters
FhAdministration j ,
¢ § =pecify the IEE Peer for
R IKE Peer [17216.06 a LAN-to-LAN IPSec
: cotnecton, i
|@ Filkers and Access Policies I_ l_ |a Internet 7
Figure 5: SAs
This completes the VPN3000 configuration for pre-shared keys.
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2600 Preshared Key VPN Configuration:
A similar matching configuration will be built for the Cisco Router:

First, some useful debugs:

2621#debug crypto isakmp

Crypto ISAKMP debugging is on
2621#debug crypto verbose

verbose debug output debugging is on
2621#debug crypto pki transactions
Crypto PKI Trans debugging is on
2621#debug crypto ipsec

Crypto IPSEC debugging is on

26214

Create an access list that will define traffic destined for the VPN:

2621 (config) #ip access-list extended 1istl50
2621 (config-ext-nacl) #permit ip host 10.10.10.6 host 192.168.1.6
2621 (config-ext-nacl) #exit

Set IKE phase 1 parameters including origin auth method, encryption and data
auth method, DH group pre-shared key, and the lifetime of SA.

2621
2621
2621
2621
2621
2621

config) #crypto isakmp enable

config) #crypto isakmp policy 100

config-isakmp) #authentication pre-share

config-isakmp) #encryption des

config-isakmp) #hash md5

config-isakmp) #group 1

2621 (config-isakmp) #lifetime 300

2621 (confiqg) #crypto isakmp identity address

2621 (confiqg) #crypto isakmp key 1234567890123456 address 172.16.0.8
255.255.255.240

o~~~ o~~~ o~ —~

Define IKE phase 2 parameters including the IPSEC transform set: esp with
authentication using DES and MD5 SA lifetime, IKE peer, perfect forward
secrecy, and map the access-list to the crypto-map.

2621 (config) #crypto ipsec transform-set vpn3000 esp-des esp-md5-hmac
2621 (cfg-crypto-trans) #mode tunnel

2621 (cfg-crypto-trans) #exit

2621 (confiqg) #crypto ipsec security-association lifetime seconds 300
2621 (config) #crypto map vpn3000 100 ipsec-isakmp

2621 (config-crypto-map) #set peer 172.16.0.8

2621 (config-crypto-map) #set transform-set vpn3000

2621 (config-crypto-map) #exit

2621 (config) #crypto map vpn3000 local-address fastEthernet 0/1

2621 (config) #crypto map vpn3000 100 ipsec-isakmp
2621 (config-crypto-map) #set pfs groupl
2621 (config-crypto-map) #match address 1ist150
2621 (config-crypto-map) #exit
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Assign the crypto map to the WAN interface of the router.

2621
2621
2621
2621
26214

config) #interface fastEthernet 0/1
config-if) #crypto map vpn3000
config-if) #exit

config) #exit

—~ e~~~

At this point, both devices are configured to support a pre-shared key VPN. A
ping From Host A to Host B will cause the gateways to initiate VPN negotiations.
When the tunnel is complete, a ping response should be noted from the
originating machine. Using the show crypto ipsec sa and the show crypto
ISAKMP SA commands on the 2621 Router will verify the successful completion
of the VPN tunnel:

2621#show crypto isakmp sa
dst src state conn-id slot
172.16.0.8 172.16.0.6 OM IDLE 1 0

2621#show crypto ipsec sa

interface: FastEthernet0/1
Crypto map tag: vpn3000, local addr. 172.16.0.6

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current peer: 172.16.0.8

PERMIT, flags={origin is acl,}

#pkts encaps: 2, #pkts encrypt: 2, #pkts digest 2

#pkts decaps: 2, #pkts decrypt: 2, #pkts verify 2

#pkts compressed: 0, #pkts decompressed: O

#pkts not compressed: 0, #pkts compr. failed: 0, #pkts

decompress failed: O

#send errors 1, #recv errors O

local crypto endpt.: 172.16.0.6, remote crypto endpt.:
172.16.0.8

path mtu 1500, media mtu 1500

current outbound spi: 26D26B2D

inbound esp sas:

spi: 0xDO3B8E04 (3493563908)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 420, flow id: 1, crypto map: vpn3000
sa timing: remaining key lifetime (k/sec): (4607999/259)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: 0x26D26B2D(651324205)
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transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }

slot: 0, conn id: 421, flow id: 2, crypto map: vpn3000
sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

(4607999/259)

local ident (addr/mask/prot/port): (10.10.10.6/255.255.255.255/0/0)

remote ident (addr/mask/prot/port):
(192.168.1.6/255.255.255.255/0/0)
current peer: 172.16.0.8
PERMIT, flags={origin is acl,}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed:
failed: 0

#send errors 0, #recv errors O

local crypto endpt.: 172.16.0.6, remote crypto endpt.:

path mtu 1500, media mtu 1500
current outbound spi: 0

inbound esp sas:
inbound ah sas:

inbound pcp sas:
outbound esp sas:
outbound ah sas:

26214

#pkts decompress

172.16.0.8

Once the configuration is verified we are ready to reconfigure the VPN to use

digital certificates.
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Configuration of the RSA KEON CA Server:

The installation of the CA server is done using default settings. Once the server
is installed an initial jurisdiction must be established under the system CA.
KEON CA :Create new CA Jurisdiction: (Figure 6).

CA operations

server system CA create
issuer: self (indicates this will be a self signed CA)
Jurisdiction create new jurisdiction
Nickname: Neptune

Common Name NEPTUNE
organizational unit IPSECLAB

organization PQ
country usS
signing algorithm SHA-1
key size 1024 bits

/3 RSA Keon CA - Microsoft Internet Explorer

J File Edit Wiew Favorites Tools  Help

J <Back - = ~ £ ot | iQisearch [SFavorites & #History ||%v =

Jngdress I@ hittp: 1 72.16.0,3: 444/ cafrsakeon. xuda

RSA

Certificate CA Administrator
Operations Operations Operations

System
Configuration

? Help C Refresh

2| Create a New CA |

3

Meptune CA Server Syst Issuer: Neptune CA Server Swstem CA
Issuing Jurisdiction: System C4 Jurisdiction
Nickname: I ®

Subject

CommonNa.me:I

Orzanizational Unit: I

Organization: I

Country: I

E-mail Address: I

Current Time: [Tug, 4 Feh 2003 412
Valid Until Approximately: [15 [56  [Dec -] [17 =] [2005 =]
_I;I Validity Peviod: [1047  days[573  hours
3

| Siguing Algorithm and Key Size ‘

| -
4 | »
|@ Downloading picture https: /63,108,129, 3444/ graphicsfbannerbg. gif. .. ’_ ré_ |° Inkernet i

Figure 6: CA creation
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KEON CA: Initial Jurisdiction Configuration: (Figure 7)
CA operations
NEPTUNE
View
Jurisdiction Configuration
Configure
Sections:Extension Profiles
General Profile Policy
Checkrequestor can select
Vettor can override
profile Choices: VPN/IPSEC
Sections:SCEP Autovetting
Enable autovetting of SCEP requests
Ip Address List:
172.16.0.6,172.16.0.8

save
AP
J File Edit Wew Favarites Tools Help |
J Back + = - ) ﬁ| Qhsearch (G Favorites & 4History ||%v =
JAgdress I@ http: 4 72.16.0.3:444/cafrsakeon. xuda j 6o |JLinks >
Certificate CA Administrator System
DOperations Dperations Operations Configuration
? Help C Refresh
Configuration for: Neptune CA's Initial Jurisdiction Hl
MNeptune Ca,
Sections
LN Exctension Profiles ~|p <Back | Save |
Save and Exit | Resat All | YWiew Configuration |
Copy Section From:
System DefaultJurisdictionj CUP)" Reset |
General Profile Policy:
W Requestor can select
W “ettar can overtide
[ Enfarce Prafile Definition
Profile Choices:
| Select the prafiles allowed for this Jurisdiction i
ErSoAr::ztDignCA versian jrm End-Eritity
3 |
|&] pone ,_Ele Internet o

Figure 7: Initial Jurisdiction Configuration

Page 18
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



An Overview of Digital Certificates and How They Are Used to Authenticate a VPN Tunnel

KEON CA: SCEP Autovetting: (Figure 8)
CA operations

NEPTUNE

Jurisdiction Configuration

Configure
Sections:SCEP Autovetting
Enable autovetting of SCEP requests
Ip Address List:
172.16.0.6,172.16.0.8

save

=3 RSA Keon CA - Microsoft Internet Explorer

J File Edt ew Favorites Tools Help

J dpack - = - & at | iZhsearch  [EfFavortes S #History | - &b

J Address I@ hittp: /172 16.0.31444 cafrsakeon.xuda
J . .
derid
\iw EE ilj &,

Certificate CA Administrator System
Dperations Operations Operations Configuration

7Help C Refresh

| »
I

Configuration for: Neptune CA's Initial

iR Jurisdiction

Sections

SCER Autowvetting -|p < Back | Save |

Sawve and Exit | Feset Al | iew Configuration |

Copy Section From:

ISystem DefaultJurisdic’ciunj Copy | Feset |

SCEP Autovetting Configuration:

1 When the following checkbox is checked, SCEP Autovetting will be enabled
for this Jurisdiction. The walues that follow the checkbox must be set to

_l;| configure the features of SCEP Autovetting if enabled.

3

Re-load all interface
files, including
JavaScript support
library.

¥ Enable autovetting of SCEP requests

IP Address List: [1721806,172.18.08  (s.g. 10.0.0.1,10.0.1.1-
|&] Dore [ & |4 trrernet

| K

Figure 8: SCEP Autovetting

Page 19
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



An Overview of Digital Certificates and How They Are Used to Authenticate a VPN Tunnel

During this process, we have created a self-signed CA jurisdiction that will
as the Root CA. We have also configured the CA to automatically process
certificate requests from clients, and issue the identity certificates without
intervention from an administrator. Note that the VPN/IPSEC extension is

serve

required for SCEP operation of the CA. The CA is now configured to process
certificates using SCEP. After configuring the CA server, we need to obtain the

Jurisdiction ID of the CA. This id number is used when specifying the CA's
enrollment URL on the VPN gateways.

KEON CA :Certification Authority details: (Figure 9)
CA Operations
Neptune
View

SCEP

Issuing Jurisdiction ID: 8baelb88222ca2ee3dc5ad9008f8075c343aff30

ZJ RSA Keon CA - Microsoft Internet Explorer

J File Edit Wiew Favatites Tools Help

J $aBack - = - B it | Qh5earch  [GFavorices & &History ||%v =

JP.QIdress I@ httpdi1 72 16.0,3: 444/ calrsakeon. xuda

Certificate
Operations Operations

Administrator System
Dperations Configuration

? Help G Refresh

Certificate Authority: Neptune CA
Meptune CA
Nickname: Neptune CA
Default Jurisdiction: Neptune CA's Initial Jurisdiction
Certificate Chain: Self-signed
Issuing Jurisdiction ID: 8bas1b88222caZee3dchadl008f8075¢343aff30
Issuing Jurisdiction Name: MNeptune CA's Initial Jurisdiction
Status: Active
Certificate ID {(MDS5): 585d91bc2450e73b7d95c4a0bs77h3ca
Serial No.: C120FE2E658A827F2DAT2FECE6019E8D
Subject
Commaon Mame (Ch): Meptune
Organizational Lnit (OU); IPSECLAB
Organization (O} P

Country (C): U
RSA Keon CA version E-mail Address (EA): user@email.com
infarmation. Valid From: 12/17/2002 10:59:40

Valld Untll 12;‘1?’;‘2005 15:52:40

[

| »

|@ Downloading picture https: /63, 108,129, 3: 444/graphics/bannerbg.gif... E|O Internet

Figure 9: Obtaining the Jurisdiction ID
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Time Settings:

Before loading certificates into the VPN gateways, it is essential to synchronize
the time and date settings on the Gateways and the CA server. If the time
settings are not correct, the VPN gateways will reject the certificate during the
loading process. The CA server uses the Date/Time setting of the host machine.

In the Cisco router:
2621#clock set 13:28:00 4 February 2003

VPN3000 Time and Date Settings (Figure 10)
In the VPN3000:
Configuration

System

General

4} Cisco Systems, Inc. ¥PN 3000 Concentrator [YPN3000] - Microsoft Internet Explorer i o ] 3

J File Edit ‘Wiew Fawortes Tools Help ﬁ

J = Back - = - @ it | @Search [3] Favorites @History ||%v =

J.ﬂ.gldress I@ httpeff 1 72.16.0.8/access. bl j a0 “Links 22
| X '_’ VPN 3000 Main | Help | Support | Logout
e Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

H=HConfiguration N
——interfaces |Co
—=Hystem
T Configure the time and date.
—EFAddress Management
—EFTunneling Protocols . . . . .
[—EHP Routing Setting the time on your VPIT 3000 Concentrator i3 very mpottant, so that logging and
—EHanagemert Protocols accounting infermation is cotrect.
—EEvents
gt The current time on the device iz Tuesday, 04 February 2003 19:35:20.
dertification
Time and Date

Sessions New[13 32 :Jas | [Febrary =|fa fz003
=

Authertication Time |(GMT—DE:DD) C5T
—EH-Client Upclate

——1 oad Balancing W Enable DST Support
—EHIser Management

LFPolicy Management Apnply | Cancel |
FHAdministration

{FHlonitoring

Cisco SrsTems

& ’_’_|Q Inkernet 5

Figure 10:VPN 3000 Time and Date Settings
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Loading Certificates on the 2600:

In order to support digital certificate authentication, the router must be configured
to recognize a certificate authority. For this example, we are using a trust chain
with a single self signed CA. We will also ignore CRI checking. The Cisco
Trustpoint commands define the CA and obtain the root certificate of the CA. The
Crypto CA enroll command causes the router to generate an identity certificate
request and submit it to the CA, and then retrieve it from the CA using the SCEP
protocol.

#config t

Enter configuration commands, one per line. End with CNTL/Z.
Define the certificate Authority

2621 (config) #crypto ca trustpoint NEPTUNE

2621 (ca-trustpoint) #enrollment url
http://172.16.0.3:446/8baelb88222ca2ee3dc5ad9008£8075¢c343af£30

2621 (ca-trustpoint) #enrollment retry period 60
2621 (ca-trustpoint) #fenrollment retry count 100
2621 (ca-trustpoint) #crl op

2621 (ca-trustpoint) #crl optional

2621 (ca-trustpoint) ffexit
Obtain the CA certificate:

2621 (config) #crypto ca authenticate NEPTUNE
Certificate has the following attributes:
Fingerprint: 40E3154D 7EB9E837 0F6F4AE4 0566E3D7

% Do you accept this certificate? [yes/no]: yes
lw3d: CRYPTO PKI: Sending CA Certificate Request:
GET

/8baelb88222ca2ee3dc5ad9008£8075¢c343aff30/pkiclient.exe?operation=GetCAC
ert&message=NEPTUNE HTTP/1.0

lw3d: CRYPTO PKI: can not resolve server name/IP address
lw3d: CRYPTO PKI: Using unresolved IP Address 172.16.0.3
lw3d: CRYPTO PKI: http connection opened

lw3d: CRYPTO PKI: HTTP response header:

HTTP/1.1 200 OK

Date: Mon, 03 Feb 2003 20:44:27 GMT

Server: Apache/1.3.19-rev2 (Win32) mod ssl/2.8.1 SSL-C
Connection: close

Content-Type: application/x-x509-ca-cert

Content-Type indicates we have received a CA certificate.

1lw3d: Received 513 bytes from server as CA certificate:

lw3d: CRYPTO PKI: transaction GetCACert completed

lw3d: CRYPTO PKI: CA certificate received.

lw3d: CRYPTO PKI: CA certificate received.

lw3d: CRYPTO PKI: crypto pki authenticate tp cert()

lw3d: CRYPTO PKI: trustpoint NEPTUNE authentication status = 2
Trustpoint CA certificate accepted.

Next, a key pair must be generated for the router:
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2621 (config) #crypto key generate rsa

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]:
2w0d: %SSH-5-DISABLED: SSH 1.5 has been disabledl1024
% Generating 1024 bit RSA keys ...[OK]

2w0d: %SSH-5-ENABLED: SSH 1.5 has been enabled
2621#show crypto key pubkey-chain rsa

Codes: M - Manually configured, C - Extracted from certificate
Code Usage IP-Address Name
C Signing X.500 DN name:

CN = Neptune
OU = IPSECLAB

O = PQ
C = US
C General VPN3000w.com

2621#show crypto key mypubkey rsa
% Key pair was generated at: 20:30:15 UTC Feb 3 2003
Key name: 2621.IPSECLAB.com
Usage: General Purpose Key
Key Data:
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181
00ADO4C2
0D493529 085A0EFC 5C3EF7AF 051A7AD7 33FDOBF4 52BAE786 CE4A17DB
D495A173
E71E1ECC 5865C60A5 4C66DAD5 2C985966 C6ED3AES5 CD04C3C4 D363AAAB
6D986596
C3282E35 A48EDED1 3437F2A1 178C1B36 F52089DF F10EF167 DOD93F7A
AQ5BD2CE
5451B4B3 01B9F11A 8160BCBE F569F554 D56B2E6GE 5DA18C66 FDAD7D89
0D020301 0001
% Key pair was generated at: 20:30:26 UTC Feb 3 2003
Key name: 2621.IPSECLAB.com.server
Usage: Encryption Key
Key Data:
307C300D 06092A86 4886F70D 01010105 00036B0O0 30680261 O00AQF67D
E44299FB
F3584DEA 0A929CF6 0B49A51A 4108COEE C959E351 549E3573 6EAEF20B
OB821A5F
14026A23 F724C375 8BC62F37 320ED020 FEOBBB11 795C8C30 2717E8BS
C3F83580
3893AF4B ED1F6814 49AFD151 431A057F 72F4E53A 82E2EE69 37020301 0001
26214

Now the request can be generated for an identity certificate using SCEP to send
the request to the CA and retrieve the ID cert.

2621 (config) #crypto ca enroll NEPTUNE

o\
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% Start certificate enrollment

% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the

configuration. Please make a note of it.

Password:
Re-enter password:

o\

The subject name in the certificate will be: 2621.IPSECLAB.com
Include the router serial number in the subject name? [yes/nol: yes
The serial number in the certificate will be: 686DB299

Include an IP address in the subject name? [no]: yes

Enter Interface name or IP Address[]: fastethernet(/1

Request certificate from CA? [yes/no]l: yes

% Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto ca certificate' command will also show the
fingerprint.

2621 (confiqg) # Fingerprint: E634B08F 32B6B2DF 603BEES8 72BA62DD

o o

o\

o\

o\

lw3d: CRYPTO PKI: Sending CA Certificate Request: GET
/8baelb88222ca2ee3dc5ad9008£f8075c343aff30/pkiclient.exe?operation=GetCAC
ert&message=NEPTUNE HTTP/1.0

lw3d: CRYPTO PKI: can not resolve server name/IP address
lw3d: CRYPTO PKI: Using unresolved IP Address 172.16.0.3
lw3d: CRYPTO PKI: http connection opened

lw3d: CRYPTO PKI: HTTP response header:

HTTP/1.1 200 OK

Date: Mon, 03 Feb 2003 20:45:09 GMT

Server: Apache/1.3.19-rev2 (Win32) mod ssl/2.8.1 SSL-C
Connection: close

Content-Type: application/x-x509-ca-cert

Content-Type indicates we have received a CA certificate.

1lw3d: Received 513 bytes from server as CA certificate:
lw3d: CRYPTO PKI: transaction PKCSReq completed

lw3d: CRYPTO PKI: status:

lw3d: CRYPTO PKI: can not resolve server name/IP address
lw3d: CRYPTO PKI: Using unresolved IP Address 172.16.0.3
lw3d: CRYPTO PKI: http connection opened

lw3d: CRYPTO PKI: received msg of 2712 bytes

lw3d: CRYPTO PKI: HTTP response header:

HTTP/1.1 200 OK

Date: Mon, 03 Feb 2003 20:45:11 GMT

Server: Apache/1.3.19-rev2 (Win32) mod ssl1/2.8.1 SSL-C

Connection: close

Content-Type: application/x-pki-message

lw3d: CRYPTO PKI: WARNING: Certificate, private key or CRL was not found
while selecting CRL

lw3d: CRYPTO PKI: status = 100: certificate is granted

lw3d: CRYPTO PKI: WARNING: Certificate, private key or CRL was not found
while selecting CRL
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lw3d: CRYPTO PKI: All enrollment requests completed.

lw3d: CRYPTO PKI: All enrollment requests completed.

1lw3d: $CRYPTO-6-CERTRET: Certificate received from Certificate Authority
lw3d: CRYPTO PKI: All enrollment requests completed.

lw3d: CRYPTO PKI: WARNING: Certificate, private key or CRL was not found
while selecting CRL

2621 (confiqg) #

lw3d: CRYPTO PKI: All enrollment requests completed.

2621 (confiqg) #

2621 (config) #fexit

26214

lw3d: %SYS-5-CONFIG I: Configured from console by console

26214

Verify the certificates in the router
2621#show crypto ca certificates

The routers CA cert:
Certificate
Status: Available
Certificate Serial Number: 9E66B7212CFC2DC980212F24BF2B9CDC
Certificate Usage: General Purpose
Issuer:
CN = Neptune
OU = IPSECLAB

O = PO
C = US
Subject:

Name: 2621.IPSECLAR.com
IP Address: 172.16.0.6
Serial Number: 686DB299
0ID.1.2.840.113549.1.9.2 =<16> 2621.IPSECLAB.com +
0ID.1.2.840.113549.1.9.8 = 172.16.0.6 + 0OID.2.5.4.5 = 686DB299
CRL Distribution Point:
http://neptune:447/Neptune%20CA.crl
Validity Date:
start date: 20:45:12 UTC Feb 3 2003
end date: 20:45:12 UTC Feb 3 2004
renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoint: NEPTUNE

The root certificate of the CA

CA Certificate
Status: Available
Certificate Serial Number: Cl20FE2B658A927F2DA72FBC86019ES8D
Certificate Usage: General Purpose
Issuer:
CN = Neptune
OU = IPSECLAB

O = PQ
C = US
Subject:

CN = Neptune
OU = IPSECLAB
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O = PQ
C = US
Validity Date:
start date: 16:59:40 UTC Dec 17 2002
end date: 21:59:40 UTC Dec 17 2005
Associated Trustpoint: NEPTUNE
26214#
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Loading Certificates on the VPN 3000:

The first step in configuring the VPN3000 to use digital certificates is to load the
root certificate of the CA. Since our network provides direct LAN connectivity to
the CA server, we will use SCEP. For cases where the CA server is off-line we
could also use the cut and paste method. The information below gives the
VPN3000 the enrollment URL and "nickname" of the CA server. Note that we
must append "pkiclient.exe" on the URL. The KEON CA server uses port 446 for
SCEP.

VPN3000 CA Enrollment: (Figure 11)
Administration
Certificate Management
Installation
Install CA certificate
SCEP (Simple Certificate Enrollment Protocol)

URL: http://172.16.0.3:446/8bae1b88222ca2ee3dc5ad9008f8075c343aff30/pkiclient.exe
CA Descriptor: NEPTUNE

Retrieve
<3 Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3000] - Microsoft Internet | o =1al =1
J File Edit Wiew Favorktes Tools Help |ﬁ
J GBack -~ = - @ [4] 4% Qoearch [GFavorites {HHistory ||%v =
| address [&] http:/j 172.18.0.5access. himl | P “Llnks »
VPN 3000
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Figure 11: CA Enrollment
The VPN3000 will obtain the root certificate of the CA.
To obtain a Self-Certificate from the KEON
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VPN 3000 Self-Certificate parameters: (Figure 12)
Administration
Certificate Management
Enrollment
Identity certificate
Enroll via SCEP at NEPTUNE
Enroll

4} Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3000] - Microsoft Internet = Y ] 5

J File Edit View Favorites Tools Help |ﬁ
J $Back » = - i@ at | Qsearch [GFavorites £ 4Histary ||%- =

| Address |1 hetpi) 172.18.0.8)access bt

VPN 3000
Concentrator Series Manager

| @e |]Links »

Main | Help | Support | Logo

Logged in: adn
Configuration | Administration | Monitori

—HHClient Upcste
— oad Balancing

Cisco SrsTems

Locality (L) [HSV

(FQDIN)

=HConfiguration = ;I
——nterfaces Enter the
—EI-&.*% common name for

—FHServers
—EAsiress Manacement Common Ngme [VPN3000w tge VERN 3000
Tunneling Protocols L)) oncent.rator to
PTR be uzed i this
2TP PEL
PSec . .
Organizational Enter the
AhtoLaN £ Uudt (o1 IPSECLAB oy
IKE Propossls nit (OT) epartment.
AT Transparency Enter the
L Organization (0) PO Organization or
—EHdanagement Protocols —
—EEvents pany; }
—EHGeneral Enter the city or

town.

e e State/Province I i Enter the State or
[+ 4_ :
—-Hrolicy Wanagement (SP) Frownce.
——Access Hours Enter the two-
= Traff; Mallal_g;mem A= letter country
Aot 1212 g
s Country (C) IUS abbremat:lon {eg
Shs Tnited States =
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1 Enter the Fully
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-Hadministration ] Subject Hame for the
Alternative[ame IVPN3UUUW.CDm VPN 2000
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be used i this =

|@ Clear All CRL Caches
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Figure 12: Self-Certificate Parameters

Fill in the identity certificate Information: Common Name=VPN3000w,
organizational unit, organization, etc. For this example, | am using a key size of
1024 bits.
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Once the VPN 3000 has retrieved its Identity Certificate, we can verify the CA
certificate and the Identity certificate by examining the Certificate Management

page.
VPN 3000 Certificate Management (Figure 13)

; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3000] - Microsoft Internet Explor = |EI|5|
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—FHEvents |
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Subject | Issuer | Expiration | Actions
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|
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Figure 13: VPN 3000 Certificates
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To use the certificates to authenticate our VPN tunnel, we must make the
appropriate changes in the VPN3000 IKE proposal and in the LAN-to-LAN menu

In the IKE proposal, specify:
Authentication Mode: RSA Digital Certificate

VPN3000 IKE Proposals: (Figure 14)

; Cisco Systems, Inc. ¥PN 3000 Concentrator [¥PN3000] - Microsoft Inté'f‘riét:‘ﬁi’ T = |EI|5|
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—EEHE Riouting to use.
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—EHEvents Authentication Select t.he packet
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Shs i
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Figure 14: Authentication Mode
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VPN3000 LAN-to-LAN / Certificate Selection: (Figure 15)
In the Lan-to-Lan menu, specify:

Digital Certificate: VPN3000w
Certificate Transmission : Entire certificate Chain
clear the pre-shared key entry.
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Figure 15: VPN 3000 Certificate Selection
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Certificate Contents:

It is frequently a good idea to open certificates and examine the contents with a
cert reader to verify that the certificates contain correct information. Shown below
is the output produced by reading the Identity certificates of the VPN3000 and
the 2621 with a cert reader called Ana_cert. Note the presence of the public keys
belonging to the clients, subject information, and digital signature of the CA using
the SHA signing algorithm.

Output produced for the 2621 router Self-Certificate:

PKIX Message Analysis Tool
Jul 27 1999
Input filename: A:\routercert.txt

VERSION: 3
SERIAL: 0x009e66b7 212cfc2d c980212f 24bf2b9c dc
SIGNATURE ALGORITHM: SHA1 with RSA Encryption

ISSUER:
Country Name: uS
Organization Name: PQ
Organizational Unit Name: IPSECLAB
Common Name: Neptune
VALIDITY:

Not Before: Feb 3, 03 20:45:12 GMT
Not After: Feb 3, 04 20:45:12 GMT

SUBJECT:
Serial Number: 686DB299
Ext Cert Attributes: 172.16.0.6
Unstructured Name: 2621.IPSECLAB.com
PUBLIC KEY:

RSA Encryption: 1024 bits.

MODULUS: 0xf8e8c2cb aal1l39386 0dda4b31 65406a58
8126d0e7 02f0580a f4d0410a 11d94bfc
1ba2a3e3 35395419 c12bee77 98dd4422
46e2a342 23b81de6 36e46848 fcc9c494
59ddca73 2606d67¢c a695633a 63b450b3
aa75e6ea e72e2550 bb5a2831 9fd34858
27bbfb19 a70b19d7 14bfféfa cf7b890d
3fef9152 dd4e2edb 41ffc2ae flcac687

EXPONENT: 0x010001

EXTENSIONS:
Subject Alt Name:
IP Address: 0x3f6¢c8106
DNS Name: 2621.IPSECLAB.com

CRL Distribution Points:
Distribution point 1:
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Uniform Resource ID: http://neptune:447/Neptune%20CA.crl
OUTER SIGNATURE ALGORITHM: SHA1 with RSA Encryption

SIGNATURE: 0Oxaba90a4f 042f9d2e 5165022a 5de7895a

d820a307 8f3e158b a55f652a 26aa7bch
c6ecfodd afae5eac d63eb8e3 817d9e9a
49c98a28 6056010e ef8cefe6 4d6292a3
ec45118a 9c851cc3 8bacb4ea b7f2ff35

5f572370 48c9aflc 4aa24c25 58834598
8110c100 83a04833 870a49aa 38a03bc7
e309afc4 c05b3918 1fa4le5f e8144b2e

Output produced for the VPN3000 Self Certificate:

PKIX Message Analysis Tool
Jul 27 1999
Input filename: A:\VPN3000cert.txt

VERSION: 3
SERIAL: 0x23418a70 bf948abc 52¢92235 5d8d09c5
SIGNATURE ALGORITHM: SHA1 with RSA Encryption

ISSUER:
Country Name: uS
Organization Name: PQ
Organizational Unit Name: IPSECLAB
Common Name: Neptune
VALIDITY:

Not Before: Feb 3, 03 20:34:02 GMT
Not After: Feb 3, 04 20:34:02 GMT

SUBJECT:
Common Name: VPN3000w
Organizational Unit Name: IPSECLAB
Organization Name: PQ
Locality Name: HSV
State Or Province: AL
Country Name: uS

PUBLIC KEY:

RSA Encryption: 1024 bits.

MODULUS: 0x86316bb4 efce5418 8a425b5¢c 28b86a51
9alf7b75 fbc520eb edbde42f dc8bafbf
b9ac3f75 193a47ba 40068b00 66d1cfdb
bebalddO 8cff550a cd7b9e2b 10c4d4e7
8c4b46dd d1361cad 270a72d1 7198fcab
d86e23c3 de9e792c¢ 2073f85e 084bb55b
2fadbdel 8ef3c9ed 23903a74 2e2e6b68
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7d701c10 07f94e53 42e16f24 b18317a5
EXPONENT: 0x07
EXTENSIONS:
Subject Alt Name:
DNS Name: VPN3000w.com
CRL Distribution Points:
Distribution point 1:

Uniform Resource ID: http://neptune:447/Neptune%20CA.crl
OUTER SIGNATURE ALGORITHM: SHA1 with RSA Encryption
SIGNATURE: 0x474aabl2 46ae7f5b aff65f6b 41db53e8

f2c1bf73 34da2bd2 d1f8aadd 62db935b
78942d03 78519¢c67 110203ac 98fa3931
71402c2b belf009c 52f8efda 7901babe
478e11f0 d3a8a6cc a30115f0 6f0817e2
ab86a926 30716125 ab17fcd8 24ac874d
f1e348d0 €9162975 fc343095 9fd28f0a
71a4171e a6fc3e88 87cda8fc b875b90f

Final Configuration Steps:

Once the certificates are loaded, the authentication RSA-SIG command will
change the IKE policy to use the certificates from CA NEPTUNE for VPN
authentication.

26214

2621#config t

Enter configuration commands, one per line. End with CNTL/Z.
2621 (confiqg) #crypto isakmp policy 100

2621 (config-isakmp) #authentication rsa-sig

2621 (config-isakmp) #exit

2621 (config) #exit

26214

lw3d: %SYS-5-CONFIG I: Configured from console by consol
26214

2621#wri

Building configuration...

[OK]

Now, a ping from Host A to Host B will bring up a VPN Tunnel between the two
gateways. The debug output produced by the router provides details of the
progress of the phase 1 and phase 2 transactions and the successful creation of
the SAs:

26214
lw3d: IPSEC(sa request): ,
(key eng. msg.) OUTBOUND local= 172.16.0.6, remote= 172.16.0.8,
local proxy= 10.10.10.0/255.255.255.0/0/0 (type=4),
remote proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 300s and 4608000kb,
spi= 0xA778E9ES (2809719273), conn _id= 0, keysize= 0, flags= 0x400D
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lw3d: ISAKMP: received ke message (1/1)

1lw3d: ISAKMP: local port 500, remote port 500

lw3d: ISAKMP (0:1): Input = IKE MESG _FROM IPSEC, IKE SA REQ MM

0ld State = IKE READY New State = IKE_I_MMl

1lw3d: ISAKMP (0:1): beginning Main Mode exchange

lw3d: ISAKMP (0:1): sending packet to 172.16.0.8 (I) MM NO STATE
lw3d: ISAKMP (0:1): received packet from 172.16.0.8 (I) MM NO STATE
lw3d: ISAKMP (0:1): Input = IKE MESG_FROM PEER, IKE MM EXCH

0ld State = IKE I MM New State = IKE I MM2

lw3d: ISAKMP (0:1): processing SA payload. message ID = 0

lw3d: ISAKMP (0:1): Checking ISAKMP transform 1 against priority 100
policy

lw3d: ISAKMP: encryption DES-CBC

1lw3d: ISAKMP: hash MD5

lw3d: ISAKMP: default group 1

lw3d: ISAKMP: auth RSA sig

lw3d: ISAKMP: life type in seconds

lw3d: ISAKMP: life duration (basic) of 300

lw3d: ISAKMP (0:1): atts are acceptable. Next payload is O

lw3d: ISAKMP (0:1): processing vendor id payload

1lw3d: ISAKMP (0:1): vendor ID seems Unity/DPD but bad major

lw3d: ISAKMP (0:1) Input = IKE MESG INTERNAL, IKE PROCESS MAIN MODE
0ld State = IKE I MM2 New State = IKE I MM2

lw3d: ISAKMP (0:1): sending packet to 172.16.0.8 (I) MM SA SETUP
lw3d: ISAKMP (0:1): Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE
0ld State = IKE I MM2 New State = IKE I MM3

lw3d: ISAKMP (0:1): received packet from 172.16.0.8 (I) MM SA SETUP
lw3d: ISAKMP (0:1): Input = IKE MESG FROM PEER, IKE MM EXCH

0ld State = IKE I MM3 New State = IKE I MM4

lw3d: ISAKMP (0:1): processing KE payload. message ID = 0

lw3d: ISAKMP (0:1): processing NONCE payload. message ID = 0

lw3d: ISAKMP (0:1): SKEYID state generated

lw3d: ISAKMP (0:1): processing CERT REQ payload. message ID = 0
lw3d: ISAKMP (0:1): peer wants a CT X509 SIGNATURE cert

lw3d: ISAKMP (0:1): peer want cert issued by CN = Neptune, OU =
IPSECLAB, O = PQ, C = US

lw3d: ISAKMP (0:1): processing vendor id payload

lw3d: ISAKMP (0:1): vendor ID is Unity

lw3d: ISAKMP (0:1): processing vendor id payload

1w3d: ISAKMP (0:1): vendor ID seems Unity/DPD but bad major

lw3d: ISAKMP (0:1): vendor ID is XAUTH

lw3d: ISAKMP (0:1): processing vendor id payload

1lw3d: ISAKMP (0:1): speaking to another IOS box!

lw3d: ISAKMP (0:1): processing vendor id payload

1w3d: ISAKMP (0:1): vendor ID seems Unity/DPD but bad major

lw3d: ISAKMP (0:1): Input = IKE MESG INTERNAL, IKE PROCESS MAIN MODE
0ld State = IKE I MM New State = IKE I MM4

lw3d: ISAKMP (0:1): SA is doing RSA signature authentication using id
type ID IPV4 ADDR

lw3d: ISAKMP (1): ID payload

next-payload : 6
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type 01
protocol HEN
port : 500
length : 8

lw3d: ISAKMP (1): Total payload length: 12

lw3d: ISAKMP (0:1): sending packet to 172.16.0.8 (I) MM KEY EXCH
lw3d: ISAKMP (0:1): Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE
0ld State = IKE I MM4 New State = IKE I MM5

lw3d: ISAKMP (0:1): received packet from 172.16.0.8 (I) MM KEY EXCH

1w3d: ISAKMP (0:1): Input = IKE MESG FROM PEER, IKE MM EXCH

0ld State = IKE I MM5 New State = IKE I MM6
( .
(
(
(

(@)

lw3d: ISAKMP processing ID payload. message ID =
lw3d: ISAKMP
lw3d: ISAKMP

0:1)

0:1): processing CERT payload. message ID = 0
0:1): processing a CT X509 SIGNATURE cert
0:1):
0:1):

Il
o

lw3d: ISAKMP processing CERT payload message 1D
lw3d: ISAKMP ( processing a CT X509 SIGNATURE cert
lw3d: CRYPTO PKI: WARNING: Certlflcate, prlvate key or CRL was not found
while selecting CRL

lw3d: CRYPTO PKI: cert revocation status unknown.

1lw3d: ISAKMP: cert approved with warning

lw3d: CRYPTO PKI: WARNING: Certificate, private key or CRL was not found
while selecting CRL

lw3d: CRYPTO PKI: cert revocation status unknown.

1lw3d: ISAKMP: cert approved with warning

lw3d: ISAKMP (0:1): OU = IPSECLAB

lw3d: ISAKMP (0:1): processing SIG payload. message ID = 0

1lw3d: ISAKMP:received payload type 14

lw3d: ISAKMP (0:1): processing vendor id payload

lw3d: ISAKMP (0:1): vendor ID is DPD

lw3d: ISAKMP (0:1): SA has been authenticated with 172.16.0.8

lw3d: ISAKMP (O ) Input = IKE MESG INTERNAL, IKE PROCESS MAIN MODE
0ld State = IKE I MM6 New State = IKE I MM6

lw3d: ISAKMP (0:1): Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE
O0ld State = IKE I MM6 New State = IKE P1 COMPLETE

1lw3d: ISAKMP (0:1): beginning Quick Mode exchange, M-ID of -1118353828
lw3d: ISAKMP (0:1): sending packet to 172.16.0.8 (I) OM IDLE

lw3d: ISAKMP (0:1): Node -1118353828, Input = IKE MESG INTERNAL,

IKE INIT QM

0ld State = IKE OM READY New State = IKE QM I QM1

lw3d: ISAKMP (0:1): Input = IKE MESG INTERNAL, IKE PHASEl1 COMPLETE
Old State = IKE P1 COMPLETE New State = IKE P1 COMPLETE

lw3d: ISAKMP (0:1): received packet from 172.16.0.8 (I) QM IDLE
lw3d: ISAKMP (0:1): processing HASH payload. message ID = -1118353828
lw3d: ISAKMP (0:1): processing SA payload. message ID = -1118353828

(

lw3d: ISAKMP (0:1): Checking IPSec proposal 1
lw3d: ISAKMP: transform 1, ESP DES

1lw3d: ISAKMP: attributes in transform:

lw3d: ISAKMP: SA life type in seconds

1lw3d: ISAKMP: SA life duration (basic) of 300
1lw3d: ISAKMP: SA life type in kilobytes
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lw3d: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
1lw3d: ISAKMP: encaps is 1

1lw3d: ISAKMP: authenticator is HMAC-MD5

lw3d: ISAKMP: group is 1

lw3d: ISAKMP (0:1): atts are acceptable.
lw3d: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 172.16.0.6, remote= 172.16.0.8,
local proxy= 10.10.10.0/255.255.255.0/0/0 (type=4),
remote proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,
spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x14

lw3d: ISAKMP (0:1): processing NONCE payload. message ID = -1118353828
lw3d: ISAKMP (0:1): processing KE payload. message ID = -1118353828
lw3d: ISAKMP (0:1): processing ID payload. message ID = -1118353828
lw3d: ISAKMP (0:1): processing ID payload. message ID = -1118353828
lw3d: ISAKMP (0:1): Creating IPSec SAs
1w3d: inbound SA from 172.16.0.8 to 172.16.0.6

(proxy 192.168.1.0 to 10.10.10.0)
1w3d: has spi O0xA778E9E9 and conn_id 420 and flags 15
1lw3d: lifetime of 300 seconds
1lw3d: lifetime of 4608000 kilobytes
1w3d: outbound SA from 172.16.0.6 to 172.16.0.8 (proxy
10.10.10.0 to 192.168.1.0 )
1lw3d: has spi 12808073 and conn id 421 and flags 1D
1lw3d: lifetime of 300 seconds
1lw3d: lifetime of 4608000 kilobytes

lw3d: IPSEC(key engine): got a queue event...
lw3d: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 172.16.0.6, remote= 172.16.0.8,
local proxy= 10.10.10.0/255.255.255.0/0/0 (type=4),
remote proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 300s and 4608000kb,
spi= OxA778ESE9(2809719273), conn id= 420, keysize= 0, flags= 0x15
lw3d: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 172.16.0.6, remote= 172.16.0.8,
local proxy= 10.10.10.0/255.255.255.0/0/0 (type=4),
remote proxy= 192.168.1.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 300s and 4608000kb,
spi= 0xC36F89(12808073), conn id= 421, keysize= 0, flags= 0x1D
lw3d: IPSEC(create sa): sa created,
(sa) sa dest= 172.16.0.6, sa prot= 50,
sa spi= 0xA778ESE9(2809719273),
sa_ trans= esp-des esp-md5-hmac , sa conn id= 420
lw3d: IPSEC(create sa): sa created,
(sa) sa dest= 172.16.0.8, sa prot= 50,
sa spi= 0xC36F89(12808073),
sa_ trans= esp-des esp-md5-hmac , sa conn id= 421
lw3d: ISAKMP (0:1): sending packet to 172.16.0.8 (I) QM IDLE
lw3d: ISAKMP (0:1): deleting node -1118353828 error FALSE reason ""
1w3d: ISAKMP (0:1): Node -1118353828, Input = IKE MESG FROM PEER,
IKE QM EXCH
0ld State = IKE QM I QM1 New State = IKE QM PHASE2 COMPLETE
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Conclusion:

Digital certificates are a sophisticated and effective method for providing
authentication for a variety of applications. Digital certificate authentication
employs multiple security mechanisms that help ensure integrity of network
communication. As is frequently the case in the technical world, a lot of things
have to be exactly right for it to work. Technological sophistication often brings
with it complexity, implementation difficulties and costs which have at times made
the future of PKI seem unclear. The standards are fairly well established, but
some vendors are still working out problems in their implementations. In spite of
the drawbacks, use of certificates is prevalent in network applications and many
enterprises have found deployment of a digital certificate system to be a
necessity for support of growing networks and remote access.
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