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Abstract 
 
As organization networks become more dependent on external data 
sharing and “e-enabled” applications these networks nee d to be more 
accessible and operational. But not only accessibility to the networks 
become easier, access to critical data they store becomes easier too.  
 
Blended threats: threats which combine the characteristics of viruses, 
worms, Trojan horses, Hacker t echnologies and malicious code are 
compromising the security of entire networks.  
 
Today’s security solutions are typically comprised of multiple point 
products, resulting in a lack of interoperability, manageability and higher 
cost of ownership. The concep t of integrated security is an effective 
approach to address blended threats as well as new  challenges. The 
combination of multiple security technologies improves manageability, 
enhances performance, tighten security and reduce costs.  
 
This paper provides an overview of the growing sophistication of network 
attacks and describes the key elements and benefits of an integrated 
security solution. 
 
 
Executive summary  
 
Every network has demarcation point that separate the trusted network 
from the untrusted netwo rk. The points provide control over the flow of 
network traffic and are a logical location to place security appliances. 
Appliances are devices that are self contained, centrally manageable and 
require little or no support by the end -users at the location where they are 
installed. 
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Types of network attacks 
 
Common types of threats include:  
 
Malicious Code Attacks  
 
Usually viruses, worms and Trojan horses that hide within files or 
programming code only to self -replicate, self -propagate, or be spread by 
unknowing computer users. These attacks are capable of damaging or 
compromising the security of individual computers as well as entire 
networks. 
 
Denial-of-Service Attacks (DoS)  
 
Are explicit hacker attempts w ith the intention to disrupt normal business 
operations. Typical examples are “flood” attacks thereby blocking 
legitimate traffic and disrupting connections between two machines, thus 
preventing access to a service. These attacks are capable of disabling a 
single computer or entire networks.  
 
Distributed Denial-of-Service Attacks (DDoS)  
 
Basically the same as a DoS whereas the attack is done from hundreds or 
thousands of source machines. Due to the enormous data flow servers, 
corporate networks as well as internet backbones may breakdown.  
 
Unauthorized Acces s - Hacking 
 
Hackers are people who are able to gain access and control over 
computers, information and technology without proper authority. Today’s 
hackers are exploiting security vulnerabilities using methods and 
technologies like “buffer overflows” to b reak a system. This modern 
hacker generation does not have any “hacker ethics”. They are often 
young people – “script kiddies” - who do not have the technical know ledge 
to break into a system but ready -to-use exploits, attacks, etc. can easily 
be downloaded from the web and used to attack computers.  
 
Blended Threats  
 
These threats combine some or all of the characteristics described above. 
By utilizing multiple methods of attack and self -propagation they can 
spread rapidly and cause widespread damage. Blend ed threats such as 
Nimda and CodeRed are designed to exploit the vulnerabilities of security 
technologies working independently from one another.  
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Impact of network attacks  
 
Network attacks range from easy -to-quantify consequences such as 
interrupted business operations, to losses that are difficult to calculate 
(e.g. damaged brand equity).  
 
Interruption of business operations  
 
Downtime due to an attack results in lost productivity and the costs 
associated w ith restoring a hacked network can increase the ov erall 
financial impact of an attack. Once attacked an organization typically 
deploys a “cleanup team” to resume business as soon as possible, but the 
cleanup team is pulled away from its daily duties, compounding 
productivity loss. 
 
Damage to brand equity  
 
Damage to a company’s brand is degrading their position in the 
marketplace. For example, companies who have had customer data stolen 
and publicly displayed on other web sites have a hard time restoring 
customer confidence in their brand.  
 
Reduced ability to compete  
 
Information is considered a company’s most valuable asset. The loss of 
that data can degrade their possibility to compete in the marketplace. For 
example, confidential development data stolen and publicly published by a 
hacker may result in bei ng unable to be the first bringing out a new 
generation of software, hardware, etc.  
 
Legal Liability  
 
Organizations that have been hacked may find themselves in court as a 
defendant or witness. Especially organizations which are required to 
comply with pri vacy and security regulations (e.g. health care, financial 
institutions) may need to demonstrate their due diligence in minimizing 
their exposure to network attacks.  
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Current security solutions and situation  
 
Typical security solutions consist of multiple point products. The main 
disadvantage of this solution is that they need to be handled separately. 
All of them need to be installed, managed und updated but there is less or 
no interoperability between each of the products.  
 
With this approach, protection is usually not comprehensive because 
cross-vendor interoperability issues often allow threats compromising 
security. When an outbreak occurs, fixes and patches may need to be 
tested, verified and applied across various platforms and technologies. 
This can slow  response to attacks and leave the organization vulnerable 
for a longer time.  
 
 
Integrated security – the logical solution 
 
This security method combines multiple security technologies w ith 
manageability into one solution. By using the principles of de fense in 
depth at multiple levels it can more efficiently protect against a variety of 
threats to minimize the effects of network attacks.  
 
Integrated security reduces the need to install, update and manage 
multiple security products from multiple vendors or address 
interoperability issues between various vendors products.  
 
In addition to these security solutions for attackers, adding a secure 
tunnel for authorized end -users would provide a speed lane for those folks 
with business to do and content filterin g assists with an organization’s 
liability issues, such as regulatory concerns for financial services.  
 
At last, integrated security it may enable reallocation of IT personnel to 
other strategic projects, improving security manageability overall.  
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Integrated solution – Symantec Gateway Security (SGS)  
 
Overview 
 
The Symantec Gateway Security appliance is a multifunction appliance 
that provides the following security technologies in one system:  
 

- Firewall 
- Antivirus  
- Intrusion detection  
- Content filtering  
- VPN 
- High Availability/Load Balancing  

 
All functions are managed from one central console and log to a central 
logging mechanism. As an additional option up to 8 appliances can be 
combined to a High Availability or Load Balancing cluster. As it as an 
appliance the administrator does not have to install an operating system, 
software and network environment – those components are already 
loaded and can be configured through the admin console.  
 
 
Different technologies complement each other  
 
The components offer diff erent areas of strength in security solutions. The 
firewall components create perimeter defense mechanism to try and 
prevent many types of unsanctioned network traffic into or out of a 
network. Antivirus scanning adds a greater layer of security to check 
traffic for viruses or known malicious executables. Intrusion detection 
helps identify what type of attacks have occurred. VPN allows a 
corporation to extend the network to remote or travelling employees and 
to connect to regional offices or partner compani es. Content filtering helps 
corporations enforce acceptable use policy, so that misuse of network 
resources does not occur. The High Availability/Load Balancing feature 
ensures that companies do not have a single point of failure or throughput 
bottleneck for communication through the network.  



©
 S

A
N

S 
In

st
itu

te
 2

00
3,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.03. Jun. 2003   Page 8 

Case study: The CodeRed II worm 
 
Technical details  
 
The worm propagates by installing itself into a random Web server using a 
known buffer overflow  exploit. When a Web server is infected, the worm 
first calls its init ialization routine, next it gets access to a set of API 
addresses: 
 
The main thread checks for two different markers. The first marker 
controls the installation of the Trojan. The other marker is a semaphore 
named "CodeRedII." If the semaphore exists, the worm goes into an 
infinite sleep. Next, the main thread checks the default language and 
creates up to 600 new threads (depending on the language).  
 
These threads generate random IP addresses which are used to search for 
new  Web servers to infect. While the se threads are working, the main 
thread copies the command shell (Cmd.exe) to the default execution -
enabled directory of the IIS Web server, allow ing a hacker to take full 
control of the Web server.  
 
Note: The Nimda worm uses directory traversal techniques  to access 
cmd.exe on IIS servers that had previously been compromised by 
CodeRed II. 
 
 
The diagram below  shows how effective CodeRed II spread over the 
internet. 
 

 
 

Note:  An animation o f this diagram can be  downloaded at  
 http://www.caida.org/analysis/security/code -red/newframes -small-log.gif
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How SGS defense against the CodeRed II  worm 
 
As we have seen the CodeRed II worm is a good example how blended 
threats can infiltrate corporate networks and the large impact they could 
have. SGS has the capability to detect and protect against the CodeRed II 
worm using 3 different mechanism:  
 

1. Intrusion detection  
All traffic delivered to any interface is examined and compared by 
the built-in “path through” IDS to a known set of intrusion detection 
signatures (patterns). If there is a match, the system logs the 
information and reacts as configure d by the administrator. For 
example the system will block further packets from the source IP 
address. 
 

2. Firewall 
All traffic delivered to any interface is inspected at the packet layer, 
circuit layer and application layer. To identify Layer 7 attacks a set 
of secure proxies is supplied w ith the appliance. If properly 
configured the secure proxy (in that case the HTTP proxy) w ill block 
the CodRed II worm.  
 

3. Antivirus  
The appliance incorporates several anti -virus technologies, including 
detection of unknown vir uses using heuristic algorithms, detection of 
complex polymorphic viruses or self -mutating viruses. Traffic is 
delivered to the anti -virus scanner by application proxies and the 
administrator defines what action to take should a virus be detected.  

 
The diagram below  shows how traffic is handled by the appliance.  
 

  
 
Note:  The diagram is part of a Symantec presentation published on CD -ROM  
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Appliance security components - technical details 
 
Hybrid firewall  
 
The appliance contains a full inspection firewall, inspecting traffic at all 
layers (packet, circuit, application). The combination of stateful packet 
filter firewall and application proxy firewall results in high performance + 
high security.  
 

1. Default application proxies supplied with the appliance:  
 
FTP, HTTP, HTTPS, Gopher, Telnet, CIFS, Exec, Login, NBDgram, 
DNS, NTP, Rating, NNTP, SMTP, Ping, RTSP, RealAudio, H323, Shell, 
ESMTP, WEBDAV 
 

2. Generic proxies:  
 
TCP-GSP, UDP-GSP, IP-GSP 
 
The TCP and UDP GSPs (Generic Proxy Passer) are used to pass a 
protocol where no application proxy exists. This protocol can be 
defined w ith a single port or a range of ports. The IP GSP has similar 
functionality but it passes IP protocol traffic like PPTP, IPSec/IKE, 
etc. 
 

3. Special Proxy: ALL*  
 
The All* proxy is a special mechan ism which allows any given IP, 
TCP or UDP protocol to flow  per the defined rule.  

 
 
Network Address Translation (NAT)  
 
The application proxies automatically enforce network address translation. 
Traffic that is passed to the application layer is automaticall y translated to 
hide all internal addresses. Outbound traffic is made to look like it came 
from the external IP address of the appliance. Inbound traffic is validated 
by the appliance through its state table and then redirected to its true 
internal address . This behaviour is configureable to allow for clients to be 
given special IP addresses from a NAT pool or to retain their original IP 
addresses. NAT can also be disabled for inbound traffic on an as needed 
basis. 
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Intrusion detection  
 
The appliance has a special component in the kernel that examines all 
traffic delivered to any interface of the appliance. Traffic will be examined 
and compared to a known set of intrusion detection signatures that help 
to identify a break in attempt. If there is a match the system logs the 
information and reacts as configured by the administrator.  
 
Most intrusion detection signatures are set “gated” by default. That means 
that the packet must be analyzed and accepted by the IDS engine before 
it can continue up the application  layer to the proxies or other 
components. If the packet is found to match an IDS signature and it is 
gated, the packet is dropped. Non -gated signatures do not prevent the 
traffic from continuing on to the other components, however the traffic is 
still logged and can be configured to be blacklisted.  
 
IDS signatures are automatically updated through Symantec’s LiveUpdate 
technology. LiveUpdate can run on demand or scheduled to get daily, 
weekly or monthly updates.  
 
 
Antivirus 
 
The appliance uses a unique eng ine that can filter through layers of a file 
to search for viruses. It includes technologies which offer the ability to 
detect unknown viruses of various types using heuristic algorithms and 
detection of polymorphic and self -mutating viruses.  
 
Traffic is delivered to the anti -virus scanner by application proxies. That 
means when the proxies and anti -virus components are configured, they 
work together to handle traffic. Traffic flows from the application layer 
proxies to the anti -virus scanner – it is scanned and returned to the 
proxies to pass the destination.  
 
Three types of traffic can send to the anti -virus scanner – HTTP, FTP and 
SMTP. On all protocols the administrator defines what action to take 
should a virus be detected, what to do if the scanner is not available and 
what file type to look at.  
 
Anti-virus definitions are automatically updated through Symantec’s 
LiveUpdate technology. LiveUpdate can run on demand or scheduled to 
get daily, weekly or monthly updates.  
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VPN 
 
The appliance supports site -to-site (also known as gateway -to-gateway) 
VPN connections where dedicated servers are used to negotiate the 
parameters of the VPN on behalf of the client system. Optionally the 
appliance can be upgraded (through a license key) to support client -to-
gateway VPN too. The VPN engine is IPSec/IKE compliant and supports 
various authentication methods as well as two authentication protocols.  
 
Authentication methods:  
 

• Gateway password  
• NT Domain (via RADIUS protocol)  
• Defender 
• CryptoCard 
• Entrust PKI 
• RSA SecurID  
• Bellcore S/key 
• Out of Band authentication  

 
Authentication protocols:  
 

• TACACS+ 
• Radius 
• LDAP 

 
Encrypted traffic entering the appliance can be sent up the protocol stack 
for extra checking using the supplied proxies. As the traffic that is 
entering the proxy is decr ypted by the VPN daemon on its way in, rules 
can be applied to that specific protocol. VPN traffic can be NAT’ed before 
or after the packets are encrypted. Depending on the method choosen the 
receiving end must know what has taken place to decrypt the pack ets in 
the appropriate manner.  
 
 
Content filtering  
 
The appliance uses the WebNot URL database. This database is 
dynamically updated and contains a list of sites rated into various 
categories. Used w ith a rule this prevents access to websites w ithin the 
selected categories. Attempted access is logged and the user w ill get a 
“Forbidden” message displayed in the browser.  
 
Rating modification gives the option to re -rate sites as well as adding new 
sites manually – which retain across downloads of the database.  
 
Once configured, a special service called “Fetcher” automatically 
downloads the database updates on a daily basis.  
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High Availability/Load Balancing  
 
 
The appliance includes all of the components for software High Availability 
and Load Balancing, so the administrator does not have to load additional 
software. Two or more systems can be configured to work in a cluster, 
where all nodes are active, distribute the network load and pass traffic 
across the different systems. This differs from HA only solutions where 
one node is purely in standby mode. Up to eight nodes can be member of 
a cluster. If one system goes down, other systems automatically carry on 
and take the load of the non -functioning system.  
 
Cluster environments have impact on how  the network is s etup. All 
inbound traffic needs to be routed to a special address called a Virtual IP 
(VIP) address. Additionally every packet passing the cluster will have its 
MAC address rewritten, so every packet looks like as it comes from one 
and the same device.  
 
The cluster is managed trough a GUI called Symantec Raptor Management 
Console (SRMC). Configuration data is propagated by copying the 
configuration files across the different systems. This can be done from any 
cluster node, typically one specific node will b e chosen which w ill function 
as the “main” node. Host specific information, such as unique interface 
references and keys are retained, all other common information w ill be 
overwritten. 
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Management  
 
Initial setup of the appliance is done through the fron t panel. Optionally 
the front panel can be locked to prevent misuse and tasks like rebooting 
or doing a factory reset. In generally the appliance is managed trough a 
GUI called the Symantec Raptor Management console (SRMC) which 
handles the operating syste m and security configuration. Although the 
SRMC can handle all aspects of system configuration there is an additional 
utility called Secure Remote Login (SRL). SRL gives the option to connect 
to the appliance Unix OS shell as root and is provided for debug ging and 
advance level use, such as manipulating the log files. SRL and SRMC 
sessions are always encrypted and authentication is used for this 
communication. The SRMC can be installed on any machine running 
Windows NT/2000/XP but for security reasons acces s to the appliance is 
only granted from IP addresses defined by the administrator.  
 
Common tasks like reboot, shutdown, patch, backup, restore can all be 
done through the console. For example, configuration data of one 
appliance can easily be backup’ed and  restored to the same or onto 
another appliance. Special tasks like manipulating the routing table can be 
done through the SRMC too. Additionally there is built -in editor which 
allows to manipulate configuration files directly without the need to use 
the SRL. 
 
The appliance logs each connection attempt, all intrusions, tunnel 
connections, viruses detected, etc. The log files are stored on the built -in 
harddisk of the appliance and may become very large in high usage 
environments. So it is recommended to mov e them off the appliance to 
another machine on a regular basis.  
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Technical specifications 
 
Maximum throughput:  Up to 90 Mbps  
Sustained throughput:  40 Mbps (T3) 
Easy to use and manage:  yes 
Support information offered:  1 Year Gold Support 
included 
Recommended network size: Up to 1000 (unlimited)  
Remote-to-Site VPN:  Option 
Site-to-Site VPN: Standard 
High Availability and Load Balancing:  Option 
Firewall: Full inspection  
Antivirus:  Carrier class AV 
Intrusion Detection: Pass through 
Content Filtering:  URL 
 
Weight: 23.5 lbs (10.7 kg)  
Dimensions: 44.5W x 57.7D x 4.5H  
 
Ethernet Ports:  4 independent  
 10/100 Base-T 
Serial Ports:  2 ports 
UPS support: yes 
Front panel: 2 Line x 16 LCD 
 
Input rating:  100/240 V, 50/60 Hz  
Typical operation power consumption:  100 Watts 
Maximum power consumption:  130 Watts 
 
CPU: Intel compatible processor  
Harddisk: 40 GB 
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