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1. Introduction

| have family members starting a small home business and requesting advice on how to
setup their home business computer. They will use their Windows XP laptop computer
to record and process orders using the Internet. The request is to protect the customer
data from physically or electronic miss use. Second, only authorized users will access
customer data and restore any lost data. This report will respond to family members
request or anyone else starting a small home business needing customer data
protected.

1.1 Scope

This report will be limited to the Microsoft Windows systems. All examples used will be
on Windows XP. You can assume the information provided will address other Windows
systems unless otherwise noted. This report is broken into three parts. The first part
Internet Access deals with options to access the Internet. The second part deals with
protecting your system and personal data files from remote electronic access. The
second part consists of the three sections Personal Firewalls, Antivirus Software, and
Windows Security Updates. The third part deals with protecting your system and
personal data files from physical hands-on access and recovery procedures for lost
customer data files. The third part consists of the three sections Securing Windows XP,
Encryption, and Data Recovery.

2. Internet Access

If your home business requires access to the Internet, you will have a choice of three
access methods. For the home user, your choices will be telephone modem, DSL
(Digital Subscriber Line), or cable modem. This section will address the advantages and
disadvantages to each access method.

2.1 Telephone Modem

Most computers sold today come with an installed and configured telephone modem. To
explain how a telephone modem works, the following definition is provided:

Modem is an acronym for Modulator Demodulator. A modem is a device
that converts data from digital computer signals to analog signals that can
be sent over a phone line. This is called modulation. The analog signals
are then converted back into digital data by the receiving modem. This is
called demodulation.’

A home business on a limited budget could access the Internet using a telephone line
and modem. Cost would be the major advantages, since most homes already have at
least one telephone line installed. This would control expenses for the new home
business during early operations.
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A second advantage is most computer purchases come with a modem pre-installed and
configured for your system. Therefore, you do not have the added expense in
purchasing a modem and get it installed. You also have the added benefit in shopping
and comparing prices for the best Internet service provider in either your local area or
one of the national companies.

The major disadvantage in accessing the Internet with a telephone modem is slow
access speed. Most modem specification rates their speed at 56 kbps (kilobytes per
second), but this rate is unachievable. The telephone system limits transmission speed
to a maximum of 53 kbps with most common being from 33 kbps to 50 kbps. This
means downloading large data files from the Internet will take longer compared to the
other two methods described below. Therefore, the comparison is slow access speeds
with a smaller startup cost compared to DSL and cable modem.

2.2 DSL & Cable Modems

The DSL and cable modem are referred as broadband connection with speeds of 256
kbps or faster. DSL uses existing telephone lines while cable modem uses existing
television cable. The following definition states how DSL operates.

DSL uses signal frequencies above those used by voice or fax, so the
DSL signal does not interfere with telephone conversations or faxes.
When a DSL filter is connected to your phone jack, its function is to split
the data (Internet) traffic from voice (phone) traffic, and route them
separately.

Voice traffic (talking on the phone and fax signals) goes to the phone or
the fax machine, while your data traffic (surfing the Web, downloading
large files or photos) goes through the DSL modem and then to your
computer, thus allowing you to use both at the same time.?

Like DSL, a cable modem provides high-speed access to the Internet. Cable modem
sends its television signal to your set while data transmission goes to your computer.
Data transmission does not interfere with television signals since both use different
frequencies.

The major advantage to broadband connection is data speeds will be faster in
comparison to a telephone modem. If you have requirements to conduct for example
net meetings over the Internet, a high-speed connection would provide major
improvement of performance and quality compared to a telephone modem. A second
advantage would be faster downloading of large data files.

The major disadvantage to broadband connection is cost in both initial setup and
monthly access fees. In the initial setup, you could need additional hardware. First,
users might need an Ethernet network interface card installed and configured for your
system. Second, additional DSL or cable modem hardware could be required. Third,
you might have an additional fee for a service technician to visit your home to install and
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configure your system. In addition, monthly access fees would be higher for either
service compared to the first telephone modem option.

2.3 Recommendation

If high-speed access is your requirement, you will need to compare prices, additional
hardware requirements, and shop for the best plan to meet your needs. My
recommendation would be to start with a small investment. Therefore, a telephone
modem connection would address most new home business requirements. You can
review this decision as the home business grows and Internet access speed becomes
an issue.

2.4 Security Issues

With Internet access, you are now part of the “World Wide Web” having just open up
your customer data to the Internet and all of its “hackers”. To provide you with
knowledge and skills in protecting your computer and customer data, this report will
discuss personal firewalls, Windows XP security configuration, Windows security
updates, antivirus software, encryption software, and data backup.

3. Personal Firewall

To protect your customer data and other computer information, you will need a layer of
defenses. The external boundary to this defense is your personal firewall. This personal
firewall is the first line of defense to prevent unauthorized Internet access from the net
to your computer. Most firewalls also have the ability to prevent computer applications
from accessing the Internet without your knowledge and approval.

3.1 Overview

Before computer data can travel on the Internet, the data needs to be placed in a fix
packet size. This packet has a destination address, home address, and other
information to reassemble the packets. A computer connected to the Internet will
receive those packets from numerous sources without your intervention or knowledge,
since your system is listening to numerous “ports”. A port allows a connection for
computer applications to access the Internet. Therefore, one open port could allow a
hacker to enter into your system and mount an attack on your customer data and other
information.

Personal firewalls analyze all incoming packets and will only allow known and trusted
packets to enter to your computer. This is done by allowing authorize port to remain
open while closing any unwanted ports. If a hacker tries to access a close port, most
personal firewalls would not acknowledge the port is closed. This makes your computer
invisible resulting in the hacker having a hard time accessing your system and moving
to another easier target.

Most personal firewalls monitor packets leaving your computer. This is important, since
a malicious software code could try to send data to an unknown location without your

6
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



knowledge. A personal firewall will provide advance warning of this malicious
application and prevent this data passing through the personal firewall. As a result, a
personal firewall will control what applications are allowed to access to the Internet.

3.2 Recommendation

The industry has a wide selection of personal firewalls, but the two most common and
favorites are BlacklCE Defender (http://www.networkice.com) and ZoneAlarm
(http://www.zonelabs.com). While both are great products, my recommendation and
experience for a number of years is with ZoneAlarm. For a novice user, ZoneAlarm is
easy to install and setup. The installation has a helpful computer base training on how
the application works. ZoneAlarm is free for non-commercial use.

4. Antivirus Software

Your second layer of defense is the prevention of computer viruses. Computer viruses
are a small software code written with the result to corrupt, delete, or make available
your personal data files to the world. People write computer viruses in the hope to
exploit flaws in the Windows operating system, applications, or computer hardware.

4.1 Overview

Computer viruses can be either annoying or cause major damage to your customer data
files or Windows operating system. Here are a few actions computer viruses have
performed in the past:

It can keep your PC from booting up properly or loading Windows.
It can make it impossible to run or open any files on your system.

It can prevent your PC from recognizing certain types of hardware,
including your hard drive.

It can make Swiss chesses of your BIOS configuration, and it can
surreptitiously send out infection-spreading e-mail to people in your
address book.

It can even disable your virus protection software, and in fact, many
viruses are smart enough to do just that.?

4.2 Configuration Procedures

Protecting your system from a virus is a two-step process with the first step in installing
and configuring antivirus software. Most new systems come with an antivirus application
installed. If you do not have an antivirus application installed, the Recommendation sub-
section will discuss the two favorite applications.

Antivirus applications require more than just installation and configuration. New viruses
are written each day to exploit new computer flaws. An antivirus application has a built
in database of known virus signatures. They use this database to compare known virus
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signatures to your system’s data files. Since new viruses are written each day to exploit
new flaws, the virus signature database needs to be updated routinely.

Most antivirus applications check files being access by your system with its virus
signature database. If a virus is detected, most will try to repair the file or at least
quarantine the infected file or files. This would have limited affect if you do not have the
latest virus signature updates. | have seen to many novice computer users who have
installed and configured their antivirus application, but they have not updated the virus
signatures since the first install. The leading vendor applications have setup an
automated process to check and install new virus signature files into its database
automatically.

There is a time gap between when a new virus is spreading and vendors have updated
their virus signature database. This time gap could be a matter of a few hours to months
later. Therefore, most antivirus applications have an automatic scan feature and will
repair or at least quarantine the infected file or files. Antivirus software can go a long
way helping in eliminating viruses form your system.

4.3 Rules for Importing Files

The second step is to reduce your exposure in being infected in the first place. By
following a few basic rules about importing files to your computer, you can improve your
chances in not getting your computer infected.

First, keep your virus signature database updated. With most applications performing
this automatically, there is very little reason for most computers not to have the latest
virus signature updates.

Second, have your application perform a virus scan daily. Again, most applications have
a feature to perform this task automatically. Schedule this task when you know your
computer will not be used.

Third, do not open an email attachment from anyone you do not know. This will prevent
executing a virus on your system. The “I Love You” virus was sent by email and infected
numerous systems around the world.

Fourth, all email attachments from known or unknown sources must be scanned before
the attachment is opened. Most email applications have a feature to download a file
attachment to a temporary folder. Once in this location, most antivirus applications can
scan the selected file or files. Then again, some antivirus applications will work with the
leading email software like Outlook or Outlook Express and will automatically scan your
email attachments for viruses. Please review the type of applications being used. If you
are not sure, download the attachment and scan the file or files will always work.

Fifth, when downloading files from trusted web sites, you should scan them before
opening.
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Sixth, you should not have any unknown floppy or CD disk from friends or software
vendors loaded on your system without scanning for viruses. Yes, this includes software
vendors. Remember the time gap between a virus being spread and vendors updating
its virus signature database.

4.4 Recommendation

Most new computer systems sold are configured with an antivirus application. Normally,
this application license has a limited period to update the virus signature database. After
this period ends, you can extend this period by paying for automatic updates. If your
computer system did not come with an antivirus application or the application does not
have the needed features, you will need to purchase an application. Microsoft has a list
of commercial software vendors in Microsoft Knowledge Base Article Q49500 at
http://support.microsoft.com/default.aspx?scid=kb;en-us;49500.

On the other hand, the industry does have its favorites being “Norton AntiVirus” from
Symantec (www.symantec.com) and VirusScan from McAfee (www.mcafee.com). While
either of the two vendors would protect your customer data from viruses, | have used
Norton AntiVirus for a number of years. Therefore, you should shop discount stores, the
Internet, and the vendors’ web sites for the best price. Some vendors’ web sites will
offer a free download for a limited period for your inspection.

5. Windows Security Updates

Put yourself inside a hacker’'s mind. If you want to have the biggest effect, would you try
to attack computer systems that few users have or use? No, you would plan your
attacks against the most popular operating systems being used with the largest install
base. Therefore, Microsoft Windows operating systems enjoy the status as the hackers’
primary choice. Microsoft combats hackers by fixing security flaws found by them and
providing those fixes online to its customers free of charge. Therefore, your third layer of
defense is to install the latest security fixes.

5.1 Overview

After an experienced hacker finds a security flaw with Windows, most would write a
script to exploit this vulnerability. These new scripts find their way to hacker web sites to
be used by less experience hackers to launch their own attacks. Those less experience
hackers are referred in the industry as “script kiddies”.

Once Microsoft is either informed of the security flaw or reviews the latest hacker scripts,
they patch the security flaw and make the patch available in their website. Windows has
a scan feature to provide a customize update specific to your system. This feature also
updates other Microsoft application and device driver updates.

5.2 Procedures

How can you keep your system updated with the latest security updates? First, access
the web site located in http://windowsupdate.microsoft.com. For Windows XP and other
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version of Windows, you can also access the web site from Internet Explorer menu
“Window > Updates”.

Second, when displaying this web page, you will see a light blue “scan for updates”link.
Click on the link and the web site will scan your system and provide a listing of
customize updates specific to your system. The updates will be in three categories of
“Critical Updates”, “Recommend Updates”, and “Device Drivers”. Any available “Critical
Updates” would automatically be selected for installation. For the other two categories,

you will need to review and make your own selection.

Third after your selection, you will need to click the “Review and install updates” link.
This section will display the listing of updates you selected and any critical updates. At
this time, you can remove any listed updates. The last step would be to click the “Install
Now” link.

Close all applications with the exception of Internet Explorer to update your system.
Some updates may require a re-boot of your system before the updates take affect. If
you were thinking this would put the script kiddies out of business, you would be wrong.
Most security breaches come from known security flaws with fixes already provided by
Microsoft.

6. Securing Windows XP

In the last three sections, we discussed how to protect customer data from remote
electronic attacks. Those attacks can come for your next door neighbor or someone
from the other side of the world. The third part of this report deals with protecting your
system and personal data files from physical hands-on access and recovery procedures
for any lost data files. This section Securing Windows XP and the sections of Encryption,
and Data Recovery will complete the third part of this report.

6.1 Overview

Windows 95, Windows 98, and Windows Special Edition known as Win9X are mainly for
home user with Microsoft replacing those systems with Windows XP. Therefore to ease
the transition, the default settings for a newly install Windows XP system provides for
little physical security. While the settings would be great for a system being used to play
games or surf the web for fun, your system contains private customer data needs more
protection than the standard default settings. Therefore, your fourth layer of defense is
to secure Windows XP by preventing unauthorized persons with physical access to
logon and access customer data

If you are still on a Win9X system, this section does not apply. For Windows NT and
Windows 2000 systems, you will find useful information, but the examples will reference
Windows XP systems.
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6.2 Logon Password

With Windows XP default settings, a welcome screen appears displaying one or more
accounts created on this system. You click on the account and Windows XP continues
the logon process. Therefore, anyone who has physical access to your system can
access your customer private data. At this point, they can either delete the data or copy
the data to include credit card numbers. To prevent anyone from turning on your system
and accessing your data, a valid login ID and password needs to be entered before
allowing the system to come online. To force a password during logon, the following is
provided:

Click on Start > Control Panel > User Accounts

Click Change an Account

Click the account you want to change

Click Create Password

Type the password you want to use, retype password to verify, leave the
password hint blank *

Click Create Password

*The object is to prevent anyone from logging into your system and accessing your
customer data. Let us not provide them with a mean to crack your password by
providing them with a hint. What makes a good password that is hard to crack?

First, a Windows password is case sensitive, meaning Windows will reject a password if
the wrong case is used. Here are a few rules to remember when creating your
password:

The password should be at least seven characters long.

The password should not contain a dictionary word.

The password should include upper case, lower case, number, and special
characters. Special characters are created by holding down the shift key and
typing any of the number keys at the top of your keyboard.

6.3 Disabling Accounts

To protect customer data, unwanted computer accounts needs to disabled. For example,
Windows XP creates an account named “Guest”. This account allows anyone to logon
to your computer with limited access. Even with this configuration, you should restrict
access to your system by anyone. To disable this account, the following procedures are
provided:

Click on Start > Control Panel > User Accounts

If under Guest account the following statement appears “Guest Account is On”,
o Click Guest account
o Click “Turn off the Guest Account”

If under Guest account the following statement appears “Guest Account is Off”
o The account is disabled
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With the window “Start > Control Panel > User Accounts” opened, you can review any
other accounts. To delete an unwanted account, the following procedure is provided:

Click on Start > Control Panel > User Accounts
Click “Change an Account”
Click to select the account you want to change
Click “Delete the Account”

If there is a chance the account might be needed at a later date, you might want to
disabled the account and not delete it. The following procedure is provided:

Click on Start > Control Panel > Administrative Tools > Computer Management
Click on “Local Users and Groups” in left panel

Double click on Users in right panel

Click to select account you want to disable

Click on Action menu then Properties

Click to select “Account is disabled”

6.4 Configure Screen Saver

Screen saver was first used in the early years of computers to prevent a constant
images being burnt onto a computer’s monitor. With Windows NT, Windows 2000, and
now Windows XP; a security feature has been added. When the screen save comes on,
your system is lockout until you type your logon password. By setting the number of
minutes of inactivity, the screen saver will come on and prevent anyone from accessing
your system and the customer data. By hitting the three keys CTRL+ALT+DEL together,
a menu will appear to lockout your computer. Therefore, you can walk away with the
computer turned on and no one can access your customer data without typing your
logon password.

As with other security settings, the standard Windows XP default setting does not
support the CTRL+ALT+DEL configuration. By setting the CTRL+ALT+DEL
configuration, the default mode for Windows XP logon will also change. A logon screen
will appear telling you to press the keys CTRL+ALT+DEL. A second screen appears for
your user name (computer account) and password. Microsoft provides the following
procedure for XP:

To Enable or Disable the CTRL+ALT+DELETE Sequence

1. Click Start, click Control Panel, and then click User Accounts.

2. Click the Advanced tab.

3. In the Secure logon section, select or clear the require users to press
Ctrl+Alt+Delete check box.*

If your Windows XP is configured like my system, the above procedure may not work,
since your system may not contain an advanced tab as stated in step two. For those
individuals, the following procedure will work.
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Click on Start > Control Panel > User Accounts
Click “Change the way users log on or off”
Click to deselect “Use the Welcome screen”
o The above step will also deselect “Use Fast user Switching”
Click “Apply Options”

After clicking on “Apply Options”, you can press the keys CTRL+ALT+DEL. A Window
will open and one of the options would be to lock your system. When your system is
locked, you will need to press keys CTRL+ALT+DEL and type your password to access
your system data. Even if you lock your system and for those who walk away without
locking your system, | would highly recommend configuring the screen saver to require
your password before accessing your system. The following procedure will configure
your screen saver and require your logon password to access your system after the
screen saver comes on:

Click on Start > Control Panel > Display

Click “Screen Saver” tab

Select the type of screen saver you want by clicking on the down arrow
Select 5 minutes or any other number for your wait time

Click by selecting the box “On resume, password protect”

6.5 Conclusion

This section provides increased system security by preventing anyone with physical
access to logon and access customer data. We discussed how to configure your system
to force everyone to logon with a password. To prevent unknown persons from
accessing your system, you were shown how to disable the guest account and delete or
disable any other unwanted accounts. In the last step, your screen saver was
configured so no one could access your data when the system was left on.

7. Encryption

If your system was stolen or lost, could someone recover your customer privacy data? If
you follow the steps in the last section in setting a logon password and had a strong
password, this could prevent someone with little knowledge of computer systems. In
contrast, an experienced hacker could recover your data, even when a logon password
was set. This area is known as computer forensics used by both law enforcement and
computer hackers. All a person would need is the physical access to your system and
the knowledge to use the correct forensic applications.

7.1 Overview

Your fifth layer of defense is to encrypt all customer data, so access to your system
would prevent anyone from reading any data in clear text. Windows XP comes in two
versions the Windows XP Home Edition and Windows XP Professional. The Home
Edition is very similar to Professional with a few options removed. For example, the
Windows XP Professional does have an Encrypting File System (EFS) to secure data.
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Microsoft documentation states, “The EFS feature is not included in Microsoft Windows
XP Home Edition”.> For most home business, you would be using the Windows XP
Home Edition, so this would not be an option. For those with Windows XP Professional,
a review of Windows 2000 EFS provided the following information:

We do not recommend using Win 2000’s Encrypting File System for this
role because it adds little additional authorization security to standard
NTFS protections and is easily circumvented by dedicated attacker with
physical access to the systems anyway (See Chapter 6).

...One of our favorites is PGPdisk...°

7.2 Pretty Good Privacy (PGP)

PGP http://www.pgp.com is an encryption application first released by Phil Zimmerman
in 1991 to send and receive encrypted email messages, since email messages sent by
the Internet is like sending a post card to the US mail system. A number of people can
read your message in either system. Mr. Zimmerman must have designed an
outstanding encryption application, since the US Government filed charges in US court
in 1993. The US court dropped the legal case against him in 1996.

From the early years, a freeware version of PGP to send and receive encrypted
messages has been offered. The freeware license is for “not-for-profit activities”.”
Conversely, this license does provide the capability for your customers to send you an
encrypted message containing privacy data like credit card information. The freeware
version is only a subset of the commercial version. “PGP Personal for Windows 8.0.2” is

the full version license for personal use and contains the PGP Disk.

PGP Disk allows you to create disks whose contents are encrypted at all
times. PGP Disk is particularly critical on laptops, which are increasingly
vulnerable to being lost or stolen. By storing data using PGP Disk, users
are assured that no unauthorized individual has access to it.?

When creating a PGP Disk, the encrypted data storage size is important for the Data
Recovery section below. When creating the PGP Disk, you will be asked for the storage
size of your disk. If the size is too small, not all your data can be stored. If the size is too
big, you will have a harder time in the Data Recovery section. You can estimate the size
of your current data in Windows XP by opening “Windows Explorer”. Clicking on “Start>
Run” and typing EXPLORER can perform this. After locating the folder where your
customer data resides, move your mouse pointer to the folder and click the right button.
A window will open and using the mouse pointer left click on “Properties”. A window will
open and the file size will display. Create your PGP Disk to cover the current storage
and any future growth.

8. Data Recovery

You can lose your critical customer data from your computer other than being stolen or
lost to include hardware failures, software failures, computer viruses, and computer
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damage because of act of God or Mother Nature. USA Today states, “Fewer than 4% of
computer users regularly back up their computers, says Jeff Zbar, an expert on home
office security...” Therefore, your sixth layer of defense is to plan on being in the 4%
who can recover in lost data.

8.1 Overview

Data recovery can be broken into three steps. First, what data needs to be backed up?
Second, what hardware and software will be used to backup the selected data? Third,
where will the backup data be stored for later use?

If you followed the last section recommendations, all your important data is residing in
an encrypted PGP Disk. Therefore, the data needing to be backup is in one encrypted
file. A second folder needing to be backup is the PGP Keys. This folder is used to
encrypted and decrypted messages and PGP Disk data. If PGP needs to be installed in
a new system, you would need the PGP Keys to decrypt any messages from the old
system. The PGP Keys folder is located under “My Documents” folder.

In the hardware used to backup your data, you will have a few options. In many
computer systems sold today, a CD burner might be a standard option. The simplest
method would be using the CD burner to create a folder and name the folder in the
current number date format of YYYYMMDD. Backup the encrypted data and PGP Keys
into the just created folder. This would allow you to easily identify when the backup took
place for later restore. If you do not have a CD burner, you could use a zip drive. Again,
create a folder using the current number date in YYYYMMDD.

Where will the backup disk reside? Best practice states should have the latest backup
at your location, but the next oldest backup should be keep at an offsite location. If an
act of God or Mother Nature destroys where the computer resides, your data and its
backup would also be lost. If you keep the latest backup in your home, | recommend
keeping the backup in a fireproof box. As for the next oldest backup, you can keep them
with in a relative’s house or at work. Keeping your customer data offsite should not be
an issue since it is encrypted.

Another method to backup customer data without using any hardware and offsite
storage location is to use one of the online backup services. You would backup your
encrypted data using your Internet connection. The three companies in this market are
SwapDrive (www.swapdrive.com), Connected Corp (www.connnected.com), and
NovaStor Corp (www.novastor.com). As always, you need to shop for the best deals. To
help find the best deals, CNET provided the following rules:

| still think that online backup is a good idea, provided you follow these
rules.

Try before you buy. Make sure the service really works before you
commit to more than a month, or look for services that offer free trials.

Check your files. Don't assume that your data is being backed up.
Retrieve a few files at random to verify that they're being saved.
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Clock your data restores. Some backup services store data on tape
drives, which can make it impossibly slow to retrieve. You want to see
how long it takes to restore data and make sure that the files come
back intact.

Ask about security. How does your backup service back up its servers?
How does it protect your files from hackers and snoops? You want a
site that backs up or mirrors your data to another location on at least a
daily basis and one that encrypts the data using at least 128-bit
encryption, for example. Find out before you entrust it with your data.
Keep copies. Every month or so, copy your most important files to a
Zip disk or a CD. You never know when your ISP will go down and
leave you without access or whether your online backup provider will
suffer a data disaster of its own.™

9. Conclusion

At the beginning of this report, we discussed the options to access the Internet and
stated using the current installed telephone modem would be the best option for starting
a new home business. The second part discussed how to secure your system from
remote attacks from across the street or around the world by providing information on
Personal Firewalls, Antivirus Software, and Windows Security Updates. In the third part,
we discussed protecting your system and personal data from physical hands-on access
and recovery procedures for any lost data files by providing information on of Securing
Windows XP, Encryption, and Data Recovery.
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