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Upgrading Corporate Firewalls

Abstract

This paper will examine how my organisation, a large Australian based
international law firm, met the challenge to upgrade our 6 corporate firewalls
from Checkpoint Firewall-1™ v4.1(referred to as 4.1 from hereon) to
Checkpoint Firewall -1 NG™ (referred to as NG from hereon ). Checkpoint had
declared their intention to drop the support of v4.1 in favour of NG and
notwithstanding this declaration, there were advances in NG which we were
keen to exploit to make our overall perimeter defence solution more
manageable. My role in the project was of project in itiator and project
manager with a high -level view of what was expected, not the guy who knows
the commands to type in at the console.

The extensive planning phase actually spawned a better solution then we had
first envisaged (detailed in the next secti on) and the result was a set of
firewalls and management console which catered solely to our remote
solution, totally self contained and independent of the main corporate firewalls
which control internet access, email flow, VPNs etc. The firewall count has
subsequently increased from 6 to 8 with an additional Management console
but the benefit to our client base, and the flexibility it has given to the overall
solution far outweighs the extra cost. The overall security of our remote
access service has taken another giant step forward with the project which
has followed the firewall upgrade. All our remote clients are now equipped
with a Checkpoint module which contains a personal firewall, the rules base of
which can be set and controlled from the (new) Mana gement console. The
benefits derived from this follow -on project are discussed in a later section .
(The details of this second project are not included in this paper, merely an
overview and an outcome analysis)

The Before view

The firm has Australian offices in Sydney, Melbourne, Perth and Brisbane ;
offices in Ho Chi Minh City and Hanoi in Vietham and an office in Singapore.
All offices with the exception of Brisbane have a firewall (Brisbane connects
via the corporate WAN) through Sydney).

The firewalls in Singapore, Hanoi and Ho Chi Minh City are all Nokia IP 120
devices whilst those in Sydney Melbourne and Perth are all Intel based . At the
start of the project, only Hanoi and Ho Chi Minh City are running NG.

Figure 1 overleaf shows a diagram of the firewall network at the
commencement of the project.
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Figure 1 — The Firewall network — Before

Firewall technology was first introduced into the Firm in 1997 and the following
year, our remote and travelling clients were changed from using RAS as a
means to connect to the corporate network to a combination of iPass ™ and
Checkpoint SecuRemote ™. In order to clarify the situation, iPass ™ is a global
roaming service that provides internet access to authorised clients just about
anywhere in the world simply by calling a local telephone number
(http://www.ipass.com/services/services_corpaccess.html ). Once the client
has access to the internet, then Checkpoint SecuRemote ™ is used to
authenticate with the corporate network.

Between 1998 and early 2003, whenever a service pack had to be applied or
substantial chang es made to any of the firewalls, there had always been a
major impact on these remote clients. With such a large and well spread client
base we would not know if we had notified or updated all the clients of the
need to make a change to their laptop. By and large, the remote clients are
the senior partners and fee earners within the Firm meaning any adverse
impact on the part of the solution which services these people is felt right
across the firm (not a desirable outcome) .

More than 12 months previously, | had raised a request to have the corporate
firewalls upgraded and was the sponsor of that project but not strictly involved
in the planning. The team came up with a plan which would have re sulted in a
massive impact on the remote client base which numbers more than 700
people and the risk of making the remote solution unusable for some if not all
these people was very real. | rejected the plan. The team were obviously
struggling and the IT d irector was on the verge of outsourcing the complete
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Upgrading Corporate Firewalls

project, to which | was opposed. | had been involved with the firewalls since
they were installed and had a thorough understanding of how they work and
convinced him that | should lead the team. | had an idea which would make
our firewall defences more versatile, better able to service our remote clients
and still maintain the defence in depth required of a large corporate site.

The answer was to install a second set of firewalls and management console,
totally self-contained and separate from the main corporate firewalls and
configured to service only the remote clients and nothing else . Of course there
were quite considerable costs involved, but minimal risk. The subsequent
benefits to our remote clients, 700+ and growing all the time, were proven to
outweigh the additional cost burden. The increased security posture achieved
from such a solution finally swung the decision pendulum in my direction
(although he did make it clear that certain parts of my a natomy were at risk of
being re-arranged if the project did not succeed as | had prescribed!!)

The first task was to write a thorough business case to prove to the firm that
an upgrade was essential and moreover, that we had the necessary expertise
to see the project through to a satisfactory conclusion. The director of IT was
sceptical that the team | was assembling was capable of implementing the
solution 1 had put forward having suffered a number of high profile (relative)
failures in the recent past whilst working under other project managers.
However, | had a clear picture of the outcome we would achieve and along
with my network planner, worked out a full and complete project and
implementation plan and sold this to the director. In reality the actual firewall
upgrade itself, changing the operating system and installing the new software,
whilst being a task for a skilled operator is a relatively routine operation and
Checkpoint have developed a whole suite of tools to assist in the process. On
this basis, | had every confidence in the ultimate success of the project.

It was essential to upgrade to NG as Checkpoint were about to cease
supporting v4.1 (this decision has been overturned and 4.1 support is
continuing — but its days are numbered). The second overriding reason to
upgrade was to satisfy the increasing use of ADSL and other broadband
connections. These “always on” types of connection pose a real threat to the
corporate network if the computer is connected to the interet without the
security of a personal firewall or some other perimeter device. However, with
up to 700 potential “always on” connections to my corporate network (the
number of remote users) and the possibility of everyone using a different
device (or no device at all) and the endl| ess different configurations, the
remote solution was rapidly tuming into an ad ministrative nightmare not to
mention a security hotspot . Although not the focus of this project, once the NG
upgrade is complete the follow up project (as mentioned in the Abs tract
section) is to roll out Checkpoint SecureClient NG™ to all the remote users.
This product includes a personal firewall which can be configured and locked
down by the administrator at the corporate Firewall Management Console .
This allows us to set and maintain a consistent set of firewall rules to protect
the laptop computer and therefore by extension, the corporate network .
(http://www.checkpoint.com/techsupport/ngupgrade/t op10/2.html)
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The centrepiece of the business case and “sale” to the director of IT was to
state that throughout the whole upgrade process, there would be no adverse
client impact and that, in all but a handful of cases, the upgrade would be fully
automated. That is not to say that the clients would not see the upgrade
process was happening, as it was necessary to install a new version of the
client software and that process is not transparent, but we would not be faced
with a scenario which would state fo r instance that on May 1 you as the client
would have to change over to version xx of the software — (follow these
instructions, load this do that and if all fails ring the Help Desk) . The project
plan catered for the staging of the upgrade over 3 weeks, during which time
the majority of clients would have been into the office and their SecuRemote
software would be upgraded with the automatic process via the login script
and only the “stragglers” would require manual intervention.

The complete exercise wa s simulated in a lab environment and every facet of
the plan (including roll-back) was thoroughly tested to a test plan prior to
giving the go-ahead and signing off on the project timeline and
implementation plan.

Here is a short description of figure 1, the “Before” Firewall network diagram
which is shown here again for ease of viewing .

Singapore
Firewall

IPASS Roam Servir
Slave

A
A
@ Syd Imsrmal Switch
A
N,

P
Maragement
Console 4.1

P
W rewa =
internet = Carparate WAN
& 3
eri
!

.

Vay /

=
Fe el ATM Rouier

HGMC Firewall
NG Meibourne:
: Firewall 4.1
Hanoi Firewil Legend: S
NG ; 2 i
Firewall VPN: s
IPASS VPN:

Figure 1 — The Firewall network — Before

Our remote offices in Vietham (Ho Chi Minh City and Hanoi) are each
connected to our Melbourne firewall via a VPN which prov ides apath
for email and data replication as well as services from our centrally
located Support Se rvices (Help) desk.
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Our Singapore office connects via a similarly configured VPN to our
Sydney firewall and receives the same services .

The three corporat e firewalls in Australia (Sydney, Melbourne and
Perth) are all controlled from a central Management console situated in
Sydney. Each of the corporate firewalls has a path to the intemet to
allow clients in each office access to the internet. External emai | flows
into the organisation via Sydney and flows outbound through
Melbourne.

Finally, any of our remote clients, from anywhere in the world, connect
(via iPass) to our Melbourne firewall for authentication.

The configuration does provide full redundanc y and fail-over. If the Melbourne
firewall is down for any reason, then Sydney automatically takes over the role
of iPass™ authentication, the Melbourne proxy server has the Sydney firewall
in its secondary path and email will flow out through Sydney. In case of failure
of the Melbourne firewall the VPNs need to be manually reconfigured in order
to reach Sydney from Vietnam
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The During phase

(Note: This procedural document describes how the project progressed to a
satisfactory conclusion, it is not a “ho w to” document showing the commands
to use, how to run the tools which assist in the upgrade process etc. The tools
to use are sourced from Checkpoint but the actual description and support
assistance requires a user name and password login to a secure part of the
Checkpoint site. My organisation has a valid account and it was the actual
Checkpoint tools and instructions which were used, but the url is useless
without such an account and login credentials. Ahard copy with screen shots
and sample commands a re attached as Appendix A, B & C to the document
for completeness — and noted as such)

As with any large organisation with multiple administrators, the rules base in
the existing firewall had grown as new requirements were catered for, and
some of the network objects became out of date, no longer in use and
potentially clogging the system. Within our organisation, there is no 1 person
allowed to make firewall changes, any modifications being presented to a
committee of 4, all qualified to give a proposed r ule change/addition the third
degree before allowing or denying the request. A consensus is required
before any rules changes are authorised. Therefore in the lead up to the
commencement of the project , the committee met to check each of the
existing rules, make sure each of them were still required and also fully
commented as to the role of each individual rule. Unnecessary rules were
disabled for some weeks prior to being deleted and an independent audit was
commissioned.

Each phase of the project (it was easy to split into distinct phases) was
modularised as far as possible with definite end points to each module with its
own milestone on the overall project plan.

Three new servers were ordered (2 to be firewalls and 1 Management
console) and the software and licence keys obtained. My organisation has an
up to date and independently audited process for hardening a WIN2000
server and the new firewalls were built side by side and hardened in the same
way with all unnecessary services turned off. The NG sof tware with the latest
FP (feature pack) was installed , and as these new firewalls were to be
employed to look after just the remote access solution, only the portion of the
rules base which pertain to the remote access solution of iPass™ and
SecuRemote were applied to the se new firewalls. They were lab tested and
then shipped to their final destination. The new management console, which
resides in Melbourne, was built and functionally tested with the new firewalls.

The new manageme nt console was brought into operation, followed by the
Sydney NG firewall. At this juncture, the NG firewall was doing nothing as the
rules were set only for the remote access or to drop the packets and as no
clients were set-up to access this box, no traf fic could get through. The old 4.1
firewall was still handling all remote access traffic. The iPass™ organisation
were given the ip address es of the new firewalls to add to their authentication
databases to permit authentication via this path.
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A pilot group had been identified and their section of the login script was
modified to install the NG cl ient and make the necessary configuration
changes to their laptops. The modifications ensured they would authenticate
against the new Sydney NG firewall. An information email had been circulated
throughout the pilot group beforehand and a request was issue d asking them
to use the remote solution a s soon as was practical once the modification had
been applied . All were able to authenticate to the corporate network without
any problem and an investigation of the logs revealed they were
authenticating against the NG firewall in Sydney.

The team who set up and support our laptop fleet now swung into action and
all new laptops were supplied with the NG client installed, and when tested in
the field, these client machines were seen to be correctly authenticating
against the Sydney NG firewall.

Following this successful pilot t he Melbourne NG firewall was installed.

After a week of problem free operation, the next group were upgraded via the
login script, and the logs closely scrutinised to ensure everyone had been able
to login to the network from a remote location. This was an imperative since
with 700+ remote users, not everyone would have been into the office during
the client phase and if they had not run the login script, which was responsible
for making the configuration changes as well as installing the new client, we
ran the risk of leaving these people in limbo . The list of successful logins was
maintained and the stragglers identified for later manual update. It took 3
weeks to upgrade the bulk of the clients (689) using the login script and a
relatively simple manual procedure communicated to those who had not been
to the office.

At this point it was considered that the remote access module of the project,
installing the new NG firewalls and Managem ent console and ensuring the
clients authenticate against the new firewalls was complete.

Figure 2 shows a diagram of the project when the initial pilot group and the
new iPass™ clients are authenticating against the new NG firewalls . It shows
that most of the iPass™ clients are still authenticating aga inst the Melbourne
Firewall 4.1. N.B. The FW Management Console NG in Melbourne controls
only the 2 new Sydney and Melbourn e NG firewalls .
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Figure 2 — The Firewall Network — mid phase

It was now time to upgrade the existing 4.1 Sydney Management Console
machine. The Management console must be upgraded first as an NG console
can control 4.1 firewalls but a 4.1 console canno t control an NG firewall

To expedite this process, a high -end desktop machine was configured to take
the place of the Management console whilst the actual console machine was
being upgraded to NG. It was given the same IP address, rules base,
configuration, OS level. There is no problem in turning off the existing console
and bringing up this replacement as no attempt was being made to modify
rules/objects etc within the firewalls during this change over period. Whilst the
“surrogate” was in place, the rea | console machine was being reinstalled with
WIN2000 (hardened to current corporate specification -
http://www.microsoft.com/t echnet/treeview/default.asp?url=/technet/security/pr
odtech/Windows/Win2kHG/06Tmplts.asp ) and the relevant Checkpoint
module. The firewall administrators workstations which are permitted to
access the Management console remotely via the Checkpoint gui were also
updated to the NG version. Before progressing to the next step, the actual
upgraded Management Console machine was returned to production and the
“surrogate” removed.

Next the focus changed to the upgrade process for the existing 4.1 firewalls
following the official Checkpoint procedures attached in Appendix B.

The Sydney firewall was upgraded first of all. All the mail functions and web

browsing were redirected across the corporate WAN to our Melbourne office.
Our client base did not have to do an ything, and didn’t even know there was
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such a major event happening in the background. We took a commercial
decision to terminate the VPN to our Singapore office and a couple of other
VPNs to some of our external clients for the 6 hour window required to
upgrade the 4.1 firewall to NG.

The same hardening process was followed for the OS, the relevant
Checkpoint modules were added and most important, the existing rules base
was applied to the upgraded unit (going through the exercise of changing the
rules and upgrading the software in the same phase was considered an
unacceptable risk) . The firewall was brought back up, the VPNs reinitialised
(required a person on site in Singapore) and early on the first day the VPNs
were reinitialised with our external cli ents. The mail flow and internet ser vice
was redirected back to this 4.1 firewall which had now been upgraded to NG
and all this hap pened without the bulk of the 75 0 people in our Sydney office
being any the wiser.

Melbourne was next, and this time all tr affic was redirected across the WAN to
Sydney and in/out through the Sydney gateway . Again, it was acceptable to
the business to take the VPNs to Hanoi and Ho Chi Minh City off the air for

the duration of the upgrade downtime (less than 6 hours in this cas e), the
same process performed (hardening, services stopped, software installed)

and once again the existing rules base applied to the now NG firewall and the
VPNs in Hanoi and Ho Chi Minh City re -established .

Perth was next, relatively simple as Perth’s role is solely an internet gateway
to the Perth staff (about 450 people) — it has no mail function and no VPNs.
Simply re-routing the internet traffic across the WAN to Sydney for the
duration of the upgrade process is all that was required.

The final upgrade was to the Singapore firewall, which is a Nokia IP120
device. It was considered safer to employ the local supplier of Nokia devices
to send one of their engineers to the site to act in tandem with our firewall
engineer in Melbourne to go through the u pgrade process in Singapore and
re-establish the VPN to the Sydney office.

The final part of the upgrade phase was to reappraise the rules in the firewalls
which had been upgraded from 4.1 to NG. One of the clearly stated objectives
of the project was to divorce the remote access solution from the overall
corporate firewall solution in order to create an environment where each
“‘module” was independent of the other. The rules base in the upgraded
firewalls were now modified to disable all those rules which were associated
with the remote solution, thereby isolating our remote clients to the new
firewalls only. This was a critical point, because if we had missed anyone out,
or misconfigured their computer in any way, there was now only one way into
the corpor ate network, via a whole new firewall structure. | am delighted to
report that not one of our clients has experienced any problem, all are
authenticating to the correct firewall and the project hailed as a major
success.
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The After Phase

To gain a better understanding of the firewall network within my organisation
post upgrade, please read the following in conjunct ion with the diagram in
Figure 3 below.
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Figure 3 — The Firewall Network — Completed
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The new firewalls introduced as part of this projec t are depicted as
Firewall #2 NG in the Sydney and Melbourne offices .

The FW Management Console#2 NG is the new console device for
these 2 firewalls. These machines (in conjunction with the Roam
servers and ACE servers in the two offices ) form the “module” which is
the basis for the remote access solution for the whole organisation. All
our iPass/SecuRemote ™ clients authenticate to either one of these two
firewalls and this solution is wholly “self contained”.

What had been the existing corporate 4.1 firewalls in Sydney,
Melbourne and Perth, now identified as OfficeName#1NG are under
the control of the Manag ement console in Sydney ( FW Management
Console #1NG) and continue to control internet access, mail flow and
VPN access.

The separation of the functions to two distinct firewall groupings has without
any doubt increased the security of our perimeter defenc es as a whole. The
move to NG has given birth to the subsequent project (not covered here) of
applying Checkpoint SecurClient to the remote computers which has a feature
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of a personal firewall with a rules base which is maintained from the FW
Management Console #2NG. This has reduced the risk posed from the
remote computers being attached to “always on” connections and therefore
vulnerable to attack and subsequent infection/compromise of the corporate
network.

The second benefit gained from separating th e functions is from this point
onward, any firewall modifications/software upgrade need not upset the

remote solution, nor does it have to wait until a suitable window of opportunity
opens before the modifications can be applied. The risk of compromise due to
an unpatched system is therefore minimised.

The perimeter defence system has become slightly more complex with the
introduction of 2 more firewalls and a new management console, but clear and
concise drawings and documentation help to minimise the com plexity and
explain each and every scenario to mitigate the risk .

Collectively my team examined, defined and overcame the risks one by one in
the planning stages of the project, and the result clearly indicates that we

were correct in our thinking and imp lementation. Indeed, but for the fact that
installing the new client is not transparent and requires user

acknowledgement of reboot, our client base would have been transferred to a
totally new method of remote authentication without them even knowing —
which is a good result for 700 clients spread not just across this continent, but
in other parts of the world.
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Appendix A
Installing Firewall NG Management Server

This entire appendix sourced from Checkpoint Technical Services Department, NG Upgrade
Centre

Insert the Check Point (Internet Security Solutions) CD.
Once the CD starts Click next.

Welcome to

NG Feature Pack 3

Wa recommend that you close ail other applications
while running this instaliation program.

This produat is protected by copyright law and all
unauthorized reproduction is forbidden.
Important information:

About evaluation

About purchased products

We Secure the Internst. '
Contact Information a

Click Yes
Check Paint H
Shegk.Pont License Agreement
This End-User License Agreement (the "Agresment") is an
agreament between you (both the individual installing the
. . Produet and any legal entity on whose behalf such individual
e = is acting) (hereinafter "You" or " Your") and Check Point
We Sgcurs the Internet: Software Technologies Ltd. (hereinafter "Check Point")

TAKING ANY STEP TO SET-UP OR INSTALL THE PRODUCT
CONSTITUTES YOUR ASSENT TO AND ACCEPTANCE CF
THISEND USER LICENSE AGREEMENT. WRITTEN
APPROVAL IS NOT A PREREQUISITE TO THE VALIDITY

CR ENFORCEABILITY OF THIS AGREEMENT AND NO
SOLICITATION OF ANY SUCH WRITTEN APPROVAL BY OR
ON BEHALF OF YOU SHALL BE CONSTRUED AS AN
INFERENCE TO THE CONTRARY . IF YOU HAVE CRDERED
THIS PRODUCT AND SUCH ORDER IS CONSIDERED AN
QFFER BY YOU, CHECK POINT'S ACCEPTANCE OF YOUR
QFFER IS EXPRESSLY CONDITIONAL ON YOUR ASSENT
TOTHE TERMS OF THIS AGREEMENT, TO THE EXCLUSION
OF ALL OTHER TERMS. |F THESE TERMS ARE CONSIDERED
AN OFFER BY CHECK POINT, YOUR ACCEPTANCE IS
EXPRESSLY LIMITED TO THE TEAMS OF THIS AGREEMENT,
IFYOU DO NOT AGREE WITH ALL THE TERMS OF THIS
AGREEMENT, YOU MUST RETURN THIS PRODUCT WITH
THE ORIGINAL PACKAGE AND THE PROOF OF PAYMENT
TO THE PLACE YOU OBTAINED T FOR A FULL REFUND

If you accept all terms of this license agresment, click YES.

if you do nol, select NO and this program will automatically close.

<p o
Contact Information
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Select Server/Gateway Components and click Next.

Check Point

s b e

We Securs the Internet

Extend Your Security
Contact Information

Product Menu

Impartant: before you continue, please be sure to review the
mest up-to-date information about the products on this GD
woww checkpoint com/MGERS

(+ Server/Gateway Components

" Mobile/Desktop Components

qp

Select VPN -1 & Firewall -1

Select Smart Clients

Click Next.

Check Paint

s e

We Sscure the Internet

v VPN-1"& FireWall-1"

1 _I—I_{i—l_|

Extend Your Security

UserAuthority
Contact Information

Click Next.

Server/Gateway Components

To read more about a product, move your mouse aver jts name,
To select the product for installation, click on its name.

VPN-1°& FireWall-1°

An miegrated VPIT and security solution for both smele gateway
and multi-site deployments which provides access contral,
authentication, encryphon; network address translation, lngh
avmlabﬂipy. contenit secunty and enterprse policy tanagement.
Also mcludes

- WPN-1 modules (VPI-1 Pro, VPI-1 Net, VPH-1 SmallOffice)
- VEN-1 SecureServer

- BmartDefense

- BmartUpdate

- ClusterX

- SmartCenter Server

- Open Secunty Extension

- ConnectControl
*@ b EXIT

Check Point Installation program

Information

Flease read the following bext

RN EFireEl-1
SMART Clients

Kl

|rratall B

You have zelected following product{z): =]
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Select Management Server (Including Log Server) and click Next.
Check Point YPN-1 & FireWall-1 NG Feature Pack 3 5 x|
¥PM-1 & FireWall-1 Enterprize Product

Pleate specify the WPR-1 & Fist/al-t Product Typs you-are sboul to instal

IV Management Sarver (including Log Server)
I~ Log Sewver

[t et

el I Mewt s I Caricel

Select Enterprise Primary Management and click Next.
Check Point YPN-1 & FireWall-1 NG Feature Pack 3 [ |
¥PN-1 & FireWall-1 Enterprize Management

Please:speciy the YPN-1 & FiieWwal-} Managerent Type yol are sbout o ingtall

(%" Eriterpriza: Priman Managsment:

™ Entsipriss Seconday Maragement

|rratall s taisid

¢Back | New> | Cancal |

Select Install with Backward compatibility and click Next.

B ackward Compatibility screen

ifould po ke to install the Backwaid Compatibily package® This packageis requiied only
VPN Frehedall ] 4.1 entorcement modiles are managed fom iz management station.

™ Install without backwsard compatibiity

[l e

¢ Bacl I Next> I LCarical
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Select Next

Check Point YPN-1 & FireWall-1 NG Feature Pack 3 !

Choosze Destination Location

Seup il sl Check Pork VPN & FieW/elh | NG Featse Pack 3 e foloring
=8

Ta install to this foldet, click Mest. T irstal ta 3 diffetent folder, click Browse and selest
another foldar. '

- Destination Folder
CAWINNTARHING

IrraballE e

Cancel |

Click OK

i

[\jl) End of Cheek Poirt ¥EN-1 & Firetall- 1 NG Featire Pack 3 installation,

Click Next.
Check Point SMART Clients NG ! |
Choose Destination Location

‘Setup wil install SMART Clienis in the folloving folder

Ta install 1o this folder, click Mest Toinstal o = differénit folder, click Browse and select
arother folder,

- Distination Folder
W, ACheckPoint SMART Clients\NG FR3.

|FratallE i
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Select all and click Nex t.

Check Point SMART Clients NG .. D

Select Clients

Choose the dlients Setup will inztall

. '-.basc'pl'ptioa—
i~ Smartiiew Tracker The' QMﬁHLPﬂEmmga

i~ Smart\iew Status Firgtw/alls

7l SmartUpdate grl'?dﬂnrﬁ?;enm FloodGate-1

i SecureChent Packaging Tool
Al Smartiyiew Manitar
=l Uzer Martar

v Large Seale Manage

.S-bac:e:ﬁeqmred.mp T 573;51{
Space dvalable on T SO0 K
et et
< Bask et Carcel |
Click OK.

x

[@ Satup is complate: You may runthe installed program by docblz-clicking on the program

Click Add to add Licenses.

|Faddiess\ | Expitation Dats_| SKU/Faatuiss

i |+

\

Estch From Fie. | add. | e |

. Noter The recommended way of managing license iz Using
SmattUpdate. This wmdﬂwe;m be uged to manage locallicens=z only
on this machine.

“au mrmbram In:anse Fmrn'Ehnck F'mnt Uiset Center at
k)

Cancel Help

GIAC Security Essen tials Certification Version 1..4b
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Fill in the Management Server License information and click Calculate then OK,
Add License ki

Pasle License

1P Address: |

E=piraticen Date: lne‘wal

SEL/Feziues: |EF".-P-’-"EE-U-5|JESMGMT-NE P15 DEVR_UMLIMIT CR-AF3340108

Signahure Key: | : | 0 s |
Walidate wour icenzec
Calcutate the WValdation Code and compare & bo the Yabdation Code pou received fiom
Check Point.

Uelidation Code: | 2w Calculate |

Add License

Pasle License

1P Address: |

E=piraticen Data: [ne«.-m

SEL/Faziuies |EF".-"F‘-"\-"EE-L|-3|:'ESMEI DULE-NG CAYPRPES-1- MG Pe:5.0:5-L_FPE H

Signahue ey | p I -

Walidate wour icenzec

Calculabe the Valdation Code and compare # to the Vabdation Code pou recenved from
Check Point.

\slidation Code: | =D Calcudate |

L Cex | Help |
Click Next.
x|

T Addiess

| =]
Eeteh From File.. | R | Delete. |

Potet The recommended wap of mapaging icense iz Lsng
Smattundﬂt& This wirdow can be uzed bo manags locallicenss: anly
on this machine.

“You ean oblain licerse fram Check Poin Ussr Center st
¥ _checkpoint. ool zefcenter

s HEwlk I Mest > Caricet I Halp
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Click Add to add Administrator Account.
-5',_: Admiristrators _5{

— A dministrators Perrmissionz:

MNapme | Manans Adwiistiators | Moritoing | Seewity | Ussts

il | i
add. | = 0|

“Spegify Administrators whao are pemitied la/uss the GLI appications to
lng into Hiz Maragement Server.
You must define at lsast one administatar.

Nt Mmtrahm can alzo be deﬁnﬂdusmg the SmarDashboad
These Mrﬂfmﬁ'artmenol?;huwn hiie

cBsck [ MNews Cancel | Hep |

Fill in the user id and password and select default settlngs (as shown below) and click OK.
Add Administrator g :Iil

Adriniztator Name: |

Paszward:

]mm:ﬂcmlxl

Condim Pazzword: |'°"“mm"x
Permizsions
* FeadAwnie Al
¥ anage Administrators

" Fead Only A1

" Customized
¥ Smatlpdate ]Haa:l."'.u"rlsa ;|
¥ Dbjects Database: |Readswiite =
¥ Check Point Users Datsbase:  [Read/wiite |
¥ LDAP Uzers Databaze: ]naa:lmrma ;|
¥ Security Policy |Readwiite =]
I~ G Poficy | |
I™ Log Cansofidaier ] =]
™ Smentyiew Reporter J d
¥ Monitoring: ]Head.-"*-\frh‘e j

0K | | Coel | Heb |
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Click Add if you have more Administrator accounts to__add otherwise click Next.

=l
r—dudmriztrator's Permessions:
Mame | Manage Adminiztrabors 1 Maoritaing | Secuily | Llgess
ez Al Al Al
1| | ]
Add Edt. | Delets |

Specify Adminiztrators who ane pemitted to uze the GUI spplications ho
log ko thiz Management Sarver,
“'ou must define at least one administiator.

Mote: Adminishiator: can alzo be defined uzsing the SmarlD ashboard.
These Admirestantars ate nat shown here

Cancel Help

Insert the IP address of the Remote Client into the Remote Hostname then click Add.
Click Next when you finish adding the Remote Client.

“= Management Clients _El

—Management Clients:

Femote hksinarme: | 17217 43254

%+ Hemdve

I certain configurations. you must instal
Secuity Palicy before the Managerent
Llierts 2ettinias can appli.

Siee Help for detalke

Specify emate clients from whigh an Adminighialor ean log to this
st el Stitedliie i) AR

« Back MWests Carivef Halp
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Type any key on the keyboard until the Next button becomes enabled. Then click Next.

Key Hit Session i

Click Next.

IIick Initialize and Start Certificate Authori

er = Authority
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Click OK.

cpconfig k|

B o cotiate sy was niad sccostl

Click OK.

£ prouct Trial Pricid will &xpire in - 15 daws. Duririg s period yod are able to,
i  Product Sulte, Flease ubﬁa}napmm IIcans&ﬂom

Click Send to CA. _
= Certificate Authovity =]

Cerlificate futhonky Status: Mot inislized.

Tihe sysem wees seNleral Ceriicate Authorly to provide
Secured [nlems Compunication [SIE] certificales for ke
COMPIrEst s 1 VoL SRtEnT,

4 ate: S_I,l?.fl!h'l RGOS o cannot eammumeste with coe anather
ki thee Certizate Suthomiuie mfislized and they each bave their
S| zerhhcates

[Click the befton below toinitiales the Cesbfizate Suthariy

Initizlize 2d Stant CerhReatedithorty

\

The FQDON [Fuly Qualfied Domain Name) of Ng Mansgemen
Shatice iz required for propes operation of the Intsinal Carbficate
Eitority

Ianagemenit FODMN: Sendto CA

Change M anagement FOEN I

Managemernt FODMN

< Back Mext » Cancel I Help I

Click OK.

|
Warning! The FQDN might be incorreck|
Make sure b corbains the i‘rﬁ%‘fr@nﬂfmﬁ thye domain narme-

Click OF only I you are sure the FODN i« carrect,
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Click OK.

ICIick Next.

Author
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Appendix B
Upgrade from Checkpoint 4.1 to Checkpoint NG

This entire appendix sourced from Checkpoint Technical Services Department, NG Upgrade
Centre

From Firewall NG Management Server

Use the Upgrade Tool to migrate existing Objects and Rules from one machine to
another, wit hout having to upgrade the production machine.

It is recommended to use the Upgrade Verifier Utility prior to the actual upgrade.
To migrate from Check Point Management Server 4.1 to Check Point Management
Server NG FP1 and above using the Upgrade Tool, proceed as follows:

1. Perform a new installation of the desired version (FP1, FP2, efc...) on a new
machine.
2. Download and unzip the upgrade 53008.tgz file (MD5:
57b4180593704265c6187f1674b3deec). It opens into a directory named upgrade. The
file "last update" date is December 29, 2002.
3. Unzip the upgrade_53008.tgz into the Firewall management server c: \temp\upgrade
4. Place the follo wing version 4.1 files under the c: \temp\upgrade\4.1 directory:
a. objects.C
b. fwauth.NDB (on Windows machines this file is only the pointer to the real
database file, for e xample, fwauth.NDB522. In this case take the real database
file (fwauth.NDB522), r ename it to fwauth.NDB and put it in the \upgrade \4.1
directory
c. rulebases.fws
d. fgrulebases.fws (if FloodGate -1 is installed)
5. c:\temp\upgrade \upgrade c: \temp\upgrade FP3
6, net start “Check Point Firewall -1” or c:\winnt\fw1\ng\bin\fwstart

From Firewall Module Version 4.1 server

Click on Start/Programs/Check Point Management Clients/Check Point Configur  ation.

N =) 3Com NIC Utiities
% Accessones
Dacuments L3 % Sirtie
Settings v 14 Books Online
& Command Prompt
i’ @ Windaws MT Explarer

s}
=]
a

I
T
9

M rE L]

(==}

onfiguration

4 Windows NT

Document - WordPad | 17:44
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Select the Masters TAB.

#= Check Point Configusation T ool

SMTP Security Server | High Avwailability
Licenzes IP Address tasters | IP Forwarding
— Masters:
1722220362
hazthame:

|I bdd > | Up
<- Bemowve | M

Specify Management Servers that can control this Enforcement Module.

wa"t Check Point Configuration T ool

SMTP Secunty Server | High & ailability
Licerges |F Address Masters | IP Fonwarding

— Mazters:

hoztnarme:

I Add > |
<- Bemove | annl

I=
=]

Specify Management Servers that can control this Enforcement Module.

] | Cancel I ] | Help I

Type the secret password in the Password fiel d eg |*|&@##$|~1?
Type the secret password in the Confirm password field eg |*|&@##$|~!?
Click OK.
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Add Master Ei |

hosthame: |1?2_22_253_52

Pazzword: Ixxxxxxxxx

Confirm pazsword: Ixxxxxxxx=1

Click OK.
wa"t Check Point Configuration T ool
SMTP Secunty Server | High & ailability
Licerges |F Address Masters | IP Fonwarding
— Mazters:
1722225352
hoztnarme:

Up

<- Bemove | annl

Specify Management Servers that can control this Enforcement Module.

] Cancel ] Help

Click Yes.

cpconfig

“ou have changed the spstem configuration. [t is recommended bo restart the WPM-1 &
Firg'w'all-1 zervice. Do pou wish to restart now

GIAC Security Essen tials Certification Version 1..4b
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From Firewall NG Management Server

Upgrading Corporate Firewalls

Type in username, password and IP address of the Management Server and click OK.

Welcome to Check Point
NEXTGENERATION Sm a rtDa sh b 0 a rd

|dentification Method

% User Mame Ihuyn_l,lq

" Cerificate: [ o
Cannect to Server

Password: I

SmartCenter Server; I'I 722225352 j

[~ Read Only

[~ Demo Mode More Cptions ==

Ok Quit

Click approve.

Welcome to Check Point
NEXTGENERATION Sm a rtDa Sh b 0 a rd

This is the first Hime pou are contacting this SmartCenter Server.

SmartCenter Server. |1 722225352 -172.22.253.52

WET EMMA FOIL FUME DOLT HOC ALIA FELID

ERCERIY DON CURT DO ADAM

To be abzolutely sure that na ohe iz impersonating your managerient,
compare the Fingerprint in the Configuration Toal on the SmartCenter Server,
to thiz Fingerprint.

Do you apprave this Fingerprint as valid?

out | Hep |

Select the Firewall Object of the Firewall module you want to communicate too eg.

sydfw001 , and click on Edit.

Network Objects x|

— Metwork objects:
Show: I.-’-\II x| Mors =2
01 -

E7 svDrwmcT

[ =vDRWMGMT-EXTERNAL

] sydmswl

] Sydmswl _Internal |
[ Sydn0int_rtranst_Server d|

Mew... | Remaove | Edit.. |

e |

GIAC Security Essen tials Certification Version 1..4b

Page 27



Click Communication

Lhrck Point Lateway - sy tiiwiol

el Properies Check Poni Gateway - General Properties
apolagy

Upgrading Corporate Firewalls

Type the secret password in the Module Activation Key Eg [*| &@##$|~!?
Type the secret password i n the Confirm Activation Key Eg |*|&@##$|~!?

Click Initialize.

Communication

Fleazs make sure that the Activalior H@}qu lype is the same as

the ane sntered in the madule dnnﬁgm

MuoduleActivation Key: [

QDHEIFITI ﬁﬂwaﬁﬂw Ixxxxxxxxx

oo |

Initialize:

Hep

x|

Click Topolog

Check Point Gatewry - sydin00l

and then select Get Topology.

WPH Doman

i Haiws | IF Aubdbes Hiahooish Misth:
Fedberi i alon

EL. HEEELL U
I Elathd HEEEREN U

1]

dd. | | g || Feeow

A1 P Addesses bahind Gateway baded on Topols;

F Maraddy defied [ 5ciney_Ero_pomein

GIAC Security Essen tials Certification Version 1..4b
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Click Yes.
Fr
;’!} Tapalogy and Arti-Spocfing settings that are already defined will be overartten

by results of tis operation that copkradict | them,“lf .
Dioyou want to continue?

Yes |

Click OK.

Check Point SmartDashboard i{

i Infarmation ?buutthe: ristwarks behind the astewisy could nat be Fetched,
/Y This-cirrent -:rpulor%y definition G any) of the fetched interfaces will be Used.
Ta miake: Ant-5poofing wark correctly, accept the fetchad interfaces
and conflrm that their topoloy Is compistely defined,
Alternativety, manually define the interfaces.

Click Acceit.

T he topology was relrieved successidly,
The iollovang table shows even inteiface found For the ghen machin
Networks [or & group of them] that resads behind each intesface ae :

M ame |P Addemss Metwork Mask
- EI90x1 255.255.255.0
- E100B2 255.205.0.0
4]
Legerd

B New object veas coeated,
B Euisting obgect waz used,

Cancel
Click Yes.
Check Point SmartDashboard e |
o At least orie Inberface is defined as internal with uridefiried tapology,
/N ntespecfing cannat be performed.
Are ol s ol want to continue?

From Firewall Module Version 4.1 server
From a Dos prompt and type:

c:\winnt\fw1\4.1\bin\fw putkey -p <password and ip addr>
From Firewall NG Management Server
From a Dos prompt and type:

c:\winnt\fw1\ng\bin\fw putkey -p <password and ip addr>
c:\winnt\fw 1\ng\bin\fwstop

c:\winnt\fw1\ng\bin\fwstart

GIAC Security Essen tials Certification Version 1..4b

Upgrading Corporate Firewalls

Page 29



Upgrading Corporate Firewalls

From Firewall Module Version 4.1 server

From a Dos prompt and type:
c:\winnt\fw 1\ng\bin\fwstop
c:\winnt\fw 1\ng\bin\fwstart

From Firewall NG Management Server
Type in username, password and IP address of the Management Server and click OK.

Welcome to Check Point
NEXTGENERATION Sm a rtDa Sh b 0 3 rd

|dentification Method

% Uszer Mame Ihuyn_l,lq

" Cetificate: I j J
Cannect to Server

Pazsword: I xxxxxxxxxx

SmartCenter Server: I'I V22225352 ﬂ

[~ Read Only

[~ Demo Mode More Cptions ==

(0], 8 Gt

Install Rules into the Firewall Module and click Close.

Installation Process - 010925 pol -

Installation

tallation Taigsts | Version | Advanized Secuily |
dllwiim 41 Ve

Legend. . I

Prag

GIAC Security Essen tials Certification Version 1..4b Page 30



Configure Firewall NG Management Server to

Upgrading Corporate Firewalls

communicate to Firewall NG Module

Select the Firewall Object and click Edit.

Network Objects x|

— Metwaork, objects:

Showe I.-’-'«II j More ==

Firewal_helbourne ;I
b, Firesall_Perth
b, Fireswval_Singapore |
[52] Freehills DNS Server Group
Gavin_Richards

Hacker ;l

telbourne's firzwall

Hew... | Bemove | Edit... |

e |

Flueck i Golem e Fisewl _elloneme

-~ Garerd Pipsis Chack Poimt GaApway - Gemvaral Prepari

i—-Tupduw
L-NAT Mame:  [PEFICWNEE

L?:T . 1P fyckecs Ed:ad:i:ulr Dymamic ks

\- Capexilp Dplimzalion Lommenk:  Mebcane’s evel

[#- Advenced
Con: | |

Chec. Poinl Procuclc

Wewion: |4_1

= Eej'l.l'miml

Firti' a1
-1 Pro
-1 Het
FioodGale1
CeciralTien| Pofioy Saree
Gectrallian] Software Digribtiom Seiver

Sapas [nEina Communicaion

0K | Cores Hep |
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Change version from 4.1 to NG Feature Pack 3 and click Communication.

Check Poant Gateway - Fieewall_Selbourne

_M Check Point Galeway - General Propetties
Topolagy

HAT Hame: Fiewal_Meftouo:
(- WPH

[T IP gddress: |

fusdhentcation 0
- Loge ancaacises Commert:  [Melocure's i

Capacity Optimization Codor: -
] Audarid

Creack Poird Piochacts

Ve (NG Featun Fack 3

o P ol

 WFH-1 Poo
[WFHET Had

[FkodGaie-

| Secydellmnl Policy Saiver

Type in the secret passwo rd into the Activation Key and Confirm Activation Key Then
click Initialize.

x

The Astivation Key that you specify must afko be used Ir the module configuration,

ﬁﬂﬁvﬂ!im}iay; |»«=w»m
Corfirtnbefivation Key [=
T sgte. [rinlzed

Initislize I et SlE i‘;!ﬂlli:i_l =zt |

Doss | Hep |

Click Test SIC Status to make sure the communication is established.

>

The #ictivation Keyl that you specifi must ska be us=d n the:module-configutafian,

Hotivation Key: [
Confirn Setivation Kew [
Titust state: [Trost sstablished

ThifisEs I Teast SIC Skatus I Beast

Cese | Help
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When communication is established click Close.

F= SIC Status E|
Communicating d

A | [ o= |

Click Close.

i

The ctation Key st you spaciy st sk be s i e ol orfiauiaton

Btivation Key; =
Confirm Betivation Key: [7
ot state ST

Initieizs |

Closs | Hep |

Mﬂ ITI I l et Topolog...
i Hame | I hddess | Hetwods Mk | IP A
.w;rut ceess EA00.. E5E6255 240 Ures
I il ETO.. EEAE00 [
- Loge and Hasle MDG... E5252550 | Urdel
Capacity Dptimization
A Audsanced
i
fudd | Ecit.. Eamon I
WPH Dicenzin

™ A1IP Ackdbeceac: bebinad Galivaty barsesd o Topology

¥ Marush defired [ 2 yuney_Fre_Donsin

Select Yes.
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Check Point SmartDashboard
N

by results of tis opera chitradict | tham,“lf any.

Dioyouwant to corbinue? .

Ve

Upgrading Corporate Firewalls

=

Tapalogy and Anti-Spadfing settings that are already defined wil be ovendrittah

Click Accept.
Get Topology Results

The topology was relieved successiully,
The folowing table shows every nbeiface found for the given mach

Mebworks [u & grui.-pdlhem]lhat reside behind each nteiface are

Hame | 1P fuddress | Metwok Bask
IO E10063 255 256,255,240
| ELS0ECH 255.265.000

1|
Legend
B Mew object was created,

I Euicting object was uzed,

Cancel

Select Logs and Masters.

Select Mas

Check Point Gate

ters.

way:- Firewall_Melbourne

Topology
NAT
[ VPN
Remote Acc
+ dwithenticatiol
=1 Logs and Maj

ities Mmm

General Proppities.

" Define Masters
55

5= thetollfwm M ensgement Sietonetan feloh andinet )
ters

| Additanal Logaing

| Masters
Log Serers
Capacity Dptimization
[#: Advanced

Adis I Hemoye: I

i

Cancel

Loy

l

Helo

Click Yes.
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Check Point SmartDashboard i{

/ F you selett “Difirie Mastefs" an this pane,
U\ “Define Lo Servers” wil be selscted on the Log Servers pags:

Orice e
thie Mask
Are ¥oU Uire you Wank o continle?.

sl

Select the Management Server object then click Add.

i
iwallable Maragerier Stafidris: Seleted Management Stafiare;

ES svDRamchT

S

§ Bemmye

Click OK.
Select Log Servers.
Check Point Gatewiy - Firewall_Melbourne - %]
- General Properjes Masters
Tepalo =i y
i  Use facal definiions fos Masters
1 VPN = Define Masters
Aemote Acces : ) . .
+ Authentication Usze the following Managemsnt Stations for feteh snd install:
=1 Logs and Mastdrs
| Additional Ungging B svoramemT
- Masters (i)
Log Servers
- Capacity Optimization
1, Advanced

Do |

Hemove

o Cancel | Heb |
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Select Define Log Servers.

Click Yes.

Check Point SmartDashboard

|CIick Add.

Point Gateway - Firewall_Melbourne
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Select the Management Server Object then Click Add.

GIAC Security Essen tials Certification Version 1..4b

Add Logging Servers _ﬁ[
fyallable Lag Servers: Sefected Log Setyeis:
ES svDRamchT
£l
oK | Concel | Heb |
Click OK.
Add Logging Serveis _5[
Awallable Log Servers: Selected Log Sefyers:
oK Goncel | Hep |
Click OK.
5
+ General Properties Log 5”"'5"3
Topology o
NAT  Use local defintiors for Log Servers
5 VPN & Delire Log Servers
Remote Access
Autheicztion ™| e fogs s s modldes (Fiesvall_Melbouime)
(=1 Logs and Masters Binaigs send logs 1
- Addltional Logging S e f -
Ma Log Server | logs | :AEE I
| Masters
T B svoRamanT
- Capacity Dptimization
[ Advanced
E HefnE
\Whien & Log Serer it uneachable, send logs ta-
Hp!
{at
|
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Click Close.

Network Objects |

— Metwork. objects:

L Firewvall_Perth
Fireswvall_Singapore ==
Freehillz_DMNS_Server_Group
Gavin_Richards

Hacker1 LI

i elbourne's firewall

Hew... | Remove | ;

Cloze | Help |

Add the following port to
Firewall1_Group Object

FW1 _ica_push

CPD

CPD_amon

FW1_ica_service
Disable rule Allinternal_Ne twork > xx¢.xxx.xxx.xxx -NICS

> XXX XXX XXX XXX -NICS
Disable rule XXX XXX XXX XX -NICS > All_internal_Network
XXX XXX XXX X -NICS >

Install rule into both 4.1 and NG Firewall Modules and click Close.

Installation Process - 010925 pol

Installation

B Fiewal Melboume NGFPZ oF
sydfw01 41 eV 4

Legend, . I

Prog

*yr Instaliafian complsted it wiaimings |
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Appendix C
Install Firewall Module for NG FP3

This procedure is only for Windows 2000 server.
This entire appendix sourced from Checkpoint Technical Services Department, NG Upgrade
Centre

Use Registry Editor to view the following registry key:
HKEY_LOCAL_MACHINE \SYSTEM \CurrentControlSet \Services\Tcpip \Parameters

Set the following registry values:

- Value Name: IPEnableRouter
- Value type: REG_DWORD
- Value Data: 1

Insert Checkpoint CD into the CD ROM drive and click Next.
Welcome to

NG Feature Pack 3

We recommend that you close all other applications
while running this installation program.

This produat is protected by copyright law and all
unauthorized reproduction is forbidden.
Important information:

About evaluation

About purchased products
About the contents of this CD

We Secure the Internet
4>

Click Yes.

Sheck folnt License Agreement

This End-User License Agresment (the "Agresment") is ah
agreement between you (both the individual instaling the

o o0 Product and any legal entity on whose behalf such individual
s = is acting) (hereinafter "You" or " Your') and Check Point
We Securs the Internet Software Technologies Ltd. (hereinafter "Check Point").

TAKING ANY STEP TO SET-UP OR INSTALL THE PRODUCT
CONSTITUTES YOUR ASSENT TO AND ACCEPTANCE OF
THIS END USER LICENSE AGREEMENT. WRITTEN
APPROVAL IS NOT A PREREQUISITE TO THE VALIDITY

CR ENFORCEABILITY OF THIS AGREEMENT AND NO
SOLICITATION OF ANY SUCH WRITTEN APPROVAL BY OR
ON BEHALF OF YOU SHALL BE CONSTRUED AS AN
INFERENCE TO THE CONTRARY, IF YOU HAVE ORDERED
THIS PRODUCT AND SUCH ORDER |15 CONSIDERED AN
OFFER BY YOU, CHECK POINT'S ACCEPTANCE OF YOUR
OFFER IS EXPRESSLY CONDITIONAL ON YOUR ASSENT
TO THE TERMS OF THIS AGREEMENT, TO THE EXCLUSION
OF ALL OTHER TERMS. IF THESE TERMS ARE CONS|IDERED
AN OFFER BY CHECK POINT, YOUR ACCEPTANCE IS
EXPRESSLY LIMITED TO THE TERMS OF THIS AGREEMENT,
IFYOU DO NOT AGREE WITH ALL THE TERMS OF THIS
AGREEMENT, YOU MUST RETURN THIS PROBUCT WITH
THE ORIGINAL PACKAGE AND THE PROOF OF PAYMENT
TO THE PLACE YOU OBTAINED IT FOR A FULL REFUND.

1f you accept all terms of thiz license agreement, click YES.
if you do nol, select NO and thiz program will automatically close.

ot g :
Contact Information
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Select Server/Gateway Components then Click Next.

Check Foit Product Menu

Important; beforg you gontinue, please be sure to review the
~ mast up-to-date information about the products on this C&
R ek iy checkpaint. ¢om/MGIFP3

We Sscure the Internet

(* Server/Gateway Components

¢ Mobile/Desktop Components

Extand Your Security b EXIT
Contaet Information

Select VPN-1 & Firewall-1 then click Next.
Ghegk bant Server/Gateway Components

To read mare about a product, move your mouse over jts name,
To select the product for installation, click on its name.

0

Secure the Internat

i
-
=
[
B
|
il

Extend Your Security

UsarAutharity b ST
Contact Infarmation

Click Next

Check Point Installation program x|

Information

Fleaze read the following test.

‘r'ou have selected following praduct(s): ;l
PN -1&Firebwdall-1

Kl

InstallSthield
< Back
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Select Enforcement Module then click Next.
Check Point ¥PN-1 & FireWall-1 NG Feature Pack 3

Y¥PM-1 & Firewall-1 Enterprize Product

Flease specify the ¥PMH-1 & Firg'all-1 Product Type you are about to install

[v Enforcement Module

[~ Management Server (including Log Serverf

[~ Log Server

ImstallShield

< Back | Mewt » I Cancel

Select No then click Next.
Check Point ¥PN-1 & FireWall-1 NG Feature Pack 3

Dynamically Assigned IP Address

|5 thiz a Dynamically Azzigned IP Addrezs Maodule inzstallation?

" Yes

InstallShield

< Back | Mext » I Cancel |

Click Next
Check Point ¥PN-1 & FireWall-1 NG Feature Pack 3

Choosze Destination Location

Setup will ingtall Check. Point %PN-1 & Firetw/all-1 NG Feature Pack 3 in the follawing
falder.

Ta install to this folder, click Next. To install to a different folder, click Browse and select
arother falder.

Destination Falder
’7C:\WINNT\FW1\NG Browse... |

InstallShield

< Back Cancel |
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Click OK.

Information

Click Add to add the IP Address and the License number of the Firewall Module.
Click Next when the License key has been added.

=& Licenses : x|
IP Address | E xpiration Date | SkU/Features
1] | ]
[echial v il fdd. Dekie |
Mote: The recommended way of managing licenzes iz using
Smartlpdate. Thiz window can be used to manage local licenzes only
on thiz machine.
“f'ou can obtain licenge from Check Point User Center at:
http: A v, checkpoint. comdusercenter
Cancel | Help
Insert the IP Address and License Key then click Calculate.
Click OK
T — x|
Paste Licens=
|PAddess: |

E spiration D ate: |rucvc1

SELFeatures: |EP‘~FF‘*«I'FM-L|-3DESNG CPYPVPE-1-NG Pw/:5.0SxL_PPE Pw1 505

Signature Eey: | : . |

- Validate your fcenze:
Calculate the Vaidation Code ard compars il bothe Validalion Code yow recesed fiom
Check Pant
Yalidalion Cedec | Pikoo Calculate
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Click Next.

P Address | Ewpiration Date | SkU/Features

1]

Eetch From Fie... add. Dekte |

Mate: The recommended way of managing licenses iz using
Smartl)pdate. Thig window can be uzed to manage local licenses only
on this machine.

ou can abtain licetze from Check Paoint User Center at:
http: £ v, checkpoint. com/usercenter

< Back Hest > Cancel Help

Type any key on the keyboard until the Next button is enabled.

“= Key Hit Session

The random data will be used az a zeed for cryptographic operations.

Fleaze enter zome random test until pou hear the beep and the bar iz
full:

Bandom Characters:

e
I 6

Mate: Strokes that are too Fast or boo similar to the predecessor
strokes, are ignored.

< Back I Hext > Cancel Help

x|
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Click Next.

5= Key Hit Session

The random data will be uzed az a seed for cryptographic operations.
Please enter zome randon text untl you hear the beep and the bar is
full

Bandom Characters:

|y_

2z

Mate: Strakes that are too fast or toa zimilar to the predecessor
strokes, are ignored.

ANNNRENENERNENERNNEEN]
Thank pau |

< Back Cancel

Help

Type in the secret password in the Activation Key eg ~!@#$ %"&*

=& secure Internal Communication

State
Trust State: ILIninitiaIized /
Distinguished M ame [DH]; I /
Certificate Authanity's [P Address: I /
Initialization

The password that you specify must also be/used in the Check Point object
it the SmartDashboard, which represent this machine.

Activation Key: I Beset |
LConfirm Activation Keyp: I

< Back I Mest » I Cancel

Help

GIAC Security Essen tials Certification Version 1..4b

Upgrading Corporate Firewalls

Page 44



Confirm the Activation Key and click Next.

= Secure Internal Communication

uished Name [IH]:

Click Finish

== High Availability

Click OK.
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Click OK.
Information |

@ Thank wou For using Check Point S¥H Integrated installation suite

Click Finish to reboot the Server.

Check Point Installation program

Setup Complete

Setup has finished copying the files and setting the
camponents that are needed for installed software operation on
thiz computer. To activate the installed zoftware operation, pou
st restart your computer.

& ¥es | want b restart my compuber now )

7 Nao, | wil restart my computer later,

Remove any disks from their drives, and then click. Finish to
complete setup.

< Back | Finizh I LCancel
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