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Abstract

The growing popularity of wireless network for the past recent years in pervasive.
However, the progress of security standards for wireless network has been far behind.
Different vendors has introduced different security solutions to the demand  from the
people in deploying wireless solutions.

This paper will discuss the three security layers of wireless network and the challenges
and possible solutions in deploying a secure wireless network solution in an organization.

The weaknesses of Wired Equivalent Privacy (WEP) will be mentioned but not discussed
in details. Instead detail discussion will be focused on Wi-Fi Protected Access (WPA). The
security discussion will be divided into three major sections or security layers: the wireless
LAN layer, the access control layer and the authentication layer.

To complete the discussion, possible practical solutions will also be brought up and
analyzed from different point of views, such as deployment strategies, challenges and
possible solutions.

Introduction
The insecurity of wireless LAN is always a concern for most organizations. However, the
demand for wireless LAN is high enough that some organizations have decided to use
third-party or proprietary solutions, deployed insecure wireless network or neglected to
use any security solution in the wireless network.

This is due to the fact that the slow progress of security standards or other issues such as
different flavors of operating system used by the clients that use the wireless network.

As it has been well known in the community of information security practitioners, Wired
Equivalent Privacy (WEP) is no longer adequate to be used to protect the wireless LAN.
However, the recent development in wireless security standards, protocols and
applications sounds promising.

Weaknesses in WEP
Wired Equivalent Privacy (WEP) has well known insecurity issues. There have been a lot
of papers, discussions, and even applications that can be used to break the WEP security.
Mainly the areas of concerns are the following:

1. Good authentication



©
 S

A
N

S 
In

st
itu

te
 2

00
4,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.

2. Access control
3. Replay prevention
4. Message modification prevention
5. Message privacy
6. Secret key protection.

Obviously, the listed problems above breaks the C-I-A (Confidentiality - Integrity –
Availability) model of information security. Therefore, any Wi-Fi security solution must
eliminate the above problems.

WPA and other standards
The next generation of wireless security after WEP is IEEE 802.11i. 802.11i defines a
better wireless network in terms of security called robust security network (RSN).
However, most network devices currently do not support or incompatible with RSN. Hence
Wi-Fi protected access (WPA) was introduced as a transition solution towards 802.11i
network or RSN.

WPA is a security solution that is based around the current capabilities of existing Wi-Fi
products found in the market. WPA in a sense is a subset or RSN.

WPA uses existing and well-known standards and protocol to mitigate the security
weaknesses in WEP.

Security layers
This paper will divide wireless network security context into three security layers. The
three layers are:

1. Wireless LAN
2. Access control
3. Authentication

The wireless LAN layer deals with the communications between the client and the access
point. The access control layer is the one in charged on allowing or rejecting connection
from and to the network. It also talks to the authentication server which will be discussed
later. The authentication makes the decision whether a wireless device is allowed to join
the network.

Access control
WEP does not provide any access control to the wireless network. Wi-Fi Protected Access
(WPA) on the other hand overcomes this problem by specifying mandatory protocols for
secure wireless network. The mandatory protocols are IEEE 802.1X and EAP and
RADIUS. RSN being a superset of WPA does not require RADIUS protocol for
authentication server which allows more flexibility for implementation.
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IEEE 802.1X
The main purpose of 802.1X is to control access at a point where a client or user joins the
corporate network. It is based on a very simple idea that breaks the network into three
sections as follows:

1. Supplicant, which is the client device or user who wants to use the network
resource

2. Authenticator, which actually controls the access to the network, and
3. Authentication server, which contains information regarding the validity and

authenticity of the user willing to join the network. It also makes the final decision
whether a user is allow to the network.

How 802.1X solves the access control issue
Originally, 802.1X is designed to work with wired LAN. The objective is to control port
access so that not anyone can plug in a wired network card into the jack on the wall and
start using the network resource. The idea, however, can be applied to the wireless LAN
environment. Each connection request from a client can be considered to be an access to
the port via an invisible wire. If the authenticator to a wired network is a network switch, or
intelligent hub, then the authenticator to a wireless network is the access point. This
allows the access point to perform access control similar to the switch because each
connection request can be treated as unauthenticated connection until further approved
by the authentication server.

Message Passing with EAP
Extensible Authentication Protocol (EAP) was originally designed for Point-to-point (PPP)
protocol. It is suitable for the establishing and finalizing the authentication process. In fact,
EAP has been used to carry out different authentication protocols such as Transport Layer
Security (TLS), Tunnel Transport Layer Security (TTLS), and etc. The benefit of EAP is
that it does not depend on a specific authentication scheme and can be easily used to
encapsulate other any authentication method.

The detail implementation of EAP can be found in RFC2284. Essentially, EAP specifies
four types1 of message that can be used for the communication purpose.

1. Request: messages coming from the access point to the wireless client/user
2. Response: messages coming from the client to the access point.
3. Success: message from the access point when the network access is granted.
4. Failure: message from the access point when the network access is refused.

The request and response type messages are further divided into six different types. For
instance, type 2 is for notification purpose, 1 for identity, etc. (Figure 1)

                                               
1 L. Blunk and J. Vollbrecht. “PPP Extensible Authentication Protocol (EAP).” March 1998.
URL:http://www.ietf.org/rfc/frc2284.txt?number=2284 (Oct 10, 2003).
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Figure 1 EAP message format for request and response types

Encapsulation of EAP messages with EAPOL
The specification of EAP does not specify how EAP messages are transported from one
place to another within the network. Therefore the IEEE 802.1X defines a EAP over LAN
protocol namely EAPOL. EAPOL on the other hand provides description on how the
EAPOL can be transported over Ethernet (IEEE 802.3).

EAPOL by itself have five types of messages. They are:
1. Start

This type message is used to search and initiate the authentication process. In a
wireless environment the Start type messages are sent to the multicast MAC
address to see if there is any respond from the access point.

2. Key
This is used by the access point to send the encryption keys to the client once the
client has obtain the authorization to access the network.

3. Packet
EAP messages that are going back and forward are encapsulated in this type of
EAPOL message. This the main reason for EAPOL to specified in the first place.

4. Logoff
When the client wishes to disconnect from the wireless network, it sends this type
message to the access point.

5. Encapsulated-ASF-Alert
This type is not used in either WPA or RSN.

Figure 2 shows the format of EAPOL message over the Ethernet (IEEE 802.3) LAN.
The type section is where the type of EAPOL messages such as start, key packet or logoff
is indicated with a predefined number.

Figure 2 EAPOL frame format.

The role of the RADIUS protocol
For small wireless network  such as home network there is no such need for a separate
authentication server as opposed to a big organization where access points are located in
many strategic places called hot spots. So far, the message passing for the access control

Code ID Length Type  Data

Ethernet Protocol Type  Length of Data
Header (always 1)     data



©
 S

A
N

S 
In

st
itu

te
 2

00
4,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.

layer has been established up to the access point. In the case of a large corporate
network, a different way of encapsulating EAP messages further from the access point to
and from the authentication server is required. This is where the RADIUS protocol joins
the fun.

Similar to EAP, the RADIUS protocol was not originally designed for wireless network. The
word RADIUS stands for Remote Access Dial-In User Service. Hence, it was designed for
dial-in access. The RADIUS protocol has two important aspects that make it suitable for
wireless network. In general, it defines two things:

1. A set of functionality compatible with different types of authentication servers, and
2. The protocol to access the functionalities.

There are a number RADIUS protocol specifications since it was first introduced. But the
basic use of the protocol boils down the following four basic message types, which are:

1. Request
2. Challenge
3. Accept
4. Reject

Of all those message types, only the request type message is used for sending messages
from the access point to the authentication server. The rest is used by the authentication
server to send messages to the access point which is then forwarded to the client or user.

Looking at the RADIUS message format (Figure 3), the important part lies in the attribute
part where it defines the type of message it carries and furthermore it is extensible to
support vendor specific attributes. The code defines the type of message and the nonce
contains a value that’s never used more than once.

Figure 3  RADIUS message format.

The Working EAP, EAPOL and RADIUS
Putting all the pieces together as seen in Figure 4 we have the encapsulation of EAP
messages with EAPOL from the user to the access point. And the encapsulation of EAP
messages by RADIUS from the access point to the authentication server.

The Authentication Layer
The authentication layer can be considered to be the highest security layer. Both WPA
and RSN do not specify or mandate which authentication layers to use. There are many

Code Nonce      Length   Authenticator Attributes
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well known authentication methods such as Transport Layer Security (TLS) and Kerberos.
Different authentication methods provide different way of securing the network. The use of
key for example in Kerberos is different with TLS. Kerberos is more towards secret key
approach while TLS is based on certificate type which will be discussed next.

Transport Layer Security (TLS)
TLS evolved from SSL, which was introduced by Netscape Corporation. TLS later on
became a standardized version of SSL which is not vendor specific. The work of TLS is
composed of two protocols: record and handshake. The handshake protocol establishes
agreement with the other end while the record protocol encrypts/decrypts data that is
being sent from both ends.

TLS Handshake
The following are the general steps which are exchanged during the TLS handshake
process.

Step 1: client to server (initiation)
The client sends a message to the server to initiate the process. The message contains a
series of cipher suites and other related information supported by the client. It also
includes a random number in the message.

Step 2: server to client (initiation)
The server, after receiving the message from the client, also sends a message to the
client containing the following a server’s random number, which is different from the
client’s and a session id.

Step 3: server to client (certificate and public key)
Next, the server sends a certificate to the client which contains the public key of the server
which can be used by client to encrypt information later on.

This is the most important part in the handshake process because it contains the public
key of the server, which is used to encrypt data from the client and can only be decrypted
by the server. To guarantee that the public key transmitted to the client is legitimate,
certificate issued by Certificate Authority is used as a warranty and assurance.

Step 4: client to server (establishing of shared secret key)
Assuming that the client trusts the certificate and hence the public key from the server.
The client can now generate a secret key (or private key) that will be shared by both the
client and server for subsequent encryption/decryption process. The shared secret key
can also be sent to the server in a secure way because it will be encrypted using the
server’s public key which only the server knows how to decrypt.

Step 5: client to server and server to client
Both the client and the server can now communicate securely with the secret key.
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The establishment of a shared secret key (symmetric key) as opposed to using the public
key for both the client and the server has to do with the issue of performance. The steps
can be obviously reduced if both the client and the server use public key (asymmetric)
encryption. However, public key encryption requires more computing power than private
key encryption. Therefore, TLS uses public key encryption to establish a secure private
key exchange for later use.

Fitting TLS into WPA
RFC2716 has defined how TLS can be transported over EAP. The RFC defines a number
(13) which can be used in the type file (Figure 1) of the EAP message to indicate that the
frame is encapsulating a TLS message.

Due to the possibility of TLS packet exceeding the EAP frame, two extra fields are also
defined following type file in as shown in Figure 4. The fields are length and flag. The
length indicates the total length of the TLS packet and the flag contains three bits
indicating the present of the length field, the extra fragments and the start indicator to kick-
in the handshake process.

Figure 4 Encapsulation of TLS Packet in EAP

Traffic Encryption using WPA’s Four-way Handshake
Up to this point the authentication process is done. The remaining problems left unsolved
are the encryption of the traffic from the user to the access point and a way to verify that
the access point is a legitimate access point i.e. not rough access point that is put up for
someone with malicious intention to capture personal or otherwise private information.

WPA achieves this by using the four-way handshake to computer a set of keys called the
temporal keys. The keys are:

1. Data encryption key
2. Data integrity key
3. EAPOL-Key encryption
4. EAPOL-Key integrity

For some infrastructure wireless network where the user can move from one access point
to another without having to reestablish the connection, these keys are recomputed every
time there is a re-association between the user and the access point. This is to ensure
that every access point is a valid access point.

The computing of temporal keys also prevents packet sniffing because one of the keys
can be used to encrypt/decrypt the data that travels in the open air.

Code ID Length     13  Flags    TLS length              TLS data
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The computing of the temporal keys is done by using the shared secret obtained from the
authentication process discussed previously, two nonces (never repeated random
number), and two MAC addresses. The shared secret key is also known as pairwise
master key. So, Secret Key + access point nonce + user nonce + client MAC + server Mac
=> temporal keys.

The four-way handshake works as follows:

Step 1:
The access point sends EAPOL-Key type message to the user containing the nonce from
the access point. The user can now computer the temporal keys because it has all the
required information.

Step 2:
The user sends its nonce to the server with the EAPOL-Key integrity key. This ensures the
value of user nonce is coming from the legitimate user. The access point is now ready and
capable of computing the temporal keys. If the message from the client is not tampered,
the values should be same on both sides.

Step 3:
The access point sends a data integrity key to the user and a sequence number to
indicate the first encrypted message which will be sent by the access point later on.

Step 4:
The user confirms by sending a message to the access point.

At this point, both parties install the data encryption key and start communicating in a
secured environment.

Temporal Key Integrity Protocol (TKIP)
TKIP was created and becomes a part of WPA is because it works around the existing
hardware to improve the security, or insecurity, in WEP. It adds certain measures to
overcome the weakness in WEP as follow:

1. Message Integrity checking
This is done by adding a message integrity protocol to prevent tampering which is
done on the software level.

2. IV Selection
Use of IV is done in an incremental manner, and IV value is used to prevent replay
attack.

3. Per-packet Mixing
This is done by using different key for each packet sent.
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4. IV Size
IV Size is increased to increase the time requires to crack the IV value.

Implementation Considerations
As good as it sounds, to be able to provide the above solutions, a couple of things require
some practical considerations.

Support for EAP
As far as the access control is concerned, not all operating systems support EAP yet. In a
case where an organization does not require the network to support different operating
system platforms, this is not an issue. Windows XP has built-in support for 802.1X
authentication method. For an organization that is required to support different OS on the
other hand, may face a challenge.

Four-way handshake and rouge access point
The four-way handshake theoretically provides a good way of securing the network traffic.
Alas, it brings up two implementation issues as well. First, the access point must be able
to compute the temporal keys. Second, the distribution of the secret key to the access
point must be done securely. Third, certificate may not be effective enough in stop
computer illiterate users from accessing rough access point.

Access or Computing or Temporal Keys
Regarding the first and the second issue, if the access point cannot be used to compute or
store the secret key, a server that supports EAP and EAPOL can be placed behind all the
access points to handle the requests. The third however can only be mitigated by
educating the user not to trust any certificate without careful inspection.

TKIP
TKIP can be deployed easily providing the vendor of the Wi-Fi network card provides
driver update for the device.

Conclusion
WEP is insecure, WPA as a transition solution provides better security given the current
hardware limitation. Eventually, every wireless device will be compatible with the 802.11i
and RSN specifications. Unfortunately, the need and demand to use the wireless
technology cannot wait for that day to happen. On the bright side, WPA can reduce if not
eliminate the weaknesses in WEP without having to reinvest in the new technology.
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