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A Review of Cybersecurity Risk Factors
David F.Beck

In anutshdl, the Intemet isall aout connecting aclient to a remote resource server and
exchanging information. In the exi 2ing environment, covert sensors (iffers) and forged
network data exist tha can comprisethe confidentidity, integrity and avail &ility of
cyber sysems," ind uding both the operati on of the Internet as a system (the combination
of networks and hogs) aswd | as theinformation conta ned thereon. Var ousthrea
modd s can be developed that describethe rd aionship between the threatsand
vulnerabilitiesthat can resultin a system compromise. One goproachisto rd aethe
important factorsin what is known as a i sk equation. Oneinstantiation of such amodd,
shown in the figurebdow,” isuseful because it is easy to seehow the various factors
relaeto each other. For example, for agiven threat and st of vulnerabilitiesand
countermeaaures, increasng the va ue of the target (the impact) will increase the chance
for loss (risk). As another example, congder that for a given threet, target (impact), and
sygemvulnerabilities, incread ng the countermeasures will reduce the risk of loss.
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Another form used for the ri sk equation invol vesprobabilities, and can be something as
simpleasR =Pa(l — A)C. Here RisRik, Paistheprobaility of attack, Pi isameasure
of system effecti veness, and C isthe consequence of loss of the asset being considered.
The actud formused dependson its use and on the formof thedatathat isavailable® It is
thislast isue, what data rd aed to rik assesament isreadily avail able, tha isreviewed in
thispgper.

! Sometimes caled the “Three Bedrock Prindi ples.” E.g., Northcutt, Stephen, 2000, :”"Core issues and
chdlenges,” SANS Leved One Infor mation Assurance Foundations, The SANS Institute, v 1.3, 6/28/00, p.3.
2 Defense Science Board (DSB), 1996, Report of the DSB Task For ce on Information Warfare (Def ense),
Offi ce of the Secretary of Defense, Washington, 25 November. Electroni c version found a
http://cryptome.org/iwdman.htm

3 E.g., Caroll, John M., 1984, Managing Risk: A Computer-Ai ded Strategy, Butterworth Publishers,
Boston.
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Risk

Here we will jump to theend of the dory first and ak jug what arethe riksof being
connected to the Internet? If we represent theimpact as some non-dimensiond number
with avaueof one, risk, in essence, becomes ameasure of the probability of that
consequence occurring. One obviousdata set tha might be used to develop a measure of
thisprobability isto andyzethe incident data fromthe CERT* (although data from the
first year, bang a startup year, wasnot used bd ow). Sncethe Intemet isgrowing, bothin
termsof users, hods, and, (presumably a this point) threats, the raw incident data must
benormdized if acorrect perspective isto be achieved, with the number of Internet hosts
be ng the obvi ous choi ce dueto the avail ability of reasonable data” For the purposesof
thispgper, md-year edimaes were made for the number Internet hosts. The reaulting,
normdized CERT datais shown in the figure below, with the incident count being in
termsof the number of reported inddents per 10,000 Intemet hosts.
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It mug be recognized that thisdatais based not only on estimates, but on thereported
incidents. An excd lent gudy that triesto work through thelimitationsof such a“quick
and dirty” look at the data was conducted by John Howard for his Ph.D. thesis® Based on
the CERT data, but with cond derations for the implicationsof other studies (epecially
those conducted by DISA and the AIFWC), he conduded’ that, in 1995, and individua
host would havebeeninvol ved in an inddent at arate of 1 timein 45 to 850 years. The
rangein thisestimate refl ects both uncertainti esin the number of actual i ncidents, the
typeof incident (reporting isnot thought to be uniform acrossall ind dent types), aswdl
asdifferencesin ste securnity (eg., thedifferences observed inthe DISA and AIFWC
studies). Based on thedrop in relati ve incident rate from 1995 to 1997, Howard' s rates
should be lowered by afactor of ~4 for current threat | evels.

* http://www.cert.org/stats/ cert_stats.html

® http://www.isc.org/ds/host -count-history. html

® Howard, John D., 1997, An Analysis Of Security Incidents On The Internet 1989 - 1995, Ph.D. Thesis,
Canegi e Mdlon University, Pittsburgh, PA, April 7. Electroni c version located at:

http://www. cert.org/research/JH Thesis/t able_of _contents.html

" Howard, Table 14.1.
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Anocther factor tha mug be kept in mind is that this dataisglobal in naure. Not dl Stes
attract the same level of "attention” or even the sametype of threat agents. A goad
example of this can be foundin the resultsof the 1998 InformationWeek/Price-
Waterhouse-Coopers Global Security Survey? that was conducted in 50 countries and
completed by 1,600 IT and security profess onals. The key findings (1) organizations
engaged in Web commerce, electronic supply chans, and enterprise resource planning
experi ence three times theincidentsof information loss and theft of trade secrets than
everybody else; and (2) revenue loss, though not preva ent, i s seven times morelikely to
strike Web commerce stes compared with non-commerce stes. That E-commerce sites
are likelier targets wasal o reported’ in 1997; based on the Whed group and NetSolve
cugdomer base, seriousattacksoccur 0.5 to 5.0 timesper month per cugomer, with E-
commerce Stesfalling a theupper end of the range. Another view can be formed by
cond dering the computer crime cases that have been prosecuted under the computer
crime statute, 18 U.S.C. §1030. From the USDOJ case summary™ for March 18, 1998
through December 6, 2000, public (govemment) targets were involved in 10 cases, while
private (commercial) targets were involved in 15 cases.

Rather than using probébility or frequency data, itis sometimes possibl € to measure risk
intermsof cog impacts from security inddents (eg., theft of proprigtary information or
financial fraud). Various organi zationsconduct periodic security surveys of organizaions
that i nclude requests for cost impacts. It should be noted that such dataare probably
much fuzzier than tha for incidentsdiscussed above. Thisisbecausethe organizaions
responding no doubt have widdy differing impact potentid s as well asdiffering
definitions and practi cesin how they might cd cul ae or estimate inddent cost impadts.
Neverthd ess, thedaa can providea“feel” for the losspotential due to cyber incidents.
The figure below wascreated from data teken froma 1996 WarRoom suvey,” and
represents responses from 236 organizaions panning a wide range of indudries.

8 Daton, Gregory, 1998, “Acceptabl e Risks,” August 31, Copyright 1999, CMP Medialnc. Artide found
a http://www.informationweek.com/shared/pri ntArti de?artid e=inf oweek/698/98 prrsk. htmé& pub=i wk
°Roland, Craig, 1997, ProWat ch Secur e Networ k Security Survey, Whedgroup, Nov 19,
http://www.securityf ocus.com/templat es/archive.pik eist=1& msg=Pine. SOL.3.92.9711191 70616.13826A -
100000 @f d con.whedgroup.com& _ref=1508664547

0 uspoy, Computer Crime and Intdlectud Property Section (CCIPS), Computer Intrusion Cases, found a
http://www.usdoj.gov/crimind/cybercrimel cccases.html

1 After revi ewi ng anumber of such surveys, it would appear that roughly onethird of respondents are able
to quantify ther losses.

12 Gembi cki, Mark, 1996 Information Systems Security Survey, WarRoom Research, LLC, 23 November,
found at http://www.infowar. com/sampl e results.html
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The data published by the Computer Security Institute (CSl) would seem to agree with
these data reasonably well. For exampl e, the summary datd” for inddentswith
quantifiablelossespublished in 1997, 1998 and 1999 give an average lossin the range of
$190K to $240K, a minimum reported lossof $50, and a maxi mum loss of $25M . (These
figureswerenot corrected for inflation becauseit was ft the numbers weretoo oft for
an adjustment to add any va ue.) In contrast, the data col lected by Information Week™
gives lower vd ues, with 84% of the reppondents that were able to quantify their losses
plading themin the $1000 to $100,000 range, and only 16% in the over $100,000
category. Two things should be noted: (1) this data does not cgpture the effect of
incidents that do not have adirect cost impact on an organization; and (2), it doesnot
captureall agpectsof computer crime (eg., how do you measure theimpact on society of
someone udng a siteas a temporary but unauthorized gaging area for distributing
pornogrgphic material or that from lossesto invedors dueto stock manipul aion via
Internet fraud schemesthat are currently esimated™ to be running a something like
$10,000,000,000 per year?).

Threat

So what gives rise to these ri ks? People. They range from theincompetent to the highly
skilled. Fromthe curiousto the highly motivated. The recent DB report included a

13 http://mmw. gocsi.com/gi /9903 oss. gif
http://courses.cs.vt.edu/~cs3604/Iib/Crim e CSI.FBI.Report.1998.html
http://www.gocsi.com/testify.htm

http://www.gocsi.com/prelea_000321.htm

1 paton

15 Freeh, Louis J., 2000, Statement on Cybercrime for the Record before the Senat e Committee on
Judiciary, Subcommittee for the Technol ogy, Terrorism, and Government Information, Washington,
D.C., March 28. Found a:http://www.usdoj.gov/crimind/ cybercrime/freeh328.htm
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threat assessment,™ part of which is shown below, that isimportant if for nothing el se
than because it il lugratesone agect of the changing nature of thethrea: different players

are coming onto the scene.
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Another breakdown of the threat agentshasbeen generated by the Globd Annud
Information Security Survey'® conducted by Emst and Young, as shown in the figure
bd ow.
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Congdering potential targets aganst thisor someother lig of threa agentscanleadtoan
understanding of intent. Tha is, understanding threat agents will hdp illumi nate the
guegions of “aremy sygems atarget?” and “to whom?” This, of course, isa function of
what the cgpabilitiesof your system are and what is stored on them. (Recall thisidea was

'8 psB, Exhibit 2-6.

17 vdidated by DIA; W = widespread; L = limited

18 Emst and Y oung, 2001, 2" Annud Globa Information Securi ty Survey. Found a
http://www. ey.com/gl obd/gcr.nsf/lUS/The Current_Stae of the IT_Enterprise - GIS -
_Information_Systems Assurance_and_Advisory_Services - Emst_ & Young LLP

5/1/03
As part of GIAC practical repository.
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discussed inthe Risk section above.) Such peoplecan d o be grouped by ancther
category: whether they are “insiders’ or “outgders.” Insidersare threats tha access
sygemseither directly (physicd access) or via a company network or intranet. Qutdders
rely on extemd connections (eg., Internet or modem connections). While itisgenerally
hdd that insiders pose the biggest threat (e.g., the 1998 InfoWeek survey™ indicatesthat
58% of the regpondentshold thisto betrue), the trend inthe CS dataindi cates that the
extemd oroutsder threat isnow at least as greet, if not greater:

“Survey resultsillustrate that computer crime threats to large corporations and
government agencies come from both insde and outside their electronic perimeters,
confirming the trend in previous years. Seventy-one percent of respondents detected
unauthorized access by indders. But for the third year in arow, morerespondents
(59%) cited their Internet connection as a frequent point of attack than cited their
internal systems as a frequent point of attack (38%)."%°

Given a threat agent and intent, there is still the quegtion of ability. One approxi mate
breakdown’ gives the fol lowing:

30% are accidentd or curious people

50% are joyridersor vandal swho have some networking knowledge but
mogly usekiddy scripts

16 to 18% are I T profesd onal s, neéwork security experts, and programmers
2 t0 4% are thetrue creators and innovators

Another view” suggests
Sophidication Population
Very!! Hundr eds
Aggressive Thousands
Moderate Tensof thousands
Script or browser users Millions

Whileitisof some comfort to know that seriousthreats arelimited in numbers, the
Internet cultureis such tha dgnificant sharng takesplace—fromathrea pergective this
includesattack tool s, target databases, and techniques. Thisgivesriseto ancther agpect of
the changing threat. Not only are new tool sbang creaed & the top, they tend to “flow
down” to theless cgpable. Thisideaisbest illustrated by the foll owing two figures?®

19 paton

20 Rapdus, Patri ce, 2000, Computer Security | nstitute press rdease, March 22. Found :

http://www.gocsi.com/prelea_000321.htm

21 GTO Federd Network Systems, 2000, Introduction to Networ k Security & Intrusion Detection, v 1.3,
.10

EZ CERT, 2000, CERT/CC Overview Incident and Vulnerability Trends, CERT Coordination Center,

Software Engineering Institute, Carnegi e Mdlon University, Pittsburgh, PA, p.90. Found &:

http://www. cert.org/present/ cert-ov erview-t rends/cert -history-trends-2000-08-17. pdf

23 CERT, p. 88 and p. 93.
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Attack Sophistication vs. Required Intruder Knowledge
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Note tha thelength of theexploit cycle might be measured in days or weeks, orit can be
measured in years*

24 E.g., see Howard section 8.1.2.
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Two points should be made here. Frst, even though ever increasng threat agents are
becoming evermoreincreasingly sophidicaed, Intemet growthand i mprovementsin
cybersecurity have managed to keep the yearly rate of normdized inddentsfaily leved
for severd years (ethe Risk section above™). However, if the combined effect of the
rate of Intemet growth and security i mprovements tapers off (which may hgppen soon—
at lead for the Intemet growth factor), the bad guys might “ catch up,” and thenormaized
incident rate would be expected to increase. Secondly, in order to reduce thethreat level
of anew exploait, rgpid incident reporting and quick regponsesto security advioriesis
called for. That i's, while some steswill be initially affected by new exploit tools,in
general thereis suffid ent response timeto implement protecti ve feaures. Sad in another
way, thingscan hgppen very quick in thecyberwor d; 20 quick, in fact, tha human
responsetimes are often inadequate (regponse being limited to recovery and corrective
actions). However, from the perspective of the entire Intemet, the widegpread
deployment, training and use of exploit tool sdoesinvolve ahuman time scd e, thus
enabling the opportunity for human response.

Vulnerabilities

Some computer sygems may bevulnerable s mply because a consc ousdecision was
made not to provide or engbl e any protection mechani ams. However, the concept of
vulnerabilitiesisgenerally goplied to systems where protections have been provided, but
where such protections mechanisms contain faults, known or unknown, that canlead to a
security ind dent. These breaches result from operationd faults (configuration and policy
errors), coding faults (ind udes programming logi c errors, and faultsof omisson or
commission), or environment faults (errors rd aed to the execution environment). Not dl
faultslead to a security vulnerability. Generally speaking, known coding vul nerabilities
are wd | documented by the security community. Given a good underdanding of the
hardware and software configurationsof a parti cular system, it ispossbleto search such
documentation for potential security problems that should be addressed. One place to
startiswith the ICAT Metabase?® a searchable index of information on computer
vulnerabilities sponsored by the Nationd Ingitute of Standards and Technology (NIST);
as of 10 Jnuary 2001, thisindex included 2124 vulnerabilities. Cther organi zati onsthat
provide rel evant information ind ude CERIAS?” FedCIRC® 1SS X-Force?® NIAP,®
SANS Institute* and Security Focus®
Based on ICAT, NIST has generated some statisti cal data™ on vul nerabilitiesdeemed
“important,” from which severd, generd obervationscan be made (note thereis some
overlgp because somevulnerabilities affect multiple categories):

40% are exploitable locdly (launched on system being attacked) while 62%

are exploited across angwork.

%5 This was d'so noted by Howard in section 7.2.2
26 nhttp://icat.nist.gov

27 http://www. ceri as.purdue edu/

28 nttp://www. feddirc.gov/

29 http://xforce.iss.net/

30 http://nigp.nist.gov/

31 http://www. sans. org

32 http://www.securityfocus.com/

33 http://icat.nist.gov/ica.taf ? function=stas
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23% affect the operating system, 24% the network sack or some other part of
the communicationsprotocol, 53% affect goplicaions, 5% affect hardware,
and 0.4% affect the encryption implementation.

22%directly exploit avail ability, 20% confidentidity, 19%integrity, and 53%
security (violaesaccesscontrol policy; eg., gives atacker root privilege)
68% affect UNIX platformsof somevarant, 61% affect Microsoft windows
platformsof somevari ant, 5% affect Apple OS, and 7% other operating
sysgems.

Countermeasures

Countermeasuresare, of course, the safeguardsput in place to mitigae risksdueto the
combination posed by impacts or consequences, threas, and vulnerabilities. As auch,
they can take on various forms. For exampl e, threat agents can be deterred from
launching an atack through tough, enforced computer crime laws, warning banners,
awareness and ethicstraining, and the like. Consequences can be reduced by ssgregation
of data (e.g., limit thedamege due to any one machine being subverted), the use of audits
or other detective tools, and the use of backups (hardware and oftware). Vulnerabilities
can be reduced through good systemdedgn (e.g., defense in depth), use of multiple
technologies (eg., mix of hardware and software vendors such that, in combination with
defense in depth, no Ingle point of falureexigs), and in keegping up with vendor updates
and actions recommended, for example, by oneof the computer security adviory groups.

Without getting intoo deep, sufficeitto say that an excellent first action to take for an
existing sysem would beto eliminate the top ten flaws* Next it would probably be
prudent to perform generd plaform configuration checksusing some of the published
guidesand scripts™ Findly a sysem-wide look should betaken, such asby using the
SANS roadmap *

Whileit would beniceat thispoint to have aquantitati ve underganding of how security
methods perform, thereislittle data to go on. The sudieson risk presented earlier were
not linked to gecific systemsor configurations. At bestitisprobably reasonable to
sugged that theaverage risk rate woul d be representative of atypicd ingd lation,
whatever that was a thetime. One study tha wascontemporary with Howard’ s work was
the 1995 Open Computing/ NCSA Security Survey® that was based on the reponsesof
390 organizaions. Thisurvey suggested tha a that timeonly hdf of the networks tied
tothe Intemet used afirewad|. Other security featuresused are depicted in thetwo figures
bdow.

34 SANS Institute, 2000, “How To Eliminate The Ten Most Critica Internet Security Threas: The Experts
Consensus.” Found a: http://www.sans.org/topten.htm

35 E.g., the checklists avalable from the Austrdian Computer Emergency Response Team a

http://www. auscert.org.au/ Inf ormation/A uscert _info/papers.html, the “Step-by-Step” guides avalable from
http://www.sans.org, or hardening scripts such as tha availabl e for Sol aris a http://www.y assp.org/ or
Linux a http://bastill e-linux.sourceforge net/

36 http://www.sans.org/newl ook/publi cations/roadm gp.htm

37 Kechner, Tom, 1995, Inside the Open computing/NCSA Security Survey, July. Found a

http://www. wemh. com/oc/f eatures/previous/9507srvy.html
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Here, in the s2cond chart, the higher numbers reflect methodsadded by sitesthat were
trying toimprove their security asaresult of knownintrusions.

Summary

Whilenot well corrd ated, suffident dataexigs to provide abad ¢ understanding of the
variouscybersecurty risk factors. Mog importantly, the data that reved ed the changing
or adaptivethrea pointed out the fact that security can not be i mplemented as a gaic
solution. Continued improvements are required if risk isto be managed & current (or
better yet, improved) levels. And because of the*logigics’ cyd e associated with exploit
tool's, organi zations mug coordinate their effortsif maximum reductioninthrea levesis
to beachieved; taking aparochid atitude will only subject one to the full brunt of the
widegpread use of exploit tools.
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