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For increased security the hint should not be used, or it should be configured 
as a “red herring”. The later option may increase the time taken to guess the 
users password. However, where a systematic brute force attack is used to 
break the password, this tactic will not cause a delay. 
 
There is no available option to set a self destruct mode, time delay or account 
lockout in the event of a series of unsuccessful log in attempts. 

Network Connections 

Active Sync 
Active Sync manages the synchronisation of data between the IPAQ and the 
owners PC or server. This can be performed using the USB docking station 
(wired) or using one of the standard wireless networking features such as 
Bluetooth, IR or 802.11X. 
 
The synchronisation settings should be set to only manually synchronise and 
to drop the connection when not synchronising.  If the owner synchronises 
their data to a server, the option to always synchronise using SSL should be 
selected in addition to the above configuration setting discussed above.  
 
This can be done as follows:  
From the start menu select ActiveSync > Tools > Options  
 
The options should be configured depending on the synchronisation methods 
used (e.g. PC, Server or Mobile). 
 

Infra-Red 
The wireless connectivity on the iPAQ 4150 can be configured in a variety of 
different ways depending on the requirements of the owner. If wireless 
connectivity is not required, the functionality should be switched off. 
 
Disable the infra-red from accepting incoming beams, as follows: 
 
From the Start menu select Settings > Connections > Beam 



©
 S

A
N

S 
In

st
itu

te
 2

00
4,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.

  
 
Ensure the check box “Receive all incoming beams” is not checked and then 
choose ok to make the change effective. 
 

Bluetooth and Wireless  
Disable the Bluetooth and 802.11X, as follows: 
From the Start menu select iPAQ Wireless 
 

This screen allows the owner to disable 
or enable both the Bluetooth and WLAN 
(802.11X) features. The orange colour 
indicates the feature is currently switched 
off. The green colour indicates the 
feature is on.  
 
To disable both WLAN and Bluetooth, 
select the orange, “All wireless features 
OFF” button. 
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Where the Bluetooth or WLAN 
functionality is required the owner should 
ensure the connections are secured in 
the most appropriate manner. 
 
Configure the Bluetooth settings as 
follows: 
 
From the Start menu select Settings > 
System > Bluetooth 
 
Bluetooth has 8 configuration tabs: 

•  General 
•  Accessibility 
•  File Transfer 
•  Information Exchange 
•  Serial Port 
•  Dial-up networking 
•  Personal Network Server 
•  About 

 
 

The General tab provides the owner with 
the ability to select profiles, turn 
Bluetooth on or off and manage their 
Bluetooth connections using the 
Bluetooth Manager. 
 
The Bluetooth manager can be used to 
configure a number of Bluetooth tools 
using wizards. These setting have not 
been addressed in this paper as they 
vary considerable depending on the 
users needs. 
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The Accessibility tab allows the 
configuration of the device identification 
and accessibility settings.  
 
The Name field should be set to 
something meaning full to allow the 
Owner of the other Bluetooth device to 
identify the iPAQ 4150 and allow the 
connection. 
 
The Accessibility options should be 
configured as necessary. Where 
possible, the “Allow other devices to 
connect” check box should not be 
selected.  
 
If other devices need to be able to 
connect the iPAQ 4150, the “Allow other 
devices to connect” check box should be 
selected. Preferably, if the other devices 

are configured correctly, accessibility should be limited to Paired devices only, 
and the “Other devices can discover me” check box should not be selected.  

 
If the owner uses the file transfer, 
information exchange, serial port, 
personal network server or Bluetooth 
dialup features, the service should 
require authorization, authentication 
(Passkey), and encryption.   
 
The other settings should be configured 
with security in mind to ensure they are 
the most appropriate. As they can vary 
substantially depending on the owner’s 
needs, they have not been discussed in 
this document. 
 
Once these settings have been 
completed, select the ok button on the 
top right corner of the screen. 
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Appropriately securing a WLAN 802.11X 
wireless connection can be difficult. The 
iPAQ provides the owner with the 
additional options of using a VPN 
connection or using the Extensible 
Authentication Protocol (EAP). 
 
Configure the WLAN settings as follows: 
From the Start menu select Settings > 
Connections > Connections > Advanced 
> Network Card  
 
These settings enable the owner to 
manage the WLAN settings. Depending 
on the type of WLAN that the owner is 
connecting to, the owner should select 
from the “Networks to Access:” drop 
down menu whether the device should 
connect to only access points, only 
computer-to-computer or all available 
networks. 

 
The check box “Automatically connect to non-preferred networks” should not 
be selected. This option is dangerous and should never be selected.  

 
When a connection is configured or 
available it will be displayed in the 
“Wireless networks:” box in the top half of 
the screen. By selecting the network the 
owner can configure the network 
authentication security options. 
 
The “Data encryption (WEP Enabled)” 
check box should be selected. Even 
though WEP is able to be defeated is still 
provides a delay before an unauthorised 
user can gain access to the network. 
 
The “Network Authentication (Shared 
mode)” should be selected. Where 
possible, the key should be manually 
entered and should not be provided 
automatically.  
 
In addition, EAP should be selected to 

provide stronger authentication. 
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To use a VPN connection, from the Start 
menu select Settings > Connections > 
Connections > Add a new VPN server 
connection. 
 
This provides the owner with a choice 
between IPSec / L2TP and PPTP VPN 
types. Other configuration details are 
available depending on the type of VPN 
selected.  
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