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Security of a Mac OSX Machine

Abstract:
As a computer technician for a university | work with many IBM format
desktop computers, but the most challenging work | have done so far has
been on Apple’s Macintosh computers. | used to wonder what crazy
individual created such a machine. | started technical support on the
Macintosh machines knowing nothing, and with the help of the internet | have
learned most everything | need to know over the past few years. | have found
most of my information online, which is the best place | have found to get
information for the Macintosh system. Now that | know more about the
Macintosh, and since the release of Apple’s new operating system, | have
become quite fond of Macintosh. In fact | am currently working toward
making my PowerPC G4 my primary machine for work. | have currently been
looking into security information for the new Macintosh Operating System X,
because of the concerns some of the faculty and staff have about the system
being based on the UNIX operating system. The following are a few topics |
will be discussing throughout the paper.

Software Update Utility

Secure Empty Trash

File Vault

Disk Copy

Mac OSX, Hackers, and Viruses
Usernames and Passwords
Physical Security

Introduction:

Have you ever heard the saying, “The chain is only as strong as its weakest
link!”? | believe this is true in the security of computers on a network. The goal
of a hacker is to find a weak link in the system, and then attack in any means
possible. The few simple security topics that | have found, | believe would very
helpful for most Mac users. These topics focus mainly on the new operating
system Apple is releasing with all their new machines, Mac OSX. Some of the
topics are still valid for Macintosh user that are using the old system 9.2.2, but
the “how to” direction will not be the same.

With experience working for an institute for higher education, most of these
security topics would be great for either professors or students using
Macintoshes. Most computers are widely accessible to anyone that walks in the
door of any office. Also, their may be multiple users using one machine.
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Apple Computer, Inc. states that Mac OSX, “delivers the highest level of
security through the adoption of industry standards and open software
development.”(Mac OSX Security, Apple Computer, Inc.) The way Apple makes
this possible is by making their source code available to various users selected to
testing all software over a period of time before being released. The people who
test Apple’s software check for security problems within the program. If
weaknesses or security holes are found, the software testers turn them back into
Apple for repair. By using this open software development process, the
programs can be fixed and released more securely without having to release as
many software patches at later dates when the real damage is already done.
This process also allows new software to be released at a quicker rate.

Software Update:

What happens if Apple does release some update or new software for my
machine? How can | get it and keep my Mac patched for security purposes?
Mac OSX comes with a built in Software Update utility! The Software Update
utility downloads and installs new and updated versions of software available for
the version of Mac OSX running on your machine. This includes operating
system patches for the possible security problems found by Apple after the
software was released on the market. Keeping your system software updated is
very important because this creates a barrier for the virus writers and hackers,
because of them trying to access your machine with security problems before
they are fixed. To access and run the Software Update utility on Mac OSX,
follow these steps:

1. Connect to the internet if not already connected

2. Choose “System Preferences” from the Apple menu
ﬂ Finder File Edit View
About This Mac

Software Update...
Mac OS X Software...

System Preferences...

Dock »
Location b
Recent ltems »
Force Quit.. NHY

Sleep
Restart..
Shut Down...

Log Out AHarmanG4... {43#Q
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3. Choose “Software Update” icon from the System menu

-
enn System Preferences (=)
« = QA 3
e T -
Show all | ¢ Displays Sound Network Startup Disk
Personal
. - o
) o
Appearance Desktop & Dock Exposé International Security

Screen Saver

Hardware
e T - (o h @
O WM 9 9P =

CDs & DVDs Displays Energy Keyboard & Print & Fax Sound

Saver Mouse

Internet & Network

® 6 Q =

Mac Metwork QuickTime Sharing

@ § 4

Accounts Classic Date & Time Software Speech Startup Disk Universal
Updarte Access

4. Click “Check Now”

i 86e.0n Software Update (=)

« QG 3

Show All : Displays Sound Network Startup Disk

————————————{ UpdateSoftware | installed Updates -

Software Update checks for new and updated versions of your software based on
information about your computer and current software.

[l Check for updates: ~Weekly .

"~ Download impartant updates in the background
Yo ied when the upt are

Check Now

Last check: Software Update ran successfully.

y to be installed

Today at 05:56 PM

5. Select the items you want to install and/or update by clicking the check
mark box next to the appropriate item

Software Update

New software is available for your computer.
@ If you're not ready te install now, you can use the Software Update
o~

preference to check for updates later.

Install N & |Version Size
(-] AirPort Software 3.3 8.5 MB
!} iPod Software 1.3 5.6 MB

This software update provides improved AirPort wireless networking software, and is
recommended for all users with an AirPort Extreme and AirPort enabled computer or
an AirPort Extreme base station.

New AirPort Extreme Features

This software provides support for the Wi-Fi Protected Access™ (WPA) specification
for the AirPort Extreme base station and AirPort Extreme and AirPort clients. Please
see AirPart Help for more information on WPA. Also included in this release is v5.3
of the AirPort Extreme base station firmware. Instructions for updating the base
station firmware can also be found in AirPort Help.

The AirPort Extreme base station and AirPort Extreme client are Wi-Fi Certified™ for
802.11b and 802.11g interoperability.

£) Restart will be required. ( Quit ) G-W

4
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6. Click the “Install” button. You may have to click Agree to a license
agreement if asked.

7. Enter an administrator username and password to the machine

Authenticate

= \ Software Update requires that you type your

W H o password.
e
Name: |
Password:
() oetils
o o) @D

8. After the update is complete, the Software Update utility may ask you to
restart the computer. If so, Click the “Restart” Button. If not, you can exit
the Software Update utility.

The new software requires that you

(@) restart your computer now.

Click Restart to quit all applications and restart.

(" ShutDown ( Restart )

Secure Empty Trash:

A new security feature of Mac OSX is the Secure Empty Trash command.
On the previous versions of Macintosh operating systems, if you erased files and
folder in the trash and then emptied the trash it would delete the files, but not
permanently. If data recovery software is ran on the machine, it will retrieve the
files and folders you thought were safely deleted. This is a local security problem
if you have important documents that you do not want seen by other people.
When emptying your trash on Mac OSX you can use the Secure Empty Trash
command. By using this command, Mac OSX erases the data over the files
and/or folders you have thrown away by writing meaningless data on the hard
drive where these files and folders were stored. This permanently deletes these
files and folders and makes them where they cannot be retrieved by any other
means. There are only two easy steps for this to be accomplished.

1. Drag the files and/or folders that you want to delete permanently to the
trash, located at the end of the dock

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Harman 5

2. From the Finder menu, choose Secure Empty Trash
Ima File Edit View

About Finder
Preferences... 3,

Empty Trash... {#<&

Secure Empty Trash

Services >
Hide Finder #H
Hide Others ##H
Show All

3. Click “OK” button to verify you want to permanently delete the files.

If you choose Secure Empty Trash, you cannot recover the files.

Are you sure you want to erase the items in the
A Trash permanently using Secure Empty Trash?

(" Cancel ,I @

The FileVault:

A new security feature for Mac OSX is the FileVault system. FileVaultis a
built in file protection that has one of the most powerful encryptions that the
government security standard allows. This encryption is the AES-128, the
Advanced Encryption Standard with 128-bit keys. If you click on the Finder icon
in the left side of the dock the finder windows will open. On the left side of the
window there is an icon with a picture of a House that should already be
highlighted, and it should have your computer name next to it. This is the area
that acts as a folder or directory for files to be stored in. There is already some
default folders inside this Home directory. This is where the FileVault creates its
AES-128 bit encryption disk image for the files when FileVault is turned on.

EXala) % helpdesk D.
B <> 5 = w] -] Q- local disks
| @ Network E | r ﬂf
| | | i
| 1"'_)& = =
|| Desktop Documents Library
| E Desktop = —_ =1
| I ‘__ | é. |Iﬂ_
= = =
| Movies Music PFictures
| ;_/AE Applications
- 5 = e
| == N (==
| !| *‘L Documents ._|r @ = L;'
1 = = ,. i
% Movies Public Send Registration Sites
& Music
: :’___‘ Pictures
9 jtems, 45.19 GE available /j,
|

A quick explanation of what the AES-128 bit encryption, as Apple Computer,
Inc. gives, is if you compare the AES-128 with the DES-56, Digital Encryption
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Standard at 56 bits, there are 10%* times more possible AES 128 bit keys than the
DES 56 bit keys. Looking at this from another aspect, if you build a machine that
can recover a DES key in a second, and then use the same machine to try and
recover an AES key, it would take around 1489 trillion years before it could finish.
(Mac OSX FileVault, Apple Computer, Inc.)

Now, to keep you from getting to excited about the FileVault security. There
has been a problem found with the FileVault and it has yet to be fixed, even with
the new Panther update to 10.3.1. When you turn on the FileVault, your files are
copied into a disk image with the AES-128 bit encryption. If there are files
already in the Home directory when you turn on the FileVault it creates a copy of
the files and puts them on this disk image and makes the disk image your new
Home directory. It then erases the files from the original Home directory that
does not have the AES-123 bit encryption. If recovery software is now ran on
your machine it will find the old copy of the files that were there before turning on
the FileVault. Therefore, the files that were there before turning on FileVault are
not as secure as you thought they were. There are a couple of different ways
you could fix this. The first one is what SecureMac.com has suggested to do;
back up your data, write zeros to your hard drive, reinstall Mac OSX, turn on
FileVault, copy your backed up data to the Home directory, and then get rid of
your backup.( CodeSamurai, Mac OS X FileVault Security Advisory) Another
way would be to back up your Home directory data, trash the Home directory
data, execute the Secure Empty Trash command, turn on FileVault, copy backed
up data to the Home directory, and then get rid of your backup.

The files kept in the Home directory are not accessed normally anymore.
When trying to access the Home directory you will now be asked for either your
login password or the master password. Access is not allowed locally on the
machine, or through any network connections enabled on Mac OSX such as
AppleTalk, FTP, Windows Sharing, etc., unless the password is entered.

Disk Copy:

Speaking of encryption, Mac OSX has also released a new feature utility
called “Disk Copy”. Through Disk Copy you can make a virtual disk image that
makes a Volume icon on the desktop. This volume is stored on the hard drive,
and is encrypted and only accessed by your Keychain password. When this
Keychain is unlocked you can put files and folders in the volume. When the
Keychain is locked it takes the data you entered and encrypts it to where it can
only be opened by the Keychain password. Now you can take this disk image
which is in the format of a volume, which acts like an external disk, on your
desktop and save it to floppy disk or e-mail it to someone. Now your data in that
image can be safely transported physically or can be sent online. Whoever you
are communicating with can now use the specified password and open the data.

Mac OSX, Hackers, and Viruses:

Since | have been working with Macintoshes, | have heard most Mac users
say how protected their Macs are from viruses and hackers compared to a
Microsoft Windows machine. This is not entirely true. Mac OS 9 for the most
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part was protected from hackers and viruses because of how difficult and rare
the operating system was to crack. Now that Mac has come out with their new
and improved OSX they have opened themselves up to a world of insecurity.
Mac OSX is based on the UNIX operating system which is much older than
Microsoft Windows, and it is very familiar to the hackers because of the amount
of time it has been around. People are still saying that the new Mac OSX is more
secure than any other machine running any other type of OS. The reason for
this is because there are many more Microsoft Windows machines than Mac
OSX machines. Therefore, hackers and people who write viruses are most of
the time looking for a majority to attack. Mac OSX machines are increasing in
numbers very quickly though.

Keep yourself safe! Install anti-virus software for Mac OSX on your machine
and make sure your virus definitions stay up to date. If you are not already
behind a firewall, then you need to install some type of personal firewall on your
system. Also, make sure that your current operating system is up to date by
running the Software Update utility. None of these things can keep you one-
hundred percent safe, because there is always someone that will eventually find
a way though a security hole. The chances of this are slim as long as you keep
your software and virus definitions updated.

Usernames and Passwords:

Mac OSX is a multi-user operating system. Multi-user in this case means that
multiple people can login to the Mac, and have their own Home directory and
personal settings. If you recall the information about the FileVault above you
know that you can encrypt your data in the Home directory. Using this multi-user
environment creates a basic security for your files and folders. No one else can
view your files and even if they try to retrieve your files, they are encrypted and
cannot be accessed unless they know the password to your FileVault. Now, if
you have a Mac OSX machine that multiple people need to use, a separate
username and password account can be created for each of them to have their
own profile. Use the following directions and notes to create a new user for Mac
OSX.

1. Choose “System Preferences” from the Apple menu

2. Choose “Accounts” from the System menu
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3. Click on the “+” button at the bottom left hand part of the menu to create a
new user.

r
AOeA Accounts

« = NN G -

Show Al Displays Sound Network Startup Disk

My Account ! password Picture = Security = Limitations ,

=

ar Accounts

Password: ssss

Name: John Doe

Verify: |****

Password Hint: | Hintfor password
(Optional)

ﬁj Login Options

e

5]
Bl Click the lock to prevent further changes.

4. In this window under the “Password” tab enter the following:
Name: Type in the name of the user
Short Name: Type in a shorter name of the user (first name)
Password: Type in a password
Verify: Type in the password again to verify
Password Hint: If you want, type in a hint to remind you of your
password. If a person tries to login to your account and the
password is typed in wrong the first time, this hint will be shown.
So, be sure not to put the actual password or too easy of a hint in
this box.

5. Under the “Picture” tab you can select various picture that will show up by
your logon name when the Mac is at the login prompt

‘800 Accounts =
« =W HNG 3
Show All : Displays Sound MNetwork Startup Disk
.l,-l--'::-u*l ] ! Password | Picture | Security Limitations
i AHarmanG4
;’ét
g :Admm | i
- itrer
Other Accaunts ?

dard .
— 0

I ™
aﬁ > ) X
@zt £
The selected picture will be used when logging in, in the
ﬁ Login Options My Card” in Address Book and as the default picture in iChat.

[+[-]

U
ﬂ_%l Click the lock to prevent further changes.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Harman 9

6. Under the “Security” Tab you can select the check box at the bottom for
the user to have administrator privileges on the local machine.

'@ N Accounts =)
e [ A
: s | —
Show All | Displays Sound Metwork Startup Disk

_r Password | Picture | Seeurity | Limitations ]

FileVault
9 @ “  FileVault secures your entire Home folder by encrypting
its contents. It automatically encrypts and decrypts
your files on-the-fly, so you won't even know it is
happening.
WARNING: Your files will be encrypred using your login
password. If you forget your login password and the
master password is not available, your data will be lost
forever.

A master password is set for this computer.

14 Change...

FileVault protection is off for this account.

Turn On FileVault.

ﬁ . . ™ Allow user to administer this computer
Login Options

[+]-]

't
I® Click the lock to prevent further changes.

7. Under the “Limitations” tab if you do not make the user an administrator
you can select various limitations and customize the user’s ability of using
the machine.

r
8een Accounts =
g fi | =
¢ HH G B
Show All Displays Sound Metwork Startup Disk

——! Password | Picture | Security | Limitations J—

ﬁ This user needs:

Other Accounts | No Limits Simple Finder
4 Jjohn doe -
Standard This user can:
EOpen all System Preferences EChange password
™ Modify the Dock ™ Burn CDs and DVDs

"I This user can only use these applications:
B ;ﬂ\lluw Application

k » Applications

urtiliti

<l <

S
>
>

{2 Login Options __Allow All_Y  Uncheck All

[l

{5}
¥ Click the lock to prevent further changes.

Physical Security:
On a Macintosh machine, | believe the most important type of security is

physical security. Apple has made so many great physical security upgrades to
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Mac OSX as talked about above. Mac OSX is still not perfect, even with their
physical security. Apple has already released many vulnerability alerts for the
Mac OSX machines. The best place | have found to find these type of alerts are
at the securemac.com website. An example of one is if you have a certain type
of USB keyboard, other than the apple keyboard, you can hold down Ctrl C,
which is used to boot to a CD, and boot Mac OSX up. After a certain period of
time it will bring you to the administrative root shell prompt caused by the init
crashing. Initis a part of the kernel image. Apple claims that this is current in the
Mac OSX 10.2.8 and earlier and the only way they know of fixing the problem at
this time is to upgrade the init.c to the Mac OSX 10.3 init.c. Another example of
a physical security hole that Apple has released is a problem with the
screensaver password on Mac OSX. If you type in a series of keys in the
keyboard before the password box comes up, the desktop will come up as a
normal user of the computer. As a result, files and applications can be accessed
and deleted. | have found no fix for this problem at this time.

Conclusion:

As a whole, the Mac OSX is a very secure platform. Remember to keep all
items updated, most of all; the operating system, anti-virus, and firewall.
Throughout this paper | have talked about the defense-in-depth system. Ask
yourself this question! What can | do to protect my network/machine from
attacks? As already mentioned above, the three main answers to this question
are the following: anti-viruses, personal firewalls, and keeping your operating
system and software patched. We also need to keep in mind the aspects of a
secure network, which are confidentiality, integrity, and availability.

Confidentiality — Making sure that secret data stays secure and
confidential. This is what Apple is accomplishing with their Secure Empty
Trash, FileVault and Disk Copy utilities talked about above.

Integrity — The individual identification. As in the password protected
FileVault system on the Home directory, and the encrypted data of the
Disk Copy utility.

Avalilability — The access to whatever is needed will be available to users
at all times it is needed.

All items above have been used in the discussion throughout the paper. | feel
the information in this paper would be very helpful for the basic Macintosh user.
This will familiarize them with the basics of security on theMac operating system
currently on the market, which is Mac OS 10.3, also called Panther. All
screenshots and directions in this paper have been made with my Mac PowerPC
G4 running Mac OSX 10.3.2.
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