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1 Abstract

Management of security of client PC is more difficult than that of s erver. [1][2] But the
security management of client PC is becoming a big subject on the security of co mpanies or
individuals in recent years. Therefore in this paper | have researched the trends of security
of client PCs and | would like to present one solution to manage security of client PCs and
security policy.

The system introduced in this paper has client PCs security diagnosis function, security
management function of client PCs and function of managing security policy. These
functions had implemented the function of effective management of observance of security
policy of client PCs that has been insufficient.

I was one of the development member s of that system.

2 Introduction

2.1 Summary of the security of client PCs

In recent years, worms and viruses using the secu rity hole of operating systems and
applications ha ve spread. And inadequate settings of application and Operating Systems
raise up threat of spreads of worms and viruses. For such fact backgrounds, the voice which
desires solution in order to manage securi ty of client PC is mounting from many company
and other organizations which have a lot of client PCs. On the ot her hand, many companies
have troubles in managing security of clien t PCs because of its difficulty. [2]

Unlike a server, neither users nor use p urposes are being specified at many of clients PC.
And there is no case in which software and hardware in one company are unified. Therefore
patching software on client PCs is more difficult than that of servers , becaus e there is so me
situation that there are users who use application without patches because of its
troublesome and because patching sometimes broken the software which is indispensable
for their business. And so, software without patching is continuing being used.

One of the reasons why the se curity level of client PCs is lower than that of servers is that
management of client PCs is almost left to ordinary users who have not adequate
knowledge of security. It can be said generally that ordinary users of client PCs have only a
few consciousness toward security matter co mpared with administrators of servers. And it
can be also said that the PC users ' consciousness toward security matter greatly contributes
security level of client PCs. However, at case of such a co mpany, which has so many
ordinary users the cost and time to educate the users is heavy subject of business
administration. So in many cases, promotion of users' consciousness has been failed.

The impacts and threats, which are caused by dangerous client PCs is growing up year by
year with evolutions of worms and virus. For example, just one fragile client PC is infected
with worm using security hole via the Internet and then the worm will be searching a new
target on LAN and be contaminating that. Like this, all fragile PCs connected to the LAN will
be infected. And the traffic of that LAN will overflow. In the worst case, the business of that
company may be stopped because of just one fragile client PC. In recent days, the worst
cases described previously became less new.

In general, the number of ¢ lient PCs that the company ha s is in proportion of the number
of the members of that company. And so the number of fragile client PCs will be in
proportion of the scale of t hat company. And its impacts and t hreats by worm and virus will
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be in the same. In short word, it is very necessar y and important for large co mpany to find
out and eliminate the fragile client PCs because the impact caused by that fragile client PCs
is so big. To cope with the problem like this, audit of client PCs, auto patc hing tool and tool to
carry out the security policy collectively have been available ever before. However, in some
case the scale of the company too large to adopt that so lution.

| said again that users' high consciousness to the security of client PCs are necessary and
important to cope with the threat , which is increasing day by day. In other words, client PCs
users need to observe the security policy actively by t hemselves. But those tools , which
were described previously is not much effective to do so. And promoting the ordinary user's
consciousness to security is difficult in short terms.

2.2 Importance of the security of client PCs

2.2.1 Security holes of client PCs

All of the Operating System of almost client PCsis Microsoft's Windows series. T herefore
in this report | describe about only client PCs, which are using windows.

Not only in Windows but also in software have so me bugs surely. And the b ugs in software
often cause security problems. The software used on server is maintained by server
administrator who is expert in operating servers. And the security levels of servers are
generally kept. And settings of server software can be set up as having no security problems
in case that administrator of server has common sense about server operating. On the oth er
hand, the software used at client PCs also has bugs. But the security problems of client PCs
are hardly modified. Because users of client PCs are indifferent to security problems or/and
users' skill is not enough. However, attacks to the fragile client PCs such as described
before is increasing. In order to defense the attacks, these counter measures showed in
below are available.

Parching security holes
Using software under safe se ttings
Promoting users' consciousness of client PCs security
However it is difficult to practice all the counter measures described above because of the
characteristics of client PCs.

2.2.2 The trend of patches of Windows OS in recent years

In 2003 the number of patches (Security Bulletin) released by Microsoft was over 50. The
numbers of patch release from 1999 to 2003 ar e showed below. And until the end of Feb.
2004, 7 patches have already been released. If this trend continues, the number of patch
release in 2004 will be almost same as recent year. [3]

Year |[Patch Releases
1999 61
2000 100
2001 60
2002 72
2003 51

Table 1: Number of Patch Release

The graph below shows that the trend of the number of the patch release by Microsoft has
been decreasing , excepting the number in 2000. The number in 2000 was extremely large.
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The reason is that the releases of Windows 2 000 and Windows ME had caused patch
release rush. However the average of the number of the patch release is 61(standard
deviation is 8.6 pt.) , excepting the number of 2000. And the number has been still high.

If about 60 patches are released in one year an d the number is simply divided by 12
month, it can be said that users of client PCs need to patch their PCs 5 times in a month.
Even if Windows Update is available, it can be troublesome operation for ordinary users. At
the same time, checking that all cli ent PCs in company have been patched is difficult for
system administrators and security administrators.
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Graph 1: Transition of the number of patch release

Notice: The number of 2004 in the graph is being forecasted by Re gression analysis.

Microsoft has released the solutions for these difficulties. These solutions are showed
below. [4][5][6]

SUS (Software Update Service)
SMS (System Management Server)
MBSA (Microsoft Baseline Security Analyzer)
The specifications of each tool will be described in other chapter.

2.2.3 Worm and Virus using the security holes

In recent year, worm and virus using security holes is extremely increasing. The examples
of the worm and virus are shown below. [7] Their means are continuously evolving year by
year. And the damages by them are also becoming large with their evolution. For example
Nimda had damaged not only one organization but also entire Internet.
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Name Charactaristics Security hole of
CodeRED Spreading by using security hole of 11S 1S

Nimda Spreading with various rears et orly file copy. viae—  |internet Explorer
maill and viaa retwork drive bit also ermpbedded seript to |1
harepage on [SS web server irvaded by usirg the
security hole, Ard very strong infection power,

WORM ALIZ Mail body is "'Peace.” Internet Explorer
WORM_BADTRANS ot orly Mailing to other users but also inject a keylogger] internet Explorer
to the vietimdliert FC. And serding the log to the
Intermet. Spreeding for lone tenms.
WORM_KLEZ Because subject. body ard atteched flle of theirfected  [Internet Explorer
mail is rardormized it is difficult to specify the actual
infected victimelient. FC. And sorre kird of subspedies
destroys files of the victmPC.
WORM_FRETHEM Because the il subject nerre which becorres thet it is |internet Explorer
likely to performcarelessly "Re: Your pessword’ was used,
wormspread rmainly by the corrpary fora short peried of
’une, It serds harrtiess text file besides the vinus file
""pessword txt .
WORM_BUGBEAR A back dooris devised ard the wormistops security Internet Explorer
software,
WORM_MSBLAST It invades into the corrputer on a network usingthe RPC DCOM
security hae of Windows cdled "'RPC DCOM buffer
overflow." And the DcS tod which devises a network
attack to "windowsupdatecond!

Table 2: worm and virus using security holes to infect

The characteristic of worm and virus using security hole is that when at once they infected
a fragile co mputer, they find other fragile computer on the LAN which the infected computer
is connected to and infect the computer they find. There are alot of reports about MSBLAST.
The characteristics of the damage by MSBLAST have been reported that mobile PCs
infected by MSBLAST had been connected to the LAN and then the MSBLAST had spread
into the LAN and finally stopped the LAN.

The reason why MSBLAST had spread so widely was that MSBALST had been using the
security hole of the low level APl of OS. And unfortunately almost all the ordinary user had
not realized that the damage was very large, when malicious code was exploited with the
security hole. As the results so many fragile client PCs had continued connecting to LAN
and Internet though the patch for the security hole had been released. The appearance of
MSBLAST was the turning point of changing ordinary users' consciousness to the patching
and to security of client PCs.

2.2.4 Secure setting of client PCs for applications

Patching client PCs is not enough to assure safety of client PC. The reason is that worm
and virus have been wisely using the inadequate software settings , which helped them to
trick users. For example some worms have a technique that tricks user to click himself with
the fact that registered file extension is no t displayed. To avoid this tr ick, users need to select
the option ("registered file extensions shall be displayed") of explorer of windows. However,
many users are continuing using Windows without selecting that option.

And itis hard for ordinary users to set the settings of JavaScript and Activ eX of browser in
order to be able to surf Internet safely and easily because i t needs knowledge of security to
do so. Needless to say usin g ActiveX downloaded from Internet is dangerous. And
inadequate JavaScript settings sometimes cause users to be stolen Cookies by malicious
web site. But many web site s on the Internet require tha t their users turn on JavaScript of
users' browser. And so a lot of users are continuing using browser with convenience, which
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do not need for almost users. [2]

And a lot of products of Microsoft have macro functions. Worm and virus have been
continuing us ing macro functions since the f unction implemented on Microsoft Office. T o
protect user from worm and virus, Microsoft office have function to inquire users whether
they permit office to use macro or not if the office files to be opened include macro. Ho wever
this function is not enough to protect users from worm and virus. And some user s turn this
function off. The reason is that what office inquire users every time when users is opening
the file that may include macro worms make user feeling uncomfortable . Worm and virus
attack the users like this.

2.3 The necessity and importance of management tool of security
polices

2.3.1 The security polices of client PCs

In the organization that so many types of user are in itis very hard to manage patching the
client PCs and setting of software installed in the ¢ lient PCs. However, if this management is
inadequate, so large damage will be caused.

And then organizations establish security policies in order to request users that they
should patch their client PCs and set up their application safety according to the security
policies. But in so many cases, skill and consciousness of ordinary users are not enough to
realize the security polic y.

In other case, the security policy is violated intentionally. When the security poli cy is
violated, penalty is given to who violated the security policy. But it is not realistic that penalty
is given to users whenever they forget to patch their client PCs by so many released
patches.

And audits are needed in order to give penalty to users who are suspected to be violating
the security policy. But it is not realistic that system administrator check every client PCs in
the organization.

2.3.2 Types of users in organization

The types of client PCs users are classified as 3 classes and their subty pes. This
classification is shown be low. [1][2]

A. Users who observe security policy

i) Users who observes independently

ii) Users who observes but not independently
B. Users who do not observe security policy

i) Users whose consciousness to security is not enough

ii) Users whose knowledge and skill of security is not enough
C. Users who protest the security policy

Type-A users are good user from the point of view of security administration. Especially
Sub type A-i users is good users. B ecause subtype A -ii users are cooperative with security
administrator and system administrator, they do not trouble with security administrator and
system administrator.
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Type-B users so metimes trouble with security administrator and system administrator.
The reason is that they have some trouble with themselves. The security administrators and
system administrators must educate these type -B users. Needless to say this process
should be done in the limited budget and schedules , which are divided by the manag ement
of the organization.

Subtype B-i users are the users who sometimes violate the sec urity policy because they
have little consciousness to security. However, i f they have no malice, the security
administrator can educate them and make them be type -Ausers. On the other hand, type
B-ii users are the users who have little skill and knowledge about security. And the security
administrator can educate them or distribute security utility software and make them to be
type-A users.

Type-C users are rebellious to the security administrators and the system administrators.
In other words, they are terrorists in the co mpany. They complain to the rules and vio late
them intentionally. They set u p their client PCs as they like. Sometimes their settings are
very danger and their client PCs are very fragile. This type of user is already an enemy for a
security administrator and a system administrator. And so administrators must fight against
the terrorists in the co mpany. However the terror ists often trick administrators cleverly. So
they are hard to be found.

Almost users could be c lassified into Type A and Type B although it is dependent on the
degree of maturity of an orga nization. However, who m administrators truly have to
correspond to is a user with the strong tende ncy of Type B, and especially Type C user. Type
C user should be punished according to security policy of the entire organization. So the
administrators should find out type -C users and collect evidences. It's an audit.

2.3.3 The necessity for a management sol ution of police
management

Some solution s, which support administrators to manage client PCs and users are
released by Microsoft . Example solutions are described below again. [4][5][6]

SUS (Software Update Service)
SMS (System Management Server)
MBSA (Microsoft Baseline Security Analyzer)
Detailed explanations about these tools are omitted i n this paper. The correspondence
table of a solution, the characteristic of the function which a security management person
needs, and an effective user is shown belo w.

Microsoft Solutions Tool Description Type-A Type-B Type-C
| MBSA | SUS SMS

Patch tool This tool supports users to patch security Available Available Not available
* * * holes without complexity by theirselves.

Integrated management tool This tool supports system manager to Available Available Not available

* * manage users.

Client security check utility PC users can check the security level of Available Needed Not available
* their PCs easily with this tool.

Secure setting supporting tool PC users can set up their PCs as a secure Available Needed Not available

PC easily with this tool.

User education tool This tool supports system manager to Not Needed Needed Needed
educate PC users to promote their
consciousness to security.

Penalty Tool This tool can find out the users who break Not Needed Needed Needed
the security policy and give some
punishment.

* means that the solution can be used as the tool
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Table 3: correspondence table of a solution

The 3 so lutions released by Microsoft can mitigate a system administrators’ w orks.
However these solutions cannot cover all tool s, which administrators need, as shown in a
table. Sec ure setting supporting tool, User education tool and Penalty tool are necessary for
security administrator to correspond to type -B users and type -C users. Client PC Security
Check System described in next c hapter can supply and cover these tool s.

3 Client PC Security Check System

3.1 Summary of Client PC Security Check System

Client PC Security Check System aims to supply tools that former solutions could not
provide to administrators. These tools are being described below. [8]

. Secure setting supporting tool
. User education tool

Penalty tool
The figure shown below describes the abstract of Cllent PC Securlty Check System.

'\‘é) =

o

Non Secure PC

Intemet /ntronet

IlIIIIlIIIIlIIIIlIIIIIllII> Dicgrmis Resus
= = = = 1 Client Irformotion
ﬁ Web Access

Figure 1: Abstract of Client PC Security Check System

The Agent, which is called “Check Agent”is installed into client PCs by administrator or
client PC user. Check Agent gathers information of client PCs. Diagnosis Server receives
client PC information by Check Agent and notifies status of the client PC to Blocker. Blocker
restricts or permits web access from th e client PC by the status of client PC.

Because browser is the most indispensable and important tool for client PC users,
restricting browser using and notifying the message claiming that users have to observe

security policy are effective to promote the ¢ onsciousness to sec urity.

Check Agent compares the information of the client PCs to the information registered in
the Management Server such as information of patches and software settings and so on.
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And then Check Agent displays the difference between the client PC state and the ideal
state registered in Management server by administrators to client PC users. Client PC users
are able to understand the difference very easily by using the information displayed by
Check Agent.

After diagnosis server receives information of client PCs, the results of diagnosis are sent
to blocker. Blocker acts on the web access from the client as described below.

» Accept If nothing dangerous exists in client PC, the web access from the
client PC would be accepted.
» Warn If something dangerous but not so dangerous exists in client PC,

blocker warns via browser the user that the client PC of the user may be
dangerous. Once this warning is displayed on user’s browser, the warning is not
displayed until the warning interval will reac h. This warning is replayed every 30
min.

> Reject If something dangerous exists in client PC, the web access from the
client PC is rejected by blocker and Blocker warns via browser the user that the
client PC of the user is dangerous and that the user shoul d observe the security
policy.

Blocker is aiming at promoting the users ’ consciousness of the securi ty by blocking the
web access from the client PCs that are managed by the user who violate the security
policy. On the o ther hand, if client PC user dose n ot run Check Agent, Blocker denies the
web access from his/her client PC. Therefore, Blocker can give penalty to user who dose not
run Check Agent intentionally. In this way, Blocker saves resources to educate ordinary
client PC users.

And Check Agent has a function to modify the settings that are different from the settings
recommended by administrators. And the users can modify the inadequate settings easily
with one click of "Modify Button". The “Modify Button” is activated automatically if something
wro ng exists in the client PC. By using this function, the user who is too busy or not enough
skillful to set up his/her c lient PC correct can observe the security policy.

3.2 Introduction of each function of Client PC Security Check System

3.2.1 Diagnosis

Diagnosis function is the most important of the Client PC Security Check System. The
screen shot shown below is the diagnosis results on the user screen. System and security
administrators can view the result via the management interface. The management
interface is being explained in other chap ter: Management of users. And diagnostic item s
are also explained in other chapter: diagnostic items.
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Figure 3: Diagnostics Interface 2

The user interface of Check Agent can display the difference between the settings of the
client PC and the ideal settings recommended by the administrators. And the display is very
easy to understand what is wrong. The i nterface has function which can lead the users to
the security portal site created by the administrators on intranet or internet The users can
acquire information about the latest security affair. And it can promote users’ consciousness
of security. On the other hand, the users can retrieve the information about how to patch
their client PC and so the site can be help desk when the users patch their client PCs by
themselves.
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Unfortunately, this system has been released in only Japan. So scree n shots are not in
English. However, each tabs on the application’s window corre spond to each diagnosis
items. Each diagnosis items written in English are described in proceeding chapters.

3.2.2 Adjustment of Settings of PC

As described for mer chapter, Check Agent has a fun ction to modify the settings that are
different from the settings recommended by administrators. And the users can modify the
inadequate settings easily with one click. Check Agent modifies the registries and the
setting files directly in order to modify i ncorrect settings. But users do not needs to
understand which registry or file should be modified. And the users do not need to
understand even where the setting menu is. This function can help busy user and skillless
user to correct their client PCs by th emselves. Therefore this function is useful to educate
Type-B users to be Type -A users.

3.2.3 Block of Web Access

This function restricts the web access from the client PCs that have dangerous settings. In
recent years, web access is indispensable tool for off ice works. And so if users were
restricted to use browser for web access on the Internet or the Intranet, user would feel it so
inconvenient. Therefore to block web access must be one of the best penalty for the users
who violate the security policy. By th is penalty, the function is aiming to force the users to
observe the security policy. In other words, blocking web access can promote the users'
consciousness of sec urity.

And some kind of browsers such as Internet Explorer which is not newest have danger ous
bugs allowing malicious web site to inject virus and worm into client PC. If the user access es
the malicious web site via the fragile browser, the fragile client PC will be infected. And so
restricting use of the browser for accessing to the Internet ¢ an mitigate the risk.

The screen shot shown below is the block messages. This message will be displayed if
the user intend s to access the Internet from fragile client PC. The fragile ¢ lient PC has
serious violation of security policy.
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Figure 4: Rejecting web access because theclient PCisv ery fragile

And the screen shot shown below is the block message that will be displayed if the user s
do not run Check Agent intentionally or not i ntentionally.
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Figure 5: Intercepting web access because the client PC did not run Check Agent

And the next screen shot shown below is the warning message that will be displayed if the
user access es the Internet from not so fragile client PC . This warning is aiming promoting

the user's consciousness of security.
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Figure 6: Warning the client PC user who violate security policy

3.2.4 Notification form Administrators

Notification function notifies the lat est information registered by administrators to the
users when Check Agent runs. By using this function, the administrators exactly can notify
urgent information about security to the users. The message is emphasized and displayed
according to urgency. Cli ent PC Security Check Sys tem emphasizes the critical message
about security by displaying the message on the top of dialog and changing the color of the
title of the message. By pushing the display button that is beside the title, the user can see
the contents of the messages.
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Figure 7:Title dialog

The screen shot shown below is the dialog of the content of a message.
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Figure 8: Message from administrators

3.2.5 Management of Users

System and security managers can manage the users via the web interface of
Management Server of Client PC Security Check System. They can search and select user
by using the user's attributes. The screen shot shown below is the user searching int erface.
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Figure 9: Web interface to search users

This information about users can be exported as CVS fi le. Administrators can total the
data uniquely.

And administrators can view detailed data of the users who se arched by the user
searching interface and can grasp the state of user client PC state. These detailed data is
including client PC settings, patch information and difference between them and security
policy.
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Figure 10: Details of client PC state

And Client PC Security Check System has function to grasp easily the state of client PCs
which are being administrated now. The administrators of Client PC Security Check System

can estimate how much risks their or ganization have. The func tion provides these

parameters describe below.

Number of client PCs which are being accepted web access tod ay
Number of client PCs which are being warned today
Number of client PCs which are being rejected web access today
Number of client PCs which are not being diagnosed today

Total Number of c lient PCs which are being mana ged today

And Cllent PC Security Check System has function to grasp easily the state of client PCs
which are being administrated now. The administrators of Client PC Security Check System
can estimate how much risks their organizations have. The screen shot shown under below
is the summary of states of client PCs.
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3.3 Diagnostic Iltems
Samples of d iagnostic items are described in chapters to the next. The selected
diagnostic items are the results that many specialists engaged in security have shared each
knowledge and experience and have argued about them.
3.3.1 Operating Systems

This diagnostic item ch ecks client PC state of patches and Hotfixes including API version.

Targetname ©r PC User D Bgnosk Target C riteria of Judgement
oS Nare of 0S Windows 2000 SP4 or later
Windows XP SP1or Igter
Service Pack lakest
HotFix 0S mrust be patched with the latest]
HokFix,
XML Version of XML parser T he version must be the Ictest,
JavadvM Version of Java VM The version must be the Iatest,
DirectX Version of DirectX The version must be the Iatest,
MDAC Version of MDAC T he version nrust be the Itest,
RPC Versionof RFC The version nust be the Itest,

Table 4: Diagnostic Items for Operating System

3.3.2 Internet Explorer

This diagnostic item checks the version of Internet Explore and its s ettings. The settings
must be proper to use Outlook Express safety.
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each security zores

Targetname PrPC User D Bgnoss Target C riteria of Judgement
IE Versionof IE T he version rrust be the Iatest.
Settings of Security Settings of ActiveX and Flug-ins fojRefere to the ancther table,

Settings of script for each security]
ZOnes

Refere tothe ancther table.

Setting of possword auto corrplete |Password rmrust not be menrorized by
IE.
Pach level of VB Scrigt Version of VB Scrigt The version nust be the Ictest,

Table 5: Diagnostics Items for Internet Explorer

D Eq\gmi |g%g 18 htranet Authenticated Site Restri I

xecukion of ActiveX lugns isoble encble encble isoble
Intidizction  ond  execution o dsclle encble encble dsclle
ActiveX with morking which clain
thet execution of script is scfe,
Intidizetion  ond  execution o dscle discle Displey ddegy dscle
ActiveX  without  morking  which
clans that execution of script is
scfe,
Downlood — of  ActiveX  with dsclle encble enctle dsclle
authenticated ignature,
Dowrlood  of  ActiveX  withoutf dsclle discde dscble dsclle
cuthenticated signature,
Permssion for Javal Scfety Lebel-HIGH Sctety Lebel -HIGH Scfety Lebel -HGH Scfety Lebel-HIGH
Active Script encble encble enctle dsclle
Java Apglet Script dsclle discde encble dsclle
Peste Function of Serigt dsclle discde encble dsclle

Table 6: Diagnostics Items for zone settings of Internet Explorer

3.3.3 Netscape

This diagnostic item checks the v ersion of Netscape and its settings if Netscape has been

installed in client PC.

Targetname ©rPC User

D iBgnosE Target

C riteria of Judgement

Version of Netscape

Version of Netscape

The version must be the Iatest,

Settings of Java

Whether the settings of Java 1T he setting mrust be as nat avdidble,

avdiabe or not.

Whether the settings of Java in e-{The setting must be as not avdiddle,

nails is avdidble or not,

Table 7: Diagnostics Items for of Netscape
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3.3.4 Outlook Express

This diagnostic item checks the version of Outlook Express and its settings if Outlook
Express has been installed. The settings must be proper to use Ou tlook Express safety.

Targetname r PC User

D iBgnosE Target

C riteri of Judgement

Version of Outlook Express Version of Qutlock Express The version must be the Itest,
Confiqurations of Outlook Express — [[Preview Preview rrust not be used.
Auto Download of nessages Message mut not be downloaded
autonaticdy,
Security Zone The Security Zone must be set o3
Restricted Zone,
HTML rressage HTML nessage must not be used

The rml is replyed in the sae form
s the message which received

The mail must not be replyed in the
sare fom s the nessaoge which
received

It will warn, if other applications tend
to transmrit rral in the namre of user.

It must be warn,

The cttached file which noy be g
virus Is Nt opened and saved,

The attached file rmust nat be opend
and saved,

Table 8 : Diagnostics Items for of Outlook Express

3.3.5 Other applications

This diagnostic item checks the version of Microsoft Office series and

have been installed.
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| Targetname BrPC User D Bgnoss Target C riteria of Judgement

Office2000 Version of Office2000 The version must be the Iatest.
Level of Security for VBA The level must be High,

Office XP Version of Office XP The version must be the Iakest,
Level of Security for VBA The level mmust be High,

Flash Versionof Flesh The version must be the Iatest.

MedaPayer Version of MeddPlayer T he version must be the Ictest,

VBA Version of VBA The version must be the Itest,

Table 9: Diagnostics Items for of o ther applications

3.3.6 Virus Scan

This diagnostic item checks that at least one security scanner product is installed and it is

being used properly.

Targetname BrPC User D Bgnosk Target C riteria of Judgement
Configurations Version of the serach engne The version must be the Iatest,
Redtime protection It rrust be settedas on,
Virus pattern Date of Pattern update The date of pattern update nust bs
in 10 days before,
Scan Date of the last scan The date of the last scan rmrust be i
10 days before,

Table 10: Diagnostics ltems for of Virus Scan

3.3.7 Configurations of Windows OS

This diagnostic item checks that Windows OS installed on client PC is being used
properly and configured to be secure.
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Targetname ©rPC User D Bgnoss Target C riteria of Judgement
Shutdown Check of FC shutdown The FC must be shutdonwed
evryday.
File System Format type of HDD The fornk of the file system nust]
be NTFS,
Explorer Display of File extension The regsterd file extension rmust b
displayed,
Disday of hidden file The hidden file rrust bet disdayed
ActiveDesktop Setting of active desktop The conventional Windows desktog
mrust be used.
Disday of Web Display of Web rrust not be used.
Mouse click Sinde click must be as select and
double click is as open.
File Sharing Security setting of the shared folder [The foder which s evryone ol
control mrust not be shared

Table 11: Diagnostics Items for of configurations of Windows OS

4 Conclusions

Client PC Security Check System project has just started. Therefore, it is impossible to
measure the users' changes of the consciousness to the security which had been changed
by Client PC Security Check System. However, when an example is taken in the fact that the
number of the patch released dose not decrease and that the new security holes continue
being discovered, the necessity for Client PC Security Check System has no room of doub t.

And just security scanners have been usable from old days. But such a security tool which
ordinary users could use easily and which administrators could grasp the situation of client
PC users with have not been available. So Client PC Security Check Sys tem is better than
former security solutions because Client PC Security Check System realized the functions.
It's a strength point of the system | described in this report.

5 Next Challenges

5.1 Subjects on Operating Client PC Security Check System

New virus a nd worm are increasing while the number of patch release and of discovery of
security holes is not decreasing. And so the subject on maintenance and operation of Client
PC Security Check System is that Check Agent must be updated when the new security risk
is likely to occur. For example, Microsoft releases new patches every month. And so Check
Agent must update the diagnosis items for new patches every month. And the time between
when patch is released and Check Agent update the diagnosi s items must be as short as
possible. To avoid this problem, it is required that Check Agent commissions the function for
checking patches to other tool such as MSBA.

And also when new application and new version of application are released, Check Agent
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needs to be updated.

5.2 Coping with new threats

The appearance of the application, which causes the problem on security according to
diversification of how to use PC client, is increasing.

For example, one of such app lications is SoftEther [9] which emulates Ethernet LAN on
TCP/IP network. This application is very useful as VPN. However, this software has the
danger of exposing PC, which is protected by the fire wall in the company, to the dangerous
Internet, while the administrator of LAN in the company does not know. And session s of
SoftEther are encrypted by SSL. So administrators cannot exactly rec ognize difference
between the session and HTTPS. Therefore administrators need to check all client PCs in
their company one by one in order to check exactly whether SoftEther isused or not. In such
case, administrators' burden can be reduced by checking existence of this application by
Client PC Security Check System which has been modified to check the existence of
SoftEther.

However, It is thought that the same software such as Sof tEther is developed one after
another and used. Therefore, the accumulation of know -how which perceives the trend of a
world quickly and is made into the target of management is required.
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