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Abstract

Computer security is seen by many end users as an inconvenience, an impediment to the
creative process and their productivity, and an infringement on their privacy.  They question
why they cannot access certain web sites, question the use of e-mail filtering and
monitoring, and question why they are prevented from using devices such as USB drives
or memory keys on their computers.  Others see security as a necessary evil, somewhat
hindering their freedoms but providing for a safe and reliable computing environment.  

Whatever the view, the level of control exerted over a network has some effect on the final
experience of the end user.  While the majority of end users abide by the guidelines
established by an Employer, there will, for whatever reason, always be individuals who
continually seek a means to circumvent the rules.

The following is not meant to be a technical document, nor, is it a thesis on human
behavior.  It simply represents the views of the author formulated from observation of real
world activities and supplemented through various readings.  In the next few pages I will
attempt to highlight what I believe to be the premise behind these behaviors.  I will discuss
options that an Employer can use to reign in errant employees.  I will explain why it is
important for an Employer to be explicit and fully explain the reasoning behind any
restriction. Finally I will discuss the issue and importance of Executive buy-in.

Introduction

A viewpoint noted in an issue of Information Security magazine recently caught my eye. 
The author noted that “without enforcement of corporate security policy, any expected ROI
in endpoint security components (AV, personal firewalls, anti-spyware, etc.) could be lost in
a blink of an eye with only one non-compliant endpoint”11.  I immediately reflected on the
situation with my Employer.  Significant investments of time and money in hardware,
software, and data compromised just because one end user decided to ignore policy,
connect a USB drive they brought from home, and uploaded files containing malicious
code to their workstation.

Why would an individual take such a great risk?  What is there to gain from violating
policy?   Did they consider the ramifications of their actions? Two answers came to mind:

- convenience
- lack of enforcement for policy violations.
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For the end user it was more convenient to connect a USB drive and upload the files rather
than send the files by e-mail where it would have been quarantined.  It could also have
given the end user a sense of satisfaction in knowing that they have just bypassed policy
without getting caught.

What Policy!?!

In discussing possible scenarios with colleagues a consensus developed as to what end
users will do and why they do it.  Their behavior and attitude toward the computing
environment in the workplace tends to be reflective of their:

- experience with computing (abilities);
- experience with the technical support staff;
- individual personality; and,
- position within the company.

Experience:
Admit it ... we have all done it before ... from the most seasoned IT professional to the
individual who for the first time has just powered up a computer ... we are all guilty of
blaming at least one computing misfortune on a computer, peripheral, or IT staffer.  Closed
a document you spent hours preparing and forgetting to save ... blame the computer; sent
an e-mail with questionable content to a printer in another department ... blame the printer;  
infecting the corporate network with a Worm/Virus from media brought from home  ... you
got it ... blame IT for not providing full and unfettered access to the Internet.

Why do we do this?  Why is it difficult to accept the consequences of our own actions (or
inactions)?  Why do we continually look to shift the blame elsewhere?  We conveniently
forget that the computer we use on a daily basis is only an amalgam of circuits, wires, and
“magical” code used to accept input, process input, and provide a result.  It is essentially a
dumb machine until we provide it with instructions.

End Users also forget that the IT staffer is not enjoying an ego trip because they control
your access to corporate computing resources.  Tech Staff are no more than employees
charged with the responsibility of ensuring the technology used by a company is suitable
and effective, that employees are provided with an appropriate level of access to
resources and data, and that the systems in place provide for the security and safety of
data and personnel.  They, like an Accountant or Civil Engineer, are only doing their
assigned job.

Ultimately, whatever their opinion, responsibility for one’s actions falls to the end user.  We
must realize that our experience with security and corporate operating policy is solely
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dependant on our ability to extract from our computing experience what we put in to it.

If an individual’s experience with corporate security and operating policy is negative the
greater the probability that individual will attempt to circumvent the rules.  If that individual
were to succeed once, the curiosity will probably tempt them again.

Personality:
Humans are an peculiar lot.  When exposed to chaos we expect and accept regulation. 
When we feel over-regulated we attempt to circumvent the very regulation we previously
accepted.  An attempt to circumvent established rules carries with it the risks associated
with detection.  Detection carries with it the risk of reprisal.  The amount of risk that we are
willing to accept is dependant on our personality. 

There is an inverse relationship observed between the risk associated with evading a
regulation and the number who those who attempt to evade it.  If the risk of detection is low
more individuals will attempt evasion (think of how many times you have used a cell phone
while driving).  Conversely, fewer individuals will attempt to circumvent regulation if the risk
of detection or penalty is high (would you send an uncomplimentary e-mail to your boss
from your own account?).

An amalgamation of many factors result in an individual’s decision whether or not to skirt
regulation, including but not limited to, personality type, the level of anonymity, the degree
of penalty, and the perceived reward.  Some end users accept the conditions of their 
employment and for the most follow an Employer’s policy.  Others may try to side step
issues that they view as nominal and are very cautious of their actions.

Some individuals, regardless of the risk involved or penalties associated with an action,
view their own convenience as priority.  They both fail to see and are not threatened by the
consequences of their actions.  These are the types of end users that can down a network, 
significantly damage a company’s reputation, or cost a company financially.

Position:
An individual’s position within a company may also be a factor in an end user’s outlook of
security and policy.  If a policy existed banning the use any modem not installed by the IT
department, should a Vice President be able to evade the policy because she would like
to trade stocks while in the office?  Should a Receptionist be able to the same?  As an IT
Staffer, who would you be more inclined to report?  Would there be any differences in the
manner used to report the infraction?

The influence held by an individual over another is a significant factor in the decision to
report an individual for breaking with policy.  Many subordinates would hesitate to report a
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policy infraction made by their supervisor.  They would assume that a light penalty would
have repercussions for them.  In fact, some may view this breach as an opportunity to do
the same.

An individual’s position may also have a negative influence on Tech Support staff.  Would
a member of the IT staff report and follow up on an individual known to be breaking with
policy if that individual could affect their within the organization?  Some view these types of
actions as career limiting moves.  Others may provide a verbal reminder of the offending
action and inform the end user of the accepted policy (sort of an informal warning).  Some
will report the individual’s actions citing the policy without fear of reprisal.

In a perfect world fear of negative retribution should not be a factor in reporting policy
violations.  The individual who decides to bring forth valid claims of policy violations should
be afforded the support of the organization. 

Acceptable Use Agreements:

Many companies invest significant time and resources into developing formal business
plans and mission statements that guide the direction and operation of the company. 
Likewise, many organizations spend significant energy and resources in developing
policies, procedures, and guidelines for a variety of topics from sexual harassment to the
use of the company car.  In recent years, and with the proliferation of Internet/e-mail
accessibility, documentation related to computer resource usage have been developed.

Primary to the development of any policy is the determination of responsibility ... who is
responsible for what.  With this determination made and in conjunction with the
organization’s business model, work on the formal documentation can commence. 

Different companies have different visions of what can be considered as suitable
documents related to policy, procedure, and guidelines.  Although there may be overlap,
the one consistency throughout all forms of documentation is the slow removal of
subjectivity as one passes from a policy statement to a guideline.  As an example, a policy
statement may  include the following:

Employees of Company X will use the resources allocated to them in an ethical
manner.

Although the preceding appear to be acceptable comments for a policy ... the Employer
stating that the resources it provides and is liable for must be used in an ethical manner ...
something is missing.  What would happen if an Employer’s vision of ethics differs from
that of the employee?  Enter the Acceptable Use Agreement. 
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An Acceptable Use Agreement can simply be defined as an addendum to both an
employment contract and usage policy.  It is essentially a contract signed between the two
parties which explicitly defines the rights and responsibilities afforded to each stakeholder.

Rather than focusing on generalities an Acceptable Use Agreement defines specifics.  It
personalizes the usage policy for all parties involved.  Instead of a vague statement related
to ethical use, an Acceptable Use Agreement outlines the position of the organization and
explicitly identifies what the organization holds to be ethical behavior.  It might contain a
statement as follows:

Employees provided with access to the Internet are prohibited from using the
resources of Company X for personal profit, for activities that could prove liable to
the company, or for activities that contravene local or national laws.  These
include, but are not limited to:

- creation, maintenance, or operation of a personal website/FTP site/mail
server.
- visitation, participation, or support of websites depicting nudity,
pornography, or sexually explicit images.
- visitation, participation, or support of websites containing materials that
are deemed to be hateful or detrimental of a person’s race, sex, sexual
orientation, or religious beliefs.
- visitation, participation, or support of websites containing materials that
depict or promote abuse of animals.

Violation of any of the above statements would be considered as grounds for
disciplinary action up to an including dismissal. 

The preceding explicitly identifies the Employer’s expectations related to their on-line
conduct.  However, without the employee acknowledging the document through a signature
the document is nothing more than an elaborate policy statement.  By appending a
signature the employee has accepted the responsibility that the document has been read,
that suitable answers to any question has been provided, and that the consequences
associated with violation of any portion of the company’s statement has been
acknowledged.

There will always be a number of end users who will remain suspicious of any Employer
that requires them to sign a document outlining their rules of behavior.  They see it as
another means of control that can be used against them with even the slightest infraction. 
In certain instances this might be true; however, with the ever growing fear of legal action,
many companies require these agreements for the protection of the company and its
employees.
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The manner in which an Acceptable Use Agreement has been phrased can assist in the
degree to which it is accepted by a Company’s staff.  The use of negative phrasing
immediately places an end user into a defensive mode.  The use of the words “must”, “will”,
and “don’t” projects the image of a being dominated by the Employer.  It seems to bypass
the fact the employee is an adult.  Employers are reluctant to reduce the use of negative
phrasing as it is viewed as a weakening of their power over the affairs related to the
governing of the business.

Individuals tend to respond to more moderate phrasing - “may”, “shall”, and “should”.  When
combined with the reasoning for the statement, the more moderate phrasing possess
greater influence over adherence to a policy.

The following provides an example of the differences between two negative and moderate
phrasing:

Example 1) When creating a password employees must not use english-based words
(eg. flower, toyota, barbeque).  Passwords must be a minimum of 8
characters in length and contain at least 1 number.  All passwords will
expire on the 60th day from their creation.

Example 2) Given the proliferation and sophistication of software used to crack
passwords, employees are requested to create passwords that are more
cryptic than plain english-based words.  Passwords should be at least 8
characters long, and contain at least 1 number.  This increases the ability
of the password to remain private.  As an added security feature all
passwords are set to expire after 60 days.  Although these measures may
appear to some to be excessive they have been implemented to protect
your access to the Company X’s computing resources.  

While Example 1 is short and directive it does not provide any explanation why these
restrictions are in place.  An end user might think that the password restriction is the brain
child of some executive trying to impress their boss.  It is a statement that most will
probably not follow or will easily forget.

Example 2 is more explanatory and contains the reasoning behind the restrictions on
password creation.  The end user is provided with knowledge that is of benefit to them
outside of the workplace.  They are shown that the Company has implemented
preventative measures in order to protect its assets and employees.  They are shown that
the restrictions are not based on the whim of an executive.  More thought and additional
care will probably be given when creating a password.
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Executive Acceptance and Managerial Support.

Throughout this paper I have used the words Employer and Employee.  This separation
was intentional.  Some will view the Employer as the entity which created and then
imposed regulation; the employee was probably viewed as the entity which must accept
the will of the Employer.  This type of relationship could only breed hostility and resentment.

It also allows us to identify a important factor in the acceptance of controls in the work
place.  Any Acceptable Use Agreement, Policy, procedure, or guideline MUST apply to
ALL those employed by a company ... from the upper most echelons of the executive to the
entry level positions.  If it is a company policy to only grant Internet access to the IT staff and
Development Engineers, a Clerk would probably be more accepting of the a lack of
Internet access if that meant the Company’s Executive were also without access.

Would that Clerk, or any other employee, continue to follow any Acceptable Use
Agreement if it was known that an Executive member of the company subverted the
process to gain access to a resource which Company policy stated they were not to have. 
Probably not.  Further, if that member of the Executive is not subject to any disciplinary
action established by the Employer for violations of the policy, the intent of the Acceptable
Use Agreement is rendered null.  Compliance with any rule established by an Employer
has to be applied equally across the organization.  An Employer should not be able to
favour one group over another, especially when there is written policy.

As with any rule there will always be exceptions.  Care should be taken to clearly identify
the reason for any exception.  Any change to the scope of an Acceptable use Agreement
should be advertised and distributed throughout the organization (posted on bulletin
boards, Intranet, corporate wide e-mail, etc.).

Organization’s should also consider the establishment of a committee comprised of
members from all ranks.  If this is not feasible, then suggestions from all ranks of
employees should be solicited and worked into any guideline.  Allowing employees to
share in the development of operating rules will provide a sense of worth and ownership
(much like profit sharing or stock options).  End users would tend not to violate rules that
they helped developed.

Conclusion:

When discussing security issues technology-based solutions dominate.  We tend to
overlook how the end user will interact with the solutions implemented.  We tend to forget
that the end users are the ones that create the passwords that are key to a company’s
resources.  We tend to forget that what may seem simple and ordinary to someone in a
technology field may be beyond the scope of others.
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Given the differences in abilities, personality types, and office politics it is difficult to
implement solutions that will provide the same experience for all users involved.  The best
that an organization can do is implement policy, procedures and guidelines that assist the
end user in helping the organization reach it’s business goals with minimal disruption.

Embracing Acceptable Use Agreements allows for the recognition that the regulations and
guidelines established has been accepted by all parties involved.  Acceptance of an
organization’s operating guidelines is paramount to the success of any security plan to be 
implemented.
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