GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Security Essentials: Network, Endpoint, and Cloud (Security 401)"
at http://www.giac.org/registration/gsec



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gsec

Hitchhiker’s Guide to Securing the Mobile Worker

SANS GSEC
Practical Assignment
Version 1.4B

Shane Herman
4 October, 2004

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



1.0 ABST RACT e e e 3

1.1  ENVIRONMENT OVERVIEW ...oiiiuiitirieiirtinteuesteseesessestesessessesessessesessessessasessensssessensssessensssessensesessensenessensenessensens 3
1.2 SECURITY POLICY ittt ettt ettt £ et b e ket be s b e e e st s ket e st s be s e nesbe e e nenbenene 4
2.0 NETWORK SECURITY coiiiciiiietistiieesieseeeste e ste et ssessesessessesessessesessessesessessesessensessssessessssessessssessessssessenes 5
2L FIREWALL Sttt ettt ettt e s bt be e besaee st e s ae e oaeaabe e bt ea et easeeh e e eb 22 b e e b e e aEe e ae e S ae e Sae e eae e abeeabeembeeaeeeaeeebeesbeabeenbeentesanas 5
2.2.1 LinkSyS FIr@Wall (TULOTTAI) ..c..eeueeeeieeee sttt sttt st st sae e e e e e e e e besaeebeemeeneeneeneeneesnen 6
2.2.2WINdows XP SP2 Firewall (TULOMTAI) .....oo.eeeieeieieee ettt see s 8

2.2 WVIRELESS ... eeiittett et euea et e te et ste e bt s aee s aeesae e bt e st easeeaseeheeeb e e b e e ab e e abe4aeeSae e She e Rt e abeeabeehseeb e e b e e nbeenbeeabesanesaeesaeeneenns 10
2.2.1 Linksys Wireless ACCESS POINE (TULOFTAL) ......coueeeeeeieie ettt 11

2.2.2 WINdows XP WIrel€sS ACCESS (TULOITA) ....vveiueeeeeeeiesiestese s eeee e ste ettt e et ene e e e seessenee e 14
2.3VIRTUAL PRIVATE NETWORKS.....cutieuiitirieststirtesestestesessessesessessesessessesessessensssessessesessensssessensssessessesessensesessessens 15
2.3.1 Microsoft Point to Point Tunneling ProtoCol (MS-PPTP) ......ccoiiiieierisiireesieeeee et e s srese e 15

WG IV w0 o A o N (V1o T 16

3.0 HOST SECURITY .ottt et sie et sttt et sttt et sbe st b e sae e et e se et be s e e ne et e s be e et e sbe e et e sbe e ebeseeneebenteneas 17
3.1l PATCH MANAGEMENT «..uiitiietistitetcrtestesesteseeses e ssesessesaesessessesessessesee st s teneesesbeneesesbeneesesbensesesbesenesbensenesbeneane 17
311 WINCOWS UPABLE SEIVICE. ....eiueeueeeiiiie sttt eee e te ettt eae e e e e e eesaesbesaeeseeneenseseeseesbesaeeseeneensensessessees 17

3.1.2 Windows Update Service (TULOMTA) ........eoeeririerieririeietesiene ettt b e bbb e ene e 18

3.2 HOST SECURITY CONFIGURATION ...uuiiiuiiiteateatteuteaseasteasseestesassauessuessaeasssaasesasesssessssssesssesssssassssessneessesssesnes 21
TN R - 1 S LYo o LSRR 21

3.2.2  WINAows XP PassWOrds (TULOFTAI) .....co.eeueieeeeeeieiie ettt s neesee e e 22

3.2.3  WWINOOWS XP SEFVICES ... o eeitiiueeuieeeitente st steseeueeseestesbeseestesaeeaeeaeeeesaesaeebesaeeseeaeenseseeseesbesaeaseeneenseneensensees 22

3.24  WINAOWS XP SErViCES (TULOTTAI) c.veiveiieieisieieeeeeieese e ste st s e e sae et sa e e e e st sbesnesreeneenaeneenreneeens 23

3.25  WINAows ENCrypted File SYStEM ......cciiiciceceeerese sttt ettt a e nenre s 25

3.26  WINAOWS XP EFS (TULOMI@I) ...ecuveeeieriesiesieieeeeeesesteste st se e eee e tesae e sneese e s e e saestestesnesresneensessessenseses 25

3.3 SECURITY APPLICATIONS ...tuetutititeuististesertesesessessesessessesessessesessessensesessensesessensesessensesessensesessensesessensenessensens 26
3.3.1  Antivirus and SPYWAre (TULOTIAI) .ccveceiuieiereeeeeerese s st e e e et e e aesae st resnesre e e enaeeeseenneens 27

O T O @ ]V I 15 ] TSR TRR 28
5.0 REFERENCES.......coi ittt sttt sttt ettt st e et e s e e e et e s b e e esesbe e et e s te e et e sae e et e saeneesestenensesteneas 29

2

© SANS Institute 2004,

As part of GIAC practical repository. Author retains full rights.



1.0 Abstract

As we move forward in the new millennium, broadband usage among business workers
continues to increase. According to the 2002 Telework America Survey, thirty five
percent of U.S. workers’ broadband costs are paid by their employers [1]. As broadband
usage grows among the mobile workforce, so does security risk. This guide will provide
security information targeted at the mobile worker and enable the reader to apply basic
concepts to make the computing environment more secure. It is assumed the reader
has an intermediate working knowledge of the Internet and security.

Basic security concepts covered in this guide will focus around network and host
security. The reader will be lead through these concepts to setup a broadband firewall,
secure a wireless network, discover virtual private networking, and secure Windows XP.

In addition, a basic security policy for systems used by the mobile worker will be
applied. This will be a key component in implementing a defense in depth approach.
The local security policy that will be established will ensure that information stored on
the systems and network is properly protected.

1.1 Environment Overview

Mainstream software and hardware platforms have been chosen for the environment of
this security guide. By choosing such mainstream choices for this environment, it is
thought that the information contained within will apply to the majority of the mobile
workforce.

e The hardware components that we will cover in this guide include:

Laptop IBM Thinkpad T40

Firewall Linksys Etherfast BEFSR41
Wireless Access Point Linksys Wireless G

e The Software components that we will over in this guide include:

Operating System Windows XP Service Pack 2
Antivirus Norton Antivirus 2005

Anti-Spyware Lavasoft Ad-Aware Personal SE
Firewall Windows Firewall
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e The basic layout of our environment’s network is shown in the following network
diagram.

LinkzyE EtharFast Router

Pubdic: 665X
g Private. 192.168.1.1

Unkrown PG
LAM: 182 168.1.202

WLAN: 100013
IBd Laptop
ﬁ LAk 192 1681200

Linksys Wireless
Access Point
IF: 192 1681 201
DHCF Pook 10.0.1.x

Diagram 1A
1.2 Security Policy

The development of a local security policy can clarify the objective and intended use of
an environment for a mobile worker. It is important when developing a security policy to
balance security and functionality. Having a single line security policy that states, “all
systems should not have network connectivity” would be a secure policy, but not a very
practical policy for the mobile worker.

Developing a security policy can be an involved process. There are many existing
business and technical processes to consider when developing a security policy.
Another aspect of developing a security policy is enforcement. A security policy is only
as good as the ability to enforce the policy. In this single user hypothetical situation,
however, enforcement is not a huge consideration. Instead the policy will act as a
security foundation when changes are made to the environment.
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Following are the major premises of our stated security policy:

e No external sources can initiate communication with any devices behind our
firewall.

¢ The most secure authentication and encryption protocols should be used when
accessing a wireless network.

e All systems should have strong passwords enabled.

¢ All personal documents and data need to be protected by encryption.

e Protection against viruses and spyware should be provided.

2.0 Network Security

Since we have assumed the underlying principle that the mobile worker’s environment
is at high risk of being compromised and the information at risk has a direct relationship
to daily business of the mobile worker, the first area we will secure is the local network.
This is important because it has direct access to the Internet.

In today’s mobile worker environment, most workers use a form of broadband

Internet. The most popular broadband implementations are Digital Subscriber Line (DSL)
and Cable. DSL and Cable share a few security issues; the most common security issue
is that the upstream Internet Service Provider (ISP) generally does not provide any type of
filtering or firewall protection to the customer end-points.

We will implement a hardware- and software-based firewall that can immediately protect
the mobile worker against hostile activity on the Internet. The most immediate vulnerabilities
in Windows services are Windows Remote Access Services, Windows P2P File-sharing
and SNMP. Firewalls can help restrict unauthorized access to all of these modalities.

More information about these services can be found in the Top 20 SANS Vulnerabilities [2].
Finally, we will take into consideration our security policy as we implement network security.

2.1 Firewalls

Although there are several types of firewalls, only two types of firewalls will be covered
at this time. First, we will cover a hardware-based firewall that uses Network Address
Translation (NAT) [3]. By creating a private network, the NAT protocol allows a network
with a single or limited Internet Protocol (IP) assignment the ability to connect an almost
unlimited amount of devices. For example, with one public IP address assigned

by an ISP, we can connect three devices with private addresses assigned by NAT. The
three devices assigned private addresses have access to the Internet

by proxy of the public IP address.

Besides enabling network growth, NAT also provides some basic security features.
External sources on the public Internet usually (by default) cannot initiate
communication to any devices behind a firewall implementing NAT. An external source
can generally only communicate with the private network if communication is initiated
there first. When this happens, the firewall dynamically assigns network ports that are
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used to pass traffic from a private network and external sources. Another method to
enable external sources to communicate with our private network is to enable port
mapping. We will not configure this option, as it falls outside of our local security policy.

The second type of firewall we will examine is the personal firewall. The personal
firewall is typically a software based firewall that is installed as an application or
extension of the operating system. Most modern personal firewalls can filter incoming
packets, log activity, and control application behavior. The personal firewall is a great
first level of defense when a mobile system is connected to an untrustworthy network.
As a mobile worker, you may be going to remote offices or connecting to public wireless
networks. The personal firewall will provide a layer of defense to help protect against
unauthorized users accessing unprotected file-shares or exploiting weaknesses in an
operating system. Personal firewalls also provide a second layer of defense when using
a trusted network, where traffic may bypass your hardware-based firewall.

2.1.1 Linksys Firewall (Tutorial)

The first security measure to implement is a hardware-based firewall. We will use the
Linksys DSL Etherfast router to implement NAT. Our user was provided with one public
IP address; we will assign this IP to the Linksys Wide Area Network (WAN) port. Behind
our NAT firewall, we have two hosts and a wireless access point sharing one public
Internet address.

In Diagram 1A, note the network layout, 66.x.X.x was the IP assigned by our ISP, and is
assigned to the Linksys WAN port. The 192.168.1.xxx IP range is what we have
assigned to our private Local Area Network (LAN). 192.168.1.1 is the internal LAN
address assigned to the firewall as our LAN gateway.

All of these tasks can be accessed within the administration panel. For a more detailed
explanation implementing changes to the Linksys, please refer to the online user guide
[4]. In order to begin securing the Linksys, you will need to connect to the Linksys using
Internet Explorer. Connect to the administration panel by going to the URL
(http://192.168.1.1).
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After logging in to your Linksys, make the following changes to make your Linksys more
secure.

e Change Password

You will be prompted with a login and password to access the administration control
panel. The default login and password is set to (username: admin password: admin).
This is a very weak password and will need to be changed to a strong password.
Please set the password field to a password that contains at least 8 characters and
alphanumeric characters. You may reference section 3.2.1 in this document to learn
more about choosing strong passwords.

e Disable Remote Upgrade and Remote Administration

Since you will be managing your firewall from the private LAN, there is no reason to
enable remote upgrade and administration. While this limits some convience to
administer your network from other networks, disabling these features will ensure
unauthorized users on the Internet cannot upgrade or change the configuration of
your firewall.

e Upgrade Firmware

The Linksys is an Internet-facing device protecting your LAN and can be subject to
vulnerabilities. In order to prevent exploits to known vulnerabilities, it is good practice
to keep your Linksys patched to the latest firmware. Currently, the latest firmware
available for the Linksys BEFSRA41 ver. 3, is Version 1.05.00. This upgrade corrects
a critical DHCP vulnerability, which is described on the SecuriTeam website [5].

AdmlnlStratlon Setup Security A;pac;::ii?‘r‘;s Administrati

Managsment ] Log | Faclory Cefaults ||

Router Access

Local Router Access Router Password: I"""'” “““““““““““““

FEEEEREERE R R AR LR

Re-anter to confimn; ' 5

Remote Router Access Rampta Upgrade: ¢ Enabled {+ Disabled

D i ¢ Enabled (% Disabled

Administration Port: E”“”“

UPnP: ¢ Enabled ¢*" Disabled
Aliow users 1o make

Configuration {*° Enabled ¢ Disabled
Changes:

Allow =

Allow usars to Disable & poiyeg ¢ Disabled

Intemet Access:

Save Settings

Diagram 1B
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2.1.2 Windows XP SP2 Firewall (Tutorial)

The next security measure we will implement is a personal firewall. This one, in
particular, is the new firewall built into Windows XP Service Pack 2. The personal
firewall will restrict any external sources trying to reach the local Ethernet and built-in
wireless access card. The following steps will configure the personal firewall to block all
external sources to the laptop. By applying the personal firewall, we will also increase
security when accessing public wireless networks. After configuration, no external
sources should be able to communicate with our laptop while connected to a public
wireless network.

e In order to launch and configure Windows Firewall from Windows XP SP2, go to:

Start -> Settings -> Control Panel -> Windows Firewall

=

Windows Firewall

General | Exceptions .&dvance&l |

Windows Firewall is helping to protect vour PC

Windowsz Firewall helps protect your computer by preventing unauthorized ugers
from gaining access bo your computer through the [ntermet or a network.

@ () On [recommended)

Thiz zetting blocks all outzide sources from connecting to thiz
camputer, with the exception of thaoze selected on the Exceptions tab.

[“]Don't allow exceptions

Select thiz when vou connect to public networks in lesz secure
lozations, such az airportz, vou will not be notified when Windows
Firewall blocks programs. Selectionz an the Exceptions tab will be
ignored.

@ ) Dff [not recommended)

Avoid using this zetting. Turning off Windows Firewall may make thiz
computer mare vulherable bo viruges and intruders,

what elze should | know about Windows Firewall?

(] ] [ Cancel

Diagram 2A

e Select the “On” and “Don’t allow exceptions” options. This will enable the
firewall and instruct it not to accept exception rules. This is the most secure

setting, and will not allow external sources to connect to the laptop.
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e The final step is to select the “Advanced Tab” and apply the firewall to the local
Ethernet Connection and Wireless connection.

2 Windows Firewall

General | Exceptions | Advanced |

Hetwark Connection Settings

windows Firewall iz enabled for the connections selected below, To add
exceptions for anindividual connection, select it, and then click Settings:

Settings...

Local Area Cannection
Wirgless Metwork. Connection

Security Logging

'ou can create a log file for ioublezhooting purpozes. Setfings

ICHP

Wwith Internet Control Meszage Protocal [ICMP), the Settings
computers on a network. can share emar and statuz =
information.

Default Settings

Ta restore allWindows Firewall settings to a default state, [ B0 Dafauls
click Restore Defaults. =

[ Ok H Cancel ]

Diagram 2B

After going through the Linksys and Windows XP firewall tutorials, all devices in the
LAN should have some type of firewall protection. This action should have also
implemented the first statement from our security policy, which is “No external sources

can initiate communication with any devices behind our firewall.”
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2.2 Wireless

One of the key forces for expansion in the mobile workforce is wireless network access.
Wireless networks enable mobile workers to keep in touch with the enterprise from
airports, hotels, restaurants and any location that has a wireless hotspot. Unfortunately
this type of freedom has brought security issues to the forefront. According to Gartner
(6], “Ninety percent of mobile devices lack the protection necessary to ward off hackers,
and the top security threat to mobile users is loss of a mobile device containing
corporate data.”

There are many methods to secure a wireless network. We will cover a few of the
methods to help ensure your wireless access network is less prone to intrusion.

One of the key weaknesses in wireless security has been encryption and authentication.
Users not employing encryption, or weak encryption algorithms, have been the primary
culprits. No matter which encryption algorithm is available on an access point, you
should enable the strongest option available. By not enabling encryption, wireless
network access is clearly available and confidentiality is lost.

Wired Equivalent Privacy (WEP) was the first widely deployed wireless encryption
algorithm. This algorithm is based on the RC4 algorithm and is typically available in 40
bit and 128 bit versions. The WEP algorithm has now been successfully attacked with
many different approaches, including both active and passive attacks [7]. Because of
the wide availability of tools to attack the WEP algorithm, many security experts are
calling for all wireless networks to upgrade to a more secure algorithm.

One of the new wireless security standards is the WI-FI Protected Access (WPA)
security standard [15]. The WPA standard addresses encryption and authentication for
wireless networks. WPA leverages the Temporal Key Integrity Protocol (TKIP) for
encryption and the Extensible Authentication Protocol (EAP) for authentication. While
the combination of TKIP and EAP is not a silver bullet for wireless security, it does
provide more security then WEP.

In order to make our wireless enabled host and wireless access point more secure, we
will discuss enabling WPA to improve the encryption and authentication between these
devices. In addition to enabling WPA, we will enable Media Access Control (MAC)
address filtering, and disable the Service Set Identifier (SSID) broadcasting on the
wireless access network.
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2.2.1 Linksys Wireless Access Point (Tutorial)

Enabling WPA, MAC address filtering, and disabling SSID broadcasting will be the
security measures used for the Linksys wireless access point. In Diagram 1A, you will
notice that we have assigned the IP address 192.168.1.201 to the wireless access
point. In order to implement the security measures, connect to the administration panel
from the laptop using Internet Explorer. You may connect to the administration panel by
going to the URL (http://192.168.1.201). For a more detailed explanation of how to
implement changes to your Linksys, please refer to the online documentation [16].

After logging into the wireless access point, please make the following changes to make
the wireless access point more secure.

e Enable WPA

We will implement WPA by using a pre-shared key and TKIP. In the wireless security
menu, select “WPA Pre-Shared Key” for security mode and “TKIP” as the WPA
algorithm. The final step is to choose a strong WPA Shared Key. We suggest you
reference section 4.2.1 in this guide to choose a strong password as your key. Click
“‘Save Settings” when done.

LiINnKSYS®

A Division of Cisco Systems, Inc. P isrsion: U T

Wireless-G Broadband Router LAB

WIrEiESS Applications

Wireless Security Access Restrictions & Gaming Administration

l=z5 Sallings |  Wirslass Secunty | Wimlszs MAC Fetar | Advanped Weslezs Satings

Wireless Security

SecurtyMode: | WPA Pre-Shared Key ~|

WPA Algorithms: | TKIP ~|

'WPA Shared Kay: !enterasrrongpassword

Group Key
Randal I3600 seconds

Cisco SYSTEMS

Save Settings | Cancel Changes

Diagram 3A
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¢ Rename and Disable SSID Broadcast

In order for a wireless device to associate with a wireless access point, the SSID of the
wireless access point of connectivity must be assigned. By default, most wireless
access points publicly broadcast the SSID. Publicly broadcasting the SSID makes it
easier for users to connect and use the wireless access point. Since we do not want
other users sharing our wireless access point, renaming and disabling SSID
broadcasting will make it a little more difficult to connect to our wireless access point. By
default, the Linksys SSID is set to ‘Linksys’. Since it is easy to guess a SSID, change
your SSID to something not as easy to guess. Renaming and disabling the SSID is all
done in the basic wireless settings menu. Rename the Wireless Network Name (SSID)
and check the “Disable” option for Wireless SSID Broadcast. Click on “Save
Settings.”

LINKSYS®

A Division of Cisco Systems, Inc. Frvare Varsion: y2 02.7

Wireless-G Broadband Router LAB

W| I'el ess : i Applications

Setup Wireless & Gaming Status

Basic Wireless Sattings |

Wireless Metwork

Wirelass Network Mode: I G-Only |

Wirelass Network Name (SSI10): Ilab

Wirelass Channel: 6 - 2.437GHz j

Wiralass 55|10 Broadcast: T Enable !E,‘ Disable

Cisco SYSTEMS

_Cancel Changes

Diagram 3B

12
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



e Enable MAC Address Filtering

The MAC address of a wireless access card is the unique hardware identifier for that
network device. Since every wireless card has a unique MAC address, you can enable
a range of valid MAC addresses that are able to access the wireless access point. The
laptop is the only device that should have access to the wireless access point. In the
Wireless MAC Filter menu, enable the “Permit Only” option and add the MAC address
of the laptop by clicking on “Edit MAC Filter List”. When done, select “Save Settings.”

LINKSYS'

A Division of Cisco Systems, Inc.

Wireless

Setup

Wireless MAC Filter

Wireless-G Broadband Router

Applications
& Gaming

Wireless urity Access Restrictions

| ‘\Wimlass MAC Fitter | sdys

‘Wireless MAC Filier; @ Enable (i Disable

Prevent;

Pammit onby:

Diagram 3C
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2.2.2 Windows XP Wireless Access (Tutorial)

In order for the wireless enabled laptop to connect to a wireless access point, we will
need to configure the wireless network properties in Windows XP SP2 for WPA. The
first step is to access wireless network properties by going to START -> Settings ->
Wireless Network Connections and selecting “Properties”. Within “Properties” you
will find “Association” settings. The first setting to change is the SSID. Set the Network
name (SSID) to the name you chose in the previous tutorial. Next, choose a network
authentication type. Since we want to use WPA, choose “WPA-PSK” as the network
authentication type and “TKIP” as the data encryption type. Finally, enter the WPA pre-
shared key you established on the wireless access point in the previous tutorial, and
enter it into the network key field. After changing all the settings, select “OK”. The
laptop should now be connected to the wireless network using WPA.

Wireless network properties fE ﬂ]
Association | Authentication | Connection

MNetwark pname [5510) LAB
WWireless network key

Thiz netwark, requires a key for the following

Network Authentication W PA-PS v
D ata encryphion; TKIP v
Metwirk key T T T I YT T Y T
Canfirm network, key S SR ENEERBAREEREEES
Eey indey [advanced]. 1 BB

[ The key is provided for me automatically

[] This 1= a computer-to-computer [ad hoc) netwark: wireless
access ponts are not used

s g

Diagram 3D

After going through the Windows and Linksys wireless tutorials, the wireless network
created should be more secure. Defense in depth is the best approach to wireless
security today. This tutorial should have helped to implement the second statement from
our security policy, which is “Whenever accessing a wireless network, the most secure
authentication and encryption protocols should be used.”
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2.3 Virtual Private Networks

Another technology that is driving the growth of the mobile work force is the Virtual
Private Network (VPN). VPN technology (which can be hardware- or software-based)
enables the mobile worker to create a virtual tunnel to a remote location and leverage
corporate systems such as email. VPN technology has greatly reduced the cost of
implementing remote office connectivity. For example, in the past, implementation of a
secure connection between a Dallas and Houston office required a dedicated circuit.
The approximate cost of this is $5,000 to $10,000 per month. VPN connectivity can now
be implemented with an approximate cost of $100 to $500 per month. VPN is typically
implemented over the public internet or a shared network. VPN’s can be built with three
basic components. The first component is the network connection between the client
and server; this connection is also referred to as the tunnel. The next building block is
authentication, which establishes the user of the connection. The last building block is
encryption, which helps guarantee confidentiality. Most VPN implementations use all
three building blocks. Authentication and encryption are options to make the tunnel
more secure. We will discuss how to set up a basic VPN, and implement all three of
these components. There are many types of VPN tunneling, authentication, and
encryption implementations; we will cover the commonly used options available in
Windows XP.

2.3.1 Microsoft Point to Point Tunneling Protocol (MS-PPTP)

“Out-of-the-box” Windows XP provides basic functionality for VPN connectivity. The
most common way VPN connectivity is achieved in Windows XP is through the use of
Microsoft Point-to-Point Tunneling Protocol (MS-PPTP). MS-PPTP establishes a virtual
tunnel-over-IP and uses the Microsoft Point-to-Point Encryption (MPPE) protocol to
encrypt data and Microsoft Challenge Handshake Authentication Protocol (MS-CHAP)
for authentication. During setup, it is important that your MS-PPTP connection is
configured with the most secure options available for authentication and encryption.
There are a few options for authentication and encryption when using MS-PPTP. The
most common Microsoft authentication protocols used are MS-CHAP and MS-CHAP
Version 2. According to Microsoft, [8]. “MS-CHAP provides a method of encrypted
authentication and a challenge-response mechanism with a one way encryption on the
response.” Weaknesses in MS-CHAP, outlined by Bruce Schneier in his article
“Cryptanalysis of Microsoft's PPTP Authentication Extensions (MS-CHAPvV2)”, lead to
the development of MS-CHAP Version 2. It provides mutual authentication, stronger
initial data encryption keys, and different encryption keys for sending and receiving data
[9]. We suggest only enabling MS-CHAP version 2 when connecting to a remote VPN
using MS-PPTP VPN technology. The Microsoft encryption protocol MPPE has 40 bit
and 128 bit versions available. We suggest using only the 128-bit version of MPPE, also
known as Microsoft Strong Encryption.
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2.3.2 Microsoft VPN (Tutorial)

When setting up your Windows XP based-VPN through the network connection wizard,
be sure to ask your VPN administrator which are the most secure options for your
connection. When connecting to a MS-PPTP based VPN, we suggest that you enable
maximume-strength data encryption MPPE 128 bit and Microsoft CHAP version 2 for
authentication. The encryption and authentication options can be set in the “Advanced
Security Settings” menu.

Advanced Security Settings

Data encryption:

M axirumn ztrength enciption [disco

Logaon zecurity
(3 Uze Extenzsible Authentication Pratocol [EAP]

(%) Allows these protocols
[] Unencrypted passward [FAP]
[ ] Shiva Pazzword Authentication Protocol [SPAF)
[ ] Ehallenge Handshake duthentication Protocal [CHAP)
[ Microsaft CHAR [MS-CHAR)
Allaw Glder MS-CHAP version for Windows 95 servel
Microzoft CHAP Verzion 2 [MS-CHAP «2]

[ ]Far M5-CHAP based protocals, automatically use my
Windows logon name and passward [and damainif any]

[ ] 4 ] [ Cancel

Diagram 4A
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3.0 Host Security

One of the most important and expensive assets to protect is your laptop computer,
which we will refer to as “the host.” We will explore several different approaches to
ensuring confidentiality, integrity, and availability of information on a laptop. Our guide
assumes your host operating is system Windows XP. In this section, patch
management, security configuration, and security applications will be the primary focus.
In patch management, we will cover the Windows Update Service (WUS), and highlight
other key aspects of application patch management. The security configuration section
will focus on basic operating system and application configuration changes that will
make the host more secure. As we round out host security, we will look at a few security
applications such as virus scanners and spyware tools.

3.1 Patch Management

According to the CERT 2003 Annual Report [10], the two most serious intrusion
activities are the Sobig.F Worm and MS-SQL Server Worm. Both of these malicious
internet worms leveraged software vulnerabilities in Microsoft software. The key to
keeping a host secure is maintaining operating system and application software
patches. Microsoft delivers Windows XP patches in an automated fashion by the
Windows Update Service (WUS). In addition to operating system patches, Windows
Update provides patches for applications such as Internet Explorer and Outlook
Express. Patches are usually a fix to a known bug in the operating system or application
code that allows for unexpected or malicious behavior to occur. For example, in June
2004, a critical exploit, “Download.ject” was released on the Internet. It leveraged known
issues in Internet Explorer to load a backdoor program onto an unsuspecting user’s PC
[11]. Within a few weeks, Microsoft released Windows XP Service Pack 2, which
contained several patches for Windows XP and Internet Explorer that fixed the
Download.ject vulnerability. Typically, there are a handful of exploits for Windows XP
reported each month. In order to maintain a host’s security, it is critical consistently
apply the latest patches. Because some security patches can break or constrain
capabilities when applied, it is important to research and test patches before installing
them to a host. In order to keep up with new Windows XP vulnerabilities, we suggest
frequent visits to vulnerability reporting websites like SecurityFocus.org. SecurityFocus
and other vulnerability websites usually cover the technical details of the exploits and
vulnerabilities and also provide remedy information to fixing them.

3.1.1 Windows Update Service

Patch management for Windows XP and Microsoft Office has been made simple by the
new version of Windows Update Service (WUS). The easiest and most secure setting
for the Windows Update Service is the automatic download and installation of the
updates to your host. This setting should work for most intermediate users who do not
have such third party applications installed on their systems. WUS is very intelligent
and has the capability of knowing what is installed on a system and which software
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patches are required from Microsoft. The service also provides a reporting capability
that reports which patches have been installed.

3.1.2 Windows Update Service (Tutorial)

This tutorial covers configuring the Windows Update Service for Automatic Updates and
viewing the patch installation history.

© SANS Institute 2004,

Launch the Windows Update Service
The Windows Update Service will be launched from Internet Explorer and can be
found by a shortcut in the START toolbar in Windows XP.
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Diagram 5A
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e Enable Automatic Updates
In order to ensure the host automatically receives the critical Microsoft updates,
enable the “Automatic Update” feature. Choosing “Turn on Automatic Updates’
from the screen referenced in diagram 5A does this. Set up the service to check
for updates every night at 3:00 AM. You should always leave your host powered
on and connected to the Internet.

“ Automatic Updates E]

@ Help protect your PC: turn on Automatic Updates

With Automatic Updates, Windows can routinely check for the latest
important updates for your computer, and install them automatically, These
updates can include security updates, critical updates, and service packs,
Wwhiy should T schedule Automatic Updates?

Install new updates:

EEver';.f day W ab | 3:00 AM VI

Mo information is collecked that can be used to identify vou or contack vaou,
Please read the Windows Lpdate privacy stakement,

Ok J [ Mare Options ] [SEI: Up Later

Diagram 5B
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e Patch Reporting
Viewing your patch history is important to make sure your Windows Update
Service is working and to keep up with security updates that are being sent to
your host. By choosing the “View Installation History” option you will show all
the patches installed. If you click on a single patch name, you may view the
details of a certain patch.
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3.2 Host Security Configuration

Ensuring all the components of your operating system use the best security settings is
essential in maintaining a deeper layer of host security. While there are many settings in
Windows XP that can be configured to be more secure, our guide covers the top three
issues that put your system at the highest risk. The lack of user account passwords and
strong user account passwords is the first issue we will cover. Disabling unwanted
Windows Services will be the next topic explored. Last, we will discuss enabling an
encrypted file system to protect your personal documents and data.

3.2.1 Passwords

Mobile workers are often travelers or remote employees. Related activities make
computers accessible to the outside world and more vulnerable to physical access to a
computer. Passwords are one of the last safeguards in protecting a host and the data
contained within. A common first mistake when setting up a host is not establishing a
password for user accounts. A password should exist for every user account. In
addition to setting up a password for every user account, a “strong” password should be
selected for every account. There are different industry definitions for “strong”
passwords and “weak” passwords. The Microsoft guide for establishing a strong
password is a good reference.

The Microsoft guide refers to these common practices for establishing a strong
password [12].

e A password that is 7 or 14 characters in length should be selected
e Passwords should contain characters from the following groups
0 Letters (uppercase and lowercase)
o0 Numerals
o Symbols (all characters not defined as letters or numerals)
Passwords should contain one symbol character in the second or sixth position
Passwords should be different then any prior passwords
Passwords should not contain your name or username
Passwords should not use any common words or names

Other then setting up a password for every user account and choosing a strong
password, we suggest changing a password every 90 days, never sharing a password,
and never leaving a written password on or near a computer.
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3.2.2 Windows XP Passwords (Tutorial)

In this tutorial, we will cover the quickest way to configure a strong password in
Windows XP. In order to change the password for a user account, the “NET USER”
command can be used. By running the command “NET USER [USERNAME]
/random”, Windows XP will generate a random 8 character password and assign that
password to the user account. In our example below, the user administrator is assigned
the password “QbuTGAG6I.”

e C:AWINDOWS\system32\cmd.exe

C:wrnet user administrator Srandom

assword for administrator dis: QbuTGAGL

The command completed successfully.

R

Diagram 6A

After going through the Windows XP tutorial, the administrator account on the host will be
assigned a stronger password. This tutorial also partially implements the third statement from
our security policy which is, “All systems should have strong passwords enabled.”

3.2.3 Windows XP Services

“Windows Services” are operating system processes that run in the background and
process requests from a network or other applications. By default, Windows XP has
almost all services enabled. While you may need many of the services, it is good
security practice to disable all unnecessary services. A few services most people
disable are the “alerter” and “remote registry” services. The “alerter” service allows
users and computers to send administrative messages. While this is a useful feature,
there have been exploits and denial of service attacks developed for this service.
Microsoft apparently agrees that disabling this feature is good practice and has now by
default disabled this setting in Windows XP Service Pack 2. The “remote registry”
service allows remote hosts to edit your local registry settings. Since the local registry
contains the heart of all security settings it is not good practice to allow remote hosts
this access. To our knowledge this service is still enabled by default in Windows XP
Service Pack 2. We suggest disabling if possible and reading about other windows
services that can be disabled. Many resources are available on the Internet about this
topic.
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3.2.4 Windows XP Services (Tutorial)

For this tutorial, we suggest you research Windows XP services that may be disabled.
Once you have decided which services to disable, do the following in the windows
service management console.

In order to launch the windows services management console, go to:
START > Settings > Control Panel > Administrative Tools > Services

File  Action

I@ Services (Local)

Yiew

Help

*, Services (Local)

Remote Registry

Stop the service
Restart the service

Description:

Enables remote users to madify registry
setkings on this computer, IF this service
iz stopped, the registry can be modified
only by users on this computer. IF this
service is disabled, any services that
explicitly depend on it will Fail ko start,

EX

Mame | status ] Log On As | Starbup Type ] e
%Pr\nt Spooler Started Local System  Automatic

%Pmtactaﬂ Storage Started Local System  Automatic

%QDS REWP Local System  Manual

s\QRemote Access Auto Connection Manager Local Systerm  Manual

%Remote Access Connection Manager Started Local System  Manual

%Remote Deskbop Help Session Manager Local System  Manual

%Remute Procedure Call (RPC) Started Metwork 5., Automatic

%Remote Procedure Call {RPC) Locator

%Removab\e Storage
%Routing and Remate Access

Metwork. 5.

Local System
Local System

%Smptﬁln[king Service Local System
%Secondary Logon Started Local System
%Security Accounts Manager Started Laocal System
%Security Center Started Local System
%Server Started Local System
%Shel\ Hardware Detection Started Local System
%Smart Card Local Service
%SSDP Discovery Service Started Local Service
sﬁsymantec Event Manager Started Local System
%Symamtec Password Yalidation Service Laocal System
%System Event Motification Started Local System
%System Restare Service Started Local System
%Task Scheduler Started Local System
%TCPJ‘IP MetBIOS Helper Started Local Service
%Telephony Started Laocal System

Telnet Started Local System
%Terminal Services Started Local System

Themes Started Laocal System

%unlntarruptlble Power Supply
%Universal Flug and Play Device Host
%8 volume Shadow Coov

Local Service
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Local Svstem
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e You will enter the service configuration menu by right clicking on the “Service
Name” and selecting “Properties”. In this menu select “Disable”, click the
“Stop” button and finally select “Apply.” This will halt the service immediately,
and disable the service from launching the next time your host is restarted.

Remote Registry Properties [Local Computer)

Lieneral | LogOn | Recovery | Dependencies

?X)

Service name; RemateR egistmy
Dizplay name: Remate Feqistny
Bestiptin: [Enables remaote ugers bo modify registry settings on A
= fthis computer. If this service iz stopped, the registy o
Path to erecutable:
T4 IND WS Seystem32hevchost exe -k LocalService
e _
Startup twpe: | Dizabled w

Service gtatuz.  Stopped

LI ._.._'l'_.'._.:_: _ uine

You can specify the start parameters that apply when pou start the service
frarm here:.

[ Ok ] [ Cancel

Diagram 7B
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3.2.5 Windows Encrypted File System

If a host is ever stolen or accessed physically without your knowledge, it is simple for
another user to bypass all security measures and copy documents and data from your
machine. In order to provide another level of confidence that sensitive documents and
data stored on your host will remain confidential it is a good idea to consider file
encryption. In order to enable this functionality, Windows XP Encryption File System
(EFS) should be implemented. EFS Provides DESX, 3DES and AES encryption that
may be applied to any folder on your computer [13]. EFS uses a randomly generated
File Encryption Key (FEK) to encrypt and decrypt data. The FEK is a symmetric
encryption key and is encrypted with public and private key pairs the first time EFS is
used. It is a good idea to back up the public and private EFS keys and store them in a
safe location. The private and public key pairs can be used to recover data from your
host if a user account password is lost.

3.2.6 Windows XP EFS (Tutorial)

This tutorial will cover enabling EFS to encrypt the “My Documents” folder. The “My
Documents” folder on most Windows XP hosts is where personal documents and data
are stored.

e In order to encrypt the “My Documents” folder with EFS, simple right click on
the “My Documents” folder and select “Properties”. Next, select the
“Advanced Option” in the “Properties” menu. In the “Advanced Attributes”
menu, check the “Encrypt contents to secure data option” and then click
“OK.” This will immediately encrypt the “My Documents” folder with the default
EFS encryption.

Advanced Attributes E]E

i %"] Choose the settings vou wank For this Folder
E When vou apply these changes you will be asked if wou want the

changes to affect all subfalders and files as well,

Archive and Index attributes

[ IFalder is ready For archiving

[“]Fuor Fast searching, allow Indexing Service to index this Folder

Compress or Encrypt attributes

[CIcompress cantents to save disk space

Encrypt contents to secure data

[_ ok ] [ Canicel

Diagram 7C
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e After completing the Windows XP EFS tutorial, personal data on the host should be more
secure. This tutorial should have helped implement the fourth statement from the security
policy, which is “All personal documents and data need to be protected by encryption.”

3.3 Security Applications

As security threats such as viruses, worms, and spyware multiply over time, new
software applications are developed to prevent such threats from infecting the host
operating system. Generally viruses and worms are malicious code that is developed
with the intention to alter the behavior of a host without your knowledge. A virus is a
stand-alone program that infects a host file and requires some interaction to replicate. A
worm may not always infect a host file, and has the advanced capability of self-
replication across a network. In the past few years’ worms have become more common
and advanced in their capabilities [14].

Even though we have implemented a software and hardware firewall in this guide, the
host is still susceptible to viruses and worms. Antivirus applications are the answer to
detecting and removing viruses and worms from a host. Today, antivirus applications
usually have two operating modes. The first operating mode is “real-time” detection.
Real-time detection allows an antivirus application to detect a worm or virus as a user
checks email or surfs the web. The capability of real-time virus- and worm-detection is
an essential tool you need to make sure your host is not being compromised.

The second operating mode of antivirus application is “manual mode.” In manual mode,
the antivirus application will manually scan all the files and configuration data on your
host and detect any viruses or worms that may have not been detected in the real-time
mode. The manual scanning process is time consuming and should only be run every
few days, as long as real-time mode is enabled.

The other key element to an antivirus application is the virus definition file. The definition
file contains all the virus descriptions and information necessary to detect and remove
new viruses and worms. Usually new definitions are released every few days to handle
all new developing threats. It is important your antivirus application is kept up to date
with the latest definitions; otherwise the antivirus application is rendered useless.

Spyware is another fast-growing threat on the Internet. Spyware’s general intent is to
track and collect personal information about a user and their Internet activity. Spyware
is typically loaded onto a host from a malicious website or email. Spyware usually
comes in the form of a small program or malicious browser cookie. Once spyware is
loaded in a host, it will usually report back to an advertising or malicious server with
your activity and personal information. While it is always good to set the highest security
settings on your web browser and email application to help prevent spyware from
infecting your system, you should also install an anti-spyware application.

Anti-spyware applications usually have a “real-time” and “manual operating” mode like
the antivirus applications discussed above. If available, we recommend running the anti-
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spyware application in both modes. Anti-spyware applications will detect and remove
different forms of spyware. Anti-spyware applications also use a definition file which
informs the application of new types of spyware. It is important that you keep your anit-
spyware definition file up to date as well. New security applications like Norton Antvirus
2005 are starting to detect and remove spyware. Until the antivirus application vendors
have a more robust spyware detection capability, we suggest using separate
applications.

3.3.1 Antivirus and Spyware (Tutorial)

In this tutorial, we will cover the basic setup and overview of Norton Antivirus 2005 and
Ad-Aware SE.

e Symantec Norton Antivirus 2005

Symantec Norton Antivirus 2005 is the latest antivirus software from Symantec.
Symantec is one of the industry leaders in antivirus software. After installing Norton
Antivirus, make sure to enable the following options, Auto-Protect, Email, and
Automatic LiveUpdate. Symantec requires you to renew your antivirus definition
subscription service once a year. As discussed earlier, keeping your virus definitions up
to date is critical. For further support in configuring Norton Antivirus, we suggest visiting
their online support site.

@ Norton AntiVirus
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. [
| Norton AntiVirus || 5}rstem Status: OK "-_{\__
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@ Internet Woarm Protection  Cn protection From viruses
PP R e and other malicious
(¥ Incoming Erai o threats.,
T e L L R R LR ——
)  Ful Systemn Scan gf2n 2004 ot

Subscription Service

"J" Wirus Definitions ara2/2004
(@ Renewal Date 9/27/2005
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Norton Y F 200
5
9 symantec. AntiVirus:
Diagram 8A
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e Lavasoft Ad-Aware SE

Lavasoft Ad-Aware SE is a widely used spyware detection and removal tool. The SE
personal edition of Ad-Aware is freely available on Lavasoft’s website,
http://www.lavasoft.de. After installing Ad-Aware, we suggest updating the definition

file and running a deep system scan. After running a deep system scan, you will be
shown a list of all the traces of spyware found on your host. In order to remove the
spyware, simply select all the spyware occurrences’ you wish to remove and click the
“Next” button.

== Ad-Aware SE Personal

4 - | I | | |
. - ) put™ - o e \ : Yy | |
= Pl B o | " Bl -~ .o'.( el | ‘ 1 |
Coprymigivty] 995 2004 Uarva=oft Sweederni All Hghts reserved) J | J J )
) Statls , | Scanning Results )
@ SCan now i)scan Summary mCrrtlcal Objects ™| dScanlog
[om. | vendor Type  Cetegory | Object Comment _
@ Adanistch |:| :I Wvion File: Data Miner CProgram FilesWyWehSe. . SmileyCertralPFSetup2.0.2 1 ~ '
—— D :l Wion File: Data Miner CProgram FilesWyWehSe SmileyCertralPFSetup? 0.2 1 |
= A D :l ion File: Data Miner CProgram FilesWyWehSe.. SmileyCentralPFSetup2.0.0.0
[ d-oms | " . ;
i f J | D :l fion File Data Miner MDD O S sy stem 52N 3. SmileyCentralPFSetup2.0.2.1
| ™ Q Wvion Regkey Data Miner HKEY _CLASSES ROOT.cls..
@) Help | |:| ﬁ‘ fiyion Regkey Diata hiner HKEY _LOCAL_MACHMNE: s0...
| & wion Falder Data Miner C\Program FilesFunifiebP
IO wwen File Data Miner C'Documerts and Settingst... ’
D: Tion File Data hiner CDocuments and Settingst...  Shorteut to bad file : CiDocuments snd Settings... v |
165165 Ohjects 9 Quarantine A show Logfile et
™ / 7 J
LAVASDF T Ad-Aware SE Personal, Build 1.05

After completing the security applications tutorial, data on the host should be more secure
from viruses and spyware. This tutorial should have helped to implement the fifth statement
from the security policy which is, “Protection against viruses and spyware should be provided.”

4.0 Conclusion

Defense in depth is the key to maintaining security for the mobile worker. A security
foundation is established when a comprehensive security policy is implemented. The
mobile worker should continually review their policy and always keep security in mind
whenever making a change to an environment. This guide only covered the basics of
network and host security. Firewalls, patch management and antivirus software are the
basic essential components every mobile worker needs. Maintaining these components
will ensure a basic level of security within the mobile worker’s environment. Security
education is a crucial element in keeping the mobile worker secure. New threats are
being developed everyday and mobile workers must continually educate themselves
about new security threats and solutions for mitigating risk from exposure to these
threats.
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