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Securing your Cisco Router when using SNMP

Charles Carter
December 11, 2000

Managing your Cisco Equipment

Every Network Manager is confronted with the requirement to manage and
contral their Cisco routed network. The ability to remotely manage your router
base is a necessity, and since it requires access to each router, poses a number
of security risks, The Simple Network Management Pratocol provides the
opportunity to remotely monitor, configure and receive notification of important or
useful events from your routers. As with any capability, we need to also concern
ourselves with insuring that only authorized personnel use it. SNMP wersion 1
was introduced over twelve years ago, and has become very popular among
vendors, including Cisco.

What exactly is SNMP?

The Simple Network Management Protocol is a mechanism that uses a
workstation as the point of entry and control for the Network Manager. In the
Cisco environment, the router will contain an SNMP agent and Management
Information Block (MIB). You will need some kind of software application to
communicate to and possibly from your router. The following example shows a
typical configuration using a workstation that could communicate to and with the
routers in your network.
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Figure 1 Typical SNMP Configur ation

In determining howyou want to leverage SNMP enabled devices, you need to
consider whether you will use software that will poll the devices for useful
information, enable Traps on the device which causes the device to automatically
send back information, or some combination of both.

Every SNMP enabled device contains a database called a Management
Information Block (MIB), which is a simple hierarchical tree structure that
contains device information. SNMP version 1 also uses a very simple repertoire
of commands. The basic commands are the GET, which will retrieve information
from a MIB or the SET that places data into a MIB variable.

One of the more popular software tools in use in managing a Cisco router farm
would be the Multi Router Traffic Grapher (MRTG) from Tobias Oetiker. This is a
great tool and it’s free! Another wellknown product is WhatsUp Gold from
Ipswitch. This is amodestly priced monitoring tool that is easy to setup and use.
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If you want to both monitor and configure your system, you would probably want
to acquire CiscoWorks from Cisco.

Why do we need to secure our SNMP capability?

SNMP wersion 1 also uses a two-password system, where passwords are called
Community strings. One string is used only to retrieve data and is known as the
read only community string and the other is the read/write community string,
which can be used to both retrieve and place data in a MIB variable. The
community strings are transmitted in clear text. While a later version of SNMP,
called version 3 does provide enhancements in the area of security, most
management applications only utilize SNMP version 1.

What do | need to do first?

You will need to issue basic commands to enable your router to use SNMP.

snmp-server community look RO
snmp-server community touch RW

The first command allows read access to any software that presents the
community string look.

The second command allows read and write access to any software that
presents the community string touch.

It is important that you select strong passwords for your community strings! The
ones lused in the above example are fairly weak. Do not use string names like
public or private. Everyone can guess those names, since they are commonly
used. If at all possible, you should awid using the same community strings for all
your routers; try using a different string for each device. Do not make a read-only
stringthe same as a read-write string. There is an SNMP password review tool
called SNMP Brute Force Attack available from SolarWinds that can be usedto
test the strength of your community strings. It allows you to execute a dictionary
attack onyour SNMP enabled routers. In fact, you can use it on any device that
is SNMP enabled such as senvers, switches, hubs or modems. Also, do not
forget to periodically change your passwords!

Restricting the hosts that can access your SNMP enabled routers

It would also be a prudent security measure to restrict SNMP access to only
management workstations on your own network, especially if you have
INTERNET connections.

You can use an access-list and a modified version of the snmp-server command

to restrict access toyou own network. Let's assume you have a class C network
address of 204.50.25.0.
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access-list 5 pemit 204.50.25.0 0.0.0.255
snmp-server community touch RW 5

The first command creates an access list with a number of 5 (5 in this case is an
arbitrary number) and will only allow traffic from the 204.50.25.0 network.

The second command allows read and write access to any software that
presents the community string touch, as long as the request comes from the
204.50.25.0 network.

How do | find out if someone is trying to gain unauthorized access to my
router by using SNMP?

We can use the trap capability of SNMP to have our router tell us when someone
is sending SNMP commands with an incorrect community string. This facility
requires that the management workstation have software such as Ciscoworks.

snmp-sener enable traps
snmp-senver trap-authentication
snmp-senver host 204.50.25.5

The first command tells the router to enable traps. If this isn’t active, no traps are
forwarded.

The second command tells the router to send a trap if authentication of the
community string fails.

The third command tells the router which host computer should be sent the trap.

Summary
SNMP is a simple but very powerful tool in managing your router network. It is
equally important that you take a few simple precautions to insure that it never is

abused. Using strong passwords, changing them periodically, and tracking
access toyour routers is a must.

Product References

MRTG www.mrtg.org
WhatsUp Gold www.ipswitch.com
CiscowWorks WWW.CISCO.com
SNMP check www. solarwinds. net
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