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Abstract

In response to the corporate accounting scandals of 2001 the Public
Company Accounting and Investor Protection Act of 2002 was passed. Also 
called the Sarbanes-Oxley Act, it is broken down into eleven titles containing 
sixty-six sections which cover everything from establishing the Public Company 
Accounting Oversight Board (PCAOB) to making it illegal to retaliate against an
informant. Probably the most talked about and the most important part of the 
Sarbanes-Oxley Act for information technology professionals is section 404, 
which deals with internal controls. 

This paper will summarize section 404 and recently released items 
relating to it, such as the Public Accounting Oversight Board’s release of the 
Auditing Standard #2 on March 9, 20041 and the Security and Exchange 
Commission’s Final Rules related to section 404, released on May 27, 20032. It 
will then discuss the how an information security team can help an organization 
stay compliant with Section 404.  

The Sarbanes-Oxley Act, Title IV Section 404

Section 404 of the Sarbanes-Oxley Act requires the executives of publicly
traded companies to confirm that they have effective internal controls around the 
financial reporting. An internal control can be a process or procedure that 
provides reasonable protection that the financial reporting is accurate. Section 
404 also requires that the company assess its internal control structure to verify 
that all controls are effective3. The second part of Section 404 deals with the 
evaluation and reporting of the internal control structure by a registered public 
accounting firm. The act itself is uses very broad language and does not say 
specifically what the management of a company needs to do to make sure that 
its testing and evaluation of the internal control structure is adequate. The same 
can be said for the assessment of the public accounting firms as well. Looking 
at the act itself offers no specific guidance on how to evaluate or test any of the 
internal controls designed to protect the processes and data that contribute to 
the financial reports. The deadlines for compliance with section 404 have been 
pushed back, probably due to this lack of specific guidance on how to comply. 
The deadline for compliance with section 404 is now the date of the first annual 
report after April 15, 2005, the exception being a company that has market 
capitalization of $75 million or more and is on an accelerated filling deadline has 
to comply by the date of its first financial report released after November 15, 
20044.
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In order to understand Section 404 completely it is very useful to read the actual 
text of the law. Below is the entire text of the Sarbanes-Oxley Act Section 4045:

SEC.404. MANAGEMENT ASSESSMENT OF INTERNAL 
CONTROLS.
(a) RULES REQUIRED- The Commission shall prescribe rules requiring 
each annual report required by section 13(a) or 15(d) of the Securities 
Exchange Act of 1934 (15 U.S.C. 78m or 78o(d)) to contain an internal 
control report, which shall--
(1) state the responsibility of management for establishing and 
maintaining an adequate internal control structure and procedures for 
financial reporting; and
(2) contain an assessment, as of the end of the most recent fiscal year of 
the issuer, of the effectiveness of the internal control structure and 
procedures of the issuer for financial reporting.

(b) INTERNAL CONTROL EVALUATION AND REPORTING- With respect 
to the internal control assessment required by subsection (a), each 
registered public accounting firm that prepares or issues the audit report 
for the issuer shall attest to, and report on, the assessment made by the 
management of the issuer. An attestation made under this subsection 
shall be made in accordance with standards for attestation engagements 
issued or adopted by the Board. Any such attestation shall not be the 
subject of a separate engagement.

Securities and Exchange Commission’s final rules related to Section 404

The Securities and Exchange Commission’s final rules related to section 
404 include a number of important items. These rules include a list of items that 
must be included in the internal controls report, they are6:

management's assessment of the effectiveness of the company's -
internal control over financial reporting as of the end of the 
company's most recent fiscal year
a statement identifying the framework used by management to -
evaluate the effectiveness of the company's internal control over 
financial reporting
a statement that the registered public accounting firm that audited -
the company's financial statements included in the annual report 
has issued an attestation report on management's assessment of 
the company's internal control over financial reporting

Along with these components that must be included there are several 
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other important items included in these rules. One of the most important rulings also 
included is an official definition of the term “internal control over financial
reporting.”7 The definition says that the management team (the executive team 
and board or others filling those roles) will put into place certain policies and 
procedures that pertain to the financial statements. These policies and 
procedure should follow generally accepted accounting principles and should 
include three main points. The first main point is that the policies and 
procedures will maintain the accuracy of the financial reports. The second is that 
they will allow the preparation of financial reports using “generally accepted 
accounting principles”8 and that “receipts and expenditures”9 are being entered 
only if authorized. The final main point is that they provide for the prevention or 
detection of unauthorized use of assets that would have “a material effect on the 
financial statements.”10  

The PCAOB’s Auditing Standard #2

The Public Company Accounting Oversight Board’s release and adoption 
of its auditing standards are key to complying with the Sarbanes-Oxley Act. The 
framework to be used in auditing the internal control structure is the auditing 
framework release by the Committee of Sponsoring Organizations (COSO) of 
the Treadway Commission in the document Internal Control – An Integrated 
Framework. The COSO organization is “…a voluntary private sector organization 
dedicated to improving the quality of financial reporting through business ethics, 
effective internal controls and corporate governance.”11 The Treadway 
Commission is the common name for The National Commission on Fraudulent 
Financial Reporting which was derived from the last name of former SEC 
Commissioner James C. Treadway.12 The Securities and Exchange 
Commission approved this auditing standard on June 17, 200413.

The PCAOB will accept other standards, but any other standard must 
contain the general principles that are included in the COSO framework.14 There 
are five main components of the COSO framework: Control Environment. Risk 
Assessment, Control Activities, Information and Communication, and 
Monitoring. I will cover each section of this in detail later in this paper. 
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Corporate Information Security Programs

Creating effective internal controls and putting them into practice will have 
a large effect on the information security program. Effective controls can be 
included in a number of different things that an information security team is 
responsible for, from an intrusion detection system to monitor for malicious 
network activity to reviewing log files on a periodic basis. A good way to look at 
the relationship between the Sarbanes-Oxley Act Section 404 and an
information security program is to look at each of the five elements of the COSO 
framework.

Control Environment

The control environment element sets the overall tone of internal controls 
in a company15. For an information security program, this can mean having the 
right support from senior management to be able to carry out its functions 
relating to the internal control structure and everyday information security tasks. 
There are a number of things that an information security professional will have 
indirect contact with that fall under the element of control environment. For 
example, an employee may be required to sign a code of conduct16. This is 
usually not something an information security team creates directly, but most 
likely will be required to sign. The structure of how the information security team 
and its managers report up to the management of the corporation also falls 
under the element of Control Environment. 

Control Activities

The element of control activities is where the information security team 
can play the most active role in compliance with Sarbanes-Oxley Section 404. 
This element contains a lot of the things that information security professionals 
are used to doing in their everyday duties. The control activities element breaks 
down into two separate control types, general controls and application 
controls17. 

Control Activities: General Controls

General controls include the policies and procedures that ensure that the 
data coming out of IT systems that is used in preparation of the financial 
statements is accurate. General controls can be broken down into four types, 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

 5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2005                                                                                                                            Author retains full rights.6

18 IT Governance Institute URL: 
http://www.deloitte.com/dtt/cda/doc/content/Final%20IT%20Control%20Objectives%282%29.pdf
19 SANS Institute, http://www.sans.org/resources/policies/

data center operational controls, system software controls, access security 
controls, and application system development and maintenance controls.18 The 
key to the role information security plays in making these controls effective is 
the creation, implementation and enforcement of an information security policy. 
This policy contains “rules and regulations that must be met.”19 The security 
policy can contain elements of all of the types of general controls. 

Control Activities: General Controls: Data Center Operational Controls

One of the elements of the data center operational controls is a physical 
security policy which will define who physically has access to the systems that 
data resides on. This is necessary to ensure that the data has not been 
manipulated from the console of the system or copied off of that system. Other 
elements of the data center operational controls are policies that outline batch 
process scheduling. The information security team should make sure there are 
proper policies regarding the scheduling and running of batch jobs. They should 
verify regularly that these policies are being followed and document it in an 
auditable form. 

Another key element of this piece of the IT general controls is that of data 
backup and recovery planning. A good security policy should contain a section 
on data backup and recover planning. Along with establishing a policy for data 
backup and recovery, the information security team should regularly test the 
restoring of critical systems. After performing regular backup and recovery tests, 
the results should be documented and communicated to all appropriate 
individuals. 

Control Activities: General Controls: System Software Controls

The system software element of IT general controls is very broad and can 
cover many different things. The role of information security should be to set 
policies that affect the maintenance and implementation of systems. System 
administrators should follow these policies when implementing new systems 
and software. The information security team should spot check systems to verify 
compliance with the policies. The results from these checks should be 
monitored and tracked to make sure that future implementation to not fail 
compliance with policies. System software can cover a very broad range of 
services that are maintained by an organization. Database software, operating 
system software and other systems that provide underlying infrastructure to an 
organization’s information systems should be taken into consideration by the 
information security team when creating policies and procedure as controls 
around them. 
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This is where a policy for antivirus software would fall in the COSO 
framework. With a record number of viruses and worms that made their way 
around the Internet and private networks this year, the implementation and 
maintenance of a good antivirus system is a key control for maintaining system 
software. The information security team should maintain the antivirus system 
and ensure that all systems that are threatened by current worms or viruses are 
protected. Regular and random checking of systems to ensure that system 
administrators have not purposely or inadvertently disabled the antivirus 
software and that the software is up to date with the latest virus signatures is 
very important to maintaining the protection of that system. 

Control Activities: General Controls: Access Security Controls

Access security controls prevent the unauthorized use of systems or 
unauthorized access to data. Making sure appropriate policies exist for the 
review of user IDs and access levels is an important item for the information 
security team to consider. Procedures for the removal of access for terminated 
employees or employees that may have transferred to another part of the 
company and no longer have the business need to access certain applications 
or data is also an important piece to effective access security controls. The 
creation of these procedures can fall within the duties of an information security 
professional. The information security team should also be checking that these 
policies are followed and that no inappropriate access exists. The use of 
passwords is very prevalent in today’s applications, so a password policy should 
be developed. The password policy should include things like the length and 
complexity level of acceptable passwords. The information security team should 
also check the passwords of systems on a regular basis to ensure that system 
administrators and users are in compliance with the policy. They should also 
verify the settings of applications and operating systems to make sure that the 
password restrictions and other settings comply with the approved security 
policy. Again, documenting the results is key to providing evidence of an 
effective internal control structure. 

Control Activities: General Controls: Application System Development and 
Maintenance Controls

The Information Security team’s role in the application system 
development and maintenance control is not unlike the other controls. Policies 
should be created and implemented to ensure that only approved changes are 
implemented into existing software and that the development life cycle of new 
application development projects is a well defined process. The Information 
Security team should also play an active role in designing new applications or 
major changes to existing application to make sure that the policies are followed 
and the data or processes remain as secure as possible. For example, if a new 
application is being developed to transfer data to a customer via the Internet, 
information security personnel should be involved to make sure the data is 
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encrypted during the transfer. 

Control Activities: Application Controls

Application controls differ from general controls in that they are contained 
within the software that is creating and/or manipulating the data that is used in 
the financial statements. An example of this is a check in accounting software 
that may trigger an email to an appropriate person if a transfer of an unusual 
amount of money amount is requested. The best way for information security to 
make sure application controls work effectively is to make sure that the controls 
cannot be changed without proper approval and documentation. Protecting the 
system infrastructure from unauthorized use or access is another way to keep 
the integrity of application controls consistent. 

Risk Assessment

An information security risk assessment is defined as “An initiative which 
identifies the nature and value of the Information Assets or Business Assets,
the threats against those assets, both internal and external, the likelihood of 
those threats occurring and the impact upon the organization.”20A well planned 
risk assessment program is key part of an information security program. 
Identifying key systems and data is the first step. A vulnerability assessment can 
then be performed on these to identify where each system has weaknesses. An 
information security team should regularly perform vulnerability assessments to 
determine the threats against that system as a part of a risk assessment 
program. Often the most difficult part of a risk assessment program is 
determining the probability of these threats being exploited and what may 
happen as a result of exploitation. Information security professionals should 
spend time researching exploits to their systems and incorporating that 
information into the vulnerability assessment program. 

Monitoring

Monitoring should be very familiar to information security professionals. It 
plays an important part in maintaining a secure environment. The purpose of 
monitoring is to detect if something has gone wrong. One of the main principles 
of information security is “prevention is ideal but detection is a must.”21

Monitoring also plays a very important part in maintaining proper internal 
controls. It can help detect when data has been altered and therefore prevent it 
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from becoming part of a financial report. There are two main types of monitoring, 
continuous monitoring and separate evaluations.22

Monitoring: Continuous Monitoring 

Continuous monitoring is the type of monitoring with witch the information 
security team will be more familiar.  The information security team can assist in 
implementing continuous monitoring by implementing technology. Services 
such as a network intrusion detection system to watch the perimeter networks 
to detect if entities external to the company have gained access to resources 
can be implemented. Host based intrusion detection tools can be set up on 
servers to monitor critical files to ensure that they are not modified by people 
who are not authorized to do so. A syslog server can act as a central repository 
for all the monitoring tools that are set up. This will make it easy to check for any 
unauthorized access. A syslog server can also be set up to automatically alert 
anybody who needs to be notified if certain resources are accessed or modified. 
Policies should be defined to determine how long each log should be kept. It is 
also the responsibility of the information security team to report any 
unauthorized access or modification of critical data to the management team, 
and to make sure that each event is properly documented for review.

Monitoring: Separate Evaluations

A separate evaluation is a type of monitoring that is usually done by a 
third party. While the information security team does not take part in the actual 
evaluation, one type of separate evaluation that information security will be 
involved in is the external vulnerability assessment or penetration tests. This is a 
test performed by qualified individuals who, upon being given very little 
information, try to gain access to the systems of a company. An information 
security team can take the results of such an evaluation and create an action 
plan for system administrators to follow. The remediation of problems 
discovered by this type of separate evaluation should be tracked, documented 
and communicated by the information security team. 

Information and Communication

The information and communication element of COSO is really the 
element that ties all of the rest of them together. When generating the financial 
reports, much information is communicated within a company. In part, this 
element of is designed to provide controls over the information and the 
communication of it. At this level there are five things that the information needs 
to be and therefore, the controls need to protect, they are: appropriateness, 
timeliness, currency, accuracy, and accessibility23. Information security can 
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protect these things by making sure the systems that provide for the 
communication of this information are stable and secure. Policies and 
procedures should be written to protect the data while it is being communicated 
and while it is at rest. If the information security team has implemented the 
internal controls of the other element of COSO, these five properties should be 
well protected.

The other level of information and communication that would involve the 
information security program is the communication of the security policy, any 
security violations and awareness. It is the responsibility of the information 
security professionals to make the company employees and management 
aware of the policies it has developed to make sure that they are followed. For 
example, if the policy states that no financial information should be sent via 
email and the employee is never told that such a policy exists, then the policy 
and the internal controls it is implementing would be ineffective. The information 
security team should report to management any security violations as soon as 
possible. They should also develop an awareness program that is designed to 
inform employees about current information security topics such as how to spot 
an Internet Virus in an email or friendly reminder not to write down their 
passwords on paper and slip in underneath their keyboard. 

Conclusion 

The Sarbanes-Oxley Act was written and adopted into law to protect the 
investors and employees of large public companies. Section 404 deals with the 
internal controls that need to be in place around the companies Information 
Technology systems. The PCAOB was established by the Sarbanes-Oxley Act 
and has recommended the COSO framework for outlining the internal control 
structure. The COSO framework does not have to be used directly, but all the 
elements addressed in the COSO framework should be addressed in whatever 
method is used. Information security in an organization plays a very important 
role in Sarbanes-Oxley section 404 compliance. Through the four elements of 
COSO, I have touched on a number of things an information security team can 
do to establish the internal control structure and ensure compliance with section 
404. 
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