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Summary
There are many challenges facing small business owners.  While the security of 
their computers may be near the last things on their minds, it could end up 
being one of the biggest problems.  A security breach, or even a bad virus 
infection, can cause a large strain on the already tight resources a small 
operation has at its disposal.  A proper plan for the maintenance, protection and 
disaster recovery of computer systems should be considered an insurance 
policy against problems.  It can't stop bad things from happening, but it will help 
the small business owner deal with the outcome.

This paper will cover the reasons information security should be important to 
small businesses, some of the challenges they face, and some direction on how 
they may want to approach their security.

Why is this important to you?
As a small business owner, or even a sole proprietor, you may not think that 
information security is necessary for you.  There are, after all, much bigger and 
more valuable targets out there in the world.  There are also several good 
reasons small business need to worry about "that security stuff," and little of it 
has anything to do with your business.

Most of the attacks coming from the Internet these days come from automated 
worm programs that broadcast themselves around the world with no particular 
target1.  Just having a computer connected to the Internet puts you at risk.  The 
average time an unprotected Microsoft Windows XP computer can stay 
connected to the Internet before it is infected is around 20 minutes2.  Even 
pointing your web browser at the wrong site can cause a surprising amount of 
software to be installed on your computer without your permission3.  Email 
borne viruses and network propagating worms don't care if you are a 
multinational corporation or a single person working out of your spare bedroom.

What do the creators of all of this junk want with your computer?  Well, it 
depends.  Sometimes they just want access to the machine itself and your 
Internet connection.  Combine the power of your computer with that of 10,000 
others, and it makes a handy platform for attacks against third parties or to relay 
spam to the rest of the world4.  Other times, they are looking for your data by 
hijacking the connection between you and your on-line banking service.  They 
can collect your user name and password information and use it to transfer 
money directly out of your accounts.

As larger companies are raising their defenses to fend off the "evil hackers", it is 
the smaller companies who leave themselves open to attack5.  The smaller, less 
protected companies provide much easier targets for people looking to do some 
damage.  The payoff may not be as great, but neither is the risk of getting 
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caught, or the difficulty in getting in.

If you want to know why information security should be important to your 
business, answer these questions.  Could your business survive if you were 
compromised in some way?  Would your customers tolerate it if a virus on your 
laptop started sending copies of itself to everyone in your address book?  Would 
your reputation suffer if sensitive information were leaked to a competitor?  
What would you do if your computers became unusable because of a virus 
outbreak?

Small companies are being hit by virus attacks, forcing them to spend time and 
money cleaning up after them.  Some estimates say that one in three small 
businesses were hit by last year's MyDoom virus1.  Taking steps to protect your 
business from intrusions is an insurance policy against problems.

Challenges
The challenges involved in securing your small business' information are the 
same ones facing every other aspect of your business.  It comes down to time, 
money and expertise.  

Taking time out from running your business to maintain your computers can 
seem like a diversion.  There are usually enough other things you need to be 
doing, without having to spend time playing with your computers.  

Money is another scarce commodity to a small business that must be spent as 
wisely as possible.  When profit margins can be thin to non-existent, it is hard to 
justify spending money on security when the benefit is not easily defined.  

Lack of experience in handling computer systems can be the biggest obstacle to 
running clean and safe systems.  It is difficult to keep up with the vulnerabilities 
involved in using a computer on the Internet without knowing what you need to 
do to stay safe, how to do it, or why you should care about it in the first place.  
Lack of experience includes lack of awareness of the problems that exist.  
Technology itself can't protect your systems and data.  It is also important for 
people to understand how to properly use that technology.

Solutions
The challenges can look difficult to overcome, however there is some good 
news.  There are solutions to the problems that can keep you out of trouble, and 
plenty of people to help you when you need it.

Raise awareness
First things first, you can't fight what you don't know about.  Security awareness 
is not a technical subject.  It is about understanding what the consequences of 
your actions could be.  End users are considered a large risk to a business due 
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to either naivete or malice6.

Whatever the problems are that your own people can cause, there are some 
things you should do to mitigate them.

If you have more than one employee, you need to have written policies in place.  
Employees cannot know what is expected of them if there are no guidelines to 
follow.  Written policies should include acceptable use of company equipment 
and networks, how passwords should be formatted and what action will be 
taken against people violating the policy.  Depending on the size of the 
organization, you may need some legal advice on this, as parts of it could 
involve terminating employees or contacting law enforcement.

With the policies in place, you need to present them to the end-users. The 
training should be in a group class setting, or it could be web-based8 if an in-
house class is not feasible. The sessions should include reasons why they 
should care aside from the consequences of violating policy.  Short policy 
reminders and tips on safe handling of email and web browsing sent to your 
employees periodically will also help them keep the security concepts fresh in 
their minds.

Assess your risk
The practice of security is all about mitigating risk.  Problems can never be 
completely eliminated, but proper planning can reduce the effects of them.  A 
thorough risk assessment for your business will let you know where your 
problem areas are, how likely they are to occur, and what the expected loss 
would be if it happened.  This will help you concentrate your time and money on 
the areas where they are most needed.  

Risk assessments are based on gathering an analyzing information about the 
physical and electronic layout of your systems.  It is usually a multi-step process 
including gathering inventory, determining vulnerabilities, evaluating alternatives, 
deciding what to implement and monitoring the new system7.

You can start by doing a site survey to make a list of the equipment you use.  
Your computers, PDA's, cell phones and anything else you use to run your 
business should be included.  You should then have a map containing 
everything you use to store customer or financial information, or communicate 
with people.

Now, look at how each piece is used.  Where is your important business 
information?  For most people, there is data scattered everywhere.  Most of 
what you need is probably on computers in your office, while contact information 
could be on a PDA or cell phone.  Everything you use is important to your 
business.

Assign a value to each of your assets.  How much would it cost you to replace a 
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piece of equipment?  Try to determine what direct damage would be caused by 
the loss or theft of each of these systems.  You also need to take indirect 
losses, such as missed business opportunities or loss of your reputation.

Next, consider how all of these pieces connect to each other, and the rest of the 
world.  How are you connected to the Internet?  Do you use your laptop or PDA 
on wireless hot spots in public places?  All of these connections need to be 
evaluated as a method of attack.  Even your cell phone can be compromised if it 
has Bluetooth capability and is not set up correctly11.

Determine how likely it is that you will have an attack or a loss of each asset.  
Some attacks are too difficult, too costly, or have too small a payoff to make it 
worth the attacker's time.  While it is possible for someone to grab your address 
book off of your cell phone, it will probably never actually happen to you, as it 
must be done from a very short range unless special, usually conspicuous, 
equipment is used.  You are, however, guaranteed to have infected computers 
all over the Internet attempt to send the latest worm to you.

Finally, you should have some idea of what your priorities are.  The most 
valuable assets need the most protection.  Balance that against the problems 
that you are more likely to have, and you should have a good idea of what needs 
to be done first.

Figure 1.
Risk Assessment Priority Scale

For each asset you identified in your site survey, assign it a value on a zero to 
five scale, with five being the most valuable.  Next, rate the probability of each of 
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those assets being compromised on the same zero to five scale.  Adding the 
two numbers together will give you a total score for the risk associated with that 
asset.  From Figure 1 above, you should see that "Asset 1" is in the most need 
of attention.  It has a value of 4, and a probability of compromise of 4, giving you 
a total risk of 8.  That, compared to the others, is the biggest problem.  The 
numbers themselves don't mean anything.  They are just there so you can 
compare all of your risks to set your priorities.

Minimum protection
There are a few steps you should take as a bare minimum to protect your 
business.  You have probably heard them before, but I mention them here for 
completeness.

• Use anti-virus software, and keep it updated.  Too many people still 
forget the second part of that statement.  Anti-virus software works by 
recognizing known patterns in the files on your computer.  Since new 
viruses/worms/trojans are being written all of the time, you need to keep 
your definition files up-to-date.  All of the major anti-virus software 
vendors have systems that will do this for you automatically after you set 
them up.
 

• Use a firewall.  In the older days of dial-up connections to the Internet, 
this was not a requirement.  The widespread adoption of high-speed 
connections, such as DSL or Cable Modem, has made a hardware or 
software firewall mandatory. These connections are always on, 
connecting you to the world, and the world to you.  A firewall will help 
filter out what you don't want on your systems.

 
• Keep your operating systems and software up-to-date.  Just as new 

viruses are always being created, new vulnerabilities are constantly being 
found in the software that runs your business.  This part can get tricky.  
Recent versions of Microsoft Windows have an automated tool that can 
keep the operating system updated, but most of the other software you 
run has to be handled manually.  This is a tedious process, which is why 
it seldom gets done properly.

 
• Use strong passwords on your computers and external accounts.  A 

strong password has at least 8 to 10 characters, consisting of upper and 
lower case letters and numbers.  By default, Windows computers do not 
require a password to start them up.  This should be changed, along with 
setting the screen saver to lock your computer when you leave it alone for 
too long.  External accounts include email and web sites that require a 
login.  The trick here is to pick a password that can not be guessed by 
anyone else, but that you can still remember.  It doesn't work if you write 
it on a sticky note and leave it on you monitor, or under your keyboard.

 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

 5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2005                                                                                                                            Author retains full rights.

• Practice safe email and web browsing habits.  Email viruses tend to 
spread fast before the anti-virus companies can publish an update to look 
for it, so you need to stay on your guard.  Don't open any email 
attachments that you weren't expecting, even if you know the person who 
sent it to you.  Don't click on links in email messages, especially if it says 
that you need to verify your bank account information.  These are 
"phishing" emails that try to get you to enter your personal data into a 
fake web site, allowing people to steal money directly from your bank 
account.

These five items are the most basic, but also the most effective way to protect 
your business.  For small operations, it is not expensive.  Only the anti-virus 
software and firewall should cost any money.  The rest of the suggestions 
involve a change in the way you think about your interaction with the world.  If 
you are a sole proprietor with a single computer, it may be enough to keep you 
in business.

Next Steps
The last section covers only the basics of what you can do to protect yourself 
from being compromised.  Companies with a few more people will want to add 
to their defenses.  

Mitigate or Transfer Risk
There are some risks that just can't be avoided, either because they are too 
difficult or too expensive to defend against.  You can mitigate some of those 
risks by taking backups of all of your critical data regularly.  They should be 
tested to make sure they work1, and copies of them stored off-site.  You can 
also buy insurance to transfer some of your financial risk to someone else.  Data
loss insurance is usually not covered by a normal policy, but can be purchased 
inexpensively to protect your business from extremely unlikely events.

Remote Access
If your people travel at all, or work off-site, they will probably need to connect 
back to the office to get email and move documents back and fourth.  This used 
to happen through a slow dial-up connection directly from the remote computer 
through the phone lines to a modem in your office.  It worked, but it was slow, 
expensive for long distances, and not always very reliable.  Now that you can 
find a high-speed connection to the Internet at most hotels and coffee shops, it 
is much more convenient to connect through one of these networks.  There are 
a few ways to do this without causing too many problems for your business.

Virtual Private Networks (VPNs) are set up to do just that.  They encrypt all of 
the traffic between the user's computer and your network, so that it can not be 
intercepted.  Most of these systems work with a protocol called IPSec, which is 
a set of protocols that describe how to set up the encrypted connection between 
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two computers.  It can work in either "client-to-site" or "site-to-site" mode.  
Client-to-site is used to connect one computer, like a traveling laptop, back to 
the office network.  A "site-to-site" link can be set up to connect two networks 
together over the Internet.  It is a very powerful system, but it is also very 
complex, and can be defeated if it is not set up properly14.  Some non-IPSec 
VPN packages also exist, including OpenVPN, which is based on an SSL/TLS 
system.  This is the same system that allows a web browser to connect to a 
secure web site, but they have used it to provide a full VPN setup that is much 
easier to configure than IPSec.

Another way is to use a service called GoToMyPC.  They allow you to interact 
with your PC at the office from almost any computer in the world.  The service 
handles the encryption from end to end so you can run programs and transfer 
files as if you were sitting at your desk.  There are no proven attacks against 
their system itself, but since it lets you connect from anywhere in the world, so 
can anyone else who can steal or guess your user name and password.

Be careful when using a publicly accessible computer, as you don't know who 
may have been tampering with it.  A couple of years ago, a man in New York 
installed key logging software on computers at a number Kinko's stores in 
Manhattan13.  This software would keep a record of everything typed into it by 
anyone else who used it.  He would then go back to the same machines and 
take that information with him.  Using these computers, he was able to steal the 
user names and passwords to online banking and other services from hundreds 
of people.  He used this information to open people's bank accounts and 
transfer money into accounts he had set up.  He was caught when he 
connected to a victim's computer through GoToMyPC while the victim was using 
it.  Notice that he didn’t have to break into GoToMyPC, or any of the banking 
web sites that he accessed.  All he needed was to steal the account information 
and log into them.

Another thing to be careful of when traveling is outright theft of your laptop.  The 
information stored there may be worth much more than the few thousand dollars 
it would take to replace the hardware15.  You should be in the habit of knowing 
where it is at all times when you are traveling.  Modern operating systems, such 
as Windows XP Professional or the Unix variants, can also encrypt entire 
sections of the hard drive, making it much more difficult for someone to access 
any data stored there.

Wireless Networking
Wireless networking (Wi-Fi) has become very popular in the last few years.  It is 
easy to set up, the price of the equipment has dropped, and it doesn't require 
you to run cables around the office.  The problem is that it is much harder to 
secure than a regular wired network, because an attacker doesn't need physical 
access.  They can be half a mile away, and you would never know they were 
there.  Wireless networks can be secured, it just takes some planning and work 
to get it done properly.
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Most consumer grade wireless routers have default settings that leave them 
wide open to eavesdropping by anyone within a few hundred feet.  Older 
equipment supported only WEP (Wired Equivalent Privacy) which is known to 
be easily breakable12.   Newer routers that use WPA (Wi-Fi Protected Access) 
or the 802.11i standard are much more secure when they are properly 
configured, as they have been re-designed to overcome the problems inherent in
WEP.  

Depending on the size of your business, you can buy equipment that can handle 
many more connections than the consumer models, and have more options for 
separating the wireless network from the wired one.  They also have stronger 
authentication controls to make sure that only your users are connecting to your 
network.  One common way of providing a much stronger defense for your 
wireless network is to completely isolate it from the wired network.  You would 
then require a VPN connection to access the resources of the wired part of the 
network.  

If you are using a wireless network that you don't have control of, like a hot spot 
at a coffee shop, you should be taking some steps to reduce the amount of 
information you are giving to everyone around you.  Remember that your 
network card is now a radio transmitter that can be received by anyone in range. 
If you are connecting to your office to check your email, you should be using a 
VPN or some other encryption to keep your data safe from prying eyes.  If you 
don't have those resources available, and you are just surfing around, you can 
get a connection through a company called HotSpotVPN16.  They have a service 
set up to allow you to open an IPSec VPN connection to their office, so all of the 
traffic from your computer to the Internet is encrypted.  It doesn't get you 
complete end to end security, but it does offer a secure connection out of the 
public wireless network.

The Importance of People
No amount of technology can protect your business without knowledgeable 
people to plan, install, operate and monitor it.  Most of these systems are very 
complex, and it takes experienced people to make everything run properly.  You 
and your employees will need training and time to do their jobs effectively.

All employees should have security training relative to their position in the 
company.  Basic security awareness should be taught to anyone with access to 
a computer, as they are often your first line of defense against new viruses that 
haven't yet been caught by the anti-virus software.  Managers need an overview 
of network security so they can understand why they are being asked to spend 
money on it.

Support people need more in-depth training so they can understand how to build 
and maintain the network securely, instead of just putting it together.  If the 
security of a system is considered while it is still being planned, it will save 
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money and time later, when problems are discovered.  They also need to know 
how to monitor the system after it is running.  Unless you know how the 
systems normally run, you can't tell if something abnormal happens.

Once your people are properly trained, they will need some time to do their jobs. 
The security landscape can change quickly.  The people who are responsible for 
the security of your systems need to have some time set aside every day to read 
the latest news on what is happening around the world.  This way, they can 
quickly learn what is happening to other companies, before it happens to yours.  
They can also forward information about any new viruses or other concerns to 
the rest of your staff, so everyone can watch for trouble.

No amount of technology can replace a competent staff.  They are the ones who 
set the system up, watch it to make sure it is healthy, and handle any problems 
that occur.

Get Help
If your business is only a few people, it is unlikely that you have anyone with that 
level of technical skills on staff.  You may have people who do the "computer 
stuff" in addition to their normal jobs, but having a full-time security expert on the 
payroll may not make sense to you.  Maybe it's time to call someone in.  
Outsourcing your security and systems management allows you to have 
competent, dedicated security professionals around when you need them.  It is 
not the best solution in all cases, but it can help you focus on your business, 
instead of the tools you need to run it.  

Managed Security Service Providers (MSSPs) can be a good resource to 
helping you through the technical and procedural work needed to get your 
systems in shape9.  They can assist in the creation of policies, perform risk 
assessments and help with planning and installation of new equipment or 
services.  Sometimes these consultants are also hardware or software resellers, 
so they can purchase hardware and software at a lower price than you can.  
Depending on their capabilities, they can also be contracted to monitor firewall 
and Intrusion Detection System logs and respond to incidents on a 24x7 basis.

There are situations where contracting the security of your business is not the 
best thing for you10.  They are, after all, a separate company.  This can leave you 
with less control over what happens with your network.  If you have in-house 
staff in charge of the day-to-day operations, there can be a communication 
problem between them and your MSSP.  They will also handle your security in a 
way that is most efficient for them, even if it is not the way you have done it in 
the past.  Finally, you are tying your business to their financial viability.  If their 
business fails, you will need to replace them quickly.

If you decide to look for a service provider, there are a few things you should 
keep in mind when choosing one1.  Review their references, to get a picture of 
how they worked with other clients.  Find out how long they have been in 
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business, and if they have complaints filed with the Better Business Bureau, or 
the local Chamber of Commerce.  If they will be working with some of your own 
in-house staff, determine who will be responsible for what to avoid finger 
pointing if something should go wrong.  You will be dependent on these people, 
and they will know what the weaknesses are in your business.  Do everything 
you can to establish a trust with them.  Try to find a provider that "fits" with your 
business, and will work with the specific issues of your company, instead of 
treating you like just another client.

Overall, for very small businesses, contracting out security services may be the 
best way to go, simply because you can't afford a full-time staff member with the
knowledge and experience that you need to protect your business.

Conclusion
Applying information security practices in a small business setting is not easy.  
They have too much important information to be treated as a normal home 
Internet user, but they lack the resources of a larger company.  The challenges 
of finding the time and money to purchase software and equipment, and having 
the experience to set everything up properly are difficult to overcome.  By 
analyzing the risks to your company, and contracting help from the outside if 
needed, you can maintain a very secure environment to grow your business.
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