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Designing a Secure Server Model
Marshall Wells
February 7, 2001

This paper is not intended as a step by step guide to building a secure server. 
Most operating system vendors and many third parties have published 
guidelines focussed on how to secure specific operating systems. This paper is 
presented as an overview of the requirements for building a secure server with 
an emphasis on making the process reproducible. If an organization has 
determined to deploy servers that have been built to meet set security
guidelines, it is reasonable to put in place a process for meeting that 
requirement. Relying on individuals to “hand-craft” servers and maintain any 
level of consistency is just not a reasonable expectation. 

Why Create a Model?

As new vulnerabilities are discovered for particular operating systems, it is 
necessary to evaluate their impact on deployed systems. If servers within an 
organization have been built to conform to a specific model, the components 
and their versions will be easier to ascertain. This in turn will make it easier to 
plan remediation of vulnerabilities that have been determined to present a risk. A 
formal build document, or model, can be used to accredit (recognize as 
conforming to a standard) a server before it is deployed. The same document or 
process can be used to periodically reaccredit servers.  For an organization with 
very few servers it may not make sense to create a formal model. For 
organizations with many servers, a model becomes a tool for promoting 
supportability as well as for promoting security.

Continuity of support is an important issue in today’s information systems 
environment. With information systems professionals changing positions or 
employers at a high rate, maintaining organizational knowledge can become a 
challenge. Creating a model and utilizing it in the build of servers can provide a 
mechanism by which new employees can be more quickly brought up to speed 
on the technology already deployed. A well written build document can also give 
new employees, or employees who are fulfilling a new role, insight into the 
decision process involved in creating the standards for the organization.

Reproducible work is not always a given in information systems work. 
Sometimes it takes a tweak here and a nudge there to make a system behave 
as it should. If those small adjustments are not recorded, the system is not 
easily reproducible. If it should become necessary to quickly bring up a new web 
server within a short timeframe, for example, a standard web server build will be 
indispensable. If a model is defined, and the documentation maintained as 
system changes become necessary, bringing a new server into the environment 
should be easier. The end result will also be a system that demonstrates a 
higher level of compliance with organizational standards and security policies 
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and guidelines.

Know the Server Operating System

It seems as if it is common for system administrators to look for quick fixes to 
securing servers. One tool commonly utilized to quickly identify vulnerabilities is 
network-based vulnerability scanning. Network-based vulnerability scanners are 
designed to look at open ports on a computer and to attempt to see if any 
known vulnerabilities or exploitable services exist in the services that have 
opened the port. A brief aside concerning the advisability of utilizing this tool –
network-based vulnerability scanning should not be used against a system in 
production as it may cause the system to crash. Running a vulnerability scanner 
against a system without specific permission (preferably written) to do so could 
be a career damaging move. Aside from the concern of having permission and 
being careful when and where to run vulnerability scans, there is the issue of 
what return is realized from the exercise. Network-based vulnerability scanners 
have been demonstrated to be less than effective in determining a system’s true 
vulnerabilities. Network Computing1 performed a test of several vulnerability 
scanners against five operating systems with a total of 17 known vulnerabilities. 
None of the tested scanners found all 17 vulnerabilities. If these tools cannot 
find well known vulnerabilities how comfortable should a security practitioner be 
that a system is secure because nothing was found in a scan? These tools may 
have a place in the security practitioner’s toolbox, but they should not be relied 
upon as a definitive source of assessment.

In order to create a reproducible model or process for building a server on a 
particular operating system, it is essential to have a good understanding of the 
operating system. There is no substitute for digging in and identifying the 
installed components and verifying that they are running as needed and have 
been secured and/or patched. Many services install with default values or 
sample files that are well known and easily exploited. One example is the SNMP 
service for Windows NT 4.0. Prior to Service Pack 4, SNMP access could not be 
set to read only2. The default community name is “public.” In addition, by default, 
permissions on the Windows Registry settings for SNMP are incorrect3. These 
issues apply to a service that is optional to install. However, in an environment 
which requires SNMP for network management these issues need to be 
recognized and dealt with.

Run Only the Required Services

One way to decrease the number of patches it is necessary to deploy on an 
ongoing basis to an organization’s servers is to eliminate the service that causes 
the vulnerability. Services that open network ports are potential vulnerabilities. 
There should not be any services on a server that are not examined for the 
potential to introduce vulnerability. Just as user accounts should be created with 
the minimum required access, servers should be built with the minimum 
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required services. In order to determine what services are required on a server it 
is necessary to know what role(s) the server will fulfill. The steps required to 
secure a web server would be quite different from those required to secure a file 
server or a print server. Through clearly defining the role of a server, it is possible 
to determine exactly what services are required to fulfill that role. Certain 
services, such as TCP/IP networking, may be required for all servers in an 
organization’s environment.  Other services, such as a web server, may be 
needed only on a few systems. After determining which services are required for 
all servers, it is possible to document decisions made regarding those services 
and the rationale for such decisions. This is the start of a uniform build, or 
model. 

Take Advantage of Published Advisories

Creating a secure server build requires a number of decisions as the build 
progresses. A systems administrator tasked with creating a secure build should 
take advantage of the wealth of information available regarding securing 
systems. If other resources are available within the organization the 
administrator should involve them where possible. Local, regional, or national 
user groups may also have resources available or contacts for sharing 
information. Many resources are made freely available on the Internet as well.

CERT/CC (The CERT® Coordination Center at Carnegie Mellon University) 4

provides one central resource for information regarding security advisories. The 
web site for CERT/CC also has a number of articles available on the topic of 
improving security5 and for securing specific operating systems such as 
Windows NT6. This document provides links to multiple resources as well as 
making information available that will be invaluable in recognizing what services 
are running on a system and what ports the services will open. The improving 
security section of this web site includes issue specific modules7 that can be 
read and reviewed in assistance of build process decision making.

SANS8 provides a number of step by step guides for securing operating 
systems. As of the time this paper was written consensus guides were available 
for Solaris, Windows NT, and Linux. There are also topical guides that do not 
address a specific operating system. These resources are another excellent way 
to determine what security practitioners around the world are recommending. 

While the resources available at the two listed sites are comprehensive, they 
are by no means the only available references. Performing an Internet search for 
Windows NT security or Linux security will demonstrate the wealth of 
information available from organizations that have determined to provide 
assistance in the realm of operating system security.

Vendors often provide information on building their operating system securely. 
Microsoft has advice documents available for securing Windows NT9. There are 
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also numerous checklists on Microsoft’s web site that can be followed to secure several of 
their products10. While these documents can sometimes be difficult to find they 
are certainly worth reviewing. The important point to remember is that there are 
resources available to help build a secure model for most current operating 
systems.

In all cases, the system administrator, or the team developing the build 
documentation, must make informed decisions as to which recommendations to 
apply. Certain of the recommendations may be determined to remove required 
functionality from a server. Others may be found to be unnecessary because the 
service involved has been left off or is disabled. It is then essential to make a 
risk assessment and determine whether the recommended action should be 
taken. If a system must perform functions that would be removed by following 
recommendations there should be a note in the build documentation as to what 
suggested action was not taken and why the decision was made. 

Document Decisions

As a standard build progresses, decisions will be made on installation of 
services or configuration of the server. Each step should involve a test to 
establish that the required change has not caused the server to be unable to 
perform its intended function. After testing has shown that a configuration 
choice is appropriate, the process involved should be documented. The rationale 
for the decision should be documented as well. That way there is not a situation 
one day where no one remembers why it was necessary to load the SNMP 
service. Also, if the SNMP service was loaded for a specific reason and that 
reason is no longer valid, the service can be removed after appropriate change 
management procedures have been followed. The specific steps involved in 
installing a component must be documented in order to ensure that the process 
can be duplicated. It is often helpful to have a second person standing by to 
write down any deviation from the standard so that the build documentation 
does not rely on one person’s memory. In some organizations there will be 
formal procedures to follow for documentation. They may even maintain a 
document, or set of documents, entitled the “continuity book.” This term refers to 
a tool by which the person leaving a position can pass on relevant information to 
the new person entering the position. Where possible, the model documentation 
should be reviewed by another person. Ideally, another technician would utilize 
the document to build an identical server, thus demonstrating that the secure 
build is reproducible.

Documenting each step will help in accrediting new servers. The document can 
be used as an algorithm for the server builds. At the time it becomes necessary 
to reaccredit a server, the build document can be utilized to see if the services 
and settings are still in compliance with the standard. It is worth noting that there 
are tools available to check servers against standards, but that it is still a 
requirement to know what should be on the server. There is no substitute for 
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having organizational knowledge of the components selected for a build and the 
rationale for selection. Organizational knowledge cannot be assured through 
staff training. Organizational knowledge is retained by means of documentation.

A server build document that adequately describes the steps required to bring 
up a secure server can serve as documentation for business continuance. If an 
organization is serious in the intent to provide business continuity (or disaster 
recovery), the ability to replace and rebuild servers should be included as a 
planning component.

Review and Update as Appropriate

As time passes, the decisions made in building a server may no longer be valid. 
New vulnerabilities will be disclosed or new patches made available. A server 
may also be providing a service that is no longer needed or be required to 
perform an additional service. If a configuration change or patch is deemed 
necessary, the build document needs to be updated to reflect the change. Once 
again, the object is to identify all actions that brought a system to its current 
state in order to ensure that the current state can be reproduced.

The documentation of a secure build should be reviewed on a periodic basis in 
order to ensure continued viability of the build. A system that was built one year 
ago may have had numerous vulnerabilities disclosed regarding operating 
system components or installed software. A commitment must be made to 
review and refresh the build document on a scheduled basis. The schedule for 
reviewing a build model will vary between organizations. This is often 
determined by the available staff or contractor resources and anticipated 
workload.

It is advisable to assign responsibility within an organization to monitor 
announcements of vulnerabilities as they are made. The individual(s) involved 
should have the resources to help determine if an advisory applies to systems 
within the organization. One tool that can be utilized in this function is the build 
model. If the build model adequately documents the system components and 
version, it will be easier to determine is a specific issue applies. If a disclosed 
vulnerability is determined to apply to deployed servers, a process should exist 
in support of testing and deploying available patches or configuration changes. 
These changes must be reflected in the model documentation as well.

Utilize Change Management

Changes to systems usually impact a number of people. Prior to making a 
change to a server, an administrator should submit the proposed change for 
review. Different organizations will have different change or configuration 
management requirements. In order to maintain a secure model, an 
organization should require review of changes to the servers built under the 
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model. Undocumented changes represent two risks. Firstly, the change may 
cause decisions that were made in building the server to be invalidated. An 
example of such a change is the decision to install print services on a server 
which did not previously provide them. Under UNIX, various printing packages 
have been demonstrated to have significant vulnerabilities over time.11 Adding 
print services to a UNIX (or other) server without examining the potential risk 
could invalidate the accreditation of a secure server. The second risk is that an 
undocumented change will not be implemented on new systems or replaced in 
the event that a system must be rebuilt. If possible, changes should be applied 
against a non-production server. The non-production server should then be 
rigorously tested in order to assure that the changes would not make production 
systems unavailable if applied.
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