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Ramen Noodles, Food for thought....

Its 7:29 AM, and your aslegp safe in your bed. You knew about the troubles associated
with WU-ftpd, but you figured they were not aserious threat. Rising late in the moming,
there’s no time for breakfast as you dash out the door. There's no need; you have Ramen
Noodles waiting for you at the office.

The Ramen wormis apackage of well-known exploits for W U-ftpd, mpcstad, and
Iprng. The purpose of this article is three-fold:

- To detail the usage and spread of the Rarmen worm.

- To take adetailed look at the exploitable vulnerabilities.
- Provide an in-depth 'HOW-TO' on vulnerability removal.
Ramen Toolkit/\Worm

The Ramen toolkit/wormwas added to the CERT website on Thursday, Jan. 18th,
2001. A 'rootkit' in referenceto its designed purpose of establishing root access, and a
wormin its ability to replicate and seek out new victims. As reported by Robert Lemos
on zdnet.com- " Depending on the version of the operating systemit's infecting, Ramen
can use well-known flaws in Washington University's FTPserver software, aconponent
of the Remote Procedure Call services or the printing software LPrng. These progras
are normally placed on servers during the default installation of Red Hat 6.2 and 7.0."
The most striking piece of information is, " Petches are available for all the flaws used by
the worm."

Thebasic pattem of the exploit runs like this:

- Theinitial scan is madeon port 21 (FTP), and any FTP banners are retrieved.
Ramen then uses this banner information to determine if the server is avulnerable
target.

- If thetarget isvulnerable, a replication script is started and the exploits are
launched.

- Using oneof thevulnerable services, Ramen creates the /ust/srd .poop directory
on thetarget, and then requests a copy of itself.

- After replicating itself Ramen opens port 27374, and searches out and replacesthe
target’s ‘indexhtm’ file.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



- It then disables thevulnerable services by which it gained entry, and the target
now becomes atacker and seeks out new hosts.

It is worthy of note tha this worm currently only targets RedHat installations. Other
Linux distributions could be vulnerable as well, but at this time Ramen only targets
RedHa systems running 6.2 and 7.0. Eventhough only RedHat is a target at this time, a
few points need to be considered.

1. Ramen is openly available. Variants of the original haveand will continueto pop up. If
you're running aserver with adistribution other than RedHat, you may yet be a target.
The same vulnerabilities that Ramen exploits are also native to uSe, M andrake, Caldera,
and possibly others. As Michael Warfield of ISS explains, “ Ramen is currently known to
attack Red Ha systems running vulnerable versions of wu-ftp, rpcstad, and LPRng.
New exploits can be added to the existing wormto expand its capabilities.”

2. Ramen is atoolkit. It is apackage of exploits that have been automated. Each of these
exploits can ill be run individually without theautomation of Ramen.

3. Thevulnerabilities that Ramen is searching for were published up to over 4 months
ago. Thecase in point is a clear example of why administrators nead to keep abreest of
published vulnerabilities. The"script kiddies' are paying attention, even if we arenot.

THE VULNERABILITIES

Let us nowtakea look at the very heart of the Ramen problem, the vulnerabilities that
WU-ftpd, rpc.statd, and Iprng contain.

WU-ftpd

TheWashington University-ftpd software package is one of the morecommon FTP
prograns packaged into Linux and BSD distributions. Therearetwo recently reported
vulnerabilities in W U-ftpd; the " Site exec’ vulnerability, and the " setproctitle()"
vulnerability. Of thetwo, " Site exec" is the one that the Ramen wormis concerned with.
The exploit takes advantage of a character-formatting error in the site exec command in
versions 2.60 and earlier. To quote CERT, " The wu-ftpd "site exec" vulnerability is the
result of missing character-formatting argument in several function calls that implement
the"siteexec” command functionality. Normally if "siteexec" is enabled, auser logged
into an ftp server (including the 'ftp' or 'anonymous' user) may execute a restricted subset
of quoted commands on the server itself. However, if a malicious user can pass character
format strings consisting of carefully constructed *printf() conversion charecters (%of,
%p, %n, etc) while executing a"site exec' command, the ftp daemon may betricked into
executing arbitrary code as root."

To identify what FTPservice is running on your system you can do the following:
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- % ftp hostname' This should output abanner message tha identifiesyour FTP
program.

- If theversion nunber is not displayed, then login to your ftp service and enter, 'quote
sta' at the ftp> prompt.

- Thevulnerability in discussion resides in W U-ftpd versions 2.60 and earlier.

According to various websites, this vulnerability may have been present for as far back
as 1993 and any distributions based off of WU-ftpd are likely to also have this
vulnerability. Fortunately, future releases contain the necessary fixes, and for those
currently running vulnerable version of W U-ftpd patches areavailable. RedHat
recommends, " If you have not updaed your system, we recommend you updatethese
packages immediately." and goes on to offer links to download the appropriate RPMs.

rpcstad

Ramen also searches for the statd Remote Procedure Call. Security Focus.comstates
that,

"A vulnerability exists inthe rpc.statd programwhich is part of thenfs-utils packages,
distributed with a number of popular Linux distributions. Because of a formeat string
vulnerability when calling the syslog() function a malicious remote user can execute code
as root. The rpc.statd server is an RPC server that implements the Network Status and
Monitor RPC protocol. It's a component of the Network File System (NFS) architecture.
The logging code in rpc.statd uses the syslog() function passing it as the format string
user supplied data. A malicious user can construct a format string tha injects executable
code into the process address space and overwrites a function's retum address, thus
forcing the programto execute the code. rpc.statd requires root privileges for opening its
network socket, but fails to drop these privileges later on. Thus code executed by the
malicious user will execute with root privileges. Debian, Red Ha and Connectiva have
all released advisories on this matter. Presumably, any Linux distribution which runsthe
stad process is vulnerable, unless patched for the problem.”

Thebasic ideais that pc.stad is passing user supplied data to syslog as a formet string.
If there isn't any validation of this string, machine code can be supplied and executed
with rpc.stad's privileges- which are usually root. Again, patches pertaining to this
vulnerability have been available for some time. By this time, it should becoming
painfully obvious to administrators tha regular checks need to be performed to see if
vulnerabilities have been reported for their running software. Unlike W U-ftpd, the
rpcststd vulnerability leaves behind some excellent clues. CERT placed a detailed
description of intruder activity along with their advisory. Consider the following example
log message,
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Aug #x 17F1308 victio rpe.stakd[410] Sk_MOM request for hostname

containing ' "D°0"E*E"F

“FGTGEO3049610

bffffFR4 0000288 4dRfdda3 72204edf B57AT1EE BE207473 BE20726f Ge7 47 36

20656461 746:6fE3 B9BeE961 2720676 203427 2f
00000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000008FH7
0400000000000000000000000000000000000000000000000kf 7050000 FOE00000000000
QO00000000000000000a000000000200000000020000000A00000000200000000000000000A0000
00000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000006k FOFE ™y

NS
1

F'F=FF+.

M1 3/ bir

fzh -c echo 9704 stream top

nowait raat fbindzh gh - s detodinetd. caonfkillall -HUP inetd

If you seeentries similar to the log aove, you should take steps to examine if your
system has been paossibly compromised. Unfortunaely, security informetion tendsto be
atwo edged sword. A successful attack may have cleared such entries. Thereseemsto be
no evidence of Ramen clearing files related to the atack, but variations have begun to
surface and log scrubbing will most likely be included in future versions. Steps should be
taken to goply the vendor updates to your systemimmediately.

LPrng

The LPrng vulnerability that Ramen executes is very similar in nature to the rpcstad
format string vulnerability. This quote is also from Security Focus, "LPRng is an
implementation of the Berkeley Ipr print spooling utility. LPRng contains afunction,
use syslog(), that reeums user input to astring in LPRng that is passed to syslog() asthe
format string. As aresult, it is possible to corrupt the program's flow of execution by
entering malicious format specifiers. Intesting this has been exploited to remotely elevate
privileges. This vulnerability wes tested on RedHa 7.0. Earlier versions are likely also to
bevulnerable, as well as other operating systens that ship with LPRng. The following is
asanmple logfile froman atempted LPrng exploit,
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Moy 26 10:01:00 foo SERVER[12345]: Dizgpatch_input: bad request line

'BE{EBHFIHFFHBEFHE SHFSHFFHEFHEANFIHFFHBFHEB HF 3HFFHEF}

e G L R 1 BBUE 300 nzecurniby. Z307 Fnzecunityi 302407 1 920% 3030

{90H90HA0H0H90HA0H 90HA0HA0H S0 A0 HA0H 0 H S0HIH I0HI0HA0}

{30H90HA0H I0H0HI0H I0H A0 A0H IO I0HA0H I0H I0HA0HI0H I0HA0}

{90 I0HI0H I0HI0H I0H I0H I0H I0H I0H 03 0H 0 90H S0 0H 00}

{30H90HA0H I0H0HI0H I0H A0 A0H IO I0HA0H I0H I0HA0HI0H I0HA0}

{90 I0HI0H I0HI0H 0 H I0H I0H I0H I0H 300 90H 0 I0H 0 I0H 030}

{30H 9030 HI0H 00 H I0H A0 A0 30300 303 300 I0H I0HA0}

{90H30H90H 09030 90H 0} 90090} 90H 90} 9020 90H 090}

{90H90HA0HI0H90HA0H 90HA0HA0H IO I0HA0H I0H I0HIDH I0HI0HA0}

{90 3030309030 90H 30 90 30H 90} 9090 9030 90H 3030}

{90H90HA0HI0H90HA0H 90 A0HA0H S0 A0 HA0H 0 H I0HIH I0HI0HA0}

%EID%EHD%{SD}{EID}{ED}{SD}{ED}{ED}{HD}{SD}{EIZI}{EIEI}{EIEI}{ED}{ED}{HD}{ED}{EEI}
0H490

DB {CIN{COHBOF{CO HA0HaIHE S D 2HE 2 8IHD 0N {CIHEIHCR X8}

[{FSICE MR A B {FCHA0 M F AHCO B0 {CaH B E {FA I CHEMECIHC T

E{EEHFY1A91 {FOHB0 JEAECHATIE (FAHCEIE{FCH 0B HDOHED}

M{F4HCDHBOHATHD OMCCICD HA0HEAHD 0YCiCD HB0HBIHC 3 ICIAHE 2}

HBIHD OHCD HB0HAIHD O A LD HB0HE B 18 89huie 1 {COHBEIF{ 7 HAS}

E{CHBOHE HB9HF3HED M {BHED HHCHCD Ha0HE 8HE 3HFFHFFHFF bindshia)

If you seeentries similar to the aove example log, you need to steps to discover is
your system has possibly been compromised. Vendor specific patches for this
vulnerability are available fromtheir main websites.

CONCLUSION

If a Ramen attack is successful in compromising root, then anumber of system
modifications will take place. Consider the following CERT information,

- The'indexhtm!’ files on thevictimare replaced with an attacker-supplied 'indexhtml’
file

- The '/etc/hosts.deny’ file is deleted
- Thefile '/usr/srd poop/myip' is created and contains an | P address for the local system

- A script is added to theend of '/etcd/rc.d/rc.sysinit’ to initiate scanning and exploitation
during systemstartup

For systems with /etcd/inetd.conf’

- An intruder supplied programis added as ‘/shin/asp'. A setvicenamed 'asp' is added to
'/etc/ingtd.conf' and inetd is sent asignal to reload the configuration file. This causes
inetd to listen on TCP socket number 27374 for incoming connedions.

- Usemames 'ftp' and 'anonymous' are added to ‘/etc/ftpusers'

- Services ''pcstatd’ and 'rpe.rstad’ areterminated

- The systemfiles '/sbin/rpc.statd' and '/usr/sbin/rpc.statd' are deleted
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For systems without ‘/etc/inetd.conf’

- An intruder-supplied programis added as /usr/sbin/asp'. A service named 'asp' is added
to 'fetc/xinetd d' and xinetd is sent asignal to reload it's configuration. This causes xinetd
to listen on TCP socket number 27374 for incoming connections.

- The'lpd' service is terminated
- The systemfile /usr/shbir/lpd' is deleted and replaced with an enpty file
- Usemames 'ftp' and "anonymous' are added to '/etc/ftpusers'
To detect if your system has been infected, a Ramen detection script has been written
by William Stearns and is available a http://www .sans.org/y 2k/ramen.htm. If you have

found tha your system has indeed been compromised, there is a very informative section
about Ramen removal that can also be found a theabove listed Sans.org website.
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