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ThomasM. Blake

Steganalysis
Or
"Is Ralph In Marketing Selling Company Secrets on Our Web Page?”

Abstr act

This pgper will provide atop- eved overview of steganography detection.
Stegandysis techniques and steganography signaure patternswill be discussed a an
overview level. It will discusswhy stegandysisis desred and provide some insight into
some basic detection and protection techniquestha can hep defend your information and
networks.

Steganography

Steganography isthe science of hiding information within other information.
There are many techniques and gppli cationsthat theterm applies to, but for thistopic,
steganogrgphy meanshiding adata file within an imegeor sound file. This"hiding" is
done in a manner tha does not dter a human's perception of the picture or sound. There
ismuch in current literature about geganography tools and how they work (1). Thebasic
methodology behind steganography is depicted here

Password
(Key) \
Image or Steganography Stegsgrrgi?;gand
Sound File Application look or sound
Tool as original
File To Hide
- lmage
- Text
- Any File

The simpledescription isthat animage or sound fileispassed through a
steganogrgphy application program, a secret password or key is usad to embed another
fileinto theoriginal,and anew file iscreated that i s indi ginguishabl e from the origind.
At least a human cannot seeor hear the difference. Animportant point hereisthat not
only isdaahidden within the new file, it is very difficult to even determine whether or
not there isany hidden informationinthe file. Another important point to be madeis that
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another step can be added to encrypt the fileto be hidden beforeit is merged into the
coverfile.

There are two different classes of $eganography techni ques commonly avail able
(2). Thefirstand smplestisimagedoman. Thiscaegory of tool doesbit manipul aion
on the carrier image, usually embedding data in the leag significant bit (LSB) or in the
noie. The simplest tools replacethe L B of each pixel with onebit of the data to be
hidden. Thismethod isusudly used with aBitmgp (BM P), or GIF format coverimage.
The drawback hereiswith thelarge 9ze of the cover file required compared to the hidden
file. For asmple case, you could only hide afile 1/24™ the sze of the coverimageif
there are 24 bits/pixel. Itisas common to useimages with 8 bits/pixel. Thisdlows
smaller cover file sizes. Software gppli cationsto do this simpl e seganogrgphy are
readily available and free. | quickly downloaded S-Tools, a Windows based gpplication
with an easy to usedrag and drop user interface (3). It wasvery easy to drag a cover
BM Pfile to the S Tool s window, then drag a smaller JPEG file on top of it, typein a
password and create anew BM P of the same fil e ze, with the JPEG hidden fileinside.
A choiceof encryption algorithms (IDEA, DES, and Triple DES) wasal 0 available. |
compared theoriginal BM P with thenew BM P a high megnification level sand was not
ableto discern any difference.

The second dassof steganography tool operatesin thetransform domain. Indesd
of replacing bits such asthe L B, thexe methodsapply transform dgorithmsto complex
parts of animage. These more complex techniques apply thingslike adiscrete cosneor
wavelet transforms and will act upon propertiesof theimage such as luminance or the
colorpdete. These methodswill dlow morehidden datain acarrier file. Many of the
tools avalable can hide afil e goproximady 30% the sze of the carrier.

The techniques are d oely rd ated to digital watermarking. In thistechnol ogy,
similar seganogrgphic techniques are usad to embed hidden datainto afile for copyright
or identification purposes. The main difference with watermarking isthat itisdedgned
tobe found. This paper ded s with thetype of geganography that is meant to reman
covert.

What, Me Worry?

So why do | worry about this? | dont see any problem. Like "Who'son firg?’
that isthe problem. Thebigged problem istha thevery existenceof the hidden daais
hidden. Steganogrgphy can beused as a covert communicaion channd into or out of
your ngwork, and it isvery difficult to determine tha this channd exids. The
steganogrgphy tool s areout there, easly and inexpendvely obtained, and very smpleto
use. A search showed 26 geganography gopli cations available running on DOS, Win 9x,
UNIX, Linux, and JAVA. Carrier filesinclude PCX, BMP, GIF, JPEG, PICT, WAV,
MP3, and PDF formats. Many wereavail abl e for immedi ate download as freeware or
shareware. The German firm Demcon <ells a oftware package call ed Steganos Security
Suiteand has 0ld 100,000 copies (4). Steganos goplies encryption to the fileto be
hidden and istouted asa privecy tool. It ismarketed asaway to redrict accessto your
data, used by businessmen with notebook computers, sudents with shared computers,
and even as protection for the "dways-on" home computer. | find thisalittlehard to buy
into. Certanly thereisaneed for privacy, eadly provided by Pretty Good Privacy (PGP)
and other encryption tool s, but the need to hidethe fact that thedaa exists? | do not

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



bdieve that in a busnessor govemment setting, thereis much legitimate need for this
type of geganography.

The technology isjust recently moving to theattention of the mainstream media.
USA Today (5) reported tha nefarious terrori st Osama Bin Laden and hisorgenization
have used geganography to passbombing plans, hidden in email atachments. Bill
Hancock, chief of security for the world’ s largest internet hosting company, Exodus
Communi cations, and former National Security Agency (NSA) computer scentie says
hehasbeen involved in 9x geganogrgphy related cases (4). Onededt with sealing
aiplane plans from a French aerogpace company and the other fiveare dasdfied. In
another intereging report (6), Wetgone Technologi es, whileinvolved in steganography
research for the Air Force Research Laboratory (AFRL) gudied random imageson the
web. They wached a picture of a sewing machine being auctioned on ebay aspixel
paternschanged every fewdays. It is not proof of anything, but iscertainly a strange
thing.

So we now know thetools areavailable, essy to use, free in most cases, and at
least 100,00 people felt the need to spend money for a better version. It is essy to post
the pictures on a web server or email pictures or sound files as attachments. But are
people really using this method for espionage or even to trade pornographic images? One
reason a person or group might use steganography is the relative obscurity provided to
the receiver and sender of the information. If you suspect an image server of displaying
steganogrgphic images and lots of people download, most innocent web users, it will be
very hard to determine who is getting and decoding the hidden files. Suppose you
suspect a person of being the receiver of hidden files; if he is diligent about surfing lots of
web sites, it will be very difficult to figure out what site is displaying the hidden
information. Sonow as | look at the corporate web server and all of our email
attachments, maybe | amallittle worried.

Steganalyss

Stegandysisisthe relativdy new science of di scovering, decoding, and/or
rendering usd ess covert messageshidden in acarrier file (7). Sinceoneof the main
reasons to use steganography isto conceal the fact that a messagei s being hidden, just
being ableto figure out if steganography isbeng usedisan important part of defeating it.
Decoding a hidden message will be avery tough problem with analogies to cryptanalyss.
A brute force method to decode a covert message whereyou don’t know the encoding
method, the format of the hidden message, and don’t have access to an origind version of
the carrier file will be very complex and resource intensive. Even if decoded, the hidden
message i sprobably agan hidden by an encryption algorithm. It may bepossible though,
to use encryption asatypeof signaure to detect hidden data. Looking for the gpectrum
of encrypted daa, which should gopear random for agood dgorithm, might provide
information. Thededruction of the hidden dataisthe easiest part of thisproblem. Image
processing techniques can destroy many typesof steganography coding.

Detectionisusually goingto bethe fird step. Jug knowing that someone isusing
a covert communi cationschannel into or out of your network isdgnificant. For a
corporate environment, the person’ s access can beterminated for apermanent solution.
For amilitary gtuation, knowing that a covert channel exigs can be used as part of an
Indications& Wamings (I&W) process. A steganography detector can function as
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another network information warfare sensor. It is always good to know thingsthat your
adversary doexn’t think you know. Detection isusudly broken down into two areas
signature detection and blind detection (2,6). Work at George Mason University (GM U)
has concentrated on detection signaures for the vari ous seganogrgphy algorithms. There
hasbeen alot of research in usng the known steganography toolsand sudying the
resulting altered images for noticegble changes. Many of the tool sdo producea
recogni zabl e change in the altered file. GM U isworking to austomatethe process 0 a
large number of files can be worked on dectronicdly. Forexample, the SToolsimage
domain steganogrgphy tool that | did some quick experimenting with, doesleavea
recogni zable dgnature. S-Toolsworks by redud ng the number of col orsof the cover
imageto 32, but expandsthem over severd color pdete entries. If thepdete isthen
sorted by luminance, bl ocks of colors gopear to bethe same, but actually have aone bit
variance. Thistype of variance pattem would be extremdy rare in anon-altered image.
So if animage contains this pattem, it isfarly certain that it contains covert data. GMU
hasdemongrated that many image domain as well astransform domain seganogrgphy
tools have 9 milar 9 gnature characterigics. However, the “security through obscurity”
prindple goplieshere. If an unknown seganogrgphy algorithm with unknown signaure
were used, signature detection would not cach it. As of now, automated scanning tool s
are not mature.

The second method, blind detection focuses not on the steganography a gorithm,
but on the paternsnormdly occuring indigital images. Thisis ort of areverse
s gnaturealgorithm. In this area, the AFRL Information Directorate has funded research
to develop these typesof dgorithms (8). In this research, Wetstone Technologies created
alarge Seganogragphy Index Library (SIL) from variousimege types and seganography
algorithms. The imege formats covered were:

- Unmodified raw image data (BM P, PGM, RAS, TIFF)

- Image data stored aspointersto afinite color pd ette (GIF, PNG)

- Lossy compressad imagedaa (JPEG, Wavd e, Fractd compresson)

A large number of thesetypes of images were used to embed hidden fileswith four
different 2eganogrgphy tools, both image and transform domain, to createthe SIL. The
SIL was then used as a testbed to study both the “dean” images and the images with
hiddendata. A number of unique characteristicsof the clean imeges werediscovered that
do not occur in the embedded data images. A number of proprietary algorithms were
devdoped and run aganst the SIL. The work lookspromisng and the dgorithmshave a
very high probability of detecting animage that could not havebeen created by a normal
digital image capture process (CCD camera, scanner). These images would then be
classified asprobably steganographicdly altered. The Air Forcehasnot yet rd eased the
report on the performance of thisprototypetool.

The next step in stegandysi s would be decoding the detected fileto see what is
hidden ingde. Thisisthe hardest 2ep, and no open literaure was found pointing to any
toolsor real research in thisarea. Thereisone report in the USA Today article (5) about
the NSA taking an alleged terron €’ s computer and using supercomputers for ayear to
decode encrypted files. While theartide is @out steganography, it isunclearif they
really mean tha here, orare jus mixing seganogrgphy and encryption interchangeably .
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Thelast 2ep in degandysis, destruction, isactually the eased. Mog
steganogrgphy dtered filesarededroyed if they are changed any further. For example, |
took my imegedoman S-Tools created BM P fil esand experi mented with some
compression and image processang techniques. | converted the file to a JFEG and back to
BMP. S-Toals now could not recover the hidden data. | opened the BM P with Adobe
PhotoShop Pro and tried some smple image manipul &ion (stretching, twiging, re-
sizing). Whilethe vighleimpact was negligible, S Tool s could not recover after each
operdaion. Theimagedomain toolsarenot very robust to these techniquesbut the
transform domain tool sthat merge the hidden information with integrd propertiesof the
carrier image aremore robust (2). It would bean inefficient stegandysi stechnique to
attempt some image processing on every image into or out of your nework, o detection
isimportant.

There may beanother twi st to steganalyd s techniques. Privacy rightsgroups
would argue that $eganography isimportant for anti-censorship and free peech reasons.
Some steganogrgphy advocaeshave di scussed a deve oping a virustha could infect
image files and make subtle changesthat might be detected as a geganographi cally
altered image (9). Thiswould protect people usng seganogrgphy asdl or alarge
number imagesout there would be indi i ngui habl e from the ones with covert data.

What Can Be Done Now

In the unclassified world, there are not yet automeated tools available for you to
protect your networks and information. TheAir Force and W estone Technologies work
may eventually lead to a commercial product and work in digital watermarking
technology is furthering thescience. Some watermark identification tools already have
autometed software robots or “bots’” scanning the web looking for copyright
infringement. These may hold promise for some relatively near term developments.

But what should we be doing right now? Notwithstanding the lack of automated
steganalysis tools, there are some common sensethings tha can be done to protect
ourselves. Thefirst is policy and enforcement. Steganography software should not be
allowed on thecompany computers. It should be relaively simple to check computers
for the common, widely available steganography tools. Unless part of aperson’s job
involves steganogrgphy, therearenot many “good” things that can happen with these
tools.

Anather thing to do is some simple pattem analysis of users. A simple emall
analysis would look for the type of atachments being sent. Are there lots of large
images? Doesthe email content match the imagecontext? Is what looks to bethe same
image sent numerous times? This would be suspect behavior.

To monitor the web server to detect an inside person sending covert dataout, the
images on the server could be analyzed on aregular basis. Saving the images a different
times and searching for differences. A poor steganography tool might change the file
modification date/time stamp. Seeing what 10oks like the same image with changing
daes would warrant a closer look.

To monitor your web server for outside users receiving covert daa, how the
server is being accessed could be monitored. If thereare users downloading just images
and not associated text, tha could be apointer to susped ectivity. Areuser activities
within the context of what is considered normal use of your web server?
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All the above things are sort of common sense policy or patem analysis
techniques. If you are operating in a very secure or paranoid (can’t havetoo much
paranoial) environment, there are more drastic measures one could take. Disallowing any
email attachments would close one channel. A resource intensive protection scheme
could do somevisually imperceptible processing (your own steganogrgphy?) on every
image into or out of your network. This could stop a lot of steganography traffic. Some
of the more robust algorithis would still survive. This is probably not practical unless
combined with some type of detection scheme.

In conclusion, | hope | provided abetter understanding of wha your networks
need to be protected against. Although there is currently no essy way to defend against
steganogrgphy atack methods, the information here may help an administrator figure out
if there is aproblem.
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