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[ntroduction

Second to electronic mail (e-mail) voice mail is the"heart" of communications between
corporations and their customers and employess. Haveyou ever stopped and thought
about what information can be obtained from these systems if they were to become
compromised? Have you ever considered your company's phonevoice mail systemwhen
performing security assessments? This paper will introduce the concept of phonelvoice
mail system compromises, what informetion the "bad guys' have, and waysto protect
ourselves fromthisthred.

A typical atack scenario

This section will describe steps tha an atacker could use to compromiseyour
phonevoice mail system. These steps were found essily on the Intemet and are readily
available to anyone.

Attacking aphonevoice mail systemis fairly essy, and does not require any technical
skills. The first step is to locaeatarget. Thenext step involves finding the voice mail's
main access point. This is the phone number or extension that an employee will call to
receive his or her voice mail when they areout of the office. Many times this can be
obtained by listening to the company’s phonedirectory. This is typically avalable to
everyoneand is an option fromthe main greeting prompt. Many times adedicaed phone
number will be set aside for message retrieval. If the company’s main number is 555-
1000, try 555-10xx replacing xxwith 01,02,..99. When the main access point is located,
you should receive sometype of greeting asking for an extension number.

Once you have located the access point to receive messages, attempt to atack aspecified
mailbox. Depending on the type of system, it may benecessary to enter a0, 9, #, or* to
receive alogin prompt. Once the login prompt is given, atempt to brute force the
password. Many times the administrator will set up thedefault password equal to the
extension number. If this does not work atermpt the most commonly used passwords
listed below.
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Commonly Used Passwor ds

Extension Number

Extension Number backwards

1+ Extension Number

Extension Number + 1 digit (i.e. 1-9)

Try 0000 though 9999

1234, 2345, 3456, etc.

Telephone key pad sequences, i.e. 147, 258, 360
Telephone Key pad sequences, i.e. 159, 357
Last 4 of Social Security Number
Birthrates, anniversaries

Eventry anull password

Usually the password needs to be followed by aspecial character to let the system know

the end of the password string. This character is normally and#or an *.

Some systens can be configured to lock the mailbox after x amount of failed login
attempts. However many are configured to allow unlimited attempts. Also notetha a
good system administrator should detect this typeof ectivity.

Once apassword has been brute forced, familiarize your self with thesystem. Each
systemhas a different look and feel. The following list describes a few characteristics of
afew popular voice mail systems.
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Popular voice mail systems char acteristics.

M eridian Mall
Generic greeting string "M eridian Mail...Mailbox?"
Default password length is 4digits
# must proced the password

Audlx(very popular)
Generic Greeting string "Welcome to Audix'

*H for help information

Default password length is 4digits
# must proced the password

*7 to get the login prompt

Aspen
Generic greeting " Hello, this is A SPEN"
# will transfer caller to voice mail

How to protect against attack

A voice mail systemshould betreaed as any other Information System. It should be part
of the security assessment. Most of thebest practices weall use goply to these systerrs.

As with any other Information System, user education is very important. Unlike

computer systems, which aregenerally protected by various methods, firewalls ec., voice
mail systems are left "in the open”. The following is a list of some security practices the
systemadministrator and end users should practice.
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Good Security Practices

Configurethe systemto lock the voice box after x number
of failed login attempts.

Force passwords to be as long as possible. Besure that they
are longer than the default.

When the system administrator creates a new voice box,
never usethedefault password.

M ake sure passwords can't be found using adictionary
attack.

Dont save old messages on the system.

Restrict certain features such as Call Transfers.
Discussion of company secrets MUST be prohibited.
Logs should be reviewed on aregular basis.

Also educae usersto identify when their voice mailbox has been tanpered with. A few
red flags are:

Voice Mail Box Red Flags

Old or saved messaged have been deleted.
Greeting(s) have been deleted or altered.
User is unable to access the voice box altogether.

There are a few manufectures of PC based VoiceMail and PBX systems. Many of these
are connected to corporate networks and interact with theend users. They can also be
connected to other offices via Voice Over IP connections. This can also lead to further
compromises into the network. Systemstha allow a remote user to initiate call transfers
can result in toll fraud by intruders.
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An Ottawa business publication stated in a December 1998 article:

"So far thisyear, Alberta’sphone conpany, Telushas caught casesof toll
fraud coging conpani esbetween $18,000 and $200,000 in a matter of days."

Conclusion

Attacking avoice mail/phone system can bethe weakest link that an attacker could use to
gain information about your company. The atacker could also gain insight to assist in
preparation of a computer system attack.

The number of text documents | located on the Internet surprised me. Thereare utilities
available to assist in cracking the password. There areeven in depth documents on the
technical details of common voice mail systens. | was also ableto locate several web
pagesthat detailed the entire process for retrieving acompany's voice mail complete with
the documentation tha the end users are given. Many even indicated the phone number
for retrieving messages, password length required, and other information that will assist
the atacker.

We must trea our voice mail and phone systens asvalid targets of attack. We must
includethese systerns in our threat assessments and perform penetration testing against
these systens.

Related Links

http://mww.l0pht.comy~ablivion/blkcrwl/telecom html
Telephony Utilities

http://web.mit.edw/is/tel/userguide.ntm
Voice Mail users guide forMIT

http://cns stanford .edu/voicemail/univ.instr.htm
Stanford University's User Guide

http://mww.geek.org.uk/phila/nd/M ERLIN.TXT
Merlin PBX feaures and use.
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