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Pr otecting the Online Privacy of Children
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Intr oduction

It’s called by many names. The ‘Web’, the ‘Information Super-Highway’, the ‘N&t’ or
simply being ‘online’. Millions of people access the Intemet every day to take advantage
of thevast amount of information that is availableat our finger tips. We go online to
exchange email, and visit with friends in chat roons. Wecan find out practically
anything about news, sports, and stock quotes. We shop online, bank onlineand even
havetheopportunity to further our education online. A lthough a mgjority of the people
who visit the internet on adaily basis have an enjoyable experience, it does not come
without risk. As the world is made up of various ty pes of people, so isthe world in
cyberspace. Hackers and script-kiddies havetheir fun with pesky viruses and destructive
viral time bombs through the promise of love, wealth or a glimpse of an attractive ahlete.
The mere suggestion of any of these possibilities would cause many people to open an
email even if they are unsure of the sender. Thereare also thosethat will not hesitaeto
becomethe digital predators. We, as adults, have become a little more in tune with the
potential for compromise within thedigital realmand mostly, we do adecent job of
protecting ourselves. Weensure tha our anti-virus software is updated regularly, and use
appropriate software or hardware with our “always-on” connections. But have we
stopped to think aout the potential for exploitation the little ones in our homes may be
exposed to. Just as the person on the street may tempt a child into a car with the promise
of candy or having been sent by a parent to pick themup, they can betempted onlineas
they enter contests or just try to play agame. Buit this temptation involves information.
Information about where they live, the name of the family pet or even their favorite
cereal. There arealso those tha will take it even further by asking an unsuspecting child
information about the family and eventry to get acredit card nunmber as part of a
registration process for games and contests. The Children’s Online Privacy Protection
Act (COPPA) was designed to protect the privacy of kids under 13 while online by
requiring verifiable parental consent before collecting and/or sharing their personal
information. The purpose of this pgper is to givean overview of COPPA and a couple of
tools a our disposal to help us protect the privacy of our kids online.

The Children’s Online Privacy Protection Act (COPPA)

The Children’s Online Privacy Protection A ct was passed by Congress on October 21,
1998. The Federal Trade Commission wes required to enact rules to administer this act
and the final rule became effectiveon April 21, 2000. A copy of thefinal rule can be seen
at: www.ftc.gov/os/1999/9910/ childrensprivacy pdf.

This act was designed to prevent the online collection of personal data from children less
than 13years of age without verifiable parental consent. A privacy policy must bein
place explaining what information is kept on the child visitor and there must also bea
parental notification and goproval system. Even web sites that have asmall kids section
or sponsor a kid’'s event must be in compliance with COPPA.. Sites tha share information
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or afford the opportunity for children to do so must notify the parents offline either
through atelephone call or afax. Sites that do not share information merely haveto send
an email to theparents. For several years before COPPA was passed, the Center for

M edia Education had been monitoring and analyzing online marketing directed toward
children. It was their 1996 report, “ Web of Deception “ that first documented abusive
marketing and online data collection aimed at children. This also started a Federal Trade
Commission investigation of online marketing which eventually resulted in the passage
of COPPA. The act goplies to websites or online services that target children and to sites
that have knowledge that they oollect personal information from children. A child is
defined as any person tha is lessthan 13 years old. It does not gpply to any nonprofit
entity but does goply to any person or company that operates a website or onlineservice
for commercial purposes orto sell produdts or services through the website or online
service.

Personal information is defined as individually identifiable information about that
individual that is collected online including:

A first and last name;

A physical addressthat includes astreet name and the name of the city or town;
Any online contact information to include an email address, instant messenger
identifier, or ascreen name that reveals an individuals email address;

A telephone number or asocial security number;

A persistent identifier such as a customer number held within acookieor a
processor serial number, where such identifier is associated with individually
identifiable information; or acombinaion of a last name or photogrgph of the
individual with other information if that combination permits physical or online
contacting;

Information conceming the child or the parents of that child that the web site
operator collects online fromthe child and combines tha with another identifier
described above.

So as you can begin to see, aweb site operator needs to be extremely cognizant of the
type of audiencethey atract to their site and wha, if any, information is collected from
visitors.

If COPPA applies, then the web site operator must:

Post prominent links on the web siteto a notice of how they collect, use and/or
disclose personal information from children;

Notify parents that they wish to collect information fromtheir children and obtain
parental consent before using, collecting and/or disclosing that information;

Not condition achild’s participation in online activities on the provision of more
personal information than is reasonably necessary to participate in that activity;
Allow parents the opportunity to review and/or have their child’s information
deleted fromthe operaor’ s database and to further prohibit the collection of
information fromthe child,
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Establish procedures to protect the confidentiality, security and integrity of
personal informetion collected from children.

There are some exceptions that permit the collection of a child’s email address without
getting the parent’s consent first:

To respond to aone time request froma child.

To collect a child’s or parent’s email address to provide notice and seek cansent.
To respond more than onceto a child’s request as in asubscriptionto a
newsletter. However, parental consent is required before the second contect.

To protect the safety of a child who is participating on thesite in achat room
To protect thesite or respond to law enforcement, as in asite compromiseor a
hack.

Now imagineyourself as the operator of a web site that catered to children or offered
products and services for salethat would impact on the life of a child. Think it would be
time consuming...costya' afew bucks? Take into acoount a few examples below:

A Chicago-based company said it spent morethan $90,000 to comply with COPPA. The
cause of the huge expenditure was the increase in staffing, administration and the need
for hardware and software.

One web site that catered to young teens dealt with the compliance requirements in a
different manner. They decided to not allow kids 12 and under on the site as opposed to
coming up with the estimated $50,000 in additional staffing and programming in order to
be in compliance with COPPA.. This resulted in about a five percent drop invisitorsto
thesite.

For one community site for children the cost has been between $50,000 and $100,000....
so far.

The fees for legal services don’t run cheap either. One Intemet a@tomey charges clients a
flat fee of $10,000to audit thechild privacy policies and estimates that it will cost clients
between $60,000 and $100,000 annually to stay in compliance with COPPA.

One web site tha caters to kids betweenthe ages of 6 and 13 as an onlinedestination for
games, web surfing, and talking to other kids, spent over $150,000 and three months to
meet the standards set forth by COPPA.. The end result was a 20 percent drop in traffic.

The penalty for each violation of the Children’s Online Privacy Protection Act is
$11,000.

Safeguar ding Our Infor mation

Certainly thereare those tha feel another law is just Uncle Sam's way of having asay in
our lives or trying to regulate the free spacethat has become the Internet. Maybe it’s just
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another way to generde revenue...wait for someoneto not realize that asmall portion of
their web site attracts children. Informetion gets collected and BAM!, chalk up one
$11,000 penalty for theviolation. Granted, the Intemet is not owned by anyone. There are
organizations and individuals that take part in establishing the standards that makethe
Internet function. Guidelines are needed to deal with those tha would take advantage of
unsuspecting folks and to deal with the ever growing breed of cyber criminals. Think it
doesn’t happen? Read on.

In September 1999, two Russian émigrés jammed U.S. Intemet Service Providers as part
of an email spamming scam. They sent out over 50 million emails defrauding people out
of more than $250,000. The cost to complete the same task via regular mail would have
been $16.5 million in postage. Obviously the Internet has given birth to anew and
efficient means for the less than scrupulous to take advantage of the speed and ever
growing popularity of the world wide web.

In January of 2001, an online travel agency experienced aprivacy problem. As the result
of amachine used for intemal purposes accidentally being placed into a production
environment, the names and email addresses of over 40,000 people were exposed.

A university medical center was hacked by acyber thief who was ableto obtain nearly
5,000 hospital records.

Not only is our informetion vulnerable to theft and exploitation through normal and
accepted activities on the Internet and inour everyday lives, our information can become
innocently passed along as the result of a trusting response by a child. Wehaveto kesp in
mind that our children are required to attend school and are therefore apretty captive
audience. In early February of 2001, two Senators introduced legislation that would
require schools to get parental permission before personal information on students could
be used for commercial purposes, and would also require schools to develop policy
regarding in school commercial activities. The school will also haveto informthe parents
with respect to whomthe informetion was given, how it will beused and how much time
in class was used in the collection of the data. One example of such informetion
gahering techniques involved a technology firmthat had supplied the school with free
computers and access to the Intemet, monitored the children’s Intemet use by gender, age
and zip code. In New Jersey, elementary school studentsfilled out a 27 page marketing
survey for acable television channel. There was no indicaion of the extent of the
information collected through the survey. Starting to worry? Relax, better news is on the
way.

Softwar e to The Rescue
There are software packages availablethat can help you feel better about the content your
young ones are seeing on the Internet and how that can be controlled. We'll mention two

that are commercially available for about forty-dollars. They operae in similar fashion,
putting to use both blocking and filtering software.
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Blocking software uses a ‘bad site’ list and blocks access to the sites that are on the list.
Some of the lists can be customized by the addition or removal of asite within the list,
and some software companies keep their lists secret and do not allow the adding or
removing of sitesto that list. Blocked site lists need to be updated regularly, the same as
with any type of anti-virus software. This can be accomplished by downloading updated
lists or you may haveto purchase an updaed list after a certain period of time.

Filtering software use keywords. It blocks accessto thessites that contain the keywords,
either aloneor in context with other keywords. This also results in the filtering out of
harmless sites dueto the inclusion of innocent words. Take into consideration the two
words “butt” and “sex’. If the software does not filter in context, asite containing the
word “ button” may be blocked. A new site for “sextuples” or for “ Sussex’, England may
beblocked as aresult of the filtered word. Two of the packages availabletha accomplish
this mission are ‘Net Nanny 4’ and ‘ CYBERsitter 2000'.

Net Nanny 4 is astand alone software packagethat lets you control howyour family
acoesses and uses the Intemét. It allows you to filter harmful sites, restricd and monitor
online activities and helps to keep your personal information private. Net Nanny 4is
customizable for multiple users and does not have subscription fees for updating the lists
fromtheir database. Net Nanny 4 uses both filtering and blocking and comes preloaded
with alist of allowed, or ‘Can Go’ sites and disallowed, or ‘Can’t Go’ sites. Theuser has
the ability to scan the web site lists and customize them as needed. Below is allist of the
categories and criteria used by Net Nanny 4 in determining which sites are added to their
lists:
- Sexually explicit: Any daa, pictures or text involving sexually explicit behavior
or nudity and erotic behavior intended to cause sexual excitement.
Hate: Any data, pictures ortext designed to cause intolerance, violence or harm
against aperson or group based on race, religion or gender. Thisalso includes
intolerant jokes and ‘slurs’.
Violence: Any daa, pictures or text that depicts, describes or educates about the
useof violenceto injure one=self, others or animals.
Crime: Any data, pictures or text that pronotes or advocates the commission of
an act tha makes the offender punishable by U.S. law.
Drugs: Any data, pictures ortext promoting or depicting the useof illegal drugs
or abuse of any substance for illegal purposes. This will not include sites dealing
with legal drugs that are appropriaely prescribed for medical treatment.

Net Nanny also allows the user to further customize Intemet use through the following
functions:
Persond Infor mation Protection: This function makes it essier to prevent
family information frombeing given out over the Internet such as names,
addresses, phone numbers and credit card information.
Activity Log: Allows you the ability to track the web sites, chat rooms and
newsgroups visited and the information that was sent or received.
User Settings: Gives you theoption to create adifferent profile for up to twelve
people by blocking or allowing sites, activating or deactivating a word and phrase
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list. Theday of the week and time of day may also be specified for each user with
respect to allowing or denying access to the Intemet.

System Settings: Warning messages and violation actions can be customized or
the standard message may be used, control over the use of words and phrases can
be implemented and all online chat sessions can be logged and recorded.

Net Nanny 4 is compdatible with Windows 95/98/NT/2000/M E, and can be used with a
dial-up, DSL or cable connection to the Intemet. It supports the browsers for Microsoft
and Netscgpe but does not support the AOL browser.

CY BERsitter 2000 is another stand alone software packegethat is designed to guard
against what is accessad on the Intemet. Originally called ‘PG 13 and first relessed in
1993, it is manufactured by acompany tha has been producing Internet filtering software
for over ten years. CYBERsitter 2000 has many of the same functions as Net Nanny 4. It
uses both blocking and filtering. Context sensitive filtering is used to determine which
sites are placed on their blocked lists. The user also has the ability to block web sites,
newsgroups and chat roomnrs selectively. It includes databases in many different
categories of sites that you may want to restrict. Simply check off the categories and the
updates are done autometically in the background asyou ‘surf thenet’. Parents have the
ability to add bad sites and can also override sites that are blocked. Included is the option
to log violaions and control accessto the Intemet by theday and time.

There are a couple of neat features that CYBERSitter 2000 offers:
Remote Control Program: Gives parents theability to check on a child’s
activities and make changes to the settings remotely fromany PC running the
client software.
Proxy Support: Allows for asingle point of control in aproxy environment that
includes authentication.
Daily Reports: Activity reports can besent to aparent or an administrator by
emalil.

CYBERsitter2000 is compatible with the same operating systens as Net Nanny 4 and can
be used with the same type of Intemet connection but has the added support forthe AOL
browser and networked connections.

Conclusion

Children thesedays learn fast, and there is nothing within COPPA or the rules that
administer the act that deals with the potential for kids to cheat when atempting to access
aparticular web site. It won’t take themlong to figure out that if they arenot old enough
to access asite, they will haveto wait for aparent or even worse, they will not be able to
do some things on the Internet. It will take even lesstime for an under aged kid to figure
out that a web site operator will not be able to tell if they cheat on their age and that there
is no penalty for lying about their age. Remenber, it is not the responsibility of the legal
systemto take the place of aparent inthe lives of children. COPPA and the software
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available are only tools to help ensure a child’s privacy is protected while online. It’sup
to the parents to guaranteetheir privacy by being apart of thedigital experience.
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