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| ntroduction.

Russian developas & K aspasky Lebs (Cambridge UK) first discovered the Hy bris
worm in Octaber 2000, which originated from South America "Hybr isisoneof the
more common viruses wereseeing right now," said Brian Kinj, amember of the
technicd gaff a Carnegie-M dlon's CERT Coardination Center.[1]

A virs' veraciousness isitsdownfdl. New viruses can be detected by thdr payloed,
likethe M dissavirus, which caused adenid of servicetotheanal system an which
it hasinfected Assoon as avirus isdetected, by such an obviaus effect, anti -virus
protedion softwaeis rgpidly updated. Themore destructive the payload, the faster

the deection, thequicker theupdateto the anti -virus sdftware. Thus viruses tendto
haveashart life pan as seenwith the M dissavirus But the hy bris worm bresksthis
cycle It isslov and subtle, it can linger in apersons system far months without
detection. Snce many peopledo not spend the extra effort to keep ther arti -virus
saftware Up todae on their home PC or warse don't use any anti -virus product & all,
wewill seethis worm around a lot longe then mod.

TheHybriswormisbdievedtoha vethe sameauthor as the Babyloniaworm
(bdieved to be amember of the VX -Brazil group), a concgot virustha connectedtoa
Japanese Web site know nasthe” Source of Chaos” and updated itsdf using files
found on the site. Further investigation hes reve aled tha the Hy bris worm contains a
copy right notice from the author knowvnas “ Vecnd’ whichalso gppeasinthe
Bébyloniacode

Thesecurity firm A laddin Knowledge S/ stensannounced on their web pagethat they
had proof that thevirus had been crested b y theso-called VX -Brazil goup. They
cdamthat Vecnais amembe of tha group. It wasasonoted that:

“.Brazil continuesto beapagpular headquartersfor hadker graupsdueto the lack of

computer crimelavs” [9

Peasond investigations and Internet searches aso discovered the VX -Brazil Group [7]
web pageand a aopy of the Hybris VB Sdrappe saipt was foundin their | atest news
letter which dd indead i nclude Vecnaastheauthor of the Hy brisworm.

Wheat it does and how it works.
Everyoneloves getting email, evenbetter when it comes withalittle game or
picture! M ost usa's, no matte hov much they havebeen tdd not to by the IT

departmert, will unalmost any atachment they receive. Thisis the most common
form of virusinfection know today, it’scdled social engneering.
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| believetha theHybrisworm is based on the inf amous Happy 99 warm, asoknown
asWin32/Ska aprogamtha was sent out to tnway users inthe begnning of 1999
and ramained active for dmost ayea. Oncerun, theHa ppy99wam dsplayed a
“fireworks” show anddigplayed"Heppy Nev Year 199!!" whil ein the background it
modified the wsock3.dll file From then on, providngthee -mail gpplicaion
suppoted SM TP e-mail communi caion, every timethe user sent an e -madl theworm
wouldimmediately follow withan e-mdl message cortainingitsdf in an attachment
cdled” hgppy99.exe”. Althaughthisworm sends messagesimmediately, it wasinthe
wild and infeding PC's for many months afteritsfirst rel eese.

The Hybrisworm aso monitorsthePC’s nedw ark connection and builds alig of e -
mail addresses fram autgping e -mail, but it does nat send itself urtil alate dae To
avoid detection the Hy bris worm serdsa slow and steady aopy of itsdf instead of
sending atorrent of emallsto everyoneonitslist likethe M dissaand LovelLette
viruses. Unlike M dissaand Lovel dter viruses, this waorm has not been written as a
saipt, it’sa32-bit window sprogram. Snce 32 -bit prog-ams are gptimized torun
under windows, theseprog ansrunre aively fast ompared toVisuad bad ¢ script
progransand caninfect a lot of filesin ashort anaunt of time This can makethe
virus pread throughout your sysem like wild firewithlittle outward appear ancethat
itis dangso.

Oncethe @t achment is executed (theeis alist of names thet it uses but it will have a
EXE o SCRextension) it will modify or replacethe wsock32.dll filewhich dlows
itsdlf to conmunicatetothe outsdeworld. Thisenables it to hook to some of the
Windows Soketsfunctions, namely comed(), send(), andreov(). If the wsodk32.dll
fileisin use, it will add one of theseregstry keysto instal itsdf on the next boot, this
can change from PCto PC:

HKEY_LOCAL_MACHINE \Software\Mi crosoft \Wi ndows\ CurrentV ersion\RunOnce
HKEY_CURRENT_USER \Software\Mi crasoft\Windows\ CurrentVersion \RunOnce

Until the next boat, theworm will be stared in %WinSystem% directary, under one of
the nanes:

CCM BOIFM.EXE
LPHBNGAEEXE
LAPCM OIF.EXE

Oncethewom hes dtacheditsdf tothesy semit will download updaes(or plug-ins)
fram aWebPageor from at.comp.virus A similar behaviour wasexhibited by the
W95/Babyloniaworm, whichwas propagated on the alt.crackes news group in Dec
3,1999. The web pages hostingthese files havebean  t&kendownby the Anit -virus
community, but becausetheir own news group, alt.comp.virus is being used to
digributethevirus cade, they can’t shut it down asthiswill hamper their own ahility
tofigt viruses. Thisstill dlovstheplug -instobe uploed &l to infected M achines
beforeaNNTP cancd message can be sent to removetheplug -in.

There are severd different plug -ins known:
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1.Infect dl ZIP and RARarchives on dl avail ébledrivesfrom C: till Z:. While
infecting the worm renames EXE filesin archivewith.EX$ exension and add its

copy with .EXE extersion tothe ar chive (campanion method o infection).

2. Serd messageswith encoded plug -insto " dt.comp.virus' newv sgroup, and getsnew
plug-ins from there.

3. Spread virus toremotemachines that have SubSevenbackdoor trojan instdled The
plug-in ddects such machines onthe net, and by usng SubSeven commands uploads
thewarmto the machineand spawvrsitin there

4. Enaypt warm copies with pdy morphic encry ption loop beforesendingthe  copy
atached to email.

5. AffectsDOS EX Eand Window s PE EX Efiles. Thewormm &feds them sothat they

become worm droppers. When run, they dragp worm's EX Efileto TEM Pdirectory
ad execue it.

Worm Payload

Sncethiswaom candownload new “ updates ” andincarporat etham into new versions
of itsdf, It can ds0 dhangethe entire base aodeof the virusand send thisnew version
toother victims. This gives theworm the patertid to by pass virus detectars, but Anti - -
virus firms have gven it alow risk gatus sincethere isno destructivepayload. Yet
the A nti-virus Campany M A fee has giventhiswarm amedium risk satus because of
the worms widespread propagetion. [8]

Thereason that most anti -virus companies place thiswormina low risk category is
thet therearemore malid ousand destructive viruses inthewild than onelikethe
Hybris wormw hich has the potentia tobe dangeraus. Any virus or worm tha has the
paentia to become dangerous shoud be caef uly monitored, especidly if it hasbeen
sowidespread

Kaspasky Las warns that the worm could, through somepossible sdf upgrales
become malidous. Eugene Kaspersky, the firm's head of arti -virus research, said
thet thewormis possbly themost oomplexandrefined mdicious codein the
higory of virus writing.

"Hrstly, it is defined by an extramdy complex sty le of programming. Secondly,

adl theplug-ins are encryptedwith 4rong RSA 128 -bit cryptodgarithm key.
Thirdly, the componentsthemsd ves give the viruswriter the possbility tom odify
hiscrestion 'inreal time andin fact dlov him to control infeded computers
worldwide" hesad.[5]

Curertly theonly payload noticed hes beena lar ge animated sird inthe middle of

the screentha isdifficult tocloseand is activated on  the 24thof September of any
year, ar a one minute bef orethehour during any day intheyear 2001
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Wheat issent.
TheWormwill arive by email withthefollowingfields:
From: Héhaha< haheha@sexy fun.net >

Subj ect

One d thefollowing

Sowhteandthe Seven Dwarfs - The REAL story!
Branca deNeve pornel

Les 7 coquir nains

Enanito si, peo con quepedazo!

M essage body
Oned thefollowing

Taoday, Showhitewastuming18 The 7 Dwarfsadway swherevery educated and
pditewith Sowhite. Whenth ey go out wark & marnign, they pramissed a*huge*
surprise. Srowhite was anxious. Suddlently, thedoor goen, and the SevenDwarfs
ener...

Fdtaba gpenas un diapaa suaniversario de de 18 anos BlancadeNievefuera
siempre muy bien cuidada por Ios en anitos. Ellos |epramdieron una* grande*
sarpresaparasu fiestadecompleancs. Al entardece, llegaron. Tenian unbrillo
incomun en los gos...

Cetait unjour avant son dix huitieme anniversare. Les7 nains qu avai et aide
'blanche nei ge tautesce sannees gpres qu'ell e se sat erfuit de chez sabellemere lui

avaiert promis une* grosse* surprise. A 5 heures commetoujours, ilssont rentresdu
traval. M as ottefois ilsavaiert un air cogquin...

Fdtavagpenas um diapaaoseu anvesaio del8 ancs. Bracade Neveestara
muitofeliz e ansiosa, porqueans 7 annes prometeram uma *grande® surpresa A scin@

haras, os annezinhosvoltaram do trebaho. Masd @ nao estavabem... Ossete
amezinhas tintham um egrarho brilho no olhar...

Attachedfile (stronglanguage edited)
Thedtached filewill have ane of the fd lowingnames:

midgds.sa, dwafdyou.exe, blachenege exe, s* yynain.sa, blanchescr , nairs.exe,
brancade neve.scr, achim.exe, dunga.scr, aanopomo.scr, enano. exe, enano
parneexe, blancadenievescr, enanito fisgon.exe, s* Xy virginscr, joke.exe

Variations
Depending on various plugins that could beingd led the following vari ations mi ght
exst:

Subj ect
M ay contain random combi retion of thefollowingw ords:

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Anna Raquel Daian, s*x, s*xy, X aa, Xusa, hot, hottest, Suzzete c*m, famous,
c*mshot, ce eority r*pe, hor*y, leather

Attachedfile
M &y mntain arandom filefrom the list:

virgins.exe, boysexe, grls.exe, SV .exe sado.exe, chealealer.exe orgy.exe,
black.exe, blonde exe sodomized.exe, herdcore exe, si*t.exe, doggy .exe, suck.exe,
messy.exe kinky.exe fig -f*cking.exe, anaeurs.exe, Anna.exe, Ragud Darian.exe,
Xenaexe, X uxa. exe, Quzete.exe famous.exe, celelxity r*peexe, leather.exe, s* x.exe
s*xy .exe, hot.exe hat test.exe c*m.exe, c*mshat.exe, horny .exe, anal.exe, gay.exe,
ord .exe, pleasureexe ad an.exe |eddi ans.exe, teers.exe

TheWorm can dso arive with an empty messae.

A sampleplug-inweas found duringthewritingof this assignment fromthe
at.comp.virusnev sgoup be ore themessage was canceled Part of the message has
been repraduced here

From: A nn Onim <nobody @paracrypt.com>
Sbjed: h 2k DABA BAKiGhSM hi

Dae Thu, 22 Feb 2001 23:46:03 +0100
Orgenization: mail2new s@ny m.dias.nd

LIQLFPLCPPBOQAVI G PENP{IAMK PICFCIBH LFLN CLEJG BQHM FGFGG AV O
K LM EQNN CIBCLIID PFMAM GKOMJLB:I FQBICILCIK JPLNCFELGFBN CEBL
NI P& BDPA GPI N GOM QKPOM PNK | BKD FFPEEMM BFENNMOM AFCID IMGL
HANGQMM OM DM JLPENICNQHDKO BBPHNK POJDGCFBM FLBLEPJHFFD H
FHHKGOAMA QXK ECJM IN *K BBMH PKGDPLPQA CBIM FFPN LNM PCBFK 3D
MPKNICK QIINPMHMFDNGFEBM [snip]

Hybris.B Removal Instrudions

A long hand method of virusremovad was found on aAnti -virus web-sitebeow [§].
An essier automaed method crested by thealt.comp.virusnewsgroup paticipants,
that would sut the everyday home c ompute user, can befound onther website. See
reference #2.

Window s 95/98 systansrequirerebootingto M S -DOSmode and runaDOSvirus

sanng inorder to deansudh files ss EXPLOREREXE ad TA SKMON.EXE.
The WSOCK32.DLL filecanberegored from ba ckup. This can be doneby:

Windows 98/2000/M E

1. Clickthe START M ENU|RUN, type SFC and dick OK.

Choose Extract onefile from theingallati on disk
TypeC\WINDOWS\SYSTEM WSOCK 32DLL inthe box ad dick Stat.
Inthe Retorefram box typeC: WINDOWS\OPTIONS\CA BSor browvseto the
Win98 directary on your Windows38 CD -ROM

Click OK andfollow remain ngprompts

El A

a
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Wsock32.dll file exigs within the Precopy Lcab cabine fileontheWindovs98 CD -
ROM.

Windows95

WSOCK 3.DLL can befound in thefollowingCAB files :
Win95 11cab ontheWindows95 CD -ROM

Win95 18cab ontheWindows95 OSR2 CD -ROM
Win95 12cab ontheW indows95 DM F disks

Win95 19.cab ontheWindows95 non -DM F disks

Bdow is an example for standard Window s 95
1. Clickthe START M ENU|SHUT DOWN choose RES TART INM S-DOSMODE
2. Type EXTRACT /A C: WINDOWS\OPTIONS\CABSWINS 11.CAB
WSOCK R.DLL/L C\WINDOWS\SYSTEM
or
- Insert yaur Windows95 CD -ROM andty pe:
EXTRACT /AD:\WINB\WINS 11.CABWSOCKR.DLL /L
CAWINDOWS\SY STEM Where D: isyou CD-ROM drive

WindowsNT 4.0

Rename the Wsock32dll fileintheWindows \S/sten32 folder to Wsock 32.0ld.
For information ébout how to rename afile, dick Sart, click Help, click the Index
tab, typerenaming, and then double -clidk the "Renaming fil es” topic.

1. Click Sat, point to Prog-ams, and then clidk Command Prompt.

2. Typecd\, andthen pressENTER

3. InsattheWindows NT (D -ROM into the CD -ROM drive and then closethe
WindowvsNT screenif it gppears

4. Typethefollowingline& the command prompt, ad then pres ENT ER.

epand : \i386\wsock32.d _ ¢ \\system32\wsock32.dl

whereisthe driveleter assgwedtoyou CD -ROM drive, andw he eis the nameof

thefolder in which WindowsNT isinstd led.

5. Typeexit,andthen pressENTER toretun to windows

6. Finally, scan/clean usngaupdated antivirus seanne.

Prevention and Protection.

Toprevert this worm infecting your PC, users should gicktoa few simplerules.

Beware any file sent by someoneyou don't know .

Bewvare any file sent by someoneyou DO know.

Check with the person who snt the email toveify tha they sent it.

Keep your virus scamningsoftwae up todae (even this does not protect you from
new viruses!).

Always scan dtachmentsfor viruses

Ifin doukt, throw it out!

Cammonsenseis anecessay pat o virus protection.
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Another good sourceof informaion abaut personal pratection from viruses can be
found on the “ Safe Hex” web page provided by thealt.comp.virus news group,
http://claymania com/safe -hex.html

Asfor pratection, sysem administraorss hould corsider filteringdl e-mdl entering
their emadl server far executables usingthird party softwaelike M al M ashd

(http: /Mmmw.mailmarshal.com/ ) or usingin-build filefilteringif their server provides
it.

Asabmadl administrator, | haveto clean out our dead mail box every day as we
curertly recave over 30 Hybriswarmsbeing sent to aur users The only way wecan
stop the spread of thisvirusistostop it a the source, the users by educatingthem in
sde email practices suchasthe list above.
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