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Summary

Cookies are datasnippets used by client/server applications to help identify and track
web users. Over the years, cookies have gamered a bad reputation as being ableto scan
PC hard drives, take over systens by stealing valuable informetion such as passwords,
and passing viruses. These myths are untrue, but cookies have been used to collect
information on browsing habits, browser specifications, systeminformation, and web-
basad spending and viewing habits.

| will be presenting information on the mechanics of cookies, the misuse of cookies and
how cookie technology can be exploited, and some of the legal issues surrounding the use
of cookies for data profiling as it relates to invasion of privacy issues.

Introduction
As listed in the article Persistent Client State HTTP cookies by Netscape, “ Cookies are a
general mechanismwhich server-side connections (such as CA scripts) can useto both
store and retrieve information on the client side of the connection. Theaddition of a
simple persistent, client-side stae significantly extends the cgpabilities of web-based
client/server applications” ! Cookies are small pieces of data, which are limited in size to
4kb. Thehttp cookie protocol (HTTP Sae M anagement M echanism) specification is
described in RFC 2109.? Including aset-cookie header in the HT TP response creates a
cookie. Theset-cookie response header has a distinct format, which includes the
following parameters:
Set-Cookie:  Name = name of the cookie;

Value = valuestored in the cookie;

Expires = defines the life time of the cookie;

Path = specifies the subset of URLS to which the cookie applies

Domain = specifies thedomain for which the cookie is valid

Secure = directs the user-agent to only use secure means to communicate

The name = value pair attribute is the only required parameter needed to set a cookie.
Setting a cookie with just aname and no value will delete the cookie. Multiple set-
cookie headers can be issued in asingle server response® M ost browsers have limits
on the number and size of cookiesthat they can store. These areat least 300 cookies with
a size restriction of 4096 bytes, with no norethan 20 cookies per server or domain.

Cookie Exploits

A paper on cookie exploits written by Jesmir Beciragic’ touched upon two of the cookie
exploits, JavaScript enbedded in cookies and the Open Cookie Jar. | will investigate
some of the other exploits/bugs that have been discovered in the use of cookies.
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An exploit (flaw) has been discovered in several versions of Netscgpe Communicator
(4.6for x86 Linux, 4.51 and 4.61 for Windows). It has been found tha theseversions do
not enforcethe “originating server” restrictions set forth in the cookie specifications. In
the Communicator preference settings (edit -> Preferences -> Advanced), there is a
section whereyou can set cookie preferences:

The setting to “A ccept only cookies that get sent back to the originating server” is
ignored in this exploit if JavaScript is enabled on the browser and the page being
accessed has asection of code like:

<script language="JavaScript1.1” src="http/evil-people.cony...”>
The browser interprets this code snippet as a page and therefore it believes it is
originating on the accessed server, and sets the cookie from evil-people.com, which can
now be used to collect information on the unsuspecting user. Thebrowser exploit to
sneak cookies past the originating server restrictions can also be achieved by linking a
style sheet froma different domain tha contains embedded cookies. For this exploit to
work, both JavaScript and style sheets must be enabled” There is amethod availableto
counter this exploit. In the cookie preference section as described aove, check the box
that states “Wam me before accepting a cookie”. Every cookie being set will appear for
you either to allow or disallow.

Another cookie exploit that has been discovered, that all browsers arevulnerableto,
allows thedomain restrictions enforced on the sharing of cookiesto beoverridden. This
is abug inthe current implementation of the cookie specification by the browser
manufacturers. This exploit allows malicious sites to set cookies containing personal or
sensitive information that could then be retrieved by any site. This exploit is
accomplished by placing three “.” Characters gopended to the domain name in the set-
cookie header response DOMAIN attribute and setting the PATH” attribute (it seens
that setting the path is a must for the exploit to work). This confuses the browser as to
the actual domain name, and as it does not know which domain to restrict the cookies to,
it allows the cookie to be accessed fromany domain. This problemonly affects URLS
accessed by their domain name and not by their IP address. In Internet Explorer, the
malformed cookie cannot be stored in the cookies directory (persistent cookie), but can
bestored in memory as asession cookie’

A third cookie exploit, the " Cookie Monster" vulnerability, allows cookies that are set by
domains other than American registered, i.e., .au, .ru, etc.., to be returned to servers on
other domains. Asan exanmple, a cookie set by the site mysite.co.ru could be reumed to
all servers belowthat domain. Most standard browsers are affected by this exploit and
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Netscgpe's setting in the cookie preference section to " A ccept only cookies that get sent
back to theoriginating server* does not stop this vulnerability. There are meny
implicationsto this exploit. Personal information could be picked up and used by other
servers. A cookieset to asecond level domain (outside of a US domain) can be retumed
toall servers in that classification. As an example of this problem, which deals with
wasted bandwidth, the article, Cookie Monster Vulnerability, lists "a web user might
acguirea cookie set to the domain co.nz, and that cookie will be transmitted on each and
every HTTP request that user makes when viewing commercial web sites in New
Zealand".” The mejor implication with this exploit is its ability to be used maliciously to
take over the cookies used by onesite or to stop those cookies from functioning properly.
A malicious site could name its second level domain cookies the same as another site that
uses cookies to set a users viewing preferences, and when the user visits the malicious
site and then retums to the other site, the cookies set could display offensiveor
unplessant material. This exploit could be used in a mmpetitive e-commerce market, to
block a competitor site by interfering with their cookie-based shopping carts, effectively
causing themto malfunction. If a consumer had visited site A and then tried to purchase
an itemfromsite B, a competitor, the cookies set by site A could override thesite B
cookies, blocking thetransaction.”

Privacy Issues

As previously stated, cookies are pieces of information generated by a web server and
stored either in memory (session cookie) or on the user’'s computer (persistent cookie)
ready to be retrieved by the web site that set the cookie. Cookies were implemented to
allow the customization of information for a particular user, such as remembering your
name, information you submitted previously on forms, and the contents of shopping
carts. Thestorageand retrieval of this information usually goes unnoticed by theuser
unless they knew how to set their cookie preferences on the browser to warmn them of
cookie adtivity.

Cookieusage is atwo-step process. The cookie is first stored on theuser's computer,
usually without their knowledge. Asan exarmple, customizable web pages such as “My
Netscgpe’ use cookies to store preferences set by the user. In the second step of the
process, the cookie is transmitted fromthe user’'s machine to the web server. Whenever a
web page using cookies is displayed, the browser will transmit the cookie information
back to the server where the information can be collected or used to display the pageina
certain fashion. It is the notion of websites collecting the cookie information that most
people feel is an invasion of privacy? There is much information that can be gathered
about you by you just by accessing asite. Your browser can reveal information about
you: the conputer you are coming from, what software and hardware you are using,
detail of the referring page, and possibly even your email address. Thesevalues are
collected frominformation contained within the HT TP request, such as the HT TP
referrer, which lists the site you came from. The Remote Address and the Remote Host
will list your IP address and possibly your fully qualified domain name e.g.,
jdoe.mycomany .comwhich could tell someone whereyou lived or worked. The User
Agent value will list your browser and thesystemit is running on. Some times other
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variables are also set which could give away other indications of your identity like the
“HTTP from’ and the *“REMOTE_USER"”.

A lot of hype and concem over the use of collected cookie information has arisen laely.
In 1997, aweekly newspaper in Tennessee, the Putnam Pit, sued a local municipality in
an attempt to obtain the cookie files stored on the employee computers. This was the first
case to test whether cookies set on employee computers were considered public under a
states public record law. The local municipality stated in their defense of not producing
the informetion that “a cookie is aout the equivalent of scratching notes on a yellow
pad” and it did not believe the files to be public documents. The plaintiff in the case
stated tha the cookie files could provide detailed information on the employees browsing
habits, such as which sites were being visited and when, and could show whether
taxpayers are footing the bill for employees accessing non-work related sites.

In 1998, the Energy Department’s Computer Incident Advisory Capability (CIAC) issued
an information bulletin (1-034) on cookie technology and it’s uses on the web. They
deemed that the use of cookies generally to be safe, but noted there was some concem
that persistent cookies could be used to track peoples’ browsing habits and that there was
paranoiapresent in peoples’ view of cookies and their use in profiling users. One note
that | found interesting in this bulletin was the lack of information on cookie exploits.
The CIAC bulletin 1-034 states “ a cookie is ashort piece of data, not code, which is sent
fromaweb server to aweb server ...” " This has proven to beuntrue, asit has been
shown that JavaScript can be embedded in cookies. The bulletin basically stated tha the
hy pe about cookies has far outweighed the actual hazards of the technology .

The @ove view by thegovernment is not shared by other organizations, such as the
Bectronic privacy Information Center (EPIC). EPICfiled a complaint with the Federal
Trade Commission on February 10, 2000, concerning collection of web-based
preferences, collected using cookies, by the company DoubleClick, Inc. and it’s business
partners. The complaint addresses user profiling, i.e., thetracking of onlineadtivities of
Internet users and combining these records with detailed personal profiles contained in
other marketing databases. DoubleClick recently merged with the largest catalog
daabase firmand announced it’s intent to merge the data from both companies into a
single repository. DoubleClick embeds their cookies on other sites (advertising revenue
for thesite), and if the cookie preferences are not set to only allow cookies fromthe
calling site or with the right browser, acookie exploit is used, DoubleClicks’ cookies are
set and they can oollect information on your browsing habits™* As an exanple, look in
the cookiesixt file in the Communicator/user directory (if you are using Netscgpe
Navigator), and you will most likely see an entry from doubleclick.net, even though you
have probably never visited tha site.

Recently, theprivacy advocaes, such as EPIC, lost the first round of a mgjor battle to
curtail the invasion of privacy by companies such as DoubleClick. This class action suit
alleged that DoubleClick’s online practices, through the use of cookies, violated three
federal laws; the Hectronic Communications Privacy Act, theWiretgp Act, and the
Computer Fraud and Abuse Act. The plaintiffs are currently appealing the decision to the
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US Court of Appeals, though they state” even if thedecision is upheld in gopeal, other
lawsuits are pending in state courts”. The court case showed that along with the use of
cookies, DoubleClick and other data collection companies, violated users privacy by
capturing information fromthree sources. The first isby the * GET” method, which could
reveal what pagea user was requesting. Thesecond is information collected during a
“POST” transaction, where informetion could be gleened frominput forms as users sign
up for new services. The last method is by placing a*“web bug” or gif tag, which could
be used to monitor the users movements through the affiliated web sites. Theuse of
cookies, in gathering information, helps DoubleClick build profiles of users, by reading
the cookl|§ information and cross-referencing that information with existing stored data
profiles:

Conclusion

Cookies started out as away to create astateful session with HTTP requests and
responses. The protocol listed two headers, Cookie and S&t-Cookie, which carry state
information between participating web servers and clients. This was a method of making
and storing preferences to make a users browsing experience more enjoyable and
productive by allowing the server to recognize auser and enable features such as on-line
commerce, storing passwords, and preferences. Aswith most technologies, there is
always someone looking for exploitation, and many found cookies to be asurreptitious
method of collecting information from users or maliciously affecting another web site by
changing the content on the site or interfering with the sites on-line business. Cookie
exploits also allow information to be collected by sites that you never visited or would
ever visit. M ost users are not aware tha someone out in cyberspace is cataloging and
profiling their habits, much like Food Lion (agrocery chain), does when you usetheir
“MVP’ card. In recent years, there has been apush to enact privacy laws for the Internet.
In thearticle about the class action suit against DoubleClick, Paul Schwartz, aprivacy
expert who teaches at Brooklyn Law School, stated, " The court said the Web site isthe
‘user’ of the electronic service and can give consent to DoubleClick," hesaid. " So what
are the individual consumers, chopped liver?'** He agreed with the presiding judgethat
the federal laws were ill suited to regulate the Internet world of cookiebased advertising
and that Congress at different times has been worried aout invasions of privacy.

There are many tools available to help you curb the use of cookie daacollection and to
prevent someof the current cookie exploits, such as the browser cookie preference
settings, or 3° party tools like LPWA and Cookie Crusher. Browser settings allow you
some security, as you can disable cookies from being used on your machine or, & a
minimum, set the settings to wam you when a cookie is being set so you havethe choice
of whether to allow or disallow the cookie. Some exploits override cookie settings like
the one you set to only allow cookiesto be retumed only to theoriginating server. This
"weas' thesetting | used until writing this report. Thereare web sites that list methods of
controlling cookies by corrupting acookie file entry and then setting the file to read only.
In looking into available cookie managers | found one of the most popular tools available
to be Cookie Crusher, a cookie manager that works with your web browser to giveyou
complete control over which cookies are accepted by and stored on your system. Cookie
Crusher controls cookies in real-time before they are placed on your hard drive. This
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allows cookies to benot placed on your hard drive unless you specifically allow themto
bethere, thus eliminating the need to edit cookies that are on your hard drive after
browsing. This tool allows you to filter out cookies based on specific servers and hasthe
ability to determining a cookie’s classificaion, function, and informyou whether the
cookie is used for ad tracking, online shopping, or site tracking. Another gred tool is the
Lucent Personalized Web Assistant (LPWA). LPWA enables you to enjoy personalized
services on the web while kegping your privacy. Theprogram creates individual
usemames, passwords, and email addresses for you for each web sitethat you visit and
thesevalues cannot be used to find out your true information.

There are many security issues still to be resolved with theuse of cookies. Most cookie
exploits availabletoday are due to incorrect implementation of cookie specifications by
the browser manufacturers. As cookie use becomes more prevalent on the web, new
exploits will bediscovered, and the browser manufacturers will need to actquickly to
resolve these new problens. On the subject of cookies and invasion of privecy, the
collection of personal information poses some security risks for individuals. The
information collected and collated on a user could beused, not for its interded purpose of
tailoring asite to aspecific user, but to gather intelligenceon tha user. Some Dot Com
companies tha collected personal information and are now failing areselling the
information they have stored to pay off their debts, or the informetion is being absorbed
by the companies purchasing the failing Dot Com company. Unscrupulous people for
their own gains could purchase the collected information. Congress is moving to crege
more safeguards. Sen. Fritz Hollings, D-S.C., has sponsored legislaion that, will help
prevent creditors fromincluding customer information among a failed company's assets
and alsolgnake it illegal to share customer information without the customer's prior
consent.
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