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Unintentional Disdaosure of Data

Introduction

The resurrection of data may be a welcome experience for auser whosedaais lost due to
an unintentional event such as accidental erasure or hard disk crash, but sometimes a user
prefersthedata erased stay erased forever! When daais intentionally erased or deleted,
it is probably done so to avoid unintentional disclosure of the contents stored on the
media. The purpose of thispgper isto exposea mgor threa of Information Age users—
the Unintentiond Disclosureof Data. Unintentional disclosure of data is sometimes
overlooked because of the simplicity of the methods employed by aperpetraorto obtain
the data, but often overlooked because of ignorance on behalf of the owner or keeper of
the data. Information covered will include aperspective of how much datais worth, an
overview of how datais written to magnetic media, why dataerasure (ddetion) is
inaufficient to avoid data recovery, how the data may be resurrected, and identification of
known and unknown perperators. In conclusion, possible solutions will be offered to
protect your databased on the awareness of these potential threas.

A Perspective of Much is Data Worth?

Acoording to Front Porch Digital, the reault of one Gdlup Poll conducted indi cates “ mogt
businessesesti mate that 100 megabytesof stored dataisworth at |east $1 million.” New
Technologies, Inc. (Forend csintl.com) puts thisamount of datainto pergoective,
illugraing it in the following manner. 1 Megebyte of data equatesto approximately 312
printed sheetsof 8%2 X 11" pgper. Using this goproxi mation to cd culate theinformeati on
stored on atypical current disk cgpadty of 10 Gigabytes roughly equd s the amount of
information gored on 3,120,000 pagesof printed materid! However massivethis
amount seems when usad as an i ndependent reference, individud s may find it
indgnificant when compared to the potentid impact of i nformati on disclosed asod aed
with Nationd Security issues, which leave our nation susceptible to harm, and persond
daaincluding lossof identity. Asillustrated by the Gdlup Poll reaults éove, daais
now conddered a tangibl easset and the expectation by most individuals is asystem
administrator, the designated keeper of thedata, must be infallible with regard to data
security. They must be aware of the potential harm done if the information is
compromised. Categories explored include company data, personal data and data
pertaining to National Security issues.
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The first type of daaexplored is company daa, including trade secret and financial
disclosure. Company datacompromised may subj ect the company to severe finandal
setbacks and possbleacquigtion. Isthis really an issue? A coording to Dorothy
Denning, “companies could be losing more than $250 billion annually to information
thieves, according to a 1997 American Society for Industrial Security survey of Fortune
1000 firms and the 300 fastest growing companies.” Anather survey cited by Denning,
“found that of 12 types of computer crime and misuse, theft of proprietary information
had the greatest reported financial losses for the period 1997-1999. A ccording to the
survey, more that $42 million worth of trade secrets was stolen from 64 organizations.”
(Denning).

A lossof personal data may proveto be an embarrassment & aminimumand dolen
identity asthe extreme. Exposing information stored on apersond conputer may open
financial records, persond letters, medical records and other personal family information.
Disd osure of thisdata may prove to be embarrassng if exposed to thepublic, but
emotionally you will probably recover. The threat of stolen idertity isoften consdered
the extreme persond lossof data.

Expoaure of the exampl es of data above may have detrimentd impactson a company,
individual or family unit. These may seem extreme until thethreat of Nationd Security
isexploited inthe same fashion. Daaexploited that puts theentire country in harm'’s
way is often considered thebiggest rik. Of course dl exposureisarik, but a National
Security risk hasthepotentid to affect every person in the United Sates and/or the
world!

A Summary of How Data is Stored on Magnetic Media

Before the risks associated with disclosure of data frommagnetic media can be fully
exposed, asummary of how data is sored on magnetic media mug beoffered. Datais
stored on magnetic mediaby aoplying magnetic fields to the mediaand changing the
“flux” orthe dignment of a spedfied fid d through a process called “ flux reversd”. Once
amagnetic force isapplied to the mediaitisdifficult, if not impossble, to retum the
mediato itsorigind condition or totaly overwrite thedata so the origind data cannot be
resurrected. Remnantsof data remain indefinitely on the media. “ Daa remanence isthe
residual physicd representation of datathat has been in ome way erase.”. “Asearly as
1960 the problem caused by the retentive propertiesof ASI (automated information
sygem) dorage media (i .e., data remanence) was recognized.” (Gd lagher —
cipherwar.com). Eventhough the problem was recognized over 40 yearsago, many
individual s, tasked with safeguarding sensitive data, are not aware of theisue and do not
takethe proper precauti ons when goring and dispos ng of magnetic media.
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What Happensto the Data When a Fileis erased from Magnetic Media?

When daais erasad from magnetic media, only thepointers to the file location on the
mediaaredd eted, but the flux reversal used gill exigsonthe media. Thisishdpful to
recover filesthat are accidentdly ddeted. Thenegative side of this processexi ¢s when
datapurposefully dd eted, with the expectation by the userthat it will never be recovered,
isrecovered and possibly expl oited.

Data remanenceis not limited only to user daa fil es, but al 0 to swap files which are
trangparent to theuser. An operating sysem capabl e of using virtud memory, dik gace
alocated to handle theoverflow of physicad memory, writesdaato a swep fileon dik.
The data stored in the swep fil e uses the same characterigics of all other data gored on
magneti c media, magnetic flux reversd. Dueto ignoranceon behal f of theuser, this
swap file may become atarget for malid ousattacks by a sygem savvy technidan.

Awareness of data remanence is a major key to securing informetion stored on magnetic
media. Individuals who know how to view data remanencetarget deleted data because
they know tha data auser tries to delete is rarely insignificant.

Simple Daily Functions Can Put Your Dataat Risk

There are several daily tasks that potentially expose data to unintentional disclosure.
These include backup and restoration of data, repair of system components and providing
information to Internet sites when auser is fooled into thinking the site is secure and the
daaprovided will not beviewed by others.

A systemadministraor typically makes data backups weekly and daily to avoid data loss
through accidental means, such as the user who unintentionally erases afile or an
unforeseen need to recover fromahard disk crash. The datastored ontgpe is apotential
threa of exposure because restoration to adifferent system by an unauthorized user,

by passing the original permissions, opens the access to files for invasion. This threat is
sometimes unagpparent to the administrator becausethe correct permissions are impaosed
on theoriginal system. When the backup is restored to adifferent system, it inherits the
permissions of the new file system, stripping the dataof permissions imposed on the
original media. To exploit this threa someone must obtain physical possession of the
backup tgpe. Disaster Recovery Plans include storing data backup tapes in fireproof
vaults typically locked with limited personnel access and offsite storage for a higher
degree of disaster recovery. Disgruntled employees or simply employees with adesire to
access privileged datacould gain possession of these backup tapes and restore thedatato
adifferent system, bypassing the permissions assigned. Storing data offsite also has the
potential to expose thedaato individual without access. A tgpe may be copied, stolen or
misplaced exposing the data to unintentional disclosure.
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The following situations may also be used to exploit data. Tegpes rotated out of service
due to life expectancy concerns must be destroyed gopropriately. When ahard disk drive
upgrade is performed, the old drive must be sanitized gppropriately. These tgpes and
hard disks cannot simply be thrown in the trash. Thesethreas must be evaluated and
appropriae action taken to destroy the contents of the media. Is erasure good enough?

Anocther perpetrator could beaservicetechnician who diagnoses a magnetic media, such
as ahard drive, as damaged and replaces the media with a new disk. Thedaaon the
media now in possession of the service technician may be considered unusable or
unrecoverable. However, it still hasthepotential to be exploited due to data remanence.

User may be enticed to supply information to a Intemet site with the impression the dteis
secure and the data will not be made available to other individuals. However, compani es
are sdling thisdatato other sitesand the following illugratesa mgor problem asod aed
with unintentiond disclosure of data. According to the Privacy RightsClearinghouse
(Givens), “the mog common form of identity theft i s when someone obtainsthe Sad
Security number (SSN) perhgps a few other piecesof information about an individud,
and usesthat information to i mpersonatethem, and obtain credit intheir name.”
(Givens). Thesame source edimates between 500,000 to 700,000 people would fall
victim to the cime of identity theft during 2000. The victim of identity theft doesnot
become aware of the problem for an average of 14 months. The averagetimeto repar
the harm to credit recordswas2 years! (Givens) In addition to the potentid finandd
harmdoneto anindividual, anidentity solen may al 0 becomea facade forcriminal. If
the stolen identity isused fa sdy for acriminal to avoid prosecution or to assume anew,
untamished identity, the harmdone to an individual mey last alifdime. Thismay
hgppen through an unintentiond error keying information into a criminal record or a
crimnal may “deal” your identity by assuming your nameand sodd security number
from discarded magnetic media. Mdicious individuals, in search of anew identity may
al 0 obtan theinformati on by accesing Internet teswhere personal datais made
public. Some sites offerincentivesto individud s convindng themto provide persond
information and then publishit without the individud’s knowledge.
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Acoording to a survey conducted by and posted on www.bud nesswire.com, 78% of users
polled indicated their top concern of Intemet security ishaving persond identities solen
using publicly available persona information. Inthe same qurvey, they asked individuds
if they could be persuaded to offer information over the Internet if they were offered an
incentive. Hereisthe breakdown of the survey reallts

Information Offered Without Incentive With Incentive
Annual Household income 27% 47%
Credit Card Number 5% 17%
Home Phone Number 32% 43%
HomeMailing Address 38% 47%
Name 64% 67/%
Sodd Security Number 4% 7%

Thisaurvey isarealigic representation of the data available for public view on the
Internet, with or without personal knowledge or consent.

The examplesof posdsble threatsliged above can be reduced, if not totdly diminated by
observing certan precautions. Before exploring the precautionsthat should betakento
reduce the risk, the possible exploitation will be discussed.

Howto Prevent the Examples of Unintentional Data Disclosure

Datashould be evaluated for sensitivity based on the worse case scenario conceivable
with respect to exploitation. After this evaluation is performed, care should be taken to
protect the possibility of unintentional disclosure based on the ramifications of its
disclosure and possible exploitation.

Onetechnique used to prevent the resurrection of sensitive data (not classified) on
magnetic mediais Snply to eraseit, however thisofferslittle to no protection from the
databeng recovered. A better way to dedroy it to overwritethedata & leas once, the
potential to read data is reduced with every rewrite (or overwrite) operation to the same
location on the media and consideration must betaken to verify thisoperaion hasbeen
performed properdy. Thisisgppropriate for personal dataind uding financial records. It
should be performed before the mediais rd eased for any reason ind uding repair and
phydcal destruction.

Some entitiesgo to the extremeto protect the datacond dered by many to be the mog
vauad of all —that which pertainsto National Security. In the United Kingdom (UK),
the“ *Ministry of Defense’ requires the surface of all hard disk platters be ground off and
the dug securely gored for twelveyears. Thedust isstill officddly dassfied even after
thisperiod.” The rulesare not as gringent in the United States. To subgantiatethis, the
author references U.S. Navel document entitled “ OPNAVINST 5239” that “dasdfied
dikscan dather have ther surfaces sanded away or disolved by ecid!!” (Bascom). Isthe
U.K. too paranoid or do they have aredization of potential threats that exist in the
Information Age?
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Exploitation of information obtaned by an Intemet ste isoccurring & high rates.
Information an individud may think is private isbeing sold to other companies who s |
it as background information for users. Thisissimilar to the way credit card and mail-
order companies =l malinglids. It isup toindividualsto protect their privecy. This
exploitation will not disgopear until the Internet user community is educated on the
possible issues that may arise fromthe exploitation of theinformation.

Condusion

When daais unintentiond ly disclosed, the ramifications can be severe with regpect to
persond, company and National Security data. As technol ogies advance, the proper
method to permanently digpose of magneti c mediamust be reevaluated to determine
whether or not the methodsare still vdid. Many firmsnow offer services and expertise
to companies on how to properly to erase, overwrite, destroy or ded assify media
appropriady to guarantee the data will never be recovered. A simpledeletion is not
ample to avoid the possible risk of someone gaining access to the information.
Perpetrators may include employees of acompany who want persond financial gans, an
invader fromthe Intemet who convinces anindividual to divulge persond data and then
sellsit, atechnician hired to replace a faled computer component, such as ahard drive.
Educating the user community isthebeg goproach to ssfeguarding data from
unintentional disclosure.
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