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Information is the most valuable asset and resource to an organization. Securing your
organization’s systemis an essential responsibility of asecurity professional. One must
implement confidentiality, integrity and availability at all times. Confidentiality is
making sure that only the authorized person or group can access particular information.
Integrity is ensuring tha sensitive informetion has not been changed or modified.
Availability is having information accessible to authorized parties a reasonabletimes.
The three principles are fundamental when offering setvices over the Intemet. Failure to
implement all three would result in loss of resources, aloss in revenue and a tainted
reputation for an organization.

A security assessment aids in checking for confidentiality, integrity and availability. It is
a set of procedures performed on aserver that detects whether or not any possible
vulnerabilities exist. This document will describe methods used when assessing an
Internet Information Server. Internet Informetion Server (11S) is web server that runs
intemet services on Microsoft's Windows NT and Windows 2000 server operating
systens.

This paper will explain basic procedures that should be goplied when auditing an
organization’s 1S web server. It isdivided into four sections for essier comprehension
and perusing. Thefirst is Defining The Process, which will explain the reconnaissance
methods that should be used. The second section, Performing The Assessment, will
mention afew readily available tools. Reporting The Results, the third section, will
include asample report that should be complied for documentation purposes. The last
section, Obtaining Rermission, will explain how to obtain authorization in order to
perform a security assessiment on a web server.

Oneshould performasecurity assessment on an l1Sserver after the initial configuration
and the gppropriate patches and hot fixes have been goplied totheserver. At that point,
the assessment will verify whether or not the server is properly secure. OK, so lets get
started.
DEFINING THE PROCESS
The following are basic reconnaissance procedures that should be performed:

o ICMPTest

o CGI Scan
o Port &an
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Internet Control M essage Protocol (ICMP)

Internet Control M essage Protocol is aset of gpplications most commonly used for
troubleshooting. Ping and Traceroute are the two applications associated with ICM P.
Ping is ahandy tool that will uncover aparticular domain name’s |P address and inform
the user whether or not aserver can accept request. It does this by sending apacket to a
designated address and waiting for a response. The host will respond with an ICM Pecho
reply indicating that the server is alive. If thereisno reply it is possiblethat the host does
not exist or is down.

Traceroute records the path through the Intemet between the requesting conputer and the
designated computer. It sends a packet to the first router and reports back. It continuesto
send packets to the remaining routers and reports each “stop”. Each stop that is reported
back is referred to ashop. Traceroute is a handy tool to use when trying to determine a
nework’s infrastructure. The hops will list everything in front of the server such asthe
intemet service provider, the router or the firewall associated with that particular server.

Common Gateway Interface (CA)

Common Gateway Interface is the method of passing daaback and forth between aweb
server and an applicaion. It is part of the Hypertext Transfer Protocol (HTTP). It simply
takes the information tha is to be passed fromthe web server and sends it to the
application program. Thedaa is then processed and aconfirmation is sent back to the
web server.

CGI Scan

Microsoft Intemet Information Server (11S) contains several exploitable CA scripts. By
performing a CG scan on aweb server one will be able to see the exploitable scripts that
are running. It isdangerous to have particular scripts running on the web server. If such
script code was revealed auser could analyze the script for security holes, uncover the
names and/or | P addresses of other servers that are hidden fromthe public or find out
usemames and passwords required for script execution. 11S sample files contain meny
dangerous scripts. Below isalist of commonly exploited scripts:

msadcsdll
showcode.asp
viewcode.asp
codebrws.asp
winmsdp.exe

0 O O OO

11S also contains extensions such as htr, .ida, .idc and idg. By gppending these
extensions to the end of a URL address sensitive information will be retumed to the
browser. It isalwaysagood ideato removethe CA scripts and file extensions that are
not being used by the web server during the set up phase. Thethreat of attack will be
greatly reduced.
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Port San

A port is a connection placethat uses TCP/IPto connect to a particular programon a
server. There can be as meny as 65,536 different ports or services. Forts are numbered
fromOto 65,535 and are normally divided into two categories. Ports ranging from0to
1023 are known as trusted or reserved ports. Ports 1024 and above are called ephemeral
ports. Trusted ports normally have an assigned service running on it whereas ephemera
ports will usually have any service running on it.

A port scan is aprocess in which a message is sent to each port one & atime. Thetype
of response received will indicate whether or not aparticular port is being used. A port
can be in an open, closed or filtered state. Below isa list of common ports.

Port| Service
7 ECHO

19 CHARGEN
21 FTP

23 TELNET
25 STMP

53 DNS

79 FINGER
80 HTTP
110 POP

137 NETBIOS
139 NETBIOS
443 HTTPS

PERFORMING THE ASSESSMENT

There are many availabletools that can be use to perform a security assessment onan 11S
web server. This section will mention the onestha areeasily atainable, most accurae
and provide clear results. It is important to familiari ze oneself with thesetools and
functions on atest server before running them on a production 11S web server.

Whisker

Whisker is a web scanner that searches for commonly known CG vulnerabilities. It is
completely free and available at http://packetstorm.securify.com Whisker uses anti-
intrusion detection systemtactics. It sends packet requests that confusethe IDS but
allows the web server to understand it. It will report back what version of 11Sis running
and the vulnerable scripts that are detected.
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Whisker is easy to useand extremely religble. The results are also reported in a clear
format. If exploitable CG scripts are detected while running aWhisker scan, it is
recommended one immediately removes those files fromthe web server.

Nmap

Nmap is autility used for security auditing. It is cost free and open source, which means
oneis able to review the code and customize it. Nmap originated as a port scanner but
now gathers more information as well. 1t will determine whichhosts are up, wha
services are running on the host and identify the operaing systemthe host is using.
Nmap scanning techniques are adjustable. One can performa TCP connect port scan,
TCP SYN port scan, UDP port scan and ping scan. As well astiming one’s scan as
Paranoid, Sneaky, Polite, Normal, Aggressiveor Insane. Nmap has meny options and it
is fun to use.

It clearly reports the scanning results as well. According to Brent Deterding, “It is an
extremely versatile and useful information gathering tool that yields much of the
necessary information about a machineand it’s possible weaknesses.” For specific
information regarding Nmap, please refer to his practical Nmap - The Tool, It's Author
and It’s Implications.

NESSUS

Anocther auditing utility available is Nessus. Nessus is a free, open source and up-to-date
tool. Thistool will remotely audit a network by searching for security holes. Nessus
allows oneto specify an IP rangeand to search for particular vulnerabilities. If it detects
avulnerability, it will not only report the findings but also go astep further and try to
exploit the security hole as well.

Nessus reports are complete and accurate. The report will list the security holes found
and include recommendations on how to fixthem. Greg Brooks staes, “ The issues that
are found are reported as either informational, security warning or security holes and the
risk factor of the problemis also identified by words such as ‘Low’ or *Serious’.” For a
deeper look into Nessus, please refer to his practical Nessus-Get on Board or Nessus-A
Very Capable Security Tool by Vernon Sark. Both practicals are wonderful resources if
one is interested in finding out more information about Nessus.

REPORTINGTHERESULTS

After the security assessment has been performed, the results should be documented and
archived. Below is asanple executive summary of asecurity assessment.
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Security Assessment

A security audit was performed on the external IP X.X.X.X. Thisdocument will summarizethe
status of the server tested. If any vulnerabilities were detected a recommendation on how to fix
the vulnerability would also be included. T he network vulnerability scan was performed usng a
default security policy.

Firewall Status

Port State Service
2Utep open ftp
25/tep open stmp
80/tcp open http
139/tcp open netbios
443/tcp open https
6667/tcp open irc

Recommendation:

It isrecommended that only the necessary ports such as 80 (http) and 443 (https) are left open to
the public. Thiswill reduce the ri sk of someone gaining unauthorized accessto the web server.

CGl/Dangerous Script Status

T he server was currently scanned for over 200 known possible vulnerabilities. At thistimethe
following vulnerable CGl scripts and extension were detected:

-msadcs.dll
-showcode.asp
-.idq

-.htr

Recommendation:

It is highly recommended that CGI scripts and extensions found be deleted from the web server.
Thiswill reduce the ri sk of someone obtaining senstive information from the web server.

Confidential Infor mation:
Thisreport contains confidential information intended for My Company .com. Do not release these resultsto any unauthori zed parties.
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OBTAINING PERMISSION

A policy tha states who has authority to run an assessment on the Internet Information
Server and when the sever will be assessed should be implemented. Thepolicy should
also besigned by management to verify tha permission has bean granted to run the
utilities in aproduction environment.

It is essential to run asecurity assessment after the initial configuration. It is just as vital
to run theutilities routinely and after any modifications have been made to theserver. A
security assessment is a necessary checkpoint when running service over the Intemet.
Making an Internet Information Server less vulnerable reduces unwanted exposure and
lessens thethrea of an atteck.

Enjoy the exploration of new security assessment tools and remember to keep abresst of
current security announcements and new developments. Security holes are constantly
discovered and exploited. An informative security professional is atremendous asset to
an organization.
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