GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Security Essentials: Network, Endpoint, and Cloud (Security 401)"
at http://www.giac.org/registration/gsec



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gsec

Change Control

Louis Aiken

Since authorized changes must occur to networks and these changes must occur in a timely manner without
disruption or compromise to existing system operation.

And unauthorized changes must be detected as intrusions or misuse. [1]

Everyone in your organization should understand and abide by the Change Control Policy. Stress the
importance of proper use of the policy to all employees. Explain that the policy is in place to help, not
hinder operations and the policy is part of the overall corporate strategy. Explain that the policy applies to
everyone and is monitored. Insure all employees are aware of the consequences for failing to abide by the
policy.

Change Control is the process for the approval, testing, implementation and documentation of changes to
your networked devices. It will be part of your Network Policy and will be unique to your operation.

When new features are to be added to any production network the Change Control Policy should always be
followed. [4] The following will outline key points.

Is the change needed? What will be the benefit?

A new Network Change Request should be reviewed and approved by a panel representing all departments
involved or affected. The panel should consist of experts familiar with all aspects of the enterprise. The
panel members should insure their respective departments are able to support the change before approval.
Communication is key at this stage. Highly experienced consultants may be needed.

Planning and testing.

Plan, test and document the installation, removal [4], backup, restore, security and upgrade procedures of
the system change in a non-production lab environment. Remember that the author of the change stopped
testing at some point and “it is impossible to fully test a program”[10] Bugs discovered in the lab
environment tend to educate.[8] Bugs discovered after a change has been put into production can have
devastating effects on a business. [2] [3]

Documentation.

Clean up the notes from the lab and fill in any holes. Test your documentation.[9]

Implement the change.

When the change is preformed, insure current backups are available and notify everyone that may be
impacted by the change. Insure the change performs as expected and has not degraded existing operations.
Integrate the change into normal and emergency (if required) operation procedure documentation.

Change Control Policy is good for business. If your company is ISO9000 certified the change control
process was reviewed as part of the certification process.[5S] Change Control history lays the framework of
how your network was built and can be a valuable tool when things go wrong. Insure the history can be
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made available even if the network is down. This history should be considered confidential but should not
contain passwords for the effected component. System passwords should be handled in accordance with the
Password Policy section of the Network Policy.

The overview above attempts to outline Change Control in a network administration and security
(information assurance) setting. Change Control is often called Configuration Management.

The Change Control Policy for Y2K issues at the National Institutes of Health can be viewed at:
http://wwwoirm.nih.gov/y2000/changepolicy.htm [6]

Change Control may exist at different levels within the same company. For instance if your

company develops software or documentation, the developers may use change control tracking software as
revision control to insure orderly updates, approval and testing of their code.[7] This form of change
control might be tied to any product.
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