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1. Introduction

Businesses and organizations need a way to exchange important information with the r business
patners securdy viathe Internet. A Siteto-site Virtud Privae Network (VPN) is oneway to provide
confi denti dity/privacy for the databeng passed over the Internet. |1 both organi zations dready have high-
speed Internet access and Cisco routers aval able, this option may be acost effective solution.

This paper will provide step-by-step instructions on how to implement asiteto-site VPN using IPSEC
and Cisco Routers. The steps documented in this pgper are geared for smdl to medium size businesses
with asmdl number of locations that require private communications. The paper will dso point out other
security issues that should be considered when impl ementing siteto-site VPNSs.

2.  Hardwareand Software Requirements

Cisco recommends a 2600 or 3600 series router for usein smal to medium business site-to-site VPNSs.
First check the I nternetworking Operating System (I0S). The routers ship with only the IP feature set.
You have to buy another version of the |OS to use IPSEC 56 bit encryption or IPSEC 3DES encryption. |f
you do not know i f your router has aversion tha supports IPSEC, the essi est way to check is to use the
following commands

Router A#config t
RouterA (confi g)# cry?

This command will giveyou alist of commands tha start with “ cry”. 1fyou don’t see“ crypto” listed,
the version of the IOS on your router does not support IPSEC.

Ifyou do seethe* crypto” command listed, check for 3DES support using the followi ng command:

Router (config)#cry pto isskmp policy 1
Router (config-isakmp)#encryption ?

This will list the encryption dgorithms supported by your IOS. Check for “ 3DES”. If thisdgorithm is
not listed, then your 1OS only supports 56-bit encryption. Contact your Cisco vendor to obtan the |IOS
with IPSEC 3DES fegture set.

You dso need to make sure that you hav e suffici ent volatil e memory (RAM) and fl ash memory for the
new 1 OS. Use the following command to display the amount of memory and fl ash on your router.

Router#show versi on

Check with your Cisco vendor for the minimum amount of RAM and fl ash required for the IPSEC
3DES I0S. | recommend 32 MB of RAM and 16 MB of flash for the 2600 seri es router.

3. Configuring IKE Security Protocol

Thetwo VPN router peers will use Internet Key Exchange (IKE) in conjunction with IPSEC to
negoti ae three items:
encryption dgorithm,
hash dgorithm, and
authentication method
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For the Cisco 10S, configuring | KE involves the following steps:

a EnsurethelKE feaureisenabled. Thisfestureis enabl ed by default. Just to make sure
type the following command:

Router (config)# crypto isskmp endble

b. Check the access-lists (filter rule sets) of your router. Make sure they dlow “ UDP port
500”. Thisisthe port used by IKE. You may haveto add aruleto dlow “ UDP port
500".

c. Credethe IKE policy to be used for your VPN. Thetable bdow lists the parameters you
can configure for IPSEC.

Parameter Accepted Values | Keyword | Default Value
Encryption d gorithm 56-bit DES-CBC | Des 56-bit DES-CBC
168-bit DES 3des 168-bit DES
Hash dgorithm SHA-1 (HMAC Sha SHA-1
vai ant
Authentication method RSA signaures Rsasig RSA signaures
RSA encrypted
nonces Rsa-encr
Pre-shared keys Pre-share
Di ffie-HdIman group 768-bit Di ffie- 1 768 bit Diffie-
Hedlman or Helman
1024-bit Di ffie- 2
Helman
Security associaion’s Any number of - 86400 seconds
lifetime seconds (one-day)

Tablel: IKE Policy Parameters”

The Cisco documentation provides some guidance on which vaues to sd ect for these paramet es.
Essenti dly, increased security may come a the expense of performance. You will haveto assess how
much risk your company can tolera e versus the performance leve they want to sustain. For exampl e 168-
bit DES provides more security but may use more CPU cydes. (NOTE: You can purchase an add-on card
to accd erate encryption.)

The Cisco documentation dso provides the following guidance:

Authentication methods:
You will need a certification authority (CA) i f you want to use RSA signatures. This method
provides non-repudi éion for the |KE negotiation.
Uses of RSA encrypted nonces require both organi zations to possess each other’ s public key.
Pre-shared keys dthough easy to configure are not as secure RSA signatures.

Di ffie-Hdlman group identifier
The DiffieeHdlman (DH) public-key cryptogragphy protocol is used in IKE to establish session
keys. The 1024-bit DH is harder to crack but takes more CPU cydes to complete.

Hash Algorithm
“MD5 has asmadler digest and is considered to be slightly faster than SHA-1. There has been a
demonstrated successful (but extremdy difficult) attack against M D5; however, the HM AC
vari ant used by IKE prevents this atack.” 2

! Confi guring Internet Key Exchange Security Protocol, pp 7-8.
2 confi guring Internet Key Exchange Security Protocol, p 21.
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For the exampl e we will use
- Encryption d gorithm: 3DES encryption 168-bit DES
Hash dgorithm: SHA-1(HM AC variant)
Authenticaion method: RSA encrypted nonces
Di ffie-HdIman group identifier: 768-bit Diffie-Hdlman (default setting)
Security Associdion Lifetime— 86400 seconds (default setting)

Use the following commands for both routers

Router#configuretermind

Router (config)# crypto isskmp policy 1
Router (config-isakmp)#encryption 3des
Router (config-isakmp)#hash sha

Router (config-isakmp)#aut henti cation rsa-encr
Router (config-isakmp)#end

To display the IKE policies for your router use the following command:
Router#show cry pto isskmp policy

It is important that both routers agree on the IKE policy. IF theremote and locd routers do not
have the same policy, IPSec will not be established.

d. Ifyou areusing RSA encrypted nonces and are not using a certi fi cation authority (CA), you

must manudly configure RSA. Use the following commands for both the remote and the loca
router.

Create and view your RSA key
Router (config)# crypto key generatersa
Router (config)# show crypto key mypubkey rsa
Cut and paste the result for the “ show crypto” command into anotepad and saveit to atext
document. Both organi zations need to send their publi ¢ key to each other. They can send the key
(text document) to the each other viae-mail (using PGP encry ption) or giveit to each other on a
fl oppy disk.
Set ISAKMP | dentity for each peer
Router (config)#cry pto isskmp identity |P_Address_of _peer_router
Speci fy Peer' s RSA Public Key
Router (config)#cry pto key pubkey-cha n rsa
Router (config-pubk ey -c)#addressed-key |P_address of _peer_router
Router (config-pubk ey-c)#key-string key-string-value-of -public-key
Pastein the key string vdue you receved from your peer (see the“ show crypto” step).

Router (config-pubk ey -c)#quit
Router (config-pubk ey )#end
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4. Configuring Site-to-Site IPSEC Networ k Security
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Figure 1. Site-to-Site VPN Diagram

After completing the IKE configuration, we can now configure IPSec. The steps for configuring IPSec
areoutlined bedow. Refer to Figure 1 for the IP addresses and router names used in the exampl e.

Check access-lists for IPSec compatibility
Mak e sure tha both RouterA and RouterB dlow IPSec traffi ¢ (protocol numbers 50 and 51).

Create Crypto Access Lists
The crypto access list defines which IP packets will be encrypted and sent out viathe VPN tunnd, and
which inbound traffic will be decrypted.

Sample access-lists for RouterA and RouterB are as follows:

Router A (confi g)}# access-list 101 permit 50.10.10.0 0.0.0.255 100.10.10.0 0.0.0255
RouterB (config)#access-list 101 permit 100.10.10.0 0.0.0.255 50.10.10.0 0.0.0.255

Defi ne Transform Sets

The transform set defines the security protocols and dgorithms tha both peers will use for
encryption and authentication. Table 2 (bdow) lists the dlowed transformation combinations.

Transform Type | Transform Description
AH Transform Ah-md5-hmac AH with the M D5(HM AC variant) authentication dgorithm
(Pick up to one) | Ah-sha-hmac AH with the SHA (HMAC vai ant) authentication dgorithm
ESP Encryption | Esp-des ESP with the 56-bit DES encryption d gorithm
Transform (Pick | Esp-3des ESP with the 168-bit DES encryption dgorithm (3DES or
up to one Triple DES)
Esp-null Null encryption dgorithm
ESP Esp-md5-hmac ESP with the MD5 (HMAC vari ant) authentication dgorithm

Authenticaion Esp-sha-hmac ESP with the SHA (HMAC vari ant) authenti cation dgorithm
Transform (Pick
up to one

IP Compression | Comp-lzs IP compression with the LZS dgorithm
Transform (Pick
up to one)

Table2: Allowed Transform Combinations®

3 confi guring IPSec Network Security, p. 17.
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T he Authenti cation Header (AH) and the Encapsul aion Security Payload (ESP) security protocols
provide integrity, authenticity and confidentidity (only in the case of ESP) of thedata AH uses akeyed-
hash function to provide authenticity and integrity. In the case of the AH, ahashing dgorithm is used
agai nst the payl oad. The result of this dgorithm is a message digest (aset of numbers). On the other end
the remote router can run the same dgorithm against the payload. If theresult is the same as the message
digest contained in the Authenti cation Header, the remote router has very high confidence tha the message
it recaved was not changed en-route. Encgpsulation Security Payload protocol uses encryption to provide
integrity, authenti cation and confidenti dity of theinformation. “ AH and ESP can be used independently or
together, dthough for most gpplications just one of them is sufficient. In our example, we will use ESP
with 3DES encryption.

For moreinformation on the AH and ESP protocol please refer to the Request for Comments (RFCs)
listed in the bibliography.

Both routers must have the same transform set configured. The following is a sample transform set:
Router (config)#Crypto ipsec transform-set setl esp-3des

Configure Tunnd I nterface

IPSec uses tunnds to move pack ets through the Internet. The packet is encgpsul ated within
another packe and assigned anew source and destination address. The sourceis the address of the
locd VPN router. The destination is the remote VPN router. Once the packet reaches the remote
router, the outer source and destination addresses are removed to reved thered source and destination
address. Theremote router then sends the pack et to the actud destination.

An andogy would be sending aletter to your friend using aspecid couri er service. Theenvdope
would show your address as the source address and your fri end as the destination. You would give
your |eter to athird party (arepresentetive of the courier service). Thisthird paty could place your
enveopeinside another enve ope and place its address as the source and a fourth party (a courier
representaive near your fri end), as the destination address. Once the fourth party receves the
enveope it would removethe outer envedope reveding the origind envdope. T he fourth party would
then givethe envdopeto the actud destination — your friend.

The following are some sample tunnd configuraions

Router A (confi g)#interface TunndO

Router A (confi g-i f)#ip unnumbered Seri d0
Router A (confi g-i fy#no ip directed-broadcast
RouterA (confi g-i fy#tunnd source Serid0

Router A (confi g-i fy#tunnd destination 100.10.10.1

RouteB (config)#interface Tunnd0

RouterB (config-i f)#i p unnumbered Serid0
RouteB (config-i f}#no ip directed-broadcast
RouterB (config-i fy#tunnd source Serid0
RouterB (config-i f}#tunnd destination 50.10.10.1

Configure Crypto Map

The crypto map speci fi es the vd ues to be used for the key management protocol. The peer
address is the address of theremoterouter. Thetransform set is the name of the transform set you
configured above. Theaccesslist number used in the “ match address 101" command corresponds to
the crypto access-list you configured above. Sample configuraions for thelocd and remoter router are
listed b ow:
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Router A(config)#crypto map mapl 10 ipsec-isakmp
Router A(config-crypto... J#set peer 100.10.10.1
Router A(config-crypto... y#set transform-set setl
Router A(config-crypto... #¥match address 101

RouterB (config)#cry pto mgp mapl 10 ipsec-isakmp
RouterB (config-crypto...)#set peer 50.10.10.1
RouterB (config-crypto...)#set transform-set setl
RouterB (config-crypto...}#mat ch address 101

Apply Crypto Mgp to Tunnd Interface and to Serid Interface

Apply these commands to both routers. Apply the crypto map to both the tunnd and therouter' s
externd interface

Router (config)#interface Serid 0

Router (config-i f)#crypto map mapl
Router (config-i f)#interface Tunne 0
Router (config-i f)#crypto map mapl

5. Additional Security Aspectsto Consider

This paper provided step-by-step instructions on how to implement asite-to-site VPN. T his paper did
not cover dl of the security aspects tha you should consider when giving another organi zation access to
your network. You should review your organizaion’s security policy to seeifthis VPN will violae any of
your organi zation’ s existing polici es. Hereare just some of the security aspects you should consi der:

- You are giving outsiders full access to your network. Perhaps you should consider pl acing the
VPN router in front of the firewdl. Thisway the packets will be decrypted before they reach the
firewdl and will beinspected a the firewdl just like dl the other pack ets from the Internet. You
could dso consider using a firewdl cgpable of providing VPN services such asthe PIX firewadl.

- Consider placing access-lists on the firewdl| tha will restrict the other company’ s access to only
the necessary servers.

- Consider using an Intrusion Detection System (IDS). An IDS is aleto inspect the contents of the
packets and “ shun” unwanted traffic — potentid intrusion atempts, ec.

- If the other organization’ s users will be accessing applications tha impl ement some type of
authentication, you should use the authenti cation. For exampl g, if you can impl ement passwords
on the gppli cation, make sure you turn on the password authenti cation.

- For amore robust and scdable security solution you may want to implement a dient server based
VPN instead.
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