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Intr oduction

Thisreview isintended to assist Security Officerswith the first implementaion steps for meeting
any or all of the requirementsinduded in HIPAA. Although HIPAA gopliesto many entities
within the hedth care sygem, it d 0 affectsmany other busnesses whose dient base indudes
health care companies. If you do not know whether HIPAA affectsyour company or how to
evaluate your options, thisdocument should hdp. Thereare many agpects of HIPPA covering
such areasas Human Resource Rolid es on indurance portability aswell asthe reduction and
restructuring of EDI forms for damsprocesing. Thisdocument isintended asa Primer for the
Privacy and Security sections of HIPPA Covered under Title |1 — Subsection F— Administrative
Simplification. It isthese sctions that can gpply to busnessesouts de of health care.

HIPAA stands for Health Insurance Portability and A ccountability Act. It is federal legislaion
intended to implement simplifications in the administration of health care plans and their
associated claimand payment processes. Health care organizations will need to be fully
compliant with this legislation no later than A pril, 2003. HIPAA mandates no specific technical
practices for privacy or security and is by design “ Technology Neutral”. However, thereare
many policy and procedural requirements that must be implemented by any covered entity (see
definitions below). Although no technical solutions are specified, there are areas that most likely
will require atechnical solution and must be addressad if you are acovered entity or if you plan
to do business with acovered entity. To HIPPA, technology is only necessary as part of
supporting your company’s privacy and security policies. There is no such thing asa HIPAA
compliant technology.

In order to determine if your organization has obligations covered by HIPAA, you first need to
understand certain terms defined in the federal regulation.

Definitions

Cover ed Entity: “... al health plans, all health care clearinghouses, and all health care
providers that transmit health information in an electronic formin connection with astandard
transaction.”*

Protected Health Infor mation: “... individually identifiable health information that is or has
been electronically transmitted or maintained by a covered entity .’
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Indivi dually identifiable health infor mation: “... information that is asubset of health
information, including demogrgphic information collected froman individual, and that:
(@) Is created by or received froma health care provider, health plan, employer, or health
care clearinghouse; and
(b) Relatesto thepast, present, or future physical or mental health or condition of an
individual, the provision of health careto an individual, or the past, present, or future
payment for the provision of health care to an individual, and
(i) Which identifies the individual, or
(if) With respect to which there is a reasonable basis to believe that the
information can be used to identify the individual.”

Standar d Transaction
“ Standard means aset of rules for aset of codes, data elements, transactions, or
identifiers promulgated either by an organization accredited by the A merican National
Standards Institute or HHS for the electronic transmission of health information.

Transaction means the exchange of information between two partiesto carry out
financial and administrative activities related to health care. It includes the following:

(1) Health claims or equivalent encounter information.

(2) Health care payment and remittance advice.

(3) Coordination of benefits.

(4) Health claims staus.

(5) Enrollment and disenroliment in a health plan.

(6) Eligibility for ahealth plan.

(7) Health plan premium pay ments.

(8) Referral certification and authorization.

(9) First report of injury.

(10) Health claims atachments.

(11) Other transactions as the Secretary may prescribe by regulation.”*
Business Partner: “... aperson to whoma covered entity discloses protected health information
so that the person can carry out, assist with the performance of, or performon behalf of, a
function or activity for the covered entity ......"°

Affected Or ganizations

If your company does business in the health care environment, the first step is to determine
whether your business is affected by HIPAA. There are two groups defined by HIPAA that must
comply with the regulation. They are defined as aCovered Entity and a Business Partner (see
above). Covered entities must comply with all aspects of HIPAA and it is towards these
organizations tha the legislation is directed. Busgnesspartnerswould be required to comply
with HIPA A through individual contracts with each covered entity. The purpose of these
contracts would be to extend the “sphere of privacy”® coverage tha exists for the primary health
careorganization on to the busnesspartner’ sorganization. Remember, as abud nesspartner,
you arenot directly accountable to HIPAA. It isthe covered entity — through your new contract
with them—that will impose HIPAA conpliance on your organization.
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The fact tha acompany does business in the health care environment does not in itself mandate
HIPAA compliance. It degpends on how you interact with the covered entity. You must comply
with HIPA A (through a contract with each individual covered entity) if you store or process
protected health information as described aove. Take thetime to read and fully understand the
definitions listed above. It ishow your company relates to these definitions that determines your
obligations under HIPAA.

Possible Course of Action — De-ldentify the data

Although this option is not viable for most business models, it does represent a way to avoid the
administrative burden of HIPAA compliant contrects. If your business does not require that you
possess individually identifiable health information, you may choose to require tha all covered
entities with whom you do business provideyou with “ De-ldentified” information. To be
considered “de-identified” all of the following must be renmoved: Name; address, including
street address, city, county, zip code, or equivalent geocodes; names of relatives and employers;
birth date telephoneand fax nunmbers; e-mail addresses; social security number; medical record
number; health plan beneficiary number; acocount number; certificate license number; any
vehicleor other device serial number; web URL; Intemet Protocol (IP) address; finger or voice
prints; photographic images; and any other unique identifying number, characteristic, or code
(whether generally available in the public realm or not) and you must also insurethat “any
reasonebly anticipaed recipient of such information could [notJ usethe information alone, or in
combinaion with other information, to identify an individual.”

Pr obabl e Course of Action

In the event that your organization must possess or process protected heal th information, and
your company does not fit the definition of a covered entity your obligations are not specifically
defined by HIPAA. Rather, each covered entity is required to bind your organization in a
contract tha mandaes tha your business adhere to the same privacy standards as the covered
entity. Inthe case where a company provides services to multiple covered entities, the task of
HIPAA compliance becomes very large as each covered entity may develop adifferent policy for
how they process and disseminateprotected heath information. Under HIPAA acontract must
exist between every covered entity and each of their bug nesspartners prior to sharing any
protected health information. This contract has many specific requirements. These include:

Prohibiting the use of protected health information for any use not specifically stated in
the contract and requiring a publicly available staement of how this information is used
and disclosed.

Requiring safeguards for the dataand the reporting of any unauthorized disclosure.
Requiring that the HHS can review intemal practices for compliance.

Requiring audit trails for all people who have routine or special access to daa.
Requiring access by individuals to view and update their own health information
Agreeing to destroy all protected health information a theend of the contract.
Requiring aprovision to terminate the contract for non-compliance
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The intent of this contract isto bind thebusnessassociate to the same ethical and legal standard
as thecovered entity. Covered entities have avery limited ability to disseminate protected data
and they are required to put those same restrictions onto your business. Basically this means that
unless you are disclosing protected heal th infor mation for the purposes of trestment or pay ment,
you nead each individual’s written permission to release their data and that permission is
revocable by the individual.

The result of these stipulations isto require every company looking to do business in the health
carearena that possesses individually identifiable health datato be as HIPAA compliant as any
hospital or doctor’s office. In theend, every affected business will need to enact very strict
privacy and security policies.

Inter nal Audit

Begin the journey towards HIPAA compliance with an internal review of current systens,
business processes, and storage mechanisms that handleprotected health information. It is this
information — and this information alone— that HIPAA addresses. It is important at this stageto
document all sources and storage locations of this dataalong with the individuals (or roles) tha
haveaccessto thedaa.

Once you have aformal understanding of how protected health infor mati on moves through your
company, you can begin to develop policies to address HIPAA conmpliance. HIPAA (like most
privacy/security issues) is mostly about policy. The fundamental concems being addressed by
HIPAA are intended to be handled through the implementation and adherenceto a clear policy
that is monitored, enforced and verified by technology.

Privacy and Security — Two Necessary Polides

Oneof the important concepts to HIPAA isthat, unlike Y 2K, it is not adestination, it isa
process. A company cannot certify that its current systems and policies are HIPAA compliant
and stop there. HIPAA mandates an ongoing process of auditing existing policies, daaaccess
rights, and employee training to insure ongoing HIPAA compliance. As asecurity officer, one
can encounter push-back to developing and enforcing security rules that may gppear burdensome
or counter-cultural. If this has hgppened to you, HIPAA may provideyou with the legal
authority to successfully implement strict, enforcegble policies.

Although HIPAA does not specifically mention thenead for aprivacy policy for bus ness
partners, the required contracts between covered entities and businesspartners do require that
the privacy of health datais audited and verifiable. The only practical way to do this isto enact
strict privecy and security policies. HIPAA also requires covered entities to gppoint a privacy
officer and asecurity officer. These too, while not mendated, are advisable for abug ness
partnersin order to insure that their policies are up-to-daeand enforced.

The privacy policy must insure that protected heal th information be carefully guarded and only
revealed following strict guidelines. Key components of a privacy policy include:

A statement asto what information maintained by the company isto be considered
private.
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A procedure to deny disclose protected informetion that has not been authorized for
relesse.

A section on staff training with an ongoing education requirement (maximumthreeyears
between trainings)

The requirements for asecurity policy under HIPAA are much more extensive and detailed
containing over 20 specific areas tha require policies and procedures in place to insurethe
integrity, availability and security of protected health information. There is an extensive list
known as the HIPAA Security M atrix contained within the legislation tha details each of the
areas required. The level to which each of these areas needs to be addressed is intentionally
undefined. Each organization must review its exposure, risk, and cost of ébaement and set its
own level of compliance. A two person business has a much different risk/benefit than a 400 bed
hospital. HIPAA accounts for tha by leaving the specifics of compliance up to each individual
organization. Key areas are as follows:

Contingency plans for disaster recovery, including incident response procedures
Formal mechanisms for authorizing access to data.

Background checks, personnel security training, and formal hiring and termination
procedures

Physical and media access controls.

Policies for end-user workstation and lgptop security

Strict audit of routine and ad-hoc accessto protected data.

Standard network security including physical access control, virus protection and
firewalls.

Going Forwar d

Accurate, enforceable privacy and security policies are the foundaion for HIPAA compliance
but their scopeand impact will vary by organization. No onehastested HIPAA “in the courts’
ye, and most experts agree that much of the final practical goproach will be determined through
a conmbinaion of the legal system and the court of public opinion. It is generally believed tha
any organization stigmatized as being “lax’ in protecting personal health information will have
trouble maintaining its business relationships. This negative effect on business has already been
felt at hospitals where security breaches have been mede public.

As with many public policy issues, HIPAA compliance will become a combination of formand
substance. A formal legal review of all documents, aformal training program, and a long term
budget lineitemare all part of implementing HIPAA. Depending on the organization,
substantial cultural change may also be required. Restricted acoess to protected health data,
coupled with detailed auditing meay be adifficult cultural change. Evety part of the organization
must be part of the compliance programif it is to succeed.
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