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Securing critical networ k resour ces with Two-Factor Authentication.
Introduction

In today’s corporae environment, the need exists to ensure that only authorized
individuals gain access to critical devices and services. With theavailability of “ready to
us€’ sniffers and password cracking tools, the standard usemame / password combination
is no longer sufficient. A strong authentication system can be asuccessful replacement
for traditional usemames and passwords.

This paper explores how several key platforms within an organization can benefit from
using astrong authentication system. The examples are given with the intent of
examining how asingle solution can be used across multiple systems that are potentially
very insecure with respect to authentication.

Three Examples

VPN access (atechnology tha seemingly everyone is deploying these days) gives an
outsider access to the internal network. Think of the VPN as a tool which allows anyone
to connect a cable into your internal network fromanywhere in the world. Theonly thing
(typically) authorizing this access is a username and password combination. With
broadband Internet access, an authenticated VPN user can usethe network in the same
manner in which alocally connected user can. A well-implemented VPN involves proper
authentication, strong encryption and good haost security on the remote machines
including virus protection and personal firewalls. This document speaksto the
authentication issueonly.

The need for strong authentication is not just for external acoess to network services. In a
typical network, administrators remotely access routers, switches and even firewall
devices using telnet. Asa matter of function, the usemame and password i passed in
clear text (as well as the entiresession). Any curious observer using apacket sniffer
could cgpturethe password and use it to make his or her own changes to the router
wreaking general havoc, or make serious modifications to the firewall to accommodae
their Napster or PCAnywhere access.

Strong authentication can also be used to secure access to Windows domain controllers &
individual domain or local acocounts. Password cracking tools make it essy to obtain
administraior access. An enterprising insider could find many interesting ways to exploit
his newfound access.

What is strong authentication?
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If weak authentication is astatic password, which rarely changes and must be memorized
by theuser, strong authentication is a technology that dictates frequently changing, often
one-time, passwords that are not memorized (or written down). This discussion uses as
an example avery popular typeof strong authentication. It is aproduct offered by RSA
Security called SecurlD. The SecurlD systemis an example of two-factor authentication.
Some ather products, which acconplish the same goals as this product, are as follows:

Axent - Defender
Datanet Systens - CryptoCard
AdiveCard - ActiveCard One

The Securl D systeminvolves the use of ahardware device that generates a component of
the password tha changes very often— typically every minute. This technology also
dictates that the user memorize a pottion of the password. Hencethe two factors—
TOKENCODE and PIN = PASSCODE. Thehardware device is synchronized with a
server tha istypically locaed behind afirewall. Both devices produce the same code a
any given moment. This server communicates with the device to which theuser is to be
authenticated to (i.e. router or firewall), and determines whether the credentials which the
user presented are valid. The A CE server then informrs the access device or host asto the
validity of theuser. The A CE Server will also detect if an intruder is trying to guess
PINs, or TOKENCODEs, or replay valid PA SSCODEs (the PIN and TOKENCODE
combination) and take appropriae actions such as disabling the user account or asking
the user for additional information.

A detailed technical explanation or implementation guide of the SecurlD systemis
outside of the scope of this document, however hereare the basic components and how
they interact:

Token Device — Typically a hardware device containing a processor, which executes the
proprietary algorithmdeveloped by RSA (formerly Security Dynamics). This algorithm
computed against the Seed (Uniqueto each token) produces aunique 6digit hash every
60 seconds. This number is known as the TOKEN-CODE.

PIN — This is a code which is memorized by the end user. This PIN will be combined
with the hash displayed on thetoken to producethe password (PA SS-CODE) for access.

Ace Server— This is the server component which contains the administrative utilities, an
encrypted user and token datebase, audit logs, and configuration data. Thedatabase
stores the unique Seed for each token device. This is used when producing the hash
which is displayed on the token. The Ace server and token are synchronized such that
the hash displayed on the token is known by the server at any given interval. TheAce
server also stores the PIN for each end user.

AceAgents— This is software which exists in many forms and lives on a device which

will be authenticated to. This would beafirewall, aRA Sdevice, a VPN device, €c.
This agent securely passes the credentials presented by the user to the A ce Server for
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verification. Acedetermines whether the PIN and token-code conmbination (PASS-
CODE) is valid, and retums an answer to the agent.

The Securl D system has many tools and processes which allow for lost or destroyed
tokens, forgotten PIN nuntbers, creation of new PINs, and token deployement etc. For
the purpaoses of this writing, it is important to understand that SecurlD is ascaléble,
reliable, proven solution for two-factor authentication.

Which r esour ces shoul d be pr otected?

When determining which resources areto be protected by astrong authentication system,
it is important to determine which systens in your environment are most susceptibleto
password compromiseor employ the weakest password schemes. It is also important to
factor in the significance of the systemto be protected to the overall security of the
organization. Askyourself “What would happen if an unauthorized user or person gained
access to this resource?’

Other considerations when deciding wheretwo-factor authentication is gppropriate:

The administrative overhead —What is involved on behalf of the security team?—the
help desk?

The types of users who will be accessing the system— are they employees of your
organization or acustomer base?

The cost of deployment

The cost of maintenance

Deploying a large-scale token solution to users outside of your organization would
obviously dictaea larger administrative burden, however, abank could instill a high
level of confidence in their high profile customers with such adeployment.

M any systems can benefit from using astrong authentication mechanism. Operating
system access including Windows, Unix, and 10S, remote access devices and software,
and web servers are included. Inthis pgper, weexamine three such technologies which
exist in many organizations: A Check Point client VPN (Virtual Private Network), Cisco
routers and firewalls, and local Administrator access to aWindows Server.

In the many environments where A CE is deployed for asingle purpose, such as remote
access, other components are often ignored. Deploying strong authentication across
several plaforns which can benefit fromit, can providea higher level of security, and
help with further cost justification of the authentication systemitself.

Accessto a VPN (Virtual Private Network)
A very common and gppropriate use of strong authentication is in a VPN environment.

Whena VPN user is authenticated, they often have access to most if not all of the
network resources available. Weak passwords on VPN's make Swiss cheese of the
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firewall. VPN’s without additional authentication provide for encryption of traffic froma
trusted outside host to the internal network. 1f an unauthorized user is accessing the
network over a VPN, it just means tha the unauthorized traffic is encrypted. Strong
authentication can all but insurethat theend user is who they claimto be.

A chieving SecurlD functionality on an existing Check Point VPN is relatively
straightforward. It involves accomplishing the following:

Establishing a Hybrid Mode configuration— This allows for options with regard to
authentication to an otherwise purely IPSEC VPN configuration. Checkpoint hasthis
process clearly documented.

Establishing connectivity between the firewall and the A ce Server —The Ace Agent is
integrated into the installation of VPN-1/ Firewall-1, sothis involves defining the
firewall on the A ce Server and testing authenticaion.

Define ageneric user on the firewall — VPN-1 al lows the creation of aspecial user which
can be used as a passthrough to an external authentication system. Defining “generict”
as a Securl D user, will allow all usemames to be passed to the A ce Server. This kegps
the security administrator from creating two user databases. Using “generic* does have
limitations, specifically, when a usemame is defined in the database it is not passed to
generic.

In practice, users will be prompted for their usemame and avalid PA SSCODE
(PIN+TOKENCODE) when atempting to gain access tothe network viathe VPN.
Becausethe user must possess both the token and the memorized PIN, the administrator
can be assured that the user is whom he/she clainms.

Accessto Cisco network equipment

Anocther perfect fit for strong authentication are Cisco switches and Pix firewalls. More
often than not, Telnet is used to access and manage these devices and asingle password
is usad for all of theequipment. In addition, this password rarely changes and is used by
several administrators. Using strong authentication to identify users who gain accessto
these systens can improveoverall security of an organization.

Though adding strong authentication does nothing to make Telnet more secure (the
passwords would still travel the wire in the clear), it would individualize the passwords
and they would change every minute. This makes sniffing the passwords less effective.

Implementing Securl D authentication to Cisco equipment is done using the Radius
protocol. An A CE server can be configured to work as a RADIUSserver, to allow for
protection of devicesthat do not havebuilt in support for ACE. Devices such as PIX can
communicate with RADIUSservers for authentication.
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Sample configurations are readily available, but what should be achieved is the contiol of
authentication to the device. Configure access through the gopropriate ports to use
RADIUS authentication. (This isdone mostly using asa commands.) There are a few
limitations when using this configuration. Such functions as “NEW PIN mode” and
“NEXT TOKENCODE mode” are not supported when connecting to thedevice, which is
typical in non-A CE agent mode.

Oneadditional note regarding Telnet — the PIX OSv5.2 introduced support for SSH
which allows access to the PIX through an encrypted tunnel. The SSH authentication can
be done using RA DIUS, making for avery secure connection to the PIX for remote
management. A ccess from outside of the intemal network can also be provided using the
IRE VPN client in conjunction with strong authentication.

Administrative access to Windows servers

RSA SecurlD can be used to protect local login access to the Windows 2000 (and
Windows NT) desktop. There is a replacesble component of the Windows login process
known asthe GINA (Graphical Identification and Authentication DLL). The RSA Ace
Agent replaces this DLL with SDGINA which allows strong authentication to be required
for local (interactive) login to Windows servers. This would be gppropriate for an
environment where servers are physically secured in a computer room, but access to the
computer roomis not limited to administrators of the Windows servers. A non-
administraior would no longer beable to “shoulder surf” for the administrator password.

In practice, alocal group is configured with users who should be authenticated by
SeaurlD. Users who “ctrl-alt-del” a the server keyboard are prompted for a valid
Windows usemarme and password. If they are found to be a member of the above group,
they are prompted for a usemame and PA SSCODE. Users who arenot defined for strong
authentication still logon using traditional methods. TheA CE Agent will query the ACE
Server and if the information supplied by the user isvalid, they are allowed to login. It
should be noted that this form of authentication is not gopropriate for any accounts which
act as the logon for asystemservice, as there isno meansto providethe interective
authentication that A CE requires.

Of course, the A CE agent neads to be loaded on all servers and desktops wherethis
functionality is required.

An optional failsafe password can be configured for use in the event of network problens
which prevent communication with the A CE Server.

Using the systemin this way would dictatethat all administrators usethe SecurlD token
when accessing theWindows servers. Through domain or active directory structuring, an
enterprise can provide strong authenticaion servicesto all of it’s users within an
organizational unit and therefore increase the security posture of this unit.
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Summary and final thoughts

As with any successful security implementation, planning, testing, piloting, documenting,
and training are all vital to theprocess. The aovedescriptions are simply the high-level
steps for implementation.

Deployment of asystem such as this is nat without shortcomings. Insome
configuraions, theuser may be given less than adequate information about the reason for
afailed login. Inaddition, policy and procedures must be developed which addressinitial
distribution of tokens, how to handle forgotten PINs and lost tokens, and the security
weaknesses of software tokens. Also most hardwaretokens have a“life” afterwhich they
are no longer functional and must be replaced.

Strong authentication isn’t a cure-all. Many other things are important such as
encryption, access control, and host security. One of the most difficult challenges in
security today is the password dilemma. Traditional passwords and their management
are insufficient in terms of user identification. A two-factor authentication systemsuch
as the ones mentioned aboveare one answer to this problem. However, just as a firewall
can’'t completely secureyour network, neither can strong authentication. Security isa
mindset tha must be applied across the enterprise and adopted by individuals at all levels
in the organization. But for some systems (such as the ones mentioned above and others),
it can be very successful.
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