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3.1. NFS protocol overview 
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• 

• 

o 

o 

o 

o 

• 
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3.2. NFSv4 security improvements 

• 

• 

• 

• 

• 

• 
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• 

 

4.1. Risk assessment scope. 

4.2. Environment description. 
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4.2.1. Secure data centers - environment description. 

4.2.2. Untrusted environments – environment description. 
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4.3. Threats to Confidentiality, Integrity and 

Availability of data stored on NFS servers. 

• 

• 
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• 

• 

4.4. NFSv3, NFSv4 security measures - secure data 

centers. 
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4.4.1. Protection against data theft. 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.

• 

• 

4.4.2. Protection against data modification. 
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4.4.3. Protection against interruption of operation caused 

by network instability. 
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4.4.4. Protection against vulnerabilities in NFS 

implementations. 

4.5. NFSv3, NFSv4 security measures - untrusted 

environments. 
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4.5.1. Protection against data theft. 
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4.5.2. Protection against data modification. 

4.5.3. Protection against interruption of operation caused 

by network instability. 

4.5.4. Protection against vulnerabilities in NFS 

implementations. 



©
 S

A
N

S 
In

st
itu

te
 2

00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

 7,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

© SANS Institute 2007, As part of the Information Security Reading Room Author retains full rights.

 

5.1. Identified vulnerabilities – secure data centers. 

• 

• 

5.2. Identified vulnerabilities – untrusted environments. 
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5.3. Mitigating vulnerabilities in secure data center 

environment. 

• 

• 
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5.4. Mitigating vulnerabilities in untrusted 

environments. 

• 

• 
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