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Acceptable Use

Policy
Corporate information and information resources shall be used in an approved, ethical, 
and lawful manner to avoid loss or damage to Corporate operations, image, or financial 
interests and to comply with official acceptable use policies and procedures.  
Personnel shall contact the chief information security officer (CISO) prior to engaging in 
any activities not explicitly covered by these policies.

Roles and Responsibilities
The roles and responsibilities for acceptable use are defined in the following sections 
and depicted in Exhibit 1.

Chief Privacy Officer
The chief privacy officer shall be responsible for developing policy on corporate privacy 
issues.

Executive Sponsors
Executive sponsors shall be responsible for the following:

Informing personnel of corporate policies on acceptable use of information a)
resources.
Ensuring that application development personnel under their supervision comply b)
with these policies and procedures.
Ensuring that contract personnel under their supervision comply with these policies c)
and procedures.

All Managers
Managers at all levels shall be responsible for the following:

Informing personnel of corporate policies on acceptable use of information a)
resources. 
Ensuring that personnel under their supervision comply with these policies and b)
procedures. 

System Administrators
System administrators shall be responsible for the following:

Monitoring systems for misuse.a)
Promptly reporting suspicion or occurrence of any unauthorized activity.b)

Chief Information Security Officer
The chief information security officer (CISO) shall be responsible for the following:

Developing acceptable use policy.a)
Developing awareness and training materials.b)

All Personnel
All personnel shall be responsible for the following: 

Abiding by official corporate policies on acceptable use of information resources. a)
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Promptly reporting suspicion or occurrence of any unauthorized activities.b)
Any use made of their accounts, logon IDs, passwords, PINs, and tokens.c)

Auditors
Auditors shall be responsible for compliance auditing.

Exhibit 1, Acceptable Use Responsibilities

Activity
Executive 
Sponsors

All 
Managers

System 
Admins

CISO All
Personnel

Auditors

Inform 
Users

X X X A

Implement 
User Sanctions

X X C A

Acquire Hardware and 
Software Properly

X X C X/A

Comply with Copyright 
and Licensing

X X X X X X/A

Comply with Personally-
owned Software Policy

X X X X X X/A

Protect 
Intellectual Property

X X X X X X/A

Comply with Electronic 
Mail Policy

X X X X X X/A

Comply with Electronic 
Mail Encryption Policy

X X X X X X/A

Comply with Internet 
Policy

X X X X X X/A

Comply with Information 
Resources Policy

X X X X X X/A

X = Responsible for Accomplishment
C = Consulting Support as Required
A = Independent Compliance Auditing

Ensuring Compliance
The Corporation owns all Corporate information resources; use of such resources 
constitutes consent for the Corporation to monitor, inspect, audit, collect, and remove 
any information without permission or further notice.  Personnel shall be trained in 
what use is acceptable and what is prohibited.  Any infraction of corporate acceptable 
use policies shall constitute a security violation. Personnel shall be held personally 
accountable and may be subject to disciplinary action or criminal prosecution.

Hardware and Software
Acquiring Hardware and Software
To prevent the introduction of malicious code and protect the integrity of corporate 
information resources, all hardware and software shall be obtained from official 
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corporate sources. 

Complying with Copyright and Licensing
All software used on corporate information resources shall be procured in accordance 
with official corporate policies and procedures, and shall be licensed, and registered in 
the name of the corporation.  All personnel shall abide by software copyright laws and 
shall not obtain, install, replicate, or use software except as permitted by the software 
licensing agreements.  

Using Personally owned Software
To protect the integrity of the corporate information resources, personnel shall not use 
personally owned software on corporate information resources.  This includes 
purchased and licensed applications; shareware; freeware; downloads from bulletin 
boards, Internet, Intranet, FTP sites, local area networks (LANs) or wide area networks 
(WANs); and other personally-owned or controlled software.

Protecting Intellectual Property
To ensure the integrity of corporate developed software, all personnel shall abide by 
the intellectual property protection contract provisions of the corporation.

Electronic Mail and Messaging
Access to the corporate electronic mail (email) system is provided to personnel whose 
duties require it for the conduct of corporate business. Since email may be monitored, 
all personnel using corporate resources for the transmission or receipt of email shall 
have no expectation of privacy.

Acceptable Use
The corporate provides email to facilitate the conduct of corporate business.  
Occasional and incidental personal email use shall be permitted if it does not interfere 
with the corporation’s ability to perform its mission and meets the conditions outlined in 
official corporate directives. However, while they remain in the system, personal 
messages shall be considered to be in the possession and control of the corporation.  

Prohibited Use
Prohibited activities when using corporate electronic mail shall include, but not be 
limited to, sending or arranging to receive the following:

Information that violates state or federal laws, or corporate regulations.a)
Unsolicited commercial announcements or advertising material, unless approved b)
by management in advance. 
Any material that may defame, libel, abuse, embarrass, tarnish, present a bad c)
image of, or portray in false light, the corporation, the recipient, the sender, or any 
other person.  
Pornographic, racist or offensive material, chain letters, unauthorized mass d)
mailings, or malicious code.
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Encryption
Encrypting electronic mail or messages shall comply with the following: 

Use encryption software and the methods approved by official corporate sources.  a)
Place the key or other similar file for all encrypted electronic mail in a directory or b)
file system that can be accessed by management personnel prior to encrypting 
email.  
Supply the key or other device needed to decrypt the electronic mail upon request c)
by authorized corporate management.

Authorized Monitoring
System administrators and other personnel with unrestricted access to email and 
similar services shall receive management approval prior to decrypting or reading the 
email traffic of other personnel.  If management approval is not immediately available, 
then system administrators and other personnel that intercept, read, or restrict email 
accounts shall document their actions and provide that documentation to management 
personnel within twenty-four (24) hours.

Internet
Access to the Internet is available to employees, contractors, subcontractors, and 
business partners, whose duties require it for the conduct of corporate business. Since 
Internet activities may be monitored, all personnel accessing the Internet shall have no 
expectation of privacy.

Acceptable Use
The corporation provides Internet access to facilitate the conduct of corporate 
business.  Occasional and incidental personal Internet use shall be permitted if it does 
not interfere with the work of personnel, the corporation’s ability to perform its mission, 
and meets the conditions outlined in official corporate directives. 

Prohibited Use
Prohibited activities when using the Internet include, but are not limited to, the 
following:

Browsing explicit pornographic or hate-based web sites, hacker or cracker sites, or a)
other sites that the corporation has determined to be off-limits.  
Posting, sending, or acquiring sexually explicit or sexually oriented material, hate-b)
based material, hacker-related material, or other material determined to be off-
limits.
Posting or sending sensitive information outside of the corporation without c)
management authorization.
Using other services available on the Internet, such as FTP or Telnet, on systems d)
for which the user does not have an account, or on systems that have no guest or 
anonymous account for the service being used.
Posting commercial announcements or advertising material.e)
Promoting or maintaining a personal or private business.f)
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Receiving news feeds and push data updates, unless the material is required for g)
corporate business.
Using non-work related applications or software that occupy excess workstation or h)
network processing time (e.g., processing in conjunction with screen savers).

Generally Prohibited Uses of Information Resources
Generally prohibited activities when using corporate information resources shall 
include, but are not limited to, the following:

Stealing or copying of electronic files without permission.a)
Violating copyright laws.b)
Browsing the private files or accounts of others, except as provided by appropriate c)
authority.
Performing unofficial activities that may degrade the performance of systems, such d)
as the playing of electronic games.
Performing activities intended to circumvent security or access controls of any e)
organization, including the possession or use of hardware or software tools 
intended to defeat software copy protection, discover passwords, identify security 
vulnerabilities, decrypt encrypted files, or compromise information security by any 
other means. 
Writing, copying, executing, or attempting to introduce any computer code designed f)
to self-replicate, damage, or otherwise hinder the performance of or access to any 
corporate computer, network, or information.
Accessing the corporate network via modem or other remote access service g)
without the approval of corporate management.
Bringing discredit to the corporation, its personnel or business partners.h)
Promoting or maintaining a personal or private business, or using corporate i)
information resources for personal gain.
Using someone else’s logon ID and password.j)
Conducting fraudulent or illegal activities, including but not limited to: gambling, k)
trafficking in drugs or weapons, participating in terrorist acts, or attempting 
unauthorized entry to any corporate or non-corporate computer.
Conducting fundraising, endorsing any product or service, lobbying, or participating l)
in any partisan political activity.
Disclosing any corporate information that is not otherwise public.m)
Performing any act that may defame, libel, abuse, embarrass, tarnish, present a n)
bad image of, or portray in false light, the corporation or any person.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.7

REFERENCES:

GSA                                                 Office of Government Wide Policy

CIO Council                                     Federal Information Security Assessment Framework

NIST            Publication 800-12

NASA                                              Procedure and Guidelines, Security of Information Technology

Information Security Forum            Reports Library
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