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Introduction

We have come avery long way since theearly days of the Internet, when users on the
Net could trust each other and little security was needed. However, today inexpensive
high speed bandwidth is readily available, computers are cheap, and peopleare
telecommuting from home, and tha data needs to be secured from prying eyes. | will
discuss in detail how to setup a cost effective firewall to protect your network using
OpenBSD, IPFand IPNAT. Installation of the operating systemwill not be covered, that
information is available http://www.openbsd.org/fag/fag4.htm.

Owverview
OpenBSD is an open source secure operating systemthat is a BSD 4.4 like operating
systemthat runs on multiple hardware plaforms
OpenBSD will run on the following platforms:
Intel based systerrs (i386),
Amiga m68k-based models (amiga)
Motorola M VM E147/16x/17x 68K VM E cards (mvme68k)
Hewlett-Packard HP300/HP400 machines (hp300)
Support for A pple based PowerPC systens (powerpc)
SPARC Patformby Sun Microsystems (sparc)
Sun's 68020 based Sun3 models (sun3)
DEC's VAX computers. (vax)
“ Four years without a remote hole in thedefault install!”

IPF is a powerful packet filter tha comes as part of the distribution, and is used to insert
or removesimple to very complex packet filtering rules tha can protect a whole network.
Depending on the ruleset you create, | PF can be used to block or permit inbound or
outbound packets depending on their protocol, protocol options, can track fragments ad
apply arule to all fragments of that particuar packet, to or fromany network.

IPNat istheutility that controls the kernels network address translation tables. This
allows people to use non routable internal | P addresses (RFC1918) address for internal
networks that do not require real IP's, or the user has more then one machine and only
hasone IP. IPNAT and IPF will work with any type of interface from Ethemet to dialup.

Basic Setup and Installation

OpenBSD can be installed numerous ways, from FTP install to CDROM install. Since
you aresetting up afirewall, you have network connectivity, so we will be doing a
network install via FTP. You will need one of these three files, floppy 29.fs, floppy B29.fs
or floppyC29.fs. In most cases you will only need floppy 29.fs unless you are running
some obscure hardware. Explanation of what hardware is supported on the boot floppies
is here under heading 4.1.3
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To creaethe boot disks:

Unix “dd if=/path/to/floppy 29.fs of=/dev/fd0’ (replace fdO with your floppy drive
device)

Windows 95 users can usethistool, rawrite, NT users can use fdimageto creaethe
disks.

Once your boot disk is created, place it in the disk drive, make sure the mechine is setup
to boot fromthe floppy drive and reboot the system.

The basic requirement is any system listed aove with 2 communication devices (modem,
ethemet etc). A video card and monitor are needed for the install, however once the
systemis setup they can be removed.

Setting up OpenBSD
Installation of QpenBSD itself will not be covered in this paper, that information can be
found a http://www.openbsd.org/fag/fag4ahtml, the OpenBSD installation guide.

Once thebasic installation has been completed, make sureyou havethe latest stable
sourceand ports. The following command will pull down the latest source and ports
The cvsup binary can be obtained here

cvsup—g —L 2 stable-por ts.update

Where stabl e-por ts.update is the file you created (example at the bottom of this
document)

Setting upthekernd

Next we make sure that a few options are compiled into the kernel. Change directory to
lug/src/sydarch/i386/conf. Your will see afew filesthere, namely GENERIC. Copy
GENERICto anew name, YOUR_HOSTNAME s always agood choice, and edit the
fileyou just created. There are many options, kegp and remove the ones for your
hardware, however add the following to your kemel if they arenot already there.

(side note, sometimes at the beginning of the generic kemel you used there isa line tha
includes another config file, likeinclude “ .././../conf/fGENERIC”, the options listed
aboveare often already inthe default kemel, but in casethey arenot you will need to add
them). If theoptions listed aove arealready compiled in, then you can skip this section
options IPFIREWALL_VERBOSE

options IPFILTER

options IPFILTER_LOG

options TCP_DROP_SYNFIN

options TCP_RESTRICT_RST

options ICMP_BANDLIM

IPFIREWALL_VERBOSE enables the firewall to print output, IPFILTER enables ipf,

IPFILTER_LOGenables ipf logging, TCP_DROP_SYNFIN drops all packets with the
syn and finset, TCP_RESTRICT _RST drops packets with rst options set, and lastly
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ICMP_BANDLIM limits the amount of icmp coming into the machine. These options
are mostly to lower the chances of being “denial or service” atacked.
Compile the kernel, ingtall it and reboot.

Next we disable everything wedo not need, thedefault install enables alot of services,
we aregoing to disablethose. Most of what runs on bootup, runs fromthe rc.conf file in
/etc. Search for these lines and change their option to NO if they areset to YES.
inetd=YES
Inetd is almost always enabled by default, change it to “inetd=NC’
Identd runs out of inetd, there really is no ressonto run it on afirewall, but if you

must, look for identd flags and make it ="-B —u nobody —el 0"
portmap=YES
As with inetd, portmep is also almost always enabled, change it toportmap=NO

Next we need to enable the ipfilter and ipnat abilities, again in/ed/rc.conf , change the
NOto a YESfor the following that default to NO. This tells the systemto use the conf
files /etd/ipna.rules and /etdipf.rules on bootup (if you left ipfilter and ipnat=no, then
you would haveto menually enable ipna and ipf.

ipfilter=YES

ipnat=YES

Next, edit the file /etd/sysctl .conf and change net.inet.ip.forwarding=0 to
net.inetip.forwarding=1

Once the files have been changed, reboot the system. During the boot sequence you
should see the following lines, if you do not, check the above instructions to see if
anything was missed.
configuring I P filter

<miscC program startup messages>
configuring NAT
0 entriesflushed from NAT tables
0 entriesflushed from NAT lig
By default on the initial systeminstall, arule of all is permitted in and out, which will be
applied at boat time. Always make sure when modifying firewall rulesyou havea
method or aperson to reset the system or changethe rules back in caseyou lock yourself
out. It is always best to make changesto firewall rulesets locally on the firewall, and
preferably a the most inconvenient time in caseyou end up dropping all traffic to your
network.

Setting up Networ k Addr ess Trandation (NAT) Rules

Fromhereon out, my outside interface will be using X0 as my outside interface, and X1
as ny inside interface (2 3comnic’s)

The syntax for the file /etc/ipnat.rulesis as follows:

map inter faceinter nd/mask -> exter nal/mask options

map tells ipnat how an address range should be translated.

inter face is the extemal interface, X0
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inter nd/mask isyour intemal nework addressing scheme, 10.0.0.0/'24 will map 10.0.0.0
through 10.0.0.255

exter nal/mask isyour exemal addressing. Using interface/32 will map your intemal
addresses to whatever address your interfece is assigned.

Options, both the intemal and external can be |P addresses, however a problemmay arise
when you atempt to map say afull class A of 16 million addresses through asingle class
C of 254 addresses, this is where the options come into play, by remapping using ports
instead, using the por tmap option. You can usetcp, udp or tgp/udp, the port range syntax
is portnumber:portnumber. In our example we are mgpping 254 ip’s to asingle IP.
Below would map 10.0.0.* to whatever ip X0 has (this can be assigned or given using

dhap)
The basic ruleset for /etc/ipnat.rules

map xI0 10.0.0.0/24 -> x10/32 por tmap tcp/udp 10000:20000
map xI0 10.0.0.0/24 -> x10/32

Further more, if you wanted to run any type of server, like a web server or mail server
inside your network, ipna can port forward. Sgy for example 10.0.0.50is your web
server, it can be accessible fromthe outside with the following line inyour ipna.rules.

rdr x100.0.0.0/32 port 80 -> 10.0.0.50 port 80

Now, if X0 is areal ip, any traffic to that ip on port 80 would be redirected to the web
server at 10.0.0.50. This can bedone for any service, and redirected to any machine.
The next lineis thebuilt in ftp proxy. This will allow youto ftp fromthe inside of your
network without having to use passive mode.

map x10 10.0.0.0/24 -> proxy port ftp ftp/tcp
So, in theend you should haveafile that looks like this

map x10 10.0.0.0/24 -> xI0/32 proxy port ftp ftp/tcp

map x10 10.0.0.0/24 -> xI /32 por tmap tcp/udp 1025:65000
map xI0 10.0.0.0/24 -> x10/32

rdr x100.0.0.0/0 port 80 ->10.0.0.50 port 80

rdr x100.0.0.0/0 port 22 -> 10.0.049 port 22

This will map any ip from10.0.0.* to the ip address or X0, will forward any requests on
port 80 to machine .50 and any requests on port 22 will be forwarded to machine .49

Setting up IPF (1P Filter)

The rules are read fromtop to bottom, even after a packet has been matched to arule, the
rest of the rules arestill processed unless the keyword quick is used.

Take the following exarmple:
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block in all
passin all

The above ruleset will permit all traffic through, apacket will be matched to the first rule
block in all, then the next rule will be applied to the packet, that being passin all, which
would permit the traffic through as rules are read fromtop to bottom, the rules lower
down taking preference. When thequick keyword is used, packets are matched to the
rule and then thenext packet is processed, not the next rule. This will reduce system
overhead when you havea very large ruleset, so rather then gpplying a few hundred lines
(if your ruleset isthat big) of aruleset to every packet, we use the keyword of qui ck.
When a packet is matched to a rule with the keyword quidk, the rest of the rules are
ignored and the system moves on to thenext packet. Takethe following example where
xl0 is your outside interface and v.w.xy/zis your ip subnet

block in rules

block in quick on xI0 from 192.168.0.0/16 to any (RFC1918 private addresses)
block in quick on xI0 from 10.0.0.0/8 toany (RFC1918 private addresses)

block in quick on xI0 from 172.16.0.0/12 toany (RFC1918 private addresses)
block in quick on xI0 from 127.0.0.0/8 to any (Loopback address space)

block in quick on xI0 from 0.0.0.0/8 to any

block in quick on xI0 from 192.0.2.0/24 to any (Reserved IP Block)

block in quick on xI0 from 204.152.64.0/23 to any(Reserved by Sun for private clusters)
block in quick on xI0 from 224.0.0.0/3 to any (RFC1166 addressspace)

block in quick on xI0 fromv.w.x.y/ztoany (Your own address space)

passin all

The addresses listed above are address spaces tha you should never see on your outside
interface, so any packets that get matched to those rules are going to be spoofed. But this
is only half afirewall, that will stop thetraffic from getting in, depending on how many
users you have, and how trusting you are, you may want to drop spoofed traffic leaving
your network as well. Simply by rearranging the ruleset a little, we can acconplish this,
sincethe traffic that should not be let in, should also not be let out.

block out rules
block out quick on xIO from any to 192.168.0.0/16

For each of the original lines EXCEPT your own subnet, replace thein with out and
swap the subnet to any to any to subnet.

This is will be abasic firewall that will drop traffic tha should not be routed over the
intemet, and permit all other traffic through in both directions. So your end result will be
something like this

block out rules

pass out quick on xI0 from v.w.x.y/z to any
block in rules

passin all
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This typeof firewall is not very useful, since it will allow any typeof traffic with
legitimate ip’s both in and out of the firewall.

The next set of rules will include the keyword keep qate, this keyword keeps track of
outgoing sessions, and has the ability to keep track of individual sessions using
top/udp/icmp. Oncea connections status has entered the statetables, the packets fromthe
session are permitted through the firewall regardless of wha your ruleset says. Kegping
the state permits you to initiate an outgoing connection, and forget about the retum
traffic, otherwise aseparate rule would have had to be created for retuming traffic.

block in quick on xI0 all

pass out quick on xI0 praoto tcp from v.w.x.y/z to any keep state

pass out quick on xI0 proto udp from v.w.x.y/z to any keep state

pass out quick on xI0 pratoicmp from v.w.x.y/z to any k eep state

These rules will drop all incoming traffic, but permit users insideyour nework complete
and unrestricted access to the outside networks. This however will not allow you to run
any services on the inside of your network. So wha weneed to do is create paths
through the firewall to specific machines.

pass in quick on xI0 prototcp from any to v.w.x.y/z port = 80 keep state

pass in quick on xI0 prototcp from any to v.w.x.y/z port = 25 keep state

block inlog quidk on xIO all

pass out quick on xI0 praoto tcp from v.w.x.y/z to any keep state

pass out quick on xI0 proto udp from v.w.x.y/z to any keep state

pass out quick on xI0 pratoicmp from v.w.x.y/z to any k eep state

The above ruleset will permit incoming traffic to machines v.w.x.y/z which would be
those machines running your services, in this case http and smip traffic would be
permitted in but all other traffic would be dropped, and logged to the ipfilter logging
device/dev/ipl, which can be read using ipmon—s (and —D for ipmon top fork as a
daemon). However, since ipf 3.3, the ability to log directly to syslog without requiring
third party programs wes added.

block inloglevel locd0.infoquick on xI0 all

This will send all ipf logs to whereever you are logging the localO facility, and info level.
The line inyour /etc/syslog.conf would look something like this. (for more info see syslog
help and man pages on what facility and level are)

local7.auth /var /1og/ipflog

M ake sure the file ipflog exists before restarting the syslog daemon. When viewing the
rules, you will see alinesimilair to thisone

Jun 29 12:13:56 gw i pmon[20546]: 12:13:55.806218 tun0 @0:14 b
66.22.112.13,1222 ->20859.233.179,23 PR tcplen20 44 -S IN

Note, the rule tha was applied to this packet is stated in this part of the line, tun0 @0:14
b, states that a packet from machine 66.x.x.13 was block on interfacetunO & line 14. So
when finetuning your rules, check your log files to see what is being dropped when there
is something tha should be permitted. (when they list arule line, do not include lines that
start with #, these are comments and are not counted)
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(ipmon which is thetool tha reads /dev/ipl logs to localO.info by default which may or
may not already be in your syslog.conf)

So lets put all theabove rules into afile, so tha we can have ausefull and simple ruleset.

block in quick on xI0 from 192.168.0.0/16 to any

block in quick on xI0 from 10.0.0.0/8 to any

block in quick on xI0 from 172.16.0.0/12 to any

block in quick on xI0 from 127.0.0.0/8 to any

block in quick on xI0 from 0.0.0.0/8 to any

block in quick on xI0 from 192.0.2.0/24 to any

block in quick on xI0 from 204.152.64.0/23 to any

block in quick on xI0 from 224.0.0.0/3 to any

block in quick on xIO from v.w.x.y/z to any

pass in quick on xI0 prototcp from any to v.w.x.y/z port = 25 keep state
pass in quick on xI0 prototcp from any to v.w.x.y/z port = 80 keep state
pass in quick on xI0 prototcp from any to v.w.x.y/z port = 53 flags Skeep state
pass in quick on x10 proto udp from any to v.w.x.y/w port =53 k eep state
pass out quick on xI0 proto tcp/udp from v.w.x.y/w to any keep state
pass out quick on xI0 protoicmp from v.w.x.y/wto any k eep state

pass out quick on xI0 praoto tcp/udp from 10.0.0.0/24 to any k eepstate
pass out quick on xI0 protoicmp from 10.0.0.0/24 to any keep state

block inlog quick on xIO all

The @ove ruleset will permit you to run your own DNS, web server and mail servers,

and block all other incoming traffic. All internal traffic is permitted to leave, so it is hot a
restrictive firewall fromthe users point of view on the inside, however not much fromthe
outside will be permitted inside. The last 2 permit lines tha specify 10.0.0.0/24 are only
needed if you plan on running ipna to allow the machines with 10. ip’s through your
firewall. Replace the 10.0.0.0/24 with whatever private ip schemeyou are using.
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Examplefiles
Filename: stable-ports.updae
Locaion: Anywhere, just remember whereit is
Command: cvsup—g—L 2 stable-por ts.update
T R R
# stable-ports.update
*default relesse=cvs
*default delete use-rel-suffix
*default umask=002
*default host=cvsup.uk.OpenBSD.org
*default base=/cvs
*default prefix=/cvs
# If your nework link is a T1 or faster, comment out the following line.
*default compress
OpenBSD-src
OpenBSD-ports

Filename: ipf.rules
Locaion: /etc/ipf.rules
Command: Normally run on bootup, but the rules can be updated by the with the
following command after you have changed the rules so no rebooting is
required i pf —Fa—f /etd/ipf.rules
T R R R A T R R AR R
# Firewall Ruleset
T R R R A T R R AR R
# Drop non routeble private addresses
block in quick on X0 from 192.168.0.0/16 to any
block in quick on X0 from 10.0.0.0/8 to any
block in quick on X0 from 172.16.0.0/12 to any
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block in quick on X0 from 127.0.0.0/8 to any

block in quick on X0 from0.0.0.0/8 to any

block in quick on X0 from192.0.2.0/24 to any

block in quick on X0 from 204.152.64.0/23 to any

block in quick on X0 from224.0.0.0/3 to any

T R R A A T R R R A

# Drop traffic with your own address

# spaceon outside interface

block in quick on X0 fromv.w.x.y/zto any

T R R A R T R R R R

# Permit traffic into network on specific

# ports for those services, add as needed

pass in quick on X0 proto tep fromany to v.w.xy/z port = 25 keep state
pass in quick on X0 proto tcp fromany to v.w.xy/z port = 80 keep state
pass in quick on X0 proto tgp fromany to v.w.xy/z port = 53 flags S keep state
pass in quick on X0 proto udp fromany to v.w.xy/w port = 53 keep state
T R R A A T R R R

# Permit all traffic to leaveyour intemal

# netwrok

pass out quick on X0 proto tep/udp fromany to any keep state

pass out quick on X0 proto icmp fromany to any keep state

T R R A A R R R A

# Drop all traffic coming in tha is not permitted

block in log quick on X0 all
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