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With more and more companies placing their business on line, whether it’s e-commerce or B2B, System
Administrators have to learn how to secure their systems on the fly. Keeping systems up and running is difficult
enough without having to make sure that someone with ill intentions does not bring them down. So where does
the busy Systems Administrator go to acquire the knowledge needed to protect their systems and calm the rising
fears of management? The fastest way to beat the learning curve is to learn from those who have done it. I am a
systems administrator who took over an e-commerce/B2B “web farm” six months ago. Prior to this position, I
was the SMS (Microsoft Systems Management Server) administrator. All the servers and software I worked on
resided behind the corporate firewall in the corporate private network. I had very little experience with IIS and I
was even less knowledgeable about firewalls. Fortunately, I was not responsible for the firewall just the web
servers. Unfortunately, the previous administrator had not implemented any form of security, and management
wanted that changed immediately. For all of the Systems Administrators that find themselves in this type of
situation, I hope my experiences can help.

Where To Start

Where did I start? Even though I knew very little about security, I knew that IIS was my
biggest concern. Therefore, I started my journey through security by researching IIS security
vulnerabilities. At the time Microsoft provided a web page that simply listed all of the known
security bulletins for all of their products. I had to wade through them and research the ones
that looked relevant. Now, the Microsoft site allows you to choose the product and service
pack, then a list of security bulletins relative to your specifications is listed.

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/itsolutions/security/curr
ent.asp

I give Microsoft two thumbs up for their new security page. It would be well worth your
while to review all the security bulletins for IIS, but for the system administrator in a hurry
there are four bulletins and hot fixes you must spend some time with. Security bulletins
MS99-025, MS99-013, MS01-026 and MS01-033 are the critical security bulletins regarding
IIS. Similar to their web site for security bulletins, Microsoft finally got their act together and
released MS01-026, a cumulative security hot fix for IIS. While MS01-026 takes care of IIS 5,
it does not completely cover IIS 4. MS99-025 and MS99-013 are critical hot fixes for IIS 4.
All of the aforementioned hot fixes, except MS99-025, require you to download an
executable and run it on your server. MS99-025 requires you to delete a few registry keys,
assuming you do not need RDS functionality. If you do use RDS, read MS99-025 for an
alternative fix, otherwise delete: !

HKEY LOCAL MACHINE \SYSTEM \CurrentControlSet \Services \W3SVC \Parameters
\ADCLaunch \RDSServer.DataFactory

HKEY LOCAL MACHINE \SYSTEM \CurrentControlSet \Services \W3SVC \Parameters
\ADCLaunch \AdvancedDataFactory

HKEY LOCAL MACHINE \SYSTEM \CurrentControlSet \Services \W3SVC \Parameters
\ADCLaunch \VbBusObj.VbBusObjCls

MS01-033 was released after MS01-026 and therefore must still be applied if the idq.dll
(Indexing ISAPI) has not been removed. A good rule of thumb is to remove all ISAPI

© SANS Institute 2000 - 2005 Author retains full rights.



extensions that are not used. ? Several exploitations, including an IIS worm, use ISAPI
extensions to create a buffer overflow and take control of the machine. * For more
information on ISAPI extensions, see
(http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/iisref/html/psdk/asp/isgu80v9.asp). For the system administrator in a hurry, removing
ISAPI extensions can be accomplished by opening the property page for your web server.
Make sure you do this for the server and not an individual web site, unless some sites use
ISAPI extensions that other sites do not. Right click the server name in the IIS MMC and
select “Properties”. Under “Master Properties” edit “WWW Service”. Click on the “Home
Directory” tab. Click on “Configuration”. You should see a window similar to the following.

Application Configuration

App Mappings | App Options I Process Optiohs I App Debuaging I

v ‘Cache I54PI applications

—Application kappings

E:-:tensicnnl Executable Path | E xclusions |
.aza CAWIHM TS petem32hinetzsrvhazp. dil PUT.DELETE
.amp CWIHM TS petem32hinetzrvhasp. dil PUT.DELETE
Loy CwWIMHMTAS petem32hinetsrvhazp. dil FUT.DELETE
Cer CwWIMHMTAS petem32hinetsrvhazp. dil FUT.DELETE
hitr C: W IMM TS petem32hinetsrhism. dll
it WM M T 5S netem32wwebhitz. dll
ida CAWANM T S patemn324idag.dll
Jide C:MWIRHM TAS petem32hinetzryshittpodbe. dil
.idg CoAWAMMN TS pstem324idg.dil
_shtm C:WaA MM T LS petem32Nineterhazine. dll
_shtril C:W MM T LS petem32hineterhazine. dll
st CWWAMM TS petem32hinetzrvhasine. dll

Add Exdit Bemnwe

Ok I Cancel | Loy | Help |

Remove all the Application Mappings that are not needed.

Defense in Depth

There is much more to securing IIS than what I have covered, but applying the current hot
fixes and removing unused ISAPI extensions will get you ahead of the learning curve quickly.
For a thorough checklist on securing IIS, review the “Microsoft Internet Information Server
4.0 Security Checklist”.
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http://www.microsoft.com/technet/treeview/default.asp?url=/technet/itsolutions/security/tools
/iischk.asp

While researching IIS security, I learned that I was just scratching the surface on security as a
whole. The most important concept I came to understand is “Defense in Depth”. In other
words, multiple layers of security should be implemented. * One should consider security
efforts as a means of slowing a hacker down. Using layers of security will enable you to
detect intrusions and stop them before your systems are compromised. The most common
strategy for “Defense in Depth” is diagramed below.

Firewall DMZ

Application Firewall
OS Hardening

First Layer

First layer (perimeter) of defense is a DMZ (Demilitarized Zone). A DMZ is a network
segment that is isolated from the rest of the network by two or more firewalls. The DMZ
resides between two firewalls. Optimally, the firewalls should be from different vendors.

This way, a hacker has to find his or her way through two different products. The heart of the
DMLZ is the firewall. In simple terms, the firewall resides between your private network and
the Internet and uses rules to control and filter ingress and egress traffic. Check Point
Firewall-1 (http://www.checkpoint.com/products/firewall-1/index.html) is the industry leader.
For most IIS installations, you want the firewall to allow ingress traffic to access port 80 and
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443 on your server. However, you do not want the firewall to allow egress traffic from your
servers to access the Internet. This will prevent a hacker that has compromised your system
from being able to download hacking tools from the Internet onto the compromised system.
The firewall is a very important first layer of defense, but it is not invulnerable. CERT
recently issued a security warning for Check Point FireWall-1. > Just like IIS, your firewall
should be updated with the latest patches.

Second Layer

Second layer of defense is an IDS (Intrusion Detection System). Unlike the firewall, an IDS
is not concerned with the direction, source, or destination of traffic. It looks at the content of
traffic, files on the host, and at logs generated by applications and the OS. The IDS analyzes
this data for signs of malicious activity. Tripwire
(http://www.tripwire.com/products/servers/index.cfml ) and ISS
(http://www.iss.net/securing_e-business/security products/intrusion_detection ) are
examples of Intrusion Detection Systems. Snort (http://www.snort.org) is a very popular
and free IDS. My current IDS is comprised of freely available security tools. A commercial
IDS such as those provided by Internet Security Systems and Tripwire would provide a more
robust IDS and require less administration and development. My current IDS consists of the
following:

NTLast (http://www.foundstone.com/rdlabs/proddesc/ntlast.html)
Checks for Administrator account logons within last 24 hours
Checks for failed logons within last 24 hours

Fscan (http://www.foundstone.com/rdlabs/proddesc/fscan.html)
Checks for open ports

Fport (http://www.foundstone.com/rdlabs/proddesc/fport.html)
Reports all open TCP/IP and UDP ports and maps them to the owning application

NetSve
Checks for changes in installed services

I developed a wrapper for the above tools with Visual Basic. The wrapper allows me to
automate the use of the tools and generates email alerts when specific conditions are found.
Perl and most other languages can provide this same functionality.

Tripwire (Soon to be installed. http://www.tripwire.com/products/servers/index.cfml )
“Monitors file changes, verifies integrity, and notifies you of any violations of data at rest
on network servers” °
“Monitors all file changes—regardless of whether they originated inside or outside of
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your organization” °
“Identifies changes to system attributes including file size, access flags, write time, and
more” ¢
“Enables the establishment of network policies that detect intentional tampering, user
error, software failure, and introductions of malicious software, as well as "open doors"
for robust protection of critical systems”

Third Layer

Third layer of defense is OS hardening and application/host based firewalls. The NT
operating system is not secure by default. It must be hardened and have the latest patches
applied. OS hardening can be quickly implemented via Microsoft Security Configuration
Manager (SCM). SCM is provided on the NT 4.0 Service Pack 4 CD or you can download it
from http://www.microsoft.com/NTServer/nts/downloads/recommended/scm/default.asp.
Windows 2000 has SCM built in. After installing SCM on NT 4.0, you need to create a
security template or use one of the templates provided by Microsoft. It is VERY important
to remember that once a security template is applied to the system, the majority of it can not
be unapplied. The only way to un-apply a security template is to manually back out each
individual change. After reviewing the templates provided by Microsoft, you will understand
how daunting of a task it would be to back out any of them. Microsoft highly recommends
that you test their templates on a non-production system. I strongly agree. There is no
substitution for testing, but the reality for many administrators is that the time and resources
required for testing do not exist. For the administrator that finds him or herself short on time
and resources, I recommend creating your own template using Microsoft’s template as a
guide. SCM allows you to configure the following seven areas:

1. Account Policies
2. Local Policies
3. Event Log
4. Restricted Groups
5. System Services
6. Registry
7. File System
'ii Consolel - [Console Root'Security Configuration and Analysis] -0 =|
J[E}] Console  Window  Help |J = | | -|5’|5||
|J Action  Wiew  Favorites |J = = | | | EX |
Tree I Favaorites I MNarne | Description
(] Console Raot @.ﬁ.ccount Palicies Password and account lockout policies
El@ Security Configuration and Anakysis ﬁmcal Paolicies Auditing, user rights and security options policies
- Account Policies ﬁEvent Log Ewvent Log settings and Event Yiewer
Local Palicies [ @restricted Groups Restricted Groups
Event Lag @Svstem Services System service settings
@ Restricted Groups @Registrv Redgistry security settings
-8 System Services C&File System File security settings
@ Reqgistry
=-28 File System
Jl |2
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SCM in Windows 2000

Creating a template that only configures Account Policies, Local Policies, Event Log, and
System Services will provide you with a good degree of security quickly. These areas are
easily configured and can be backed out via SCM. Once you have applied your custom
template, you can add Restricted Groups, Registry, and File System as you find time to
research them. I recommend applying changes to these areas one at a time as they can not be
backed out via SCM and can cause your system to crash. In order to find the security
configurations that need to be made as soon as possible, I ran Nessus
(http://www.nessus.org/index.html) against my server and used its report to help me
configure my SCM template. Any security scanner can help you decide what should be
secured via SCM first. Retina Security Scanner
(http://www.eeye.com/html/Products/Retina/index.html) is a very easy to use Windows
based security scanner and can be used free for 15 days.

To use SCM on NT 4.0, download it from the Microsoft web site. The version that comes
with SP 4 is not current. Therefore, make sure you acquire the latest version from the
Microsoft site.
(http://www.microsoft.com/NTServer/nts/downloads/recommended/scm/default.asp)
After installing SCM, click “Start”, then “Run”, type in “MMC”, and click “OK”’.

Run 2/ x|

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

per; j

(0] 4 I Cance| | Browse, ., |

Once the MMC displays, click “Console”, click “Add/Remove Snap-in”, click “Add”, and
you should see the following window.
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Add Standalone Snap-in [ 7] x| |

Axailable Standalane Snap-ing:

Shap-in | Yendaor |
g:fEl Activer Control
[_Falder
@] Link to ‘Web Address
Microzoft SOL Enterprize Manager Micrazaft Corparation
ﬁ Resource Kits Microzoft Corporation
. Security Confiquration banager Mizrazaft
[C15M5 Resaurce E wplarer icrozaft
Syztems Management Server Copyright [C] Microsaft C...

— Description

Securty Canfiguration Editor 1z a stand alone MMMC znapin that
provides editing capabilitiez for zecurity configuration files.

Add Cloze

Select “Security Configuration Manager” and click “Add”. Close the “Add Standalone Snap-
in” window and click “OK” on the “Add/Remove Snap-in” window. You should now see the

following:
i Congolel - [Conzole Root] [_ (O] x|
J[% Conzole  indow Help |J D = E | |_|- _|5 5'
J Action  Wiew  Favortes J = = | | X

Tres I Favarites I Marne I

@ Security Configuration M anager

-Hg Securnty Configuration M anager
-y Database: Mot Loaded
-8 Configurations

Notice that the database says Not Loaded. You can now configure your system with one of
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the templates provided by Microsoft or you can create your own. To create your own, right
click on the templates folder and select “New Configuration”. Enter in a name and
description and click “OK”. You should now see your custom template listed with the
others. Remember that you can quickly and easily configure the Account Policies, Local
Policies, Event Log, and System Services portions of your custom security template.
Configuring and applying these components now will close several well-known
vulnerabilities. When you have more time you can research the other sections of the security
template. To configure SCM to prevent the anonymous enumeration of accounts and shares,
expand your custom security template and double click the attribute “Disallow enumeration
of account names and shares by anonymous users”. This attribute is located in “Security
Options” under “Local Polices”.

"fii Conzolel - [Console Root\Security Configuration ManagersConfigurations\C:\WINNTAS ecurity\ T emplates\MyS ecurity\Local Polici... [Ej[=]
J % Console  Window  Help |J O =E | |;|i|i|
|J Action  Yiew  Favorites |J = o= | | vl | @ |
Tree I Favorites | | Attribuke | Stored Configura
[ Comsols Root BN .t’-‘«llow Server Dperators to schedule tazks [Domain Controllers Only) Mot Configured
E@ Security Canfiguration Manager Allow system to be shutdown without having to log on Mot Configured
% Database: C:A\wWINMT S ecurity\D atabasetsecedit.zdb '&Udit access to internal system objects Mot Canfigured
E@ Configurations Audit uze of all uger rights including Backup and Restore Mot Configured
B8 CMWINNT S ecurity T emplates AutoD isconnect: Allow sessions to be disconnected when they are idle Mat Configured
[#]- bazicdcd AutoD izconnect: Amount of idle time required before disconnecting session Mot Configured
-] & bazicsvd Change Administrator account name to Mat Configured
- &) basicwkd Change Guest account name to Mot Configured
B-] &) compdcd Clear virtual memary pagefils when system shuts down Not Configured
g CF'mDWS4 Diigitally zign client-side commurication always Mat Configured
B hfSECdC"l Digitally sign client-side commurication when possible Not Configured
g :’:i;c:::iity Digitally sign server-side communication always Mat Configured
= Account Policies Digitally gign zerver-side communication when possible Mot Configured

Elg Lacal Palicies v enumeration of ¢ Nt nan o Hot Configured Ji
-5 Audit Policy o not display lagt username in logon screen Mot Configured
User Rights Assignment Farcibly logaff when lagon hours expire Mat Configured
28 Security Optians Meszage text for users attempting to lag on Mat Configured
[]...5 Event Log Message title: for users atternping to log on Mot Configured
#-_& Restricted Groups — Murmber of previous logons to cache in case Domain Controller not availa... Mot Configured
28 Spstem Services Frevert ugers from installing print drivers Mot Configured

=8 Registry Hestlict CD ROM access to locally logged on user only Mat Configured =

_]_@ File System =l 4| | _>|_I

| |

To enable this attribute, uncheck the “Exclude this setting from configuration” box, select
“Enable”, and click OK.

Dizallow enumeration of account names an... |

Change configuration setting to

[ Exclude thiz zetting from configuration

Ok I Cancel
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After configuring the rest of the attributes under Account Policies, Local Policies, Event Log,
and System Services, save your template. Save your template by right clicking on it and
selecting save. Once you have created a template, you apply it to the system by right clicking
on the Database icon and selecting “Import Configuration”. After importing a template, you
apply it to the system by right clicking on the Database icon and selecting “Configure System
Now”. Click ,"OK" to confirm the error log location.

'Hii Consolel - [Console Root\Security Configuration Manager\Database: C:\WINNTAS ecurity\D atabase\Secedit... [Hj=] E3
J[E'n LConsole  Window Help “ O == | |_|- =
|J Action  Wiew  Favorites |J = = | | b4 | @ ‘
Tree I Favaiites | Mame | Descrip
(] Conzole Foot Thera iz o analysis information, Please choose to run an ..
EI@ Security Configuration Manager
o % D atah S e
=8 Configurations
=-C8 CVWINNT Securitph Templates
A-[ @ basicded .
"B basicevd Configure System

P Dasicwkd Error log file path

4 compdcd

3 Compusd [CATEMPS eceditlog Browse .. |

i hizecdcd

9 hisecwsd

d hySecuriy

3 off97sr1 ok | Cancel |

9 zecurdcd

| & secunwsd |‘| | _’I

To view or change the current configuration, right click the Database icon and select “Analyze
System Now”. Click "OK" to confirm the error log location. You can now expand the
current database configuration as you did your template. Expand the database and view the
“Disallow enumeration of account names and shares by anonymous users” attribute. You
will notice that it has a green check mark on it.

':m Conzolel - [Console Root\Security Configuration Manager\D atabase: C:\WINNT\Securitp\Databaze\S .. =] B4

J:E}] Conzole  Window  Help

IR = RS

“ Action  Wiew  Fawvorites H = = | | b | @

Tree I Favorites I Attribute # | Stored Cnnfiguratiunﬂ
[ Corzole Root Disallow enurmeration of account na...  Enabled
EI@ Security Canfiguration Manager Do not digplay last uzermname in logo... Mot Configured
E% Databasze: CNWINN TS ecurityh D atabasetS ecedit zdb Message text for users attempting t.. Mot Configured
- Account Policies tessage title for users attempting to... Mot Configured
Elg Local Policies Murnber of previous logons to cach.. Mot Configured
- 2ef Audit Palicy Prevent uzers from inztalling print dri... Mot Configured
&) User Rights Assignment Hestrict CD ROM access talocally L. Mot Configured
= y O ptions Restict Floppy access to locally log.. Mot Confiqured
[]"'5 Event Log Restrict management of shared res... Mot Configured
-8 Restricted Glraups Secure Channel: Digitally encropt ar...  Mat Configured
= Syst!am >ervices Secure Channel: Digitally encrypt 5., Mat Configured
g% Ei;zggjsytem Secure Channel: Digitally sign secuwr... Mot Configured
) i [891 % and dewnlesal | anbdan camnatbl Mok Confinored hd
-8 Configurations 4'] | _bl_l
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The check will turn into a red “X” if you manually change the attribute in the registry and
then reanalyze the system. This feature allows you to quickly see if any of your security

configurations have changed.

':m Conzolel - [Console Root\Security Configuration Manager\D atabase: C:\WINNT\Securitp\Databaze\S .. =] B4

JDE}] Conzole  Window  Help

DR @ | -slx|

“ Action  Wiew  Fawvorites H = = | | b | @

Tres I Favarites I

Attribute #

| Stored Cnnfiguratiunﬂ

I:l Conzale Foot
EI@ Security Canfiguration Manager

[+~ Account Policies
=28 Local Policies
- 2ef Audit Palicy

&« Llzer Rights Azsignment
- e Securty Options

- 25 Event Log

#-{_8 Resticted Groups

-8 Spstem Services

=08 Registry

-8 File System

-8 Configurations

E% Databaze: C:MAINMNTAS ecurityhDatabaze’s ecedit zdb

'ﬁ]ﬁ Send drwnlewal | ankd an cormnabbl
A

llows enumeration of account na...
Do not display last uzername in logo...
tezzage text for users attempting £
tezzage title for users attempting to...
Murnber of previous logons to cach...
Prevent users from installing print dri...
Restrict CD ROM access to localy ...
Restrict Floppy access to lacally log...
Restrict management of shared res...
Secure Channel: Digitally encrvpt or...
Secure Channel: Digitally encrypt s...
Secure Channel: Digitally zign secur...

Dizabled
Mat Configured
Mat Configured
Mat Configured
Mot Configured
Mot Configured
Mot Configured
Mat Configured
Mat Configured
Mat Configured
Mat Configured
Mot Configured

I Mat Confinoned _ILI
»

To access SCM that is built into Windows 2000, Click “Start”, “Run”, and then type in
“MMC” and click “OK”. Click “Console”, “Add/Remove Snap-in”, “Add”, and add the
“Security Configuration and Analysis” Snap-in and the “Security Templates” Snap-in. Click
“Close” and “OK”. Notice that SCM is actually named “Security Configuration and
Analysis” under Windows 2000. For simplicity, I will continue to use SCM. Now that SCM
and the SCM security templates are loaded in the MMC, double click “Security Configuration
and Analysis” and follow the directions to create a new database. The procedures for creating
and applying a custom security template under Server 2000 is the same for NT 4.0.

Below is a list of templates provided by Microsoft SCM for NT 4.0. They are located under
WINNT\security\templates. Sever 2000 comes with a few more templates. Remember to
test these templates before applying to production systems.

Configuration File Security Level Platform
Basicwk.inf Default NT4 Wksta
Basicsv.inf Default NT4 Server
Basicdc.inf Default NT4 DC
Compws4.inf Compatible NT4 Wksta\Server
Compdc4.inf Compatible NT4 DC
Securws4.inf Secure NT4 Wksta\Server
Securdc4.inf Secure NT4 DC
Hisecws4.inf High Security NT4 Wksta\Server
Hisecdc4.inf High Security NT4 DC
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| Off97SR1.inf

| w/ Compatible

| NT4 Wksta\Server

The SCM GUI is easy to use but requires a lot of time when dealing with many servers. In
order to apply security to your servers quickly, we need to automate the process. SCM can
be executed from the command prompt, not just the GUI, once it has been installed. To
manage multiple servers, you can create a cmd file to copy the needed security files to your
servers. Once the files have been copied to your servers, you only need to execute the script
that you just copied. Remember that you have to install SCM on all servers first. This only
applies to NT 4.0 as SCM is built in to Server 2000.

Create a directory named “MySecurity”. Create a directory named “Sec” inside
“MySecurity”. Create a directory named “Sec” inside “Sec”.

EX A MySecurity' secisec

J File Edit Wiew Favorites Tools  Help

J s Back » = - | Q) search

(R Folders (AHistory | 5 OF X & | EE-

J.ﬁ.gldress | &My Securitysec sec

Folders

:ﬂ Desktop

-5 My Documents
E'@. My Cormputer
=24 314 Floppy ()
L =00 MySecurity

El{:l seC

--Q Local Disk, {C:)
(=) Local Disk (D)

-

= 5ec.cmd
™| seCEdit.exe

|3 objectis) (Disk free space: 1,33 ME)

54.0 KB

|@. My Compuker

A

Create a file named Sec.cmd in MySecurity\Sec\Sec. Paste the following without the quotes

into Sec.cmd.

“secedit.exe /configure /cfg mysecurity.inf /overwrite /log c:\temp\Sec.log /verbose”

Copy your security template and SeCEdit.exe into MySecurity\Sec\Sec. SeCEdit.exe can be
found under WINNT\System32 on a machine that has SCM installed on it. Even though
SeCEdit.exe is already in the path, I still place it in the directory with my security template to
help keep my scripts simple. Then create a file named CopySec.cmd in the MySecurity
directory and paste the following text into CopySec.cmd. You can add servers as needed.

xcopy sec \\serverl\c$ /s
xcopy sec \\ server2\c$ /s
xcopy sec \\ server3\c$ /s
xcopy sec \\ serverd\c$ /s
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Executing CopySec.cmd will copy the innermost Sec directory and its files on to the C drive
of the servers listed in CopySec.cmd. Once the Sec directory and its files are on your servers,
execute Sec.cmd on each server to apply your security template.

This process can be automated too. You can create a scheduled task on each server to apply
the security template daily. That way you only need to execute CopySec.cmd in order to
place your current security template on your servers. This method will also automatically
reconfigure any changes made by hackers or other administrators. Keep in mind that a good
hacker could change the code in your CopySec.cmd and have it run with Administrator
privileges. You could also create a cmd file that would execute soon.exe against all of your
servers. Soon.exe is a command line utility that allows you to schedule tasks, to execute in
the very near future, on remote machines. It can be found in the NT resource kit. There is
more to SCM than what I have covered, but you should now be able to quickly use it to apply
another layer of security on your systems.

Host Firewall

After hardening the OS, an application and/or host-based firewall should be installed.
SecurellS (http://www.eeye.com/html/Products/SecurellS/index.html) is an example of an
application firewall. It is designed to monitor a specific application and protect it from
malicious actions. A host-based firewall is similar to the firewall implemented in the DMZ,
except that it resides on the server and only polices traffic to and from that server. Black Ice
Defender or Black Ice Agent for servers
(http://www.networkice.com/products/blackice agent.html) is a good example of a host-
based firewall.

Data Security

Data security is the process of securing data that resides on a server or is in transit.
Encrypting customer information that is stored in a SQL database that supports an e-
commerce web site is a good example of data security. Solutions such as the Entrust Secure
Enterprise Solution family (http://www.entrust.com/truepass/features.htm) provide a
mechanism for securing resident data. This is not a quick security solution to implement but
should be seriously considered. Data security is especially important for e-commerce web
servers.

Application Security

Applications are the source of most vulnerabilities. Applications, such as IIS, listen for
requests on a specific port. Therefore, the firewall must allow ingress traffic to pass through
to that port. With the firewall out of the picture, the application must provide its own
security. Unfortunately, instead of providing security, applications are notorious for
containing vulnerabilities like buffer overflows and dangerous sample code. Staying current
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with security patches is the best defense.

Maintenance

Once a security system is in place, it must be maintained. New vulnerabilities are constantly
being discovered. For example, Microsoft released two bulletins (MS01-026, MS01-023) in
May 2001 that identify vulnerabilities in IIS that would allow hackers to compromise and take
control of affected server. Maintenance is the most important aspect of security, but it is very
resource consuming. Six crucial aspects of security maintenance are:

Keeping abreast of new vulnerabilities
Patching new vulnerabilities

Patching known vulnerabilities

Scanning your systems for vulnerabilities
Penetration testing your systems
Knowing your systems

AR o

Keeping abreast of new vulnerabilities is accomplished by subscribing to security mailing
lists. Some recommended mailing lists that should be monitor are:

NT BugTraq
http://www.ntbugtraq.com/
Select "subscribe" under the Quick Links.

BugTraq
http://www.securityfocus.com/
Select forums, bugtraq, faq for details on subscribing.

Microsoft Security Notification Service
http://www.microsoft.com/security/services/subscribe.asp

NT Security
http://www.ntsecurity.net/

Allaire Security Notification Service
http://www.allaire.com/developer/securityzone/NotificationService.cfm

For those who run Coldfusion

SANS
http://www.sans.org/aboutsans.htm#1
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Scanning systems and performing penetration tests confirm that our security measures are
working against known vulnerabilities. Scanning should be performed from both inside the
network and from the Internet. Scanning on a regular basis would alert us if a server had
been reinstalled and not secured or if we missed a patch for a new vulnerability that the
scanner is aware of. I use the Nessus security scanner (http://www.nessus.org/index.html).
Nessus is an open source, free security scanner that runs on Linux. Nessus was rated as one
of the best scanners by Network Computing. ” For those of us that do not have to time to
learn Linux, I recommend using the Retina Security Scanner
(http://www.eeye.com/html/Products/Retina/index.html). It is very easy to use and you can
try it for free for 15 days.

Summary

Security administration is an ever-changing process. For most Systems Administrators it is a
new responsibility. Corporations are placing more and more of their business data online, yet
few if any are considering the implications until it is too late. Then, management expects the
Systems Administrator to suddenly become a security expert and secure their systems
overnight. Unfortunately, the scope and complexities of security can not be learned
overnight. On the other hand, certain utilities and procedures can be comprehended and
implemented quickly to provide a reasonable degree of security. The hard part is knowing
where to start. Once the quick fixes are in place, the Systems Administrators should continue
their education in security and start applying layer upon layer of security methods. This
process of “Defense in Depth” will gradually build a very strong wall around your
information systems.
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Acronyms

B2B — Business to Business

CD — Compact Disk

DMZ. - Demilitarized Zone

GUI - Graphical User Interface

IDS - Intrusion Detection System

IIS — Internet Information Server

ISAPI - Internet Server API

ISS — Internet Security Systems

MMC — Microsoft Management Console

OS — Operating System

RDS — Remote Data Service

SCM -Microsoft Security Configuration Manager
SMS - Microsoft Systems Management Server
TCP/IP — Transmission Control Protocol/Internet Protocol
UDP — User Datagram Protocol

Glossary of Terms

Application/host based firewalls - similar to the firewall implemented in the DMZ, except
that it resides on the server and only polices traffic to and from that server.

Demilitarized Zone (DMZ) - a network segment that is isolated from the rest of the network
by two or more firewalls.

e-Commerce - conducting business on the Internet.

Egress — outbound traffic.

Firewall - a system designed to prevent unauthorized access to or from a private network.
Hot fix — an update to a software package that fixes a specific problem. They are released
between service packs.

Ingress — inbound traffic.

Intrusion Detection System (IDS) — monitors the content of traffic, files on the host, and at
logs generated by applications and the OS.

OS hardening — applying service packs, hot fixes, and configuration changes to the operating
system in order eliminate known vulnerabilities.

Registry keys - a database used by the Windows operating system (Windows 95 and NT ) to
store configuration information.

Service pack - an update to a software version that fixes an existing problem, such as a bug,
or provides enhancements to the product that will appear in the next version of the product.
Systems Administrator - an individual responsible for maintaining a multi-user computer
system, including a local-area network (LAN).

Web farm - a group of networked servers that are housed in one location.
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