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Abstract/Summary

Individuals seeking GSNA certification are required to submit a practical assignment to
address the auditing of an information system, network or combination of both. To this
end, the following paper was developed to address the certification requirements by
documenting a security analysis and audit of HomePlug Powerline Communication
networks. HomePlug devices permit individual workstations or entire network segments
to be bridged over standard AC power lines. To date, the security exposures presented
by the HomePlug technology have not been evaluated. This paper was developed to
address the gap in knowledge regarding HomePlug devices and their inevitable use in
Small Office / Home Office (SOHO) or Remote Office / Branch Office (ROBO)
environments. The HomePlug standard will be discussed, security risks will be
identified and then an audit approach will be proposed to detect and mitigate any
discovered vulnerabilities.
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1 ASSIGNMENT I - RESEARCH IN AUDIT, MEASUREMENT PRACTICES, AND CONTROL

1.1 Introduction

The options available for companies, in particular Small Office/Home Office (SOHO) or
Remote Office/Branch Office (ROBO), to supplant or expand structured cabling
networks for the interconnection of systems or populations of users are nearly limitless
considering today’s available technologies. Organizations may now extend networks in
any imaginable direction through the installation of wireless or wire line carrier
technologies over existing cable infrastructures, to include phone line and power line,
without the need or expense of cabling new outlets or purchasing additional and often
times costly network electronics.

To date much coverage has been provided on the topic of wireless communication
technologies, examples of which include 802.11b, 802.11a and Blue Tooth, but the
same may not be said for power line communications. Although power line
communications have had a long history, both conceptual and actual, attempts made in
the 1990's to utilize existing energy distribution infrastructures for last mile broadband
access were met with limited success. In April of 2000, author David Hines investigates
how “Many people thought that Powerline telecommunications (PLT) was dead, the final
nail in the coffin being the withdrawal of NOR.WEB...from the PLT arena.” However, as
it turns out, the true purpose of his paper is counter to the argument that powerline is
“dead.” Rather, he uses the attention getting introduction to lure the reader into an
article chock fill of newly introduced technologies and especially “PLT home networking
products.”

Hines further states that “PLT home networking products are already on the market, 10
megabit per second at every socket in the home [or small business] means that
computers, printers and a host of other peripherals may all be networked together via
existing...wiring in a simple, tidy and flexible way.” Support for Hines’ argument that
PLT is on the move, may be found in the form of the HomePIlug Alliance. The
HomePlug Alliance (http://www.homeplug.org) has served to develop a communications
standard based on several common protocols to produce the HomePlug Specification
version 1.0 (Version 2.0 is currently under development and promises greater
throughput). In doing so, the Alliance has returned low-voltage power line
communications as a viable alternative to wireless and structured cabling technologies.

An information systems and network auditor should be keenly aware of the growing
acceptance and deployment of alternative network technologies as presented by low-
voltage power line communication devices. The unforeseen risks, which are often
shielded by the economic and flexible attractiveness of such technologies to small and
medium sized companies, are the threat of data loss, manipulation or exposure.

However, before an auditor can effectively inspect for and report on the presence of
low-voltage power line communication devices, they will need a high-level
understanding of the benefits and limitations of the technology to gain a business
perspective on their use. They too will need tools, techniques, methods and processes
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to detect the presence of such devices and alternatives should standard measures be
met with failure.

1.2 Focus

The focus of this paper, as assigned during the San Diego SANS Conference in March
2003, will be to address the topic of low-voltage power line communications via the
HomePlug standard (also referenced as LPLC, PLC or PLN) throughout this document,
within the framework of requirements identified by the Auditing Networks, Perimeters,
and Systems GSNA Practical version 2.1, option 1.

1.3 Scope

ABC Corporation, primarily located in the United States, has received internal reports
from it's Kansas based branch office and warehousing facility that unauthorized low-
voltage power line devices based on the HomePlug 1.0 Standard are deployed on its
local area network. It was further reported that said devices are being used to extend
network capabilities, to include unfiltered Internet access, to offices on the warehouse
floor, while subverting recent corporate efforts to detect wireless (e.g., 802.11a or
802.11b technology) access points.

Of additional concern to the ABC Corporation, is the use of non-enterprise workstation
operating systems (i.e., Windows 9x (95/98) and Millennium Edition (ME)), within the
Kansas facility. The ABC Corporation is aware of the security and control limitations
presented by such operating systems and fears the workstations contained within that
facility would present likely targets for malicious entities should they be directly exposed
to the Internet. ABC Corporation further realizes that such direct exposure could lead to
a domino effect presenting backdoor access into the corporate wide area network that is
presently without inter-facility firewalls providing access to enterprise information assets
located at its headquarters.

XYZ Company of Kansas, a recognized information systems and network auditing
organization engaged by the ABC Corporation, is tasked with auditing the local area
network housed within the Kansas facility, reporting on the results of the audit and
providing recommendations to management to improve the overall security posture of
the facility.

Accordingly, XYZ Company will audit the Ohio facility specifically for the presence of
Ethernet traffic being transmitted across low-voltage power line communication devices
based on the HomePlug 1.0 Standard and if discovered, expand the assessment to
review any Windows 9x or ME workstation determined to be actively engaged in the
support or use of such PLC devices.
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To that end, XYZ Company will research:

1. Low-Voltage Powerline Communication (PLC) devices and specifically those

based on the HomePlug 1.0 standard

History

Technology

Benefits

Limitations

Form Factor

Tools and methods to detect the presence of HomePlug devices

Evaluate and document the risks presented by the use of HomePlug devices

Research and document the current state of practice.

10 Create an audit checklist

11.Conduct the audit

12.Present a written report containing the 10 key findings (visual evidence of the
audit) and associated recommendations.

©CoOoNoOOR~WDN

ABC Corporation, having agreed to the terms and conditions of the audit as listed
above, have approved and granted the XYZ Company with the authority to proceed
immediately. Additionally, ABC Corporation has responded to XYZ Company’s request
for pre-audit materials as listed in Table 1-1:

Table 1-1 — Pre-Audit Materials Requested

Pre-Audit Materials Required Provided Comments

Escorted facility access for length of Yes None.

contract

Work Area with network connectivity in Yes

main warehouse office

Work Area in warehouse floor office Yes

Access to written security policy Yes

Map of property Yes

Map of building (with electrical and network | Yes A map will be provided but may

outlets displayed) or may not contain
electrical/network outlets as
requested.

Network documentation including map of No Current network documentation

devices is non-existent.

Log files from network devices (i.e., Yes Syslog file available from firewall.

routers, firewalls, etc.)

The assignment of two static IP addresses | Yes Permission granted to use

or permission to utilize local DHCP if DHCP.

available for two separate devices.

Additionally, a network or domain login will

be necessary to perform some of the tests

listed below
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Table 1-1 — continued

Permission to utilize the following
applications while on the network:

Tools

SuperScan — Network mapping
Nessus-Network Vulnerability Assessment
Ethereal-packet capture and analysis
CAIN-NetBIOS Enumeration

CAIN-Brute Force Share Passwords.

Yes

Caveat provided by XYZ
regarding possible interference
created by these tools and the
goal of preventing downtime.

Permission to utilize ad hoc tools or
techniques while inspecting individual
workstations in addition to the following
specific applications:

Tools

AntiVirex Virus Scanner

AdAware Spyware Detection/Removal
Screen Saver Bypass version 3.1
CAIN ScreenSaver Password Analysis
CAIN Local Share Password

Techniques
Software Currency (windows update utility

or wulog.txt wuhistv3.log inspection)

Yes

Caveat provided by XYZ
regarding possible interference
created by these tools and the
goal of preventing downtime.

Permission to utilize necessary electronic
surveillance equipment during physical
security assessment to include:

Tools

True RMS DVM

Field Strength Meter

Frequency Counter

Radio Scanner

Radio Scanner with Oscilloscope software

Yes

Caveat provided by XYZ
regarding possible interference
created by these tools and the
goal of preventing downtime.

1.4 Understanding Low-Voltage Power Line Communications

1.4.1 History

In April of 2003, a series of articles discussing power line communications were
published within the IEEE Communications Magazine. Of particular interest to the
history of PLC, as noted in the article titted Power Line Communications: State of the Art
and Future Trends on page 34, is the fact that the concept as well as the practical
application of said technology has been in existence for a considerable period of time.

To this point the article states:

In 1838 the first remote electricity supply metering and in 1897 [3] signaling the
first patent on power line signaling were proposed in the United Kingdom. In
1905 applications were patented in the United States, and in 1913 the first
commercial production of electromechanical repeaters took place. By late 1980,
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relatively sophisticated error control coding techniques within the hardware of
PLC modems were proposed. PLC standard have evolved constantly over the
years, especially in the last 20, and resulted after 1994 in the digital power line
boost promising new revenues for energy utilities and cheap Internet access for
consumers (Tengdin 321-26).

Until the year 2000, the focus of powerline communication technology had
“concentrated primarily on automatic meter reading, selective load control and demand-
side management (PALAS). That position changed in March of 2000 when “Thirteen
industry-leading companies formed the HomePlug Powerline Alliance...[with the belief
that] Since most electronic devices already use power outlets to receive power, the goal
of the alliance...[would be to] create a way that these same power outlets could be used
to connect to the Internet and connect the devices to each other. The alliance achieved
this by evaluating technologies and creating a specification. The HomePlug 1.0
specification was released in June of 2001” (HomePlug FAQ).

While the original goal of the alliance appeared to be the creation of a technology
utilizing existing power outlets to focus on tech savvy homes for marketing and sales,
their target has and will experience scope creep. What an expanding scope creep
means, is that inevitably these devices will make their way into the SOHO/ROBO
environment and quite possibly a medium or large enterprise given sufficient
opportunity. To borrow from a cliché, history repeats itself.

A brief examination of the wireless marketplace from introduction to current state will
show that it too started as a home technology on the shelves of many local computer
stores before it spread like wild fire throughout 2001 and 2002. Once ample momentum
is gained for HomePlug networks, history may repeat itself. If HomePIlug devices do
find their way into business networks, how will an auditor know? A high-level analysis
of the technology may help to answer that question.

1.4.2 Powerline Communications Technology

What is interesting to note, is that the heart of a PLC device is the same as what may
be found within voice or data wireless devices. The heart is the Crystal Oscillator
responsible for the generation of radio frequencies. The difference however, is that
rather than broadcast signals via an antenna, as is the practice with wireless devices,
the PLC device utilizes power lines as a frequency carrier to superimpose it's radio
signal or signals.

While other wireless technologies may be discussed for comparative reasons
throughout this document as in the previous paragraph, the real focus here is on PLC
and specifically the HomePlug Standard. There are many comprehensive articles and
one known book, Powerline Communications by Klaus Dostert, written about powerline
communications and the HomePlug technology of which most prove extremely complex
by providing references to physics and mathematics. The articles, while useful to
broaden an understanding of the technology, provide little in terms of presenting the
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PLC concepts in lay terms. As an example, a paper published by members of the IEEE
Computer Society titled Field Performance Comparison of IEEE 802.11b and HomePlug
1.0 provides the following basic definition of the HomePlug protocol:

HomePlug 1.0 uses a Physical Layer (PHY) protocol [6] based on equally
spaced, 128-carrier Orthogonal Frequency Division Multiplexing (OFDM) [2, 11]
from 0 HZ to 25 MHz, in conjunction with concatenated Viterbi and Reed
Solomon coding with interleaving for payload data and turbo product codes for
control data. 84 carriers are used to transmit data. BPSK, DBPSK, DQPSK or
ROBO (a robust form of DBPSK) modulation us used for data, with a cyclic prefix
for synchronization.

A pair of nodes first determines which subcarriers are usable, and what form of
modulation and error correction should be applied to the channel. This ‘tone
map’ is used for subsequent communication between them. Broadcast packets
and frame delimiters use all subcarriers with robust modulation and forward error
correction codes so that all nodes can interpret them; the rest of a unicast frame
uses the higher speed specified by the tone map.

The difficulty with most available documentation on this topic, as may be noted above,
is that it assumes the reader is implicitly familiar with radio communications.

What if the reader is not entirely familiar with radio technology, where are they to turn?
One of the first reference guides that | would recommend, if one desired a better
foundational understanding of radio technology, would be a book written by Carl J.
Weisman titled The essential Guide to RF and Wireless — Second Edition. To quote
from the preface of the book:

The Essential Guide to RF and Wireless takes an overly simplistic approach to
the subject matter. In this vein, it accomplishes two main objectives: it provides a
conceptual understanding of RF components and wireless systems, and it
exposes you to the main vocabulary used in the industry.

Mr. Weisman’s book should provide sufficient background to understand the creation,
control, transmission, reception and processing of radio signals. If after reading Mr.
Weisman’s book one still craves for a better understanding of radio communications.

| would next recommend the Certified Wireless Network Administrator (CWNA) Official
Study Guide published by McGraw Hill / Osborne. This book too provides a lot of
fundamental information but then applies it towards the design, installation and
management of a wireless network. It also discusses current RF standards (minus
powerline) and relevant industry associations. A must have reference for those seeking
to better understand radio communications. Do you still desire more knowledge
regarding radio communications? If so, it is strongly recommended that you become a
Federal Communications Commission (FCC) licensed amateur radio operator.
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Licensed amateur radio operators are permitted to, based on their licensed privileges,
transmit and receive radio communications across the bulk of the radio spectrum, in
comparison to the more restricted communication applications such as Citizens Band
(CB) and Family Radio Service (FRS). Furthermore, to dispel a common misconception
regarding amateur radio operators, it is no longer just Morse code. Rather, amateur
radio operators are involved in everything from, Single-Side Band (SSB), Upper-Side
Band (USB), AM, FM, Packet, Digital (i.e., PSK, BPSK, etc.), microwave and satellite to
name a few. If there is a broadcast signal to be found, there is usually an amateur radio
operator nearby. To get to the point of this digression, most amateur radio operators
make their start via a book published by the American Radio Relay League (ARRL)
titled, Now You're Talking — All You Need for your first Amateur Radio License. The
book is another recommended source of reading for those wishing to further their
understanding of radio communications.

Broadening one’s knowledge, by developing a solid background in radio
communications, will serve system and network auditors well into the future as the world
continues to unplug and go wireless. Fundamental radio communications knowledge is
also highly portable and may be applied to a myriad of technologies to include, 802.11
devices, HomePlug (PLC), BlueTooth, HomePNA, IRDA and converged PDA/Mobile
devices to name a few. These are all areas where technical auditing skills will be highly
essential for better securing private or sensitive information resources.

Unfortunately, there is insufficient room or time within this paper to truly dive into the
HomePlug standard. Just to begin to make sense of its acronyms and methods would
require at a minimum, several weeks of continuous reading. For this reason, itis
proposed that only the most necessary details be provided to enable sufficient
awareness of HomePlug capabilities, benefits and limitations before wrapping up this
section.

1.4.3 The HomePlug Standard

It appears that the best way to read and understand the HomePlug standard, is to find a
HomePlug manufacturer capable of providing a sufficiently detailed reference, without
directly publishing or communicating the standard itself. It sounds confusing, but the
standard itself is not publicly accessible. In order to gain access to the standard, an
individual or business entity must be a member of the HomePlug Alliance at a yearly
cost of thousands of dollars. The monetary restriction makes it very difficult to find
enough detail on the topic.

However, as mentioned, all that is necessary is to find a vendor with detailed
documentation. In this case such documentation may be found in the Open Powerline
Management (OPM)- Simple Network Management (SNMP) Manual from Corinex
Communication (http://www.corinex.com). The OPM application will be discussed in
more detail later in the paper so for now, let's peer into the world of HomePlug.

The following excerpt from the Corinex Manual, details the basic concepts regarding
powerline networking and specifically the HomePlug standard:
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Sending millions of bits per second over common electric wires in premises,
requires sophisticated algorithms running on fast silicon. House wiring is in
principle a hostile environment for high data rate communications. Brush motors
in hair dryers, vacuum cleaners and kitchen appliances are a significant source
of interference. Turning appliances on and off, using dimmer switches, and using
halogen lights injects noise spikes into the transmission line. Each branch off the
main circuit breaker panel acts as a stub, causing multi path interference. Plus,
the whole network of house wiring acts as an antenna, picking up RF
interference from all radio and wireless transmitters.

Signal attenuation is another challenge. Long runs between outlets are one
cause, but the common surge-suppressor power strip often contains a filter to
block high frequencies—the very ones HomePlug® uses to carry data. And most
houses take power from both sides of the neighborhood distribution transformer’s
secondary windings, creating in the USA for example two 120V phases and one
240V phase. Power-line signals must go through this winding if you use an outlet
on one phase and a second outlet on the other phase. The secondary winding
acts as a low-pass filter, attenuating the signal. All these factors create a unique,
often-complex, over time varying transfer function for each outlet- to-outlet
channel in a home.

HomePlug® technology overcomes these obstacles using a combination of
approaches... Before a transmitter sends data to a receiver, the two nodes agree
on what carriers to use based on the characteristics of the channel between
them. Deselecting “bad” carriers helps prevent the loss of data that would
otherwise be transmitted on those carriers.

HomePlug® addresses security by creating a logical network based on a
password and a 56-bit DES (Data Encryption Standard) key. Although power-line
networks don’t broadcast their data to the world like a wireless network, data can
travel to other[s]...connected to the same power transformer.

HomePlug® tries to be a good neighbor by avoiding frequencies used by other
power-line technologies. The technology also limits its power spectral density
around the amateur-radio bands by inserting 30-dB notches in the 4.5- to 21-
MHz HomePlug® frequency range.

In the opening two paragraphs of the Corinex excerpt, many of the limitations and
obstacles are identified when attempting to utilize an electrical circuit for the purpose of
data networking. Electricity presents a temperamental medium subject to rapid
fluctuations with literally the flip of a switch. However, as is evidenced in the remainder
of the excerpt, the current HomePIlug standard has made great strides in terms of
function and performance in such a “hostile environment” (Corinex). Beyond the basic
description of HomePlug, there are far more categories for consideration with respect to
the true technical specifications. Table 1-2 presents the HomePlug technical
specifications.

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 12



Table 1-2 — HomePlug Technical Specifications

Technical Specification

Description

Network Throughput

14 Mbps

Range (Distance)

There is a little deviation between manufacturers
on this particular item but the bulk of them estimate
distance between 200 to 300 meters. Considerably
further than 802.11 devices or even Ethernet at 105
meters.

Frequency Range

Approximately 4.3 MHz to 20.9 MHz. Also referred
to as the range from 100 Hz through 30 MHz.

Modes of Operation

Node A node is one device connected directly to the
powerline network (PLN). There may only be 16
Nodes per PLN. If more than 16 exist the network
switches to ROBO.

Bridge A bridge connects one network segment to

another, via the PLN. There is a limit of two
bridges per PLN. However, as the bridge acts as a
concentrator, it is only limited by the physical
Ethernet limitations of the devices connected
behind it.

Robust (ROBO) Mode

The following is an excerpt from the Corinex Users
Manual:
A Powerline device switches itself into
ROBO mode under one of the following
conditions:
* There is so much noise on the line that it
is impossible to get connection with other
devices using OFDM modulation
» There are more than 16 devices willing to
communicate with the particular device.
This number of devices will not fit into the
tone map table, which is 16 devices long
and therefore the device will switch into
ROBO mode.
In ROBO mode the highest possible speed
is 0,9 Mbps

Supported Operating Systems

Windows 98SE, ME, 2000, XP

Currently, Windows is the only approved operating
system capable of using the necessary
configuration software. However, an open source
utility exists for Linux and Macintosh named
PLConfig by Manuel Kasper. For additional
information
(http://www.neonl.net/prog/plconfig.html)

All others

Just about everything else can be supported in
bridge mode. Software will need to be installed on
a Windows machine to change the default
“HomePlug,” password. However, once changed
the software is no longer required to operate a PLC
bridge device.

Supported Interfaces

Ethernet

May be used as a node or a bridge.

USB

May only be used as a node limiting connectivity to
a single device.
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Device Supported Protocols

802.2 (MAC)

802.3U (Ethernet)

Network Topologies

The most common topologies are bus and star.

Common Device Form Factors

Auditors should note that some form factors have
been discontinued. However, they may already be
in production and as such, the auditor should be
aware of the approximate dimensions during
physical inspection.

Desktop-Single RJ-45

~5.5"x4"x1.1" (WxDXxH)

Wall Plug (Ethernet or USB)

~2.68"x 4.25” x 2.60"(W x D x H)

Combined Wireless and HomePlug DSL/Cable
Router

~8"x 5" x 1.1” (W x D x H)

Powerline DSL/Cable Router

~(W x D x H) Vendor specific

WallPlug with 802.11

~2.68" x 4.25” x 2.60"(W x D x H)

Encryption

56bit-DES encryption, hardware based.

Price

Average between $69 and $119 dollars (based on
local computer stores sales flyers).

Device LED’s

The bulk of the devices provide the following LED’s

1. Power LED - lights up in green when plugged
into a power outlet

2. Collision LED - lights up in green whenever there
is collision

3. Link LED - lights up in green after plugged into a
power outlet

4. ACT LED - blinks in green when there is network
activity

5. Ethernet port - connecting to the computer

6. Normal/Uplink button - you only need to use this
button when connecting the bridge to a switch/hub.

Any device with less than the Power, Collision, Link
and Activity lights is not useful to an auditor when
used for PLC device detection (more on this later in
the paper).

Cabling

Ethernet

(10Base-T) Cat 3, 4, 5 UTP Cable

Electrical

National Electric Code approved in the United
States

Certainly some of the technical specifications could make the technology desirable for a
SOHO/ROBO environment, but there has to be other drivers involved. To this point lets
briefly explore some of the benefits of HomePlug networks.
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1.4.4 Benefits
1.4.4.1 Cost as a Factor

One of the greatest benefits of HomePlug PLN’s for businesses is the fact that no new
structured wiring is required. Rather, HomePlug uses the ubiquitous availability of AC
power lines to bridge data communication networks. By removing the requirement to
install or upgrade a cabling infrastructure, the topics of cost and mean time to
completion become more palatable. Table 1-3 provides a high-level cost comparison
between the installation of HomePlug and the typical costs associated with the
installation of network cabling (the cable run in this example is for a 295 foot segment)

Table 1-3 — Comparison of Ethernet vs. HomePlug Installation Costs

New Cabling* PLC**
(CAT5E Plenum)
Average Time to Install ~4 to 8 hours depending on ~1-2 hours
(based on experience) complexity of ceiling
environment
Cable Cost $113.00 $ 0.00
Patch Cables ($5.00 each) $10.00 $5.00
Labor ($37.00 per hour) $ 74.00 $ 37.00
PLC Electronics $ 0.00 $ 80.00
Total $ 197.00 $ 122.00

Data source: North Carolina Structured Cabling Services Contract discovered on
Internet (see works cited for additional details).

* Assumes existing structured cabling with no requirement for new electronics

= Assumes existing PLC LAN and a contiguous or non-limited power segment

1.4.4.2 Other Benefits

Beyond cost, the other drivers include greater distance, hardware encryption, multiple
form factors and two unique interface options that all address today’s networked small
office.

1.4.5 Limitations

As with any radio frequency based technology, there are limitations too, of which many
were identified in the HomePlug technology section. However, technology is not the
only drawback when using PLC devices. There are non-technical limitations as well
and those will be explored briefly. Table 1-4 will address the technical limitations and
Table 1-5 will address the non-technical limitations.

Table 1-4 — Technical Limitations

Technical Limitations Description

HomePlug devices display an impressive ability to
communicate at great distances however, the
farther apart a pair of communicating devices are
the more opportunity for signal loss (attenuation).

Distance
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802.11b has and always will suffer from
attenuation. However, more recently “signal
boosters,” have been introduced to help reduce the
effects of signal loss over a given distance.

Throughput

The Corinex guide states:

The throughput of...[HomePlug] adapters is shared
14 Mbps half duplex, and the TCP throughput you
can achieve between 2 workstations can be up to
7.5 Mbps.

Interference

Impedance

The amount of resistance with an alternating
current circuit. Increased resistance equates to a
weaker signal.

Radio Signal

Any radio signal operating in the same frequency
band as PLC devices which is approximately 4.3
MHz to 20.9 MHz.

Noise

Typical categories discussed in Intellon’s
Application Note titled PowerPacket Lab
Environment include: universal motors, broad
spectral and impulse. Also, the book Powerline
Communications by Klaus Dostert provides an in
depth review of the various noise categories and
their implications.

Powerline Filer

The Corinex guide states:

A Powerline Filter is a device, which, when applied
on an electrical circuit will disable a powerline
connection between powerline devices connected
in front and behind the Filter.

Device quantity

The Corinex guide states:

Tables in each device, where each is keeping the
frequencies, which are best to connect to each
particular other device, is 16 devices long.
However, as the medium is shared, so is the
bandwidth. The bandwidth for each adapter will
drop with the increasing number of adapters in the
same segment.

Security More detail regarding security will be addressed at
the end of this section as well as within the risk
assessment section.

56bit DES Should businesses be concerned with the fact that

56bit DES has already been broken?

Extended broadcast

Due to its ability to broadcast further, signals may be
communicated to other facilities connected to the
same side of power transformer.

Table 1-5 Non-Technical Limitations

Non-Technical Limitations Description
Regulatory
United States Domestic Regulations (FCC Part 15)
European European Regulations (ETSI, CENELEC, CEPT)

International

Regulations (ISO, IEC, ITU)
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Radiation and Emissions (IEC CISPR22)

Competing PLC Developers Motorola, DS2 and Enikia are examples of
competitors to Intellon the primary HomePlug chip
manufacturer.

Activists The range used by the HomePlug standard and

similar technologies encompasses portions of the
amateur radio bands. For this reason amateur
radio enthusiasts are actively seeking to ban the
further introduction of powerline communication
technologies and more specifically broadband PLC
as it proposes the use of radio signals up to 80Mhz
effectively squashing the aforementioned amateur
radio bands. For additional information
(http://www.arrl.org/tis/info/HTML/plc)

1.4.6 Overcoming Limitations

HomePlug PLC is just as susceptible to technical limitations as is any electronic device.
However, continued innovations as well as the development of new standards
(HomePlug 2.0 is in development) many of these limitations will be reduced or removed
as barriers.

As an example, transformers may appear to present a sufficient obstacle for PLC
devices. However, much like wireless signal-boosters designed to overcome the
broadcast barriers of 802.11 devices, manufacturers of PLC equipment have developed
“repeaters” to bridge the gaps presented by the physical or mechanical limitations of the
technology. One such manufacturer is CEPCO (http://www.cepcoproducts.com) who
have created a “Transformer Coupler/Repeater”’ to overcome transformer barriers.
While their technology appears to be aimed at command and control functions for
energy providers, minor modifications could ideally harness the same technology with
respect to low power PLC devices.

Another potential obstacle, with regard to security, is the current HomePlug 1.0
standard that only provides for DES 56 bit encryption. Although this may immediately
appear as an insecure key length, especially with respect to the work produced by the
Electronic Freedom Foundation in their book titled “Cracking DES,” the technology and
methods required to penetrate the HomePlug 1.0 implementation of DES 56 are quite
possibly sufficient to guard against immediate compromise. Are there alternatives to
purchasing HomePlug 1.0 devices, certainly?

In fact, one vendor in particular has noted the insecurities associated with this level of
encryption and sought to incorporate the Advanced Encryption Standard (AES) into
their integrated circuits. The manufacturer is EasyPlug and their technology supports
AES with varying key strengths to include 128, 196 and 256 bit key lengths in
accordance with commercial encryption export controls as established by the
Department of Commerce (please see http://www.bxa.doc.gov/Encryption/Default.htm
for more details). The only downside is that the PLC method implemented by the
EasyPlug technology is not HomePlug compatible.
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Increasing the key length is a step in the right direction for the protection of the data,
however concerns still exist regarding the monitoring and management of PLC devices
without regard for authentication and authorization. All of these are concerns that
should and will be factored into a formal risk assessment.

To summarize the review of HomePlug PLC technology thus far, there has been a long
history of innovation, development and application of technology pertinent to the
communication of data over common electric lines. Despite a century or so of history
surrounding this technology, it is still in relative infancy. As PLC technology, especially
Broadband PLC (BPLC) and more specifically HomePlug compliant devices continue to
mature and find their way into SOHO/ROBO environments, the risks associated with
their use must be identified now and sufficient controls applied to prevent the
introduction of a technology that presents an opportunity for the exposure of information
assets.
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1.5 Risk Evaluation

Since HomePlug networks operate on radio signals, many of the risks that currently target wireless networks may be applicable. For this
reason much of the research for this section has been focused on the identification of existing threats, vulnerabilities and exposures that
present risk to wireless networks. Table 1-6 is a compilation of the many sources referenced but formatted as a Risk Evaluation Matrix.

The Risk Matrix pertains to the usage of HomePlug devices in a SOHO/ROBO environment along with any identified risks, profiles (i.e., level,
probability, financial loss, etc.) or consequences accordingly. Additionally, the table calculates a value for each identified risk. The higher the
calculated score the greater the risk. Higher numbered risks present excellent opportunities for management to remove the “low-hanging
fruit,” presented by these items and in doing so, improve the overall security of the systems and networks exposed to HomePlug devices.

Table 1-7 presents a list of the sources referenced during the development of the risk evaluation matrix. The table is a truncated version of
the full works cited and additional references contained herein.

Table 1-6 — Risk Identification Matrix

RISK PROFILE
Method Risk Probability Complexity Popularity Flrll_:;gglal II’Sn(:)(;L::I:tZ)
2
<
IDENTIFIED RISKS 5 |4 s o CONSEQUENCES
o o o
218 S = |2 |2 > |2
38 |2 = = z e | o|Q sle|s8|s|&| ¢
% g T 3 — T 3 — T 3 — = -8 g I % g = g %)' j_>|
= § = c’ o I3 c’ o & c’ o 8 c c = § = A =, = m
» | ||3 | |53 | |F|3 | |a|8|s|F |0 |82|<|<|<L o
|POINTS [1 [2[3[2]a[3]2]1[3[2[1][3]2]1|3]2]1]1]1]1
; ; : : Radio signals extend the
Physical security perimeter permits ) .
electronic eavesdropping or observation. D M M M P M C! phyS|ca_1I perimeter. An
unmonitored perimeter
Source allows opportunity for
RISK ID: 1 SCORE 2 2 2 2 2 2 1|1 14 | eavesdropping.
EXPR
Physical security perimeter contains Opportunity to implant
multiple power outlets permitting external D M M L O M ClA HomePlug devices to
access to HomePlug powerline network. conduct espionage.
Source
RISK ID: 2 SCORE 2 2 2 1 1 2 1|1 12
POLI
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Table 1-6- continued

RISK PROFILE
Method Risk Probability Complexity Popularity Flrll_:z\)gglal IrSn(:)(;L::rtltZ)
2
<
IDENTIFIED RISKS = N s 0 CONSEQUENCES
o o o
2|8 £ = |2 |2 > | o
38 |2 = = z e | o|Q s|le|a ||| ¢
S8 | |8 | - |z|B| - |z|8|-|2|8|8|-|8B|a|2|&B|B| 3
= § = c’ o I3 c’ o & c’ o 8 c c = § = A =, = m
» | ||3 | |53 | |F|3 | |a|8 || |0 |2|<|<|<L o
|POINTS [1 ]2 [3[2]a[3]2]1[3[2[1][3]2]1|3]2]1]1]1]1
Physical access to receiving area, Opportunity to implant
computer facilities or data closets is D L M M O M cl|l A HomePlug devices to
uncontrolled. conduct espionage.
Source
RISK ID: 3 SCORE 2 1 2 2 1 2 111 ] 13
POLI
- . Operating system is open
Corfnpute(rjsbystem a_dmc;mstranon | A M H M W M cli for administration
performed by untrained personnet. permitting the introduction
Source of malicious or illegal
RISK ID: 4 SCORE |1 2 3 2 3 2 1|1 15 | software.
POLI
Permits modification to
Computer CMOS password is disabled. A | D M M L | W M C|lI |A boot sequence, reported
device quantities, as well
Source as the ability to load local
RISK ID: 5 SCORE |1 |2 2 2 113 2 1 1|1 | 16 | key-logging software.
EXPR
; o L Operating system is open
Computer operating system is insufficient 9 .
to enforce adequate controls. AD M M LW M CIhA for admmlstrat!on :
permitting the introduction
Source of malicious or illegal
RISK ID: 6 SCORE |1 |2 2 2 113 2 1|1 |1 | 16 | software.
EXPR
Screensaver either not enabled or properly Operating system is open
configured to lock after periods of A|D M M L |W M cil|l A for administration
inactivity. permitting the introduction
Source of malicious or illegal
RISK ID: 7 EXPR SCORE |1 |2 2 2 113 2 11 |1 | 16 | software.
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Table 1-6- continued

RISK PROFILE
Method Risk Probability Complexity Popularity F'rll_?)rslg'al ng(:)(;::rtltg) g
0
< S
IDENTIFIED RISKS 5|4 = E CONSEQUENCES
< S | g mg
> | o 3 z |8 |8 z
3 |2 z z = e | o|Q s|le|a|z|a| Z
§ g X g - | T g o | = g |3 '§ 8 | S 3 %‘ & & %
5| 5|S|5|28|S|5|8|g|5|8|8|z|5|S|5|E|2|2|3
|POINTS [1 ]2 [3[2]a[3]2]1[3[2[1][3]2]1|3]2]1]1]1]1
i Operating system is
Screensaver password composition does o ;
not meet - P A D M H LW M Cll |A open for administration
policy. s . :
permitting the introduction
Source of malicious or illegal
RISK ID: 8 SCORE |1 |2 2 3 113 2 1|1 (1| 17 | software.
EXPR
Operating system permits screensaver Opportunity for data loss
bypass utilities to execute due to CDROM | A | D M M M P M cil|l A or manipulation.
autorun feature enabled.
Source
RISK ID: 9 SCORE |1 |2 2 2 2 2 2 1|1 (1] 16
ISRA (p. 111)
; ; : Opportunity for data loss
Operating system permits remote sharing : .
of files and folders. A M M L P M ! or manipulation.
Source
RISK ID: 10 SCORE |1 2 2 1 2 2 1|1 12
ISRA (p. 111)
Both employees and non-company Disclosure of classified
personnel have access to computer A|D|H M M O|H C |1 information. Possible
system. violation of privacy laws.
Source
RISK ID: 11 SCORE |1 |2 |3 2 2 1|3 1|1 16
ISRA (p. 103)
Open access to
Local storage of passwords or password
lists is uncontrolled and unencrypted. A D H H LW H CrA _passyvords allows fpr
identity masquerading.
Source
RISK ID: 12 SCORE |1 |2 |3 3 113 3 111 (1] 19
ISRA (p. 110)
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Table 1-6- continued

RISK PROFILE
Method Risk Probability Complexity Popularity Flrll_:z\)gglal IrSn(:)(;L::rtltZ) g
@)
< S
IDENTIFIED RISKS 5|4 = E CONSEQUENCES
= S 13 m 5
| o = z |8 |35 z
8 |2 = = = 2|3 |8 g |le|a|3 | Py
g 12|18 B e R R - I - = T I e |3 |2|3|8 %)
2|2|&@|s|e|&|s|e|lals|e|8|s|lcs|ale|2|8|2]|5 A
L | @ > | 3 s > | 3 s > | 3 s o | 2 @ > | @ L <L | <L | <L
[POINTS [1 |2 [3]2 1321321321321 ]1]1]1
Co P : Virus infections are a
Anti-virus detection is not present, active
or current on the computer system. A|DIH H LW H Clh A clear_ and present danger
causing excessive data
Source loss.
RISK ID: 13 SCORE |1 |2 |3 3 113 3 111|119
POLI
PR Internet usage monitoring
Spy-ware detection is not present on the )
computer system. A|D|H H LW M C or keystroke capturing
poses a threat to
Source confidentiality. Internet
RISK ID: 14 SCORE |1 |2 |3 3 113 2 1 16 | tracker could review
EXPR company details.
. .~ Software license
Unapproved, illegal, or malicious software o .
is installed on the system. A D H M LW H LA violations are punishable
by law and may pose a
Source financial threat to the
RISK ID: 15 SCORE |1 |2 |3 2 1|3 3 1 1] 17 | company.
POLI
Could lead to public
Computer system used to access Internet
sites of questionable content. D|H H LW H c cases of sexual .
harassment posing a
Source financial loss to the
RISK ID: 16 SCORE 213 3 113 3 1 17 | company.
EXPR
Incomplete or non-existent computer A current computer
hardware/software configuration A M M L P M A inventory is essential for
information. troubleshooting and
Source maintenance procedures.
Failure to maintain a
RISK ID: 17 SCORE |1 2 2 1 2 2 1111 | current inventory may
POLI lengthen issue resolution.
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Table 1-6- continued

RISK PROFILE o
Method Risk Probability Complexity Popularity Flrll_:z\)gglal IrSn(:)(;L::rtltZ) E
] 3=
IDENTIFIED RISKS 32 | o — E CONSEQUENCES
s S |8 S m
Z2 |8 g =z |8 |2 2170
o | = < < < e o |9 o |l |o |5 |8 P
g | = ) ® ] ° Q 7 2|5 2|3 | D S
S1s|&E|g8|5|&E|8|5|&|8 5|82 |&|s|2le|le|l2| @
5|5 |S|3|2|9|3|2|9|3|2|8|e|s|S || |Z|&|& ~
| POINTS |12 |3|2|1|3|2]1]|]3]|]2|1|3]|]2]1]3|]2]1]|]1]1]1
A current network inventory
Incomplete or non-existent network inventory. A M M L P M A is essential for
troubleshooting and
Source Ea}:nterlance.p;o.cedures.
ailure to maintain a current
RISK ID: 18 NIST (0. 10) SCORE 1 2 2 1 2 2 1 11 inventory may lengthen
issue resolution.
Incomplete or non-existent depiction of network A current network inventory
topology A M M L P M A is essential for
) troubleshooting and
maintenance procedures.
Source Failure to maintain a current
RISK ID: 19 SCORE 1 2 2 1 2 2 1 11 | inventory may lengthen
NIST (p. 11) issue resolution.
. . Failure to maintain current
Computer operating security patches not A |D |H H M W M C |1 A operating system security
current or not configured properly. '
patches provides an
Source opportuniFy for system
RISK ID: 20 SCORE |1 |2 |3 3 2 3 2 1|1 |1 | 19 |COmpromisedueto
EXPR documented vulnerabilities.
HomePlug devices constitute a new and HomePlug devices are
untested technology that may leadtoabreach | A (D | H M H o M C |1 A untested and pose a
of security. unknown risk due to a lack
Source of security tgsting and
RISK ID: 21 EXPRISRA | SCORE |1 |2 |3 2 3 1 2 1|1 |1 | 17 | documentation.
(p.114)
HomePlug devices do not enforce local end- HomePlug PLN’s perform
user authentication permitting unauthorized A |D |H H H o M C |1 device authentication and
access to system and network resources. not end-user authentication,
Source permitting bridged access to
RISK ID: 22 —PRISRA | SCORE |1 |2 |3 3 3 1 2 11 17 | networkresources.
(p.103)
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Table 1-6 - continued

RISK PROFILE
. o . . Financial Security Q)
Method Risk Probability Complexity Popularity Loss Impact(s) ,:E
@)
< S
IDENTIFIED RISKS = N = E CONSEQUENCES
< S | g mg
|9 g z |8 | & z
s |2 = = = 2|3 |8 g |le|a|3 | Py
§ g X g - | T g o | = g |3 '§ 8 | S 3 %‘ & & %
5| 5|S|5|28|S|5|8|g|5|8|&|z|5|S|5|E|2|2|&E
|POINTS [1 ]2 [3[2]a[3]2]1[3[2[1][3]2]1|3]2]1]1]1]1
: : P Malicious entities capable
HomePlug device emits radio signals . . .
permitting interception or eavesdropping. D |H M H © M CprA of d|scover|ng powerline
network devices may
Source actively target the
RISK ID: 23 SCORE 2 2 2 3 1 2 11111 16 | information assets behind
EXPR/CORX them.
P ; ; Malicious entities could
HomePlug device is susceptible to radio .
S ~ug g P A|D|H M H O M A knowingly broadcast on
gnal jamming.
the HomePlug
Source frequencies in an attempt
RISK ID: 24 SCORE |1 |2 |3 2 3 1 2 1 | 15 | to block communications.
CORX
. ; A denial of service attack
HomePlug device is susceptible to :
electrical interference. A|DIH M H o M A could be introduced to a
PLN by turning on the
Source right combination and
RISK ID: 25 SCORE |1 |2 |3 2 3 1 2 1 | 15 | quantity of electrical
CORX devices.
P ; Plugging a home plug
HomePlug device is susceptible to oI
electrical failures. A |DIH M H o M A device into a socket
controlled by a wall
Source switch presents an
RISK ID: 26 SCORE |1 |2 |3 2 3 1 2 1 | 15 | opportunity for disruption.
CORX
P ; Hypothetically, HomePlug
HomePlug device is susceptible to .
electrical spikes and sags. A D H M H © M A dewces_may be .
susceptible to spikes and
Source sags as thy may not be
RISK ID: 27 SCORE |1 |2 |3 2 3 1 2 1 | 15 | used with power filtering
EXPR strips.
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Table 1-6- continued

RISK PROFILE
Method Risk Probability Complexity Popularity Flrll_:z\)gglal IrSn(:)(;L::rtltZ) g
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. Failure to change the default
HomePIug_ Network Encryption Key (NEK) AlDlH H Llw M c | NEK will permit open access
password is set to default. to any HomePlug device
connected to a PLN.
Source
RISK ID: 28 SCORE |1 |2 |3 3 113 2 1|1 17
CORX
HomePlug Network Encryption Key (NEK) An easily guessed NEK
password composition does not meet A|D|H H L |W M C |l password or one that
policy. doesn’t subscribe to
S standards presents an
ource to the PLN
RISK ID: 29 SCORE |1 |2 |3 3 13 2 1)1 17 | Fposureiome
EXPR
. The NEK controls access to
HomePlug Network Encryption Key (_NEK) AlDlH H Llw M cli | a a configured PLN. Gaining
password storage does not meet policy. access to the NEK password
gains access to the PLN.
Source
RISK ID: 30 SCORE |1 |2 |3 3 113 2 111|118
EXPR
HomePlug Device Encryption Key (DEK) is not The DEK permits remote
controlled and may be used to bypass network | A | D | H H L | W M Cl|lI |A administration of a
security to gain access to the data. HomePlug device in
conjunction with the NEK.
Source
RISK ID: 31 SCORE |1 |2 |3 3 113 2 1|1 |1 | 18
EXPR
Any HomePlug device may gain open access Inability to monitor and
to a powerline network configured with the D|H H M M M Cl|lI |A maintain a PLN permits an
default or a known NEK password. opportunity for device
insertion and data
Source ipulation or theft
RISK ID: 32 SCORE 2 |3 3 2 2 2 1 (1|1 |17 |Mmanpu -
CORX
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Table 1-6- continued

RISK PROFILE
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HomePlug remote administration and Itis unknown whether
configuration on the Ethernet side is D|H M M w M C A HomePlug administration
susceptible to interception. permits password sniffing
s yielding device or identity
ource dina.
RISK ID: 33 SCORE 2 |3 2 2 3 2 1 1 | 1e | Masaueradng
EXPR
HomePlug powerline network traffic may Hypothetically all radio
be sniffed or easily capture using signals may be captured
inexpensive and readily available radio D |H M H o M Cll presenting the premature
electronics. releage or manlpulqtlon of
proprietary information.
Source
RISK ID: 34 SCORE 2 |3 2 3 1 2 1|1 15
EXPR
.- . - Inability to log HomePlug
HomteIPIug r(ljetwork administrative activity D | H H M o M LA administrative activities
IS not logged. restricts the ability to monitor
for inappropriate usage or
Source . . ;
RISK ID: 35 SCORE 2 |3 3 2 1 2 1 |1 | 15 | device manipulation.
EXPR
- . . 56bit DES has already been
HomgPIug powerl_lnedencryptlon (56hit) D | H M H = H c | broken but it is uncertain if it
may be compromised. can be duplicated in a
Source HomePlug PLN. Doing so
RISK ID: 36 SCORE 2 |3 2 3 1 1 1)1 14 | Would allow for data
CDES compromise.
. . Data broadcast over power
]Ic-|or(rj1etPIug d_ew?et; present an opportunity AlDlH M H o M c | lines is susceptible to
or data manipulation. interception and possibly
manipulation.
Source
RISK ID: 37 SCORE |1 |2 |3 2 3 1 2 1|1 16
EXPR
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Table 1-6- continued

RISK PROFILE
Method Risk Probability Complexity Popularity Flrll_:z\)gglal IrSn(:)(;L::rtltZ) g
&
SE
IDENTIFIED RISKS 5 E :fl CONSEQUENCES
= 519 mg
218 g = (2|2 x| 3
3 |2 z z = e | o|Q s|le|a|z|a| Z
813 |<-|3 | |2 S 8|2 |z|2 |22 |& |8 0
2 |8 |&|E|5|a|c|lg|&|f|le|8|S|lcs|a|s|2|2 5= ~
» | ||3 | |53 |2 |F|3 | |a|8 | |5 |0 |82|<|<|<L
| POINTS |12 |3|2|1|3|2]1]|3]|]2|1|3]|2]1]3|]2]1]|]1]1]1
. . Data broadcast over power
HomePlug dewc_es present an opportunity AlDlH M H o M c | lines is susceptible to
for data destruct
or data desfructon. interception and possibly
Source manipulation.
RISK ID: 38 SCORE |1 |2 |3 2 3 1 2 1|1 16
EXPR
. . Data broadcast over power
]Ic-|orgetPl?g gewces present an opportunity AlDlH M H o M c | lines is susceptible to
or data leakage. interception and possibly
Source manipulation.
RISK ID: 39 SCORE |1 |2 |3 2 3 1 2 1|1 16
EXPR
HomePlug devices open additional ports Installing the software
on the computer hosting the configuration | A |D | H M M w M C I necessary to administer
software. HomePlug devices may
S open additional network
ource ts on the host ter.
RISK ID: 40 SCORE |1 |2 |3 2 2 3 2 1)1 17 | Poris on e nost comptter
EXPR
Network perimeter firewalls
Firewall permits external access to the network. | A | D M H L | W M Cl|lI |A may be providing
unauthorized access due to
Source Trojans installed within the
RISK ID: 41 SCORE |1 |2 2 3 113 2 1)1 |1 | 19 |nework
EXPR
Firewall permits outbound access to Internet Accessing websites of
sites containing known or questionable content. A D M H LW M Cll A Egg\t,éztorrng;e:)?sgsibf
Source corporation to litigation.
RISK ID: 42 SCORE 112 2 3 113 2 111|119
EXPR
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Table 1-7 — SOURCES USED TO IDENTIFY RISKS

Source Title Source Author Assigned Source Code
Personal experience or recommendation Colvin, Todd EXPR
Information Security Risk Analysis Peltier, Thomas R. ISRA
Providing a Risk Analysis Framework for Potential Jamaluddin, et al. RAFW
Users of Wireless Technology
ABC Company Policy BS 7799 POLI
NIST Network Security Testing — 800-42 Wack, John NIST
Cracking DES Electronic Frontier Foundation CDES
Hacking Exposed: Network Security Secrets and McClure, Scambray and Kurtz HAEX
Solutions

1.5.2 Risk Summary

The risks are many but that is partly due to the unknown threat that HomePlug devices present for the confidentiality, integrity and availability
of information assets. Only through careful analysis of the technology and addition of appropriate security controls will some of the fog be
lifted. Upon completion of the system and network audit, an overall risk categorization, with applicable observations and recommendations,
will be presented in the management report to address many of the risks identified in this section.
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1.6 Current State of Practice

To date, research for existing audit practices for low-voltage power line networks and
specifically HomePlug devices have yielded few positive results. It appears that the
only documentation accessible and comparable to HomePlug PLN’s may be discovered
in the form of numerous wireless security manuals and guides. It is labeled comparable
for the obvious reason that HomePlug utilizes radio communications, yet not a single
text references HomePlug security. It may be that HomePlug is assumed to belong to a
class of wired devices despite its use of RF.

Perhaps it was in the approach towards researching the topic that errors were made
preventing the discovery of current audit practices. While that may seem likely, a list
has been provided below to reinforce and highlight the research effort made (also as
required by the practical assignment guidelines) to exhaustively investigate and report
on the topic. The list of research activities on the topic of PLC and HomePlug includes
but is not limited to the following activities:

1. An inestimable number of hours spent on the Internet tracking down relevant
PLC, radio and security articles.

2. Several weekends dedicated to researching the volumes of technology and
patent information at the Linda Hall Library at the University of Missouri at
Kansas City.

3. Purchasing memberships within organizations identified for the involvement in
the research and development of PLC (e.g., IEEE Communications Society,
IEEE Computer Society, American Radio Relay League) at a cost of nearly $350.

4. Purchasing numerous texts that directly relate to PLC technology, Radio
Technology, Test and Measurement methods and Wireless Security. At last
count the expense of all books purchased to date totaled nearly $500 (what a
great way to expand a library).

5. Purchasing assorted vendor PLC devices to test capabilities for discovery and
compromise at a cost of over $400.

6. Purchasing specialized software designed for remote management of HomePlug
powerline devices at a cost of $125.

7. Purchasing specialized hardware purportedly capable of detecting radio
emissions at a cost of $750.

8. Approximately ten hours of domestic long distance and international calls
attempting to locate and converse with individuals possessing specialized
knowledge of PLC, HomePlug or radio interception methods.

9. An inbox stuffed with emails sent out in search of information.

10. Approximately 48 hours of face time tugging people’s ears at work, Radio Shack
and any place else | could corner somebody else that might be knowledgeable
about PLC.

So did any of the research pay off? Well, it was believed that a couple of small breaks
were finally made when in April of 2003 the IEEE Communications Magazine ran a
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series of articles on Power Line Communications. Then another break occurred in May
of 2003, when the issue of Broadband Power Line Communications (BPLC) attracted
the attention of American Radio Relay League Members (ARRL). However, in the end
the articles and information, though valuable, only addressed the technology and
glossed over the security by briefly discussing the use of 56bit DES.

So rather than continue to look for information pertaining to just the state of practice for
HomePlug, a decision was made to look at other practice areas (e.g., Wireless, Network
Security Testing, etc.), then hopefully tie them together to develop a new state of
practice for HomePlug powerline networks. To properly address the many facets
involved in HomePlug networking it must be broken down into two best practice areas to
include: Radio Frequency (a.k.a. Wireless--offering the first door into the network), and
existing system and network practices. As many practices already exist for systems
and networks, they will be briefly reviewed prior to shifting over to the topic of radio
frequency detection.

1.6.1 Existing Guidelines and Practices

Although not entirely applicable, many of the wireless, network and system practices
currently in existence, do have some areas that may be considered partially transferable
to HomePlug powerline networks. This section will review several of the potentially
applicable practices as listed in table 1-8.

Table 1-8 — Existing Guidelines and Practices

ASSIGNED SOURCE NAME SECTION OR PAGES REFERENCED
SOURCE
NAME
WEZ2E Wireless Security: End to End Entire book and specifically pages 172 thru
174
NIST NIST 800-42 Guideline on Network Security | Entire Paper
Testing
CWNA Certified Wireless Network Administrator Entire book and specifically Chapter Eleven
SBIT Small Business IT Auditing Sections specific to auditing Windows 98
TLAH Thinking Like a Hacker Entire paper
MICR Microsoft Support Knowledgebase Articles specific to Windows 9/X security
PEOC Personal Experience or Contribution None

Beginning with the book Wireless Security: End to End, the authors propose the
following steps beginning on page 172:

Establish a security baseline for all equipment

Create a network diagram and list of all equipment

Check each piece of equipment for compliance with the baseline

Gather specific firmware versions for each piece of equipment

Determine if current security problems exist in any of the firmware versions
currently deployed.

6. Check for any unnecessary services on the equipment

7. Discover any unauthorized access points
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8. Determine the maximum distance that wireless traffic can be received from each
access point.

9. Verify that unencrypted traffic is not traversing the wireless network

10. Verify that weak forms of WEP are not in use

11.Document deficiencies and begin to plan corrections.

The recommended approach contains many items that may be transferred or modified
so that they may be applied to a HomePlug PLN audit. However, the first stumbling
block in the list is also the first item in the list. In the case of Wireless devices, the
authors proceed to recommend baselines over the course of pages 172 through 174.
As insufficient data is available for properly configuring a HomePlug device at this time,
a baseline standard will have to be postponed and then delivered to ABC Corporation
upon the successful completion of an audit checklist.

While the previous method is specific to wireless, a broader approach may be
discovered in the Special Publication number 800-42 and titled, Guideline on Network
Security Testing as published by the National Institute of Standards and Technology
(NIST). The document is brief, yet identifies an approach that is most often utilized in
one fashion or another by many network auditors. The guide recommends the
“following types of testing:”

Network Mapping
Vulnerability Scanning
Penetration Testing

Security Test and Evaluation
Password Cracking

Log Review

Integrity Checkers

Virus Detection

War Dialing

©CoNooO~wWNE

With the exception of perhaps items 7 and 9, the remaining items present a very
effective method for testing network security and if coupled with an appropriate review
of applicable controls, would provide an overall perspective on the posture of the ABC
Corporations network within the Kansas facility.

Additionally, there are other contributing sources from which select recommendations
may be considered for their merit as best practices. As an example, the Certified
Wireless Network Administrator proposes an approach for performing a wireless site
survey. Of course the purpose of the survey within the context provided is to assess a
facility prior to the installation of a wireless network, the site survey method may too be
applied towards the discovery of wireless or in this case RF transmitting HomePlug
devices. The following is the site survey list extracted from the aforementioned book
(pages 449 and 450):

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 31



1. Building blueprints (including power source documentation)
2. Previous wireless LAN site survey documentation
3. Current network diagram (topology map)
4. A meeting with the network administrator
5. A meeting with the building manager
6. A meeting with the security officer

7. Access to all areas of the facility to be affected by the Wireless LAN
8. Access to wiring closets

9. Access to roof (if outdoor antennas are anticipated)

10. Future construction plans, if available.

Ideally, these items reflect steps that are helpful during a physical facility inspection that
is designed to locate the presence of a HomePlug PLN. They proposed a method of
discovery by talking with key representatives of the facility, examining blueprints
containing power source locations, and walking the facility to identify the best areas for
access point placement. The same approach of talking, walking and identifying the best
places to insert HomePlug devices for either intentional use or covert activities will be
defined within the proposed checklist presented later in this document.

Beyond the sources presented thus far are other references that too contain helpful
steps or recommendations that should and will be considered during the development of
the HomePlug checklist. Example references may be found in the form of white papers
such as the one written by Eric Shultze titled Thinking Like A Hacker as well as
previously developed GSNA audit guides including the one created by David Eaves
titted Small Business IT Auditing. All of the aforementioned references will be
considered during the development of a HomePlug Audit Checklist and if utilized will be
referenced and documented accordingly.

In addition to the references listed above, there exists a purpose built software
application as mentioned previously in this paper, capable of HomePlug Detection.

That is the Open Powerline Management (OPM)- Simple Network Management (SNMP)
application from Corinex Communication. The tool will be briefly examined so that its
usefulness may be highlighted in the discovery and management of HomePlug devices.

1.6.2 Corinex Open Powerline Management Software

This section will discuss the use of the Corinex Open Powerline Management (OPM)
software to observe a PLC network in conjunction with the previously installed Linksys
PowerLine Etherfast 10/100 Bridge. After double-clicking the Corinex icon, the user is
prompted to enter an appropriate User ID and Password. The documentation provides
default settings for the initial login, but it is highly recommended that the authentication
settings be changed prior to placing the system in production. It should also be noted
that there are a series of steps that must be performed to install and utilize the Corinex
software. However, due to space constraints these steps will not be shown rather the
discussion will open by previewing the main console screen (Figure 1-1) just after
having completed the software installation.

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 32



Figure 1-1
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Selecting the refresh key will force the auto-discovery to initiate and seek other
powerline devices on the powerline network. As screenshot shows in figure 1-2, there
were two additional powerline devices discovered on the local power segment.

Figure 1-2

A Corinex Open Powerline Management
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The console utilizes symbols to relay information regarding the currently monitored
powerline network. The symbols are:

Table 1.9 Corinex OPM Symbols

One powerline adapter is assigned to one PowerNet Agent and is responding as a
connected item

- This powerline adapter is responding (will be any powerline device recognized in a defined
hd Powerline network)

Unregistered Powerline device (or Powerline device first discovered in a Powerline

network)
Device is currently not responding (for e.g. switched off)
$ A device found in multiple powerline networks
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All symbols contained in the above table are the registered property of Corinex.

Based on the console display and the symbols listed in table 1-9, it can be determined
that one device is configured within the OPM and an additional two devices are
discovered but not registered PLC devices.

Each discovered device may be configured and added to the existing powerline network
by first double-clicking the MAC address of one of the displayed devices.

Then proceeding to enter information into each of the tabs. The “Description” tab allows
additional comments to be made about the selected device that is useful for

documentation purposes. Note the addition of information to the comments field in
figure 1-3.

Figure 1-3

EAModify device ... 00 - 90 - 47 - 00 - 32 - 35 x|

Description | Networkl Agent I Devicel

Alias name: IP address:
|00:90:47:00:32:35 |o.ooo
Comment:

|ABC Corp. PLC Audit -Dizcovered PLC device Mumber 1

Type: M anufacturer:
I[Dther] LI I
MHetwork password ID [MEK]: Dewvice password [DEK]:

ak. f_‘ I Cancel I

The network tab permits the selection of the Local Network and Powerline network for
the selected device. These settings should match the local attached device for
documentation purposes.

Figure 1-4

EAModify device ... 00 - 90 - 47 - 00 - 32 - 35 x|

[T Group disconnected devices

Local network:
I.-'-‘-.BE Company Diztribution Met LI

Power network:
IAB C_Paowernst LI

Qk. I Cancel
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The “Agent” and “Device” tabs serve no purpose at this time so click on the “OK” button

to proceed. When prompted to confirm the decision, click “Yes.”

Once returned to the console display, it may be observed that the status symbols as
well as text color have changed to denote that the device is now a part of the local
powerline network is depicted in figure 1-5.

EA Corinex Open Powerline Management — 1o x|
File Wiew Action Setup Help
T T 757 List BB Map 3 Lea | & Refesh | e
Tiee view devices:
Information
Main netwark:
== Disconnected devices - Powerline netwark - = |
T ! Local metwark: ABC Comnpary Distribution Met
B 2948 Mame: ABC_Pawernet
a 00:90:47:00:32:35 - 5.124 Mbitss Commenl t: Discovere: d powerline network.
00:90:47:00:32:B8 - 14 Mhbit/s N .
Count registered devices: 2

& setmek | Disconnect |

Proceed to configure the second device identical to the first with the exception of the

comments field (for the purpose of space these steps will not be shown).

All devices should now be associated with the local “ABC_Powernet” powerline network

as displayed in figure 1-6.

orinex -0l =]
la T2 Map %3 Log | & Refresh (3¢ Exit
Tree view devices: . .
Infarmation
cted devices - Powerline network - ;'
istribution MNet Local netwark: ABC Company Distribution Net
BC_Powerne
=2 OO:0E: 2590 2948 Mame: ABC_Fowernel t
=X 00:50:47:00:32:35 — 4,852 Mbit/s Comment: Discovered pawerline natwark
O0:50:47:00: 3268 - 14 Mbits
= ! S[,\\s Count registered devices: 3
Add Madify Femave < Set MEK Dissonnec t

The OPM console provides additional options for displaying the powerline network that
include: Tree (default), List and Map. In addition to the viewing options is the ability to

Todd Colvin — GSNA Practical Version 2.1 (Option 1)

Page 35



review the console log file where configuration activities are captured. Of the available
choices, network and systems auditors will find the tree, list and log views most useful
for documenting the discovery of a powerline network. For reporting audit findings,
screen captures of the tree and list views along with the exported log file should be
included to provide evidence of discovery.

The following screenshots of the tree and list views, as well as importing the log file aids
to demonstrate the level of information available for reporting.

TREE LIST

IMPORTED LOG FILE

10/10/2003 6:44:55 PM admin Info  Start application ...

10/10/2003 7:19:31 PM admin Info  Add NEK, id =2

10/10/2003 7:24:49 PM admin Info  Set new application options

10/10/2003 7:30:58 PM admin Info  Add local network, name: ABC Company Distribution Net
10/10/2003 7:33:58 PM admin Info  Add powerline network, name: ABC_Powernet
10/10/2003 7:38:03 PM admin Info  Close application ...

10/10/2003 7:48:31 PM admin Info  Start application ...
10/10/2003 7:49:14 PM admin Info  Close application ...

10/10/2003 8:10:28 PM admin Info  Start application ...

10/10/2003 8:18:16 PM admin Info  Add device MAC: 00 - 06 - 25 - 9C - 29 - AA
10/10/2003 8:40:05 PM admin Info  Modify device, MAC: 00 - 90 - 47 - 00 - 32 - 35
10/10/2003 8:43:09 PM admin Info  Modify device, MAC: 00-90-47 - 00 - 32 - B8

The log file captures the addition of one HomePlug device and then the modification of
two uniquely addressed devices. The modified devices indicate the automatic discovery
of two additional HomePlug devices proving the detection capabilities of the Corinex
OPM tool.

The Corinex OPM tool certainly presents a viable option for system and network
auditors for the discovery and documentation of locally attached HomePlug PLC
devices. However, it should be stated that locally means specific to the power segment
where the auditor is performing their data collection as opposed to local within a given
facility. This distinction must be drawn as the powerline segmentation issues identified
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during the technology section of this paper may restrict the auditor’s ability to see
HomePlug PLC devices. That is where a facilities map indicating power segments and
outlets may assist the auditor in identifying all segments where the OPM tool should be
performed to determine if HomePlug PLC devices are present.

Corinex also offers a hardware diagnostics kit consisting of a transmitting and receiving
unit that provide power and segmentation characteristics via an onboard LCD display.
The diagnostics kit in addition to the OPM software could greatly expedite a PLC audit.
It was intended that the diagnostics kit should be purchased and included within this
audit documentation, yet production issues delayed the release of the kit prohibiting
their inclusion.

There remains one last task before combining all of the existing practices and tools into
a HomePlug audit checklist. The last task requires the investigation and
experimentation with tools capable of detecting radio signals. Certainly identifying tools
capable of remotely and rapidly discovering HomePIug radio signals would benefit
network auditors, as much as those available for the discovery of 802.11x networks. So
with the goal of rapid discovery by radio technology in mind, the next section will explore
radio frequency detection.

1.6.3 Radio Frequency Detection

Radio Frequency detection too may be broken into two further practices areas, novice
and professional. Professionals in the RF arena concerning electronic and RF device
detection really fall into the realm of Telecommunication Surveillance Countermeasures
(TSCM) Professionals. The separation then between novice and professional only
exists due to inaccessibility to TSCM knowledge as well as the cost of RF detection
equipment. To draw further on that separation the area of TSCM will be explored
further before contrasting it with the novice.

All throughout the research of methods for the detection of HomePlug devices, much
information was drawn from websites or resources specializing in radio communications
or technical surveillance and counter measures (TSCM). Special attention was paid to
information provided on TSCM, as that is an industry specializing in the detection of
radio frequency devices and carrier communications. As briefly identified within the risk
assessment matrix, HomePlug devices may be used for industrial espionage purposes
by bridging an organizations network over the power lines to a remote or hidden
location. It is for this reason that TSCM specialists look for RF and Carrier
communications.

Additional research regarding Technical Surveillance Countermeasures (TSCM) firms
may be found online at:

Information Security Associates, Inc. (http://www.isa-tscm.com/)
Granite Island Group TSCM (http://www.tscm.com)
TSCM Technical Services (http://www.tscmtech.com)
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The whole discussion of TSCM brings to mind the topic of computer espionage and a
great reference for this topic is currently available in a book aptly titled, Secrets of
Computer Espionage: Tactics and Countermeasures by Joel McNamara. Mr.
McNamara’'s book goes beyond a casual conversation of espionage by pointing out
various methods and tools freely available to assist with the performance of computer
espionage. Another referenced that may be used in conjunction with Mr. McNamara’s
is the Third Edition of the book titled Hacking Exposed: Network Secrets and Solutions
published by McGraw Hill-Osborne. Combined these sources promoted the
development of several checklist items that should be examined during a system audit
to reduce the likelihood of system compromise by novice practitioners.

While on the topic of novice practitioners and in contrast to TSCM professionals, they
should be considered more of a wild card. Whereas a TSCM professional may benefit a
corporation by rapidly identifying undesirable RF devices, they too present an imposing
force should there skills be called upon for espionage. If a TSCM is turned against a
corporation there is little that can be done, and that is a risk that anyone using modern
electronic devices must face. A novice on the other hand is typically motivated by the
removal of barriers.

Anything that prevents access to system and network resources presents a challenge.
Time-after-time the challenges have been met and defeated by novice wildcards and
that is why they may present an even greater threat to the security of information
assets. They cannot and should not be ruled out of any risk assessment but rather
should be considered as a threat agent possibly taking advantage of any number of
listed risks.

Therefore, focus on the identification of readily accessible, relatively low cost RF
detection equipment was extensively researched. Encompassing this category of tools
and equipment includes items that may be purchased off the shelf at many radio stores
or over the Internet from specialized radio manufactures and or built from scratch at
home.

Contained throughout the various TSCM websites, RF vendor websites and reference
manuals were suggestions for tools that may be used for Radio Frequency (RF)
detection and as with most technologies; they too have benefits and limits. It is best to
describe the available methods for RF detection, by categorizing them as physically
connected or connectionless. They may also be considered in terms of cost, purpose,
proximity and effectiveness and to this point; they will be introduced from least costly
with marginal effectiveness to most costly and highly effective.

Finally, where experimentation with these devices occurred, the location of the test, the
results of the test and any observations or recommendations will be included. The
purpose for providing this level of detail is that the experimentation helped to develop
the proposed state of practice and for this reason it will be shared with the hopes that it
may be improved upon to further simplify HomePlug device detection.
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1.6.3.1 True RMS Digital Voltmeter (DVM)

The Radio Shack 22-816 was selected for power quality measurements to
determine whether PLC devices may be detected on selected power
segments. The concept if intermodulation interference as described in
Chapter Thirteen of The ARRL RFI Book: Practical Cures for Radio
Frequency Interference will serve as the basis for testing for the presence
of HomePlug carriers via a True RMS DVM. It should be noted that
frequency limitations of the selected DVM will prevent the detection of RF
emissions on the power line above 9.999 MHz.

In the case of the RS22-816, it was configured based on manufacturer’s instructions to
detect five specific frequency ranges. The manufacturer’s instructions state that to
perform frequency measurements the user must [RS22-816 Extech Instruments User’s
Guide]:

1. Insert the black test lead banana plug into the negative COM jack and the red test
lead banana plug into the positive HZ jack.

2. Turn the rotary switch to the FREQ % position.

3. Press the Hz/% button to select “Hz” or “%".

4. Touch the test probes to the circuit or under test and read the frequency or duty cycle
on the display.

The test will require selecting a series of locations around and within the facility for the
purpose of detecting and recording intermodulation via the DVM. The results of the
experiment are contained within table 1-10 and the map locations align with those
identified in Appendix B of the final report. Prior to initiating the test, control readings
were established in a facility with no known HomePlug devices for comparison against
the discovered values. Additionally, observations regarding the use of the DVM may be
found immediately following the table.

Table 1-10 — True RMS DVM Test Results

Map Location
(See final report for map details)

Frequency Range Results
(RS22-816 configured for the 9.999 MHZ)

Control Measurement

59.95 to 59.96 Hz

External Area 5

25.44 10 72.00 Hz

External Area 2

50.0 to 50.6 Hz

Internal Area 1

50.0 Hz

Internal Area 3

32.8 10 50.0 Hz

Observations: The test results were inconsistent and inconclusive. The same readings
were obtained at the ABC Corporation Kansas Distribution facility as were at the control
location. The intent of this test was to discover harmonic interference due to non-linear
intermodulation. It is theoretically possible that harmonics exists, however the device

scale is not sufficient to reach the multiples associated with the HomePlug frequencies.
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1.6.3.2 AC Current Clamp

Similar to a True RMS (root mean square) Digital Voltmeter (DVM) but may be
clamped around a line whereas a DVM usually requires that the probes are in
direct contact with the wire. Unless properly trained exposing a bare wire
carrying electricity for the purpose of taking measurements may be detrimental
to your health. AC Current Clamps remove the hazard by encircling the
shielding of the wire rather than the wire directly. This in turn makes them
faster, safer and more convenient than traditional voltmeters. As testing was
performed with a DVM it was determined that testing with an AC current clamp would be
redundant.

1.6.3.3 Field Strength Meter

strength of the actual field being radiated from your antenna...You can

use it to check for RF floating around...[as well as] Find hidden

transmitter bugs at [the] office.” The device operates in the range of 100
KHz to 500 MHz, which supports the HomePlug frequency range.

_J Field Strength Meters according to MFJ Enterprises, Inc. “show the

Prior to using the field strength meter, tests were performed with the Kenwood TH-F6A
by transmitting on the 2-meter band at 5 watts to attempt to ascertain the sensitivity of
the device. The only observation regarding this control test was that the meter needle
deflected greater when in close proximity to the radio. The opposite being true as well
in that the further away from the transmitting source, the less observable needle
deflection. This will be taken into consideration when using the field strength meter for
HomePlug RF detection.

The test will require selecting a series of locations around and within the facility for the
purpose of detecting and recording field strength with the MFJ-802. The results of the
experiment are contained within table 1-11 and the map locations align with those
identified in Appendix B of the final report. Prior to initiating the test, control readings
were established in a facility with no known HomePlug devices for comparison against
the discovered values. Additionally, observations regarding the use of the field strength
meter may be found immediately following the table.

Table 1-11 - Field Strength Meter Test Results

Map Location Field Strength Meter Results
(See final report for map details)
Control Measurements Test broadcast on the 2 Meter Band (~ 144MHz to

148 MHz) at 5 watts tied to a dummy load, caused
the needle to deflect across the entire meter range
based on proximity to transmitting source

External Area 5 No deflection
External Area 2 No deflection
Internal Area 1 No deflection
Internal Area 3 No deflection
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Observations: The test results were inconsistent and inconclusive. The meter did not
detect the presence of HomePlug radio signals in either near field or far field distances.
It is hypothesized that the HomePlug radio signals are impacted by the inability to
escape the copper media due to insufficient output power causing standing waves on
the AC lines. Boosting the transmit power of the HomePlug device may cause detection
however this approach may also cause RFI issues with other devices attached to the
power segment.

1.6.3.4 Radio Frequency Counter

| Simply put, frequency counters are used to detect RF transmissions and then
l display the results of the detected frequency. In Haskell Moore’s on line
reference titled Counter Intelligence, the topic of frequency counters is reviewed
in terms of capabilities and limitations. Haskell explains that, “a frequency
counter is an electronic device used to measure the frequency of a nearby
transmitter. The counter will only acquire an accurate reading when the signal
source is relatively close by (referred to as “near field”) and is approximately
fifteen to twenty decibels stronger than the ambient signal level for a period long enough
to acquire a reliable reading.”

The frequency counter is one of two devices, with the spectrum analyzer ranking first,
most recommended by TSCM documentation to be used for the detection of RF
transmitters. As HomePlug equipment broadcasts an RF signal and frequency counters
are both readily available and reasonably priced, they make an ideal choice for an
auditor’s toolkit. In this case, the MFJ Enterprises, Inc. (http://www.mfjenterprises.com)
frequency counter model MFJ-886 will be purchased for the purpose of experimenting
with the detection of HomePlug PLN'’s via frequency detection. The MFJ-886 provides
selectivity between a 10 Hz to 300 MHz range and a 10 Hz to 3 GHz range. As
HomePlug devices operate in an approximate range of 4.5 MHz to 21 MHz, the lower
band selection will be used.

The test will require selecting a series of locations around and within the facility for the
purpose of detecting and recording frequencies with the MFJ-886. The results of the
experiment are contained within table 1-12 and the map locations align with those
identified in Appendix B of the final report. Prior to initiating the test, control readings
were established in a facility with no known HomePlug devices for comparison against
the discovered values. Additionally, observations regarding the use of the frequency
counter may be found immediately following the table.

Table 1-12 — Radio Frequency Counter Test Results

Map Location Radio Frequency Counter Results
(See final report for map details)
Control Measurements Detected frequencies fluctuated between 88 MHz
and 108 Mhz.
External Area 5 Same as Control Measurements
External Area 2 Same as Control Measurements
Internal Area 1 Same as Control Measurements
Internal Area 3 Same as Control Measurements
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Observations: The test results were consistent with the detection of FM broadcast
stations that are prevalent in metropolitan areas. This is due in part to the lack of a
notch filter on the frequency counter. A notch filter serves to block out a range of
frequencies while permitting signals above and below the notched range to continue on
to the counter. While the final test for this device is categorized as inconclusive, the use
of a notch filter to block strong FM frequencies, may provide the proper environment for
the counter to discover HomePlug signals. Further experimentation is recommended.

1.6.3.5 HomePlug Network Device

PLC devices are built to talk to other PLC devices presenting an
opportunity for discovery. | discovered during my experimentations that
the status lights that are present on most HomePlug 1.0 Compliant devices
(i.e., Link, Activity, etc.) could be used as a simple detector to determine
whether another PLC device is present on the power circuit. Although, this
may not be as accurate a test as would be delivered by other detection
technologies, it was still sufficient for identifying possible network traffic on a power line.

The test method is simple, plug the device into the wall and pause for 15-30 seconds
allowing the activity light to illuminate if the presence of a PLN is detected. It is further
recommended that the use of the wall plug form factor be employed for this purpose as
opposed to a device requiring a separate power cable.

It's also important to remember that whatever manufacturer you chose at a minimum
the device should have the following LED’s in order to detect other HomePlug devices:
Power LED, Collision LED, and most importantly an ACT LED — that blinks green when
there is network activity.

The test will require selecting a series of locations around and within the facility for the
purpose of detecting and recording the presence of existing HomePlug devices by using
another purchased HomePIlug device. The results of the experiment are contained
within table 1-13 and the map locations align with those identified in Appendix B of the
final report. Prior to initiating the test, control readings were established in a facility with
no known HomePlug devices for comparison against the discovered values.
Additionally, observations comments regarding the use of the field strength meter may
be found immediately following the table.

Table 1-13 —-HomePlug Adapter Test

Map Location FSM Test Results
(See final report for map details)

Control Measurements No HomePlug traffic detected by Activity LED
External Area 5 HomePlug traffic detected by Activity LED
External Area 2 HomePlug traffic detected by Activity LED
Internal Area 1 HomePlug traffic detected by Activity LED
Internal Area 3 HomePlug traffic detected by Activity LED
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Observations: The results were positive and conclusive. Inserting a HomePlug
standard 1.0 compatible device into a power segment with existing HomePlug traffic
causes the Activity LED to illuminate despite incompatible vendor equipment. This test
will be carried forward to the HomePlug Audit Checklist.

1.6.3.6 Radio Scanner with built in Signal Strength Meter

Purpose built radio designed to observe a range of frequencies while
either pausing upon discovery or graphically displaying the strength of
the detection signal.

The test will require selecting a single location, due to the time
requirements for radio scanning, for the purpose of detecting and
recording the presence of existing HomePlug devices by using a radio
scanner. Only those signals whose strength is measured as seven or
higher will be recorded. The results of the experiment are contained within table 1-14
and the map locations align with those identified in Appendix B of the final report. Prior

to initiating the test, control readings were established in a facility with no known
HomePlug devices for comparison against the discovered values. Additionally,
observations comments regarding the use of the field strength meter may be found
immediately following the table.

Table 1-14 — Kenwood Radio Frequency and Strength Meter Scanning

Range
(Approximate)

Control Measurements

Site Measurement
(Internal area 3)

100 kHz to 1 MHz
(AM Radio Band)

.280 .285 .560 .570 .610 .750 .850

.980

.610 .710 .810 .980

1 MHz to 2 MHz
(AM Radio Band)

.030.200 .210 .230 .300 .310.320

.340 .350 .360 .370

120

2 MHz to 3 MHz

No strong signals detected

No strong signals detected

3 MHz to 4 MHz

.025 .030 .035

.035

4 MHz to 5 MHz

No strong signals detected

No strong signals detected

5 MHz to 6 MHz

No strong signals detected

No strong signals detected

6 MHz to 7 MHz

.055 .060 .065 .105

No strong signals detected

7 MHz to 8 MHz

No strong signals detected

No strong signals detected

8 MHz to 9 MHz

No strong signals detected

No strong signals detected

9 MHz to 10 MHz

No strong signals detected

.675 .680

10 MHz to 11 MHz

No strong signals detected

No strong signals detected

11 MHz to 12 MHz

No strong signals detected

No strong signals detected

12 MHz to 13 MHz

No strong signals detected

No strong signals detected

13 MHz to 14 MHz

No strong signals detected

No strong signals detected

14 MHz to 15 MHz

No strong signals detected

No strong signals detected*

15 MHz to 16 MHz

No strong signals detected

No strong signals detected*

16 MHz to 17 MHz

No strong signals detected

No strong signals detected*

17 MHz to 18 MHz

No strong signals detected

No strong signals detected

18 MHz to 19 MHz

No strong signals detected

No strong signals detected

19 MHz to 20 MHz

.795 .800 .805

.795 .800 .805

20 MHz to 21 MHz

No strong signals detected

No strong signals detected

21 MHz to 22 MHz

No strong signals detected

No strong signals detected
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22 MHz to 23 MHz

No strong signals detected

No strong signals detected

23 MHz to 24 MHz

No strong signals detected

No strong signals detected

24 MHz to 25 MHz

No strong signals detected

No strong signals detected

25 MHz to 26 MHz

No strong signals detected

No strong signals detected

26 MHz to 27 MHz

No strong signals detected

No strong signals detected

27 MHz to 28 MHz

No strong signals detected

No strong signals detected*

28 MHz to 29 MHz

No strong signals detected

No strong signals detected*

29 MHz to 29.695 MHz

485 .490

485

*Denotes a range were numerous tones were discovered but weak signals were exhibited.

Observations: The test was inconclusive. However, a number of interesting audible
tones were detected across nearly entire bandwidth ranges as indicated by asterisks in
table 1-14. Additionally, the tones displayed a fairly consistent offset leading the auditor
to believe that a tone map had been discovered. It should be noted that the tones were
only discovered when proximity to a HomePlug device was approximately 4 feet. The
audible tones grow weaker with distance complicating the desire for rapid detection.
Even if a tone map was discovered, the difficulty still remains in the development of a
radio receiver capable of monitoring the approximately 32 audible tones discovered in
the frequency range between 14 MHz and 17 MHz, and determining how many are
transmitting data and at what intervals. Complicated yes, impossible no!

1.6.3.7 Oscilloscope

The website Whatls (http://www.whatis.com) provides
an excellent definition of an oscilloscope and it's
purpose. Whatls says “an oscilloscope is a laboratory
instrument commonly used to display and analyze the
waveform of electronic signals. In effect, the device
draws a graph of the instantaneous signal voltage as a
function of time.” Oscilloscopes are available as analog devices, digital devices,
hardware based or software based and everything else in between. Oscilloscopes can
“display signals having frequencies up to several hundred gigahertz (GHz)” (Whatls).
While an excellent tool for detecting powerline frequencies the cost is prohibitive for the
average auditor.

Software based oscilloscopes on the other hand, simulate many of the capabilities of
their hardware cousins, but at a reasonable cost. One example, of a software-based
oscilloscope may be found in the tool titled, “Oscilloscope for Windows,” available from
the Moscow State University (http://polly.phys.msu.su/~zeld/oscill.html) website. This
particular tool will be coupled with the radio scanner for detailed testing later in this
section.

1.6.3.8 Spectrum Analyzer

A Spectrum Analyzer (SA) is capable of detecting and
displaying the radio frequency spectrum in a graphical
format. Based on available research, the spectrum
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analyzer is the tool of choice for detection professionals. Although it may be the tool of
choice, costs for such a tool range from fifteen hundred to ten thousand or more. That
does not include the training necessary to properly use the device to gather meaningful
data. As always though, there are alternatives that may be explored when price is a
limitation.

Spectrum analyzers are produced as purpose built hardware, computer software
coupled with a compatible sound card or a combination of hardware and software.
Ideally, the purpose built hardware device should yield better results. A variety of
sources were researched with respect to the identification of Spectrum Analysis
Devices. Examples of which included an exploration of Technical Surveillance
Countermeasures (TSCM) firms, SA Test and Measurement Manufacturers and
Homebrew resources (please see Poor Man’s Spectrum Analyzer or W6/PAOZN
WeakSignal URL'’s in the reference section) for the do it yourself individual.

1.6.3.9 Combining Devices

Combining devices involves the coupling of one or more of the above methods to
simulate the functions of a specific detection tool. For example, as the cost of an
oscilloscope is relatively high in comparison to the cost of a Radio Scanner, it was
decided that utilizing a Radio Scanner with pc based oscilloscope software might
produce sufficient results for the purposes of HomePlug detection. To this point a
Kenwood TH-F6A was coupled with Winscope to emulate waveform detection similar to
a spectrum analyzer.

By utilizing the results of the radio scanner frequency detection in section 1.6.3.6 a
range of signals of an unknown origin have been discovered. The frequencies while
unknown do fall in the range of HomePlug bands from approximately 4.0 through 21.0.
In this case, the following specific frequencies were identified with the Kenwood TH-
F6A: 19.780, 19.785, 19.790, 19.795, 19.800 and 19.805 due to their relative strength.

Switching between each of the identified frequencies while observing the strength meter
has identified 19.785 as having the strongest constant signal. This will be the selected
signal to test with the WinScope software to attempt to determine if the signal(s) are
related to the HomePlug devices.

While there are freeware, shareware and commercial based sound analysis packages
(e.g., Winscope, Gscope, PicoScope) available, cost was a driver when selecting which
package to work with. As such, the selection of a package simply titled Oscilloscope
2.51 for Windows95 (http://polly.phys.msu.su/~zeld/oscill.html) by Konstantin Zeldovich
produced ample results considering the intended purpose.

The help section of the tool provides the following general overview:

Oscilloscope for Windows95 version 2.51 (Oscilloscope 2.51) is an application
showing how home PC peripherials, such as a sound card, can be used in an
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unconventional way, emulating industrial ADC hardware. The Oscilloscope
provides a complete functionality of a "standalone" scope in a familiar Windows

ennvironment.

The Oscilloscope allows you, for example:
- To study in real time any signal envelope,
- To measure frequencies,

- To study realtime signal spectra,

- To plot Lissajous patterns.

- To measure a cross-correlation coefficient of two signals
(In general, to do most things you can do with an oscilloscope and a spectrum

analyzer).

When using this tool as with any, all recommended precautions should be observed to

prevent damage or injury.

Input from the radio may be transferred from its speaker to a microphone attached to
the computer; the results would be less than optimal. Therefore, it is recommended that
a cable be purchased to connect the speaker-out port of the radio to the microphone
port on the computer’s soundcard. This will eliminate background noise that may

interfere with the collection of signal characteristics.

When the application is first launched a blank slate is presented as shown in figure 1-7.

Figure 1-7
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At this point, there is truly nothing required in terms of configuring the software, to begin

a simple signal analysis. The steps are:

Ensure the cable is connected between the radio and soundcard.

1.
2. Launch the oscilloscope application.
3

. Turn on the radio and keep the volume setting as low as possible to prevent

damage to the soundcard.
4. Tune to the desired frequency (19.785)
5. Click the play button on the oscilloscope toolbar.
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If properly configured, the oscilloscope will spring to life with a continuous stream of
peaks and valleys, or “waves,” moving from the right side of the screen to the left (as
depicted in figure 1-8). At this point there is no correlation between the radio frequency
and the display other than a continuous stream of noise.

Figure 1-8
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At this time, it is hypothesized that the generation of a consistent pattern of network
traffic on the target system, such as a continuous PING test, should yield a consistent
frequency response within the oscilloscope application.

To support this hypothesis a small adjustment to the Y1 slider is necessary. The effect
of which is to reduce the amplitude displayed so that patterns of consistency may be
more readily identified. Figure 1-10 illustrates the modification to the Y1 slider by
clicking and dragging it down to a gain setting of approximately 1.30. Observably, the
pattern now displayed within the oscilloscope window is less chaotic in appearance.

To perform the test, open a command prompt on the target system (Press Ctl+Esc, Select Run,

type the word “Command” and press the enter key). Once at the command prompt, select an IP
address from the list provided by the ABC Company and type the following (figure 1-9 illustrates
the command) command to continuously PING the selected host:

PING 172.16.128.101 —t <Press Enter Key>
Figure 1-9
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After typing the PING command, return to the oscilloscope (Alt+Tab) and monitor for
any consistent wave patterns. Within the current test environment a pair of signals are
now visible and appear to be continuously repeated within the oscilloscope software as
illustrated in figure 1-10.

Figure 1-10
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Pair of tall peaks displayed, possibly correlated to the
PING test.

Still not certain that the results are influenced by the PING test; a further modification to
the command line may force the issue. Returning to the command prompt (Alt+Tab),
stop the previous PING test by pressing Ctrl+C then enter the following modified
command to increase the size of the packets being transferred (please see figure 1-11
for an example of the command):

PING 172.16.128.101 —| 1492 —t <Press Enter Key>

Figure 1-11
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Quickly returning to the oscilloscope (Alt+Tab) to view the results of the current PING
test, an entirely new pattern may be observed with an even greater frequency of waves
(Figure 1-12).

Figure 1-12
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If there were indeed a correlation, then turning off the ping would hopefully result in a
reduction of waves. To test this final hypothesis, simply return to the command prompt
(Alt+Tab) and press Ctrl+C to discontinue the PING test. Then quickly return (Alt+Tab)
to the oscilloscope to monitor for any changes in wave patterns.

Figure 1-13
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The results now show a series of bundled waves as opposed to the spiked waves
observed in the previous trials. This may be a result of the conclusion of the PING test
or again there may be no association with the HomePlug radio frequencies.

While the results of this test are inconclusive, the possibility of identifying HomePlug
signals via an external radio is conceivable as evidenced by the purpose built device
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constructed in the United Kingdom. Given time and modest capital resources, a simple
device may be constructed to remotely “sniff’ out HomePlug signals thus shortening the
time necessary for auditors to detect their presence.

How likely is it then, that signals may be captured with the intent of deciphering their
contents? The first hurtle of course is detection. The second is picking the correct
frequency or range of frequencies, out of a possible 84 channels, to monitor and
capture. Finally there is the issue of 56-bit DES that has been glossed over thus far.

If the initial challenge of rapid discovery of HomePIlug signals could be surmounted,
then logically the next step would be the pursuit of a means to capture and replay the
signal. However, you cannot merely replay the signal from your Ethernet connected
computer across a HomePlug PLC device and hope that the clear text message
appears. What is likely to occur with this approach is that the HomePlug devices will
hear the signal from the Ethernet side, think it is a music file and broadcast that fact to
the rest of the network hoping to find a destination for the file.

Why would this occur? Encryption and decryption, according to block diagrams of the
HomePlug standard, occurs on the powerline side of the device. If a captured stream of
traffic were to be played back, it would have to be on the AC side. Hypothetically, a
HomePlug device would treat the injected signal as noise and switch to a different
frequency while blocking the injected signal in its tone map.

So how would the 56-bit DES message be decrypted? Assuming the first two obstacles
could be conquered, the last step becomes transparent, as the 56-bit DES algorithm
has already been broken.

1.6.3.10 Purpose Built PLC Detector

As of the writing of this document, there is only one known system that is purpose built
to aid in the detection of PLC. The system was developed as the result of a “contract
awarded to the University of Hertfordshire by the [United Kingdom]
Radiocommunications Agency. The document pertaining to the development of the
system, Ref. AY3920, is titled Development of Practical Methods and Equipment to
Facilitate Both Detection and Measurement of Radiation from, and Wideband Radio
Frequency Currents in, Unstructured Distribution Networks. The document dated
January 5" of 2003 is available for review online at
(http://www.radio.gov.uk/topics/research/topics/emc/ay3920.pdf). Upon conclusion of
the contract, it was reported that:

A portable measuring system for LF, MF and HF field strength measurements
has been developed for use with a conventional EMC measuring receiver. The
frequency range 80 kHz — 30 MHz is covered by a set of three tuned loop
antennas, each with electronically controlled tuning and integral pre-amplifiers.
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So there does exist a means to detect PLC communications at a distance (far field),
however it may be some time before their availability and cost are in a range permitting
system and network auditors to purchase them.

It should be noted that in addition to the purpose built PLC device created for the UK
Radiocommunications Agency and posted to their websites, there too exists a
considerable amount of documentation regarding Electromagnetic Compatibility (EMC)
on their website that is pertinent to PLC communications. The documentation may be
viewed online at: (http://www.radio.gov.uk/topics/research/topics/emc).

1.6.3.11 Miscellaneous and Unavailable Tools

There were many other tools identified throughout the research of RF detection
methods. However, these tools were often discovered as unable to provide support for
detection of the HomePlug frequencies, unavailable for purchase or still in development.
A prime example of devices capable of detecting PLC but not at the HomePlug
frequencies may be found online by visiting http://www.hometech.com/tools/signal.html.
The tools initially appear promising but upon inspection turn out to be designed for X-10
PLN frequencies rather than HomePlug.

As for the category of tools unavailable for purchase there were many. Two specific
examples would be the countermeasure equipment developed by Martin L. Kaiser
(http://martykaiser.com) and a clamp-on detector detailed in the XXX 1992 edition of
Radio Communications. In the case of Martin Kaiser, his website contained a number
of potentially useful devices (e.g., 2030A Probe, etc.) that may produce positive results,
however manufacture, support of these devices is limited, and the time constraints for
this project restricted further pursuit. As for the article contained in the Radio
Communications Magazine, it too suffered from the time constraints of the project.
While the time constraints restricted short time viability, the aforementioned items still
represent items worthy of further investigation in the pursuit of a device or devices that
may be used by the lay-audit practitioner for the detection of RF emitting devices with
respect to PLC.

There too remains the category of tools still in production as evidenced by the Corinex
Diagnostics Kit. As of September the devices were still in developed and slated for
fourth quarter production and accordingly, unavailable for purchase and
experimentation. They should however, not be ruled out as a viable tool for future
consideration when developing improved methods for PLC detection.

1.7 Summary of Current Practices for Radio Frequency Detection

In summary as observable in table 1-15, the current state of practice for discovering
low-voltage power line communications by means of radio frequency detection is in its
relative infancy. That is not to say that radio frequency detection is an immature
practice as may be construed from other wireless networking technologies.
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Table 1-15 — Comparison of Radio Frequency Detection Equipment

Detection Method Purpose Cost Proximity Effectiveness
(in US (based on
dollars) experimentation)
HomePlug Network Device PLN Device < $100 Access to Highly Effective
electrical
segment
required
True RMS Digital Voltmeter Frequency >$100 Access to Ineffective
display of electrical
detected segment
harmonics required
AC Current Clamp Same as True | >$100 Access to Untested
RMS DVM electrical
segment
required
Field Strength Meter Relative >$100 Range Ineffective
strength of an undetermined
RF transmitter
Frequency Counter Detects >$100 Range Tested but Ineffective
frequency of undetermined | without a Notch Filter
nearby
transmission
Radio Scanner Capable of >$400 Range Undetermined
scanning and undetermined
tuning desired
frequency
Oscilloscope Capable of >$1000 Range Undetermined
displaying the undetermined
waveform of a
detected
frequency
Spectrum Analyzer Capable of >$3000 Range Untested
measuring the undetermined
RF spectrum
Purpose Built PLC Detector Cable of >unknown Assumed highly
detecting PLC expensive and highly
devices. effective

For example, wireless “RF” mediums to include 802.11b, 802.11b and Blue Tooth are
more readily discovered due to the outwardly emanating signals borne from antennas.
Comparatively, low-voltage power line devices utilize the shielded cabling of power lines
as their antennas thus tunneling the waves into the cable rather than away from it. This
complicates matters as the broadcasted signal may be discovered at any point along an
electric cable run without revealing the exact location of a PLC device. A field strength
meter should provide some assistance but as discussed in previous sections, most are
not tuned to the specific frequencies covered by PLC.

It should be observed that an auditor equipped with a combination of the tools listed
above in conjunction with the training and experience necessary to operate them
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expertly, has in essence stepped out of the realm of system and network auditing and
into the world of Telecommunications Surveillance and Countermeasures (TSCM).

Further to that point, unless the art and science of Radio Frequency Detection is a
direction the auditing profession seeks to attain, the recommended course of action
would be the continued use of existing system and network auditing practices. That is
until such time that improved methods for the observation and discovery of low-voltage
HomePlug powerline network devices, becomes readily available at a palatable cost.

1.8 Summary of Current Practices

Despite repeated efforts to identify practices specific to HomePlug PLN'’s, all attempts
were met with limited success. There are however, generally accepted practices
available for system and network auditing that may be combined with the results of the
experimentation that occurred during the exploration of radio frequency detection to
produce a new and recommended approach towards implementing HomePlug PLN'’s
with security in mind. The next section titled Audit Checklist will serve to unite all of the
research and experimentation to date, in an easy to use HomePlug Audit Checkilist.
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2 ASSIGNMENT Il - CREATE AN AUDIT CHECKLIST

The audit checklist was developed based on the requirements contained within the practical assignment. However, to address all of the
required sections within a single table, other sections of this document will be cross-referenced rather than duplicated within the table.
Examples of sections that will be cross-referenced include the references table from the end of this document and the risk table created
in section one.

Building upon the references table from the beginning of this document, the risk table will be added as a reference item. Table 2-1 will
be used in turn for documenting the source or sources referenced to develop each checklist item.

Table 2-1 — AUDIT CHECKLIST REFERENCES

ASSIGNED SOURCE NAME SECTION OR PAGES REFERENCED
SOURCE
NAME
CWNA Certified Wireless Network Administrator Entire book and specifically Chapter Eleven
MICR Microsoft Support Knowledgebase Articles specific to Windows 9/X security
NIST NIST 800-42 Guideline on Network Security | Entire Paper
Testing
PEOC Personal Experience or Contribution None
RISK Risk assessment table from this guide. Entire Table.
SBIT Small Business IT Auditing Sections specific to auditing Windows 98
TLAH Thinking Like a Hacker Entire paper
WEZ2E Wireless Security: End to End Entire book and specifically pages 172 thru
174
HAXP Hacking Exposed: Network Security Secrets | Chapters 2, 3 and 4
and Solutions
EICAR EICAR Virus Test Entire Website
(http://www.eicar.org/anti_virus_test file.ht
m)
CESP Secrets of Computer Espionage: Tactics Entire Table
and Countermeasures

The assigned risk ID’s contained within table 1-6, will be referenced throughout the audit checklist so that the identified risks, profile and
consequences may be cross referenced as required.

Table 2-2, was created to address the GSNA practical requirement to identify and recommend controls. The primary source of
information for the development of table 2-2 was extracted from Thomas Peltier's book titled Information Security Risk Analysis on
pages 82-84. Additional resources were called upon to draft the list of controls and those sources are referenced in table 2-1 s well.
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Table 2-2 - Controls

C(;?Qgt;r(;)rly Control Type
ﬁggtézlr Control Name -? S o § e . Control Description Reference
el & | 2| &8 §| 8
S 8| &) 3| B 2
s| 5| 5| 2| 8| 8
1 Security Policy A current and documented security policy should be available
X X X X | to all employees and all employees should be familiar with its POLI
contents.
2 Monitoring & Supervising X X X X X X Manag_ement controls sho_qld be in place to monitor and POL]
supervise employee activities.
3 Roles And Responsibilities X X X X X All orgar_li;g'Fional roles should be documented and their POL]
responsibilities clearly stated.
4 Personnel Procedures Procedure for performing background investigations prior to
X X X X X | any hiring decision should be documented. Disciplinary actions POLI
up to and including termination should be documented.
5 Awareness Training Employees should attend yearly security awareness training to
X X X X X | reinforce the organizations commitment to the security of its POLI
assets.
6 Authentication Implement user authentication mechanisms (such as firewalls,
X X | dial-in controls, secure ID) to limit access to authorized PELTIER
personnel.
7 Authorization Only individuals with a “need-to-know” and processed on an
X X X | “event-by-event” basis will be authorized access to identified POLI
assets.
8 Encryption Implement encryption mechanisms (data, end-to-end) to
X X | prevent unauthorized access to protect the integrity and PELTIER
confidentiality of information.
9 Audit Logs Implement mechanisms to monitor, report, and audit activities
X X X | identified, as requiring independent reviews, including periodic PELTIER
reviews of user ID’s to ascertain and verify business need.
10 Anti-Virus Software Install corporate standard anti-viral software on all computers.
X X X X . g . . . PELTIER
Provide training and awareness of virus prevention technigues.
11 Spyware Software Information resources must be guarded against the accidental
X X X | or intentional installation of spyware (e.g., tracking cookies, key POLI
loggers, etc.).
12 Firewall A firewall should be engineered, monitored and managed by
the security organization to aid in the protection of perimeter
X X X X . . ' . POLI
security. Requests to permit traffic to traverse the firewall will
be viewed for business need and approved or denied based on
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an analysis of the exposure created by said request.
Furthermore logs must be viewed on a monthly basis to
determine compliance with the corporations acceptable use
policy. Failure to comply with the acceptable use policy may
lead to disciplinary action.

13

Alarms and Alerts

Security alarms and alerts must be monitored and responded
to daily.

POLI

14

Restricted File Sharing

Open file sharing will be restricted to file servers, mail servers,
or systems reviewed and approved by management based on
business need.

Contribution

15

Password Composition

Password should be composed of:

Upper and Lower Case Alpha Characters

Numeric Characters

At least one special symbol character

No more than two characters should be repeated
consecutively

The combination of characters must be between 6 and
8 characters in length.

6. The word must not be a common dictionary word

7. The word must not utilize the organizational name.

PwnNpE

o

POLI

16

New or Advanced Technologies

Develop policies and procedure to prohibit the use of new
technologies until reviewed and approved by corporate security
organization.

Contribution

17

Physical Security

In consultation with facilities management, facilitate the
implementation of physical security controls designed to protect
the information, software, and hardware required of the system

PELTIER

18

Inventory (network, system)

All information systems and network elements must be
inventoried. Inventories must be updated and maintained on a
quarterly basis. A current inventory provides a ready reference
for troubleshooting issues and incidents.

POLI

19

Network and System Topology

A detailed network and system topology depicting the
interconnection between systems must be maintained.
Topologies must be reviewed and updated on a quarterly basis.
A current topology provides a ready reference for
troubleshooting issues and incidents.

POLI

20

Network and System Monitoring

A centralized monitoring and management platform must be
implemented to maintain software currency as well as to aid in
the detection and resolution of issues and incidents.

POLI

21

HomePlug Detection, Monitoring
and Management

X

Process must be enabled to routinely inspect for the presence
of HomePlug devices. If HomePlug is used within any facility
where sensitive corporate data is transmitted, processed or

Contribution
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stored (including vendor and third party facilities) then
appropriate controls as outlined within the policy must be
implemented. Controls should also provide for the monitoring,
management and auditing of HomePlug devices.

22 Screensaver Requirements All information systems must utilize a password-protected
screensaver. The password must comply with corporate POLI
composition standards.
23 Secure System Configuration Systems will maintain current security patches and be
configured according to corporate minimum-security baselines POLI
and recognized best practice guidelines.
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Table 2-3 — HomePlug Audit Checklist

)
o075 Do
SR =
Qo3| B 3 Test Test
Q2 g— S £ Purpose Results
Task | Risk |® 3 8 & < Compliance
D ID's 5 Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
< < o |
% I % I % K=} T | 7 Q
Zm | 2 o |8 223
nw | On < %’- %
Utilizing a map of the facility (with TARGET: Locking AC covers
powerline source documentation if should be identified in external
possible) walk the entire property locations. External AC outlets
boundary, internal and external should not be obstructed from
building perimeter and office locations routine observation. There
1 to visually inspect for: should be no Powerline devices
> CWNA 17 attached to any external or
1 N N 18 S 1. The presence of powerline internal AC outlets that are easily
3 PEOC : : o e
19 devices based on identified visible.
form factors.
2. The identification of areas
where powerline devices may
be covertly placed.
The presence of power outlet locks for
external locations.
While performing the physical inspection TARGET: The HomePlug Activity
identified in step one, locate unique LED should not display PLN
power segments based on the provided activity for any AC outlet
facility map and perform a PLN activity connection.
audit by:
1
2 ilg 1. Plugging the auditor's
2 3 N Y PEOC 20 O HomePlug device into an AC
32 outlet.
21 2. Permit 15-30 seconds to elapse
3. Record any observable
HomePlug traffic based on the
Activity LED.
4. Repeat steps 1 thru 3 until
completed.
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Table 2-3 — HomePlug Audit Checklist continued

)
ome -
32 a2
IR E Test Test
= % g— S £ Purpose Results
Task | Risk [6 2 | & & Compliance
ID ID’s % Reference(s) ContrOI(S) Test Procedure (*Other requires a detailed explanation)
'e) )]
D 2| & o|n|Q
Z5 | 2R o | 3B o |23
O % s |2 7] L
@D
Utilize an automated network scanner TARGET: The network scanner
to: should not detect network
1. Identify systems connected to addresses for previously unknown
the network and non-inventoried equipment.
NIST 2. Determine what ports are
18 18 open on the identified
3 PEOC o
19 HAXP 19 systems.
Compare the results of the scan with
the inventory provided by ABC
Corporation. Note any discrepancies
and document them for the final report.
Utilize a packet capture and analysis TARGET: HomePlug traffic
utility to: should not be detected within the
environment per contract with
1. Identify the presence of ABC Corporation. If HomePlug
HomePlug traffic traffic is discovered, it should be
2. ldentify the devices using the analyzed to determine
HomePlug protocol. susceptibility to command and
18 3. Examine the contents of control monitoring.
HomePlug packets to
HAXP 19 L9 .
4 33 O determine if they contain any
PEOC 20 "
21 sensitive command and

control details (i.e.,
passwords) that may be
viewed in clear text.

Compare the results of the packet
capture and analysis tool with any
devices identified in the previous step
that were not on the provided inventory.
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Table 2-3 — HomePlug Audit Checklist continued

%
o075 Do
Sa8l 35 Test Test
® 22 T2
o % g— % = Purpose Results
Task | Risk |® 2 g ° Reference(s) | Control(s) Test Procedure Compliance
ID ID’'s > (*Other requires a detailed explanation)
%)
z% | z% g5 ol |2
Zm | Zm o | 8 223
D
Utilize an automated network TARGET: Systems should be
vulnerability scanner to determine: configured with only those
network services and system
4 1. Operating system fingerprints processes required for business
6 NIST 2. Open ports and running needs and approved by N
18 processes management. A vulnerability
5 15 Y N PEOC o : .
17 20 3. Potentlal_ exposures or scan should_produce negative
20 vulnerabilities results for widely known and often
targeted system and network
Pay careful attention to any hosts vulnerabilities.
discovered that were not listed in the
inventory provided by the customer.
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%
2l 2o
S ST S 3 Test Test
o % g— % = Purpose Results
Task | Risk |® 2 g ° Reference(s) | Control(s) Test Procedure Compliance
ID ID’'s > (*Other requires a detailed explanation)
'e) (9]
I E T E 5 % S | O g
50 | 58 2|2 AE!
® @
Commercial HomePlug configuration TARGET: Windows shares
software requires a Windows based should not be permitted on non-
operating system; as such, a NetBIOS enterprise class operating
enumeration will be performed to systems. If discovered, a share
determine whether any open shares password must be enabled and
exist on systems potentially identified the same password should be
as passing HomePlug traffic. compared against the ABC
Corporate policy to determine
First, attempt to connect to any compliance with composition
discovered shares without a password requirements.
6 (stimulus/response test with a desired
14 outcome to connect without a
6 6 vy vy HAXP 18 o password proving weak controls).
10 TLAH 19
20 If unable to connect without a
23 password, attempt to utilize a brute-

force password utility to attach to the
share and determine whether the
password meets corporate standards
for composition.

Finally, if unable to remotely brute
force the password, use a local
password utility to determine whether
the password meets corporate
standards for composition.
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Table 2-3 — HomePlug Audit Checklist continued

Task
ID

Risk
ID’s

aInpadold
Arenuasping
ue se pall9las

asuodsay

/snnuns

ON=N

S3IA=A

N

ON
S3A

=A

Reference(s)

Control(s)

Test
Purpose

aA123lqo
aAnoslgns

Test Procedure

Test

Results

ssed

req
WETTe)

Compliance
(*Other requires a detailed explanation)

CESP

15
23

Properly shutdown the operating
system and then reboot the computer
to determine whether the BIOS
password is enabled.

Performing this step may lock the
auditor out of the system. Therefore
it is recommended that the auditor
either prepare a system boot disk
with appropriate CMOS password
identification utilities or have the end-
user for the selected system available
during the BIOS password test.

TARGET: The BIOS password
must be set to restrict access to
the system configuration.

PEOX
CESP
HAXP

15
22
23

Determine if the system screensaver
is configured to utilize a password by
performing the following steps:

1. Click on Start and then Run

2. Inthe Run dialog box type the
following without quotations
“FLYING~1.SCR”

3. Allow 5-10 seconds to pass for
the screen saver to activate.

4. Bump the mouse or press the
spacebar to determine if the
screen saver disappears or if a
password dialog box appears.

TARGET: The screensaver must
prompt for a password.
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Table 2-3 — HomePlug Audit Checklist continued

&
vl Iy
eggles3 Test Test
222 o¢ Purpose Results
Task | Risk |5 B 2l 2G5
as isk |® < ® = Compliance
D ID’s 2 Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
< < o |
N ) o T olnlQ
z=X | z= S| @ 2l
0p) 0p) é é *
Determine if the CDROM “autorun” TARGET: The autorun feature
feature is disabled by: should be disabled to reduce the
likelihood of unauthorized access
1. Enable and lock the
screensaver password using the
6 technique established in step
7 XXX.
9 9 Y Y ﬁi)s(:z 18 o 2. Insert the screensaver bypass
22 CD and allow 15 to 30 seconds
23 to elapse.
3. If autorun is enabled the
screensaver will unlock and
permit console access. |If
autorun is disabled nothing will
happen.
Determine if the screensaver password TARGET: The screensaver
meets corporate standards for password should be compared
composition by performing the following against the ABC Corporate policy
steps: to determine compliance with
o composition requirements.
1. Insert the CAIN password utility
CDROM or write protected
6 floppy into system.
CESP 18 2. Click on Start and then Run.
10 8 Y N HAXP 22 o 3. Type the drive location and
23 name of the file in the run dialog
box or click on browse. Once
the name is correctly entered,
click on OK to proceed.
4. Select the appropriate tab within
the password utility to display
the currently assigned
password.
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Table 2-3 — HomePlug Audit Checklist continued

)
2l 2o
S ST S 3 Test Test
o % g— % = Purpose Results
T3 ; o =
Task | Risk 5 Compliance
D ID’s Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
'e) )]
z%1z% S |5 olq|Q
z=< | z= 3| @ o123
» | O = |2 > 5
)
Determine if a corporate approved TARGET: Per Corporate policy,
anti-virus application is: the device must contain an
approved anti-virus application
1. Installed on the system with a current virus definition file
2. Using current virus string files and be configured to run routinely
3. Configured to run and automatically. The same
automatically anti-virus software must be
4. Capable of detecting the capable of detecting the simplest
EICAR test file of viruses as evidenced by the
EICAR test. A secondary scan of
11 13 % % EICAR 10 0 Once the above steps have been the system using a competing
completed, reboot the system and anti-virus application should
perform a second anti-virus scan using a validate the cleanliness of the
write-protected floppy or bootable system.
CDROM to further determined if the
installed anti-virus software is
functioning properly. Any commercial
version of anti-virus software may be
utilized as long as it is not the same
manufacturer as the currently installed
AV software.
Determine if the system contains TARGET: The system should be
spyware by: clean of spyware.
Utilizing a commercial malware scanner
12 14 Y N PEOC 11 O to identify known instances of

spyware/adware.

Report the results of the test but do not
clean system at this time.
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Table 2-3 — HomePlug Audit Checklist continued

&
328 3¢
STz 2 3 Test Test
o 2 g— S = Purpose Results
sS850 32
Task | Risk 2 Compliance
D ID’s Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
'e) )]
z%1z% g |5 olq|2
Zm | Bh 8 ALK
0] 0] é é *
Microsoft provides the following TARGET: The system should
manual process to determine if current have all current security patches
operating system security patches installed.
have been installed in their
1. Click Start, point to Find, click
4 Files Or Folders, type
15 18 "wulog.txt wuhistv3.log"
13 17 N N MICR 23 0] (without quotation marks) in
20 24 the Named box, and then click
Find Now.
2. Double-click the Wulog.txt file,
and then note the update
information.
3. Double-click the Wuhistv3.log
file, and then note the update
information.
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Table 2-3 — HomePlug Audit Checklist continued

%
205 2o
S ST S 3 Test Test
o % g— % = Purpose Results
T3 ; o =
Task | Risk 5 Compliance
D ID’s Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
%)
25| 73 g5 e
5% | 58 z |8 51218
T | D
HomePlug devices may operate with TARGET: The auditor should
the default Network Encryption Key determine whether HomePlug
(NEK) of “HomePlug” or with a user configuration software is present.
assigned NEK. If a HomePlug device If it is, then the installation
is located, then an analysis of the directory should be examined to
attached computer should be determine if it contains a clear-
performed by: text password. If a clear-text
password is present, it should be
1. Install the HomePlug software compared against the ABC
provided with the PLC device Corporate policy to determine
purchased by the auditor for compliance with composition
the ABC contract. requirements.
o8 6 2. Examine the ?ontenys o_f the
14 9 vy N PEOC 8 o manufacturer_s appll.catlon
30 23 d|_rectory (typically C:\Program
Files\Manufacturer) to
determine if any files exist that
may contain passwords.
3. Examine the contents of the
files to determine if a clear-text
password may be discovered.
4. If a password is discovered,
does it meet the corporate
standards for composition?
5. Utilize a packet capture utility

to determine if any PLN device
command and control traffic is
passed in the clear.

Todd Colvin — GSNA Practical Version 2.1 (Option 1)

Page 66




Table 2-3 — HomePlug Audit Checklist continued

&
322 3¢
STz 2 3 Test Test
o 2 g— S = Purpose Results
sS850 32
Task | Risk 2 Compliance
D ID’s Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
'e) )]
z%1z% S |5 olq|Q
z5 | 2R 3|8 P23
v | Qv < %’- E
Examine inbound and outbound TARGET: The auditor should not
firewall logs to locate: discover any previously
unidentified outbound IP
1. Previously unidentified addresses when compared to the
1 outbound IP addresses inventory. The auditor should not
2 2. Suspicious inbound traffic discover any inbound traffic
a1 3 destined for any IP addresses destined for any IP Addresses
15 42 N N PEOC 4 0] identified in step 1. discovered in step 1.
5 3. Destination IP addresses of If previously unidentified IP
9 known or questionable addresses are discovered, a
12 content. thorough analysis of their
destination traffic should be
investigated to determine whether
sites of known or questionable
content are being accessed.
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3 ASSIGNMENT Ill - AUDIT EVIDENCE

3.1 Conduct the Audit

Each test section will be introduced by the corresponding audit checklist item, in a table format, followed by the captured during testing. Comments regarding the
results of the test and the ascertained level of compliance may be found at the end of each test section.

3.1.1 Evidentiary Procedure One
Table 3-1 — Requirements for Evidentiary Procedure One
)
o075 Do
882 85 Test Test
® 22 T2
o % g— % = Purpose Results
Task | Risk [ 3 ©| @ = Compliance
ID ID’s = % Reference(s) ContrOI(S) Test Procedure (*Other requires agetailed explanation)
'e) )]
z% 1 z% S |5 vlq|Q
2=<| 2= S| AEAES
o%h | O |2 N I
@D
Utilize an automated network scanner ACTUAL: IP address
to: 172.16.128.103 was discovered
and compared against the ABC
3. ldentify systems connected to Corp. provided host inventory list
the network and determined to be absent from
4. Determine what ports are said list. The system was
18 NIST 18 open on the identified identified as having the following
3 19 Y N PEOC 19 0] systems. X ports open:
HAXP
Compare the results of the scan with 135/tcp
the inventory provided by ABC 137/tcp
Corporation. Note any discrepancies 139/tcp
and document them for the final report. 427/tcp
1032/tcp

3.1.1.1 Screenshots from Evidentiary Procedure One

There are two essential areas to configure prior to launching a network scan. The first requires the identification of the target IP subnet and the second requires
the selection of a port list. SuperScan offers the ability to select specific ports and then permit the selected list to be saved for future use. It also provides pre-

configured lists for the scanner and trojan ports. For the ABC scan, we will use a saved scan where all ports have been selected.
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Step 1-Using SuperScan, version 3.0, to identify IP addresses and open
network resources.

Figure 3-1

“5 SuperScan 3.00 — 1ol =]
ll H Lookup Configuration

I Lookup I |
Part list setup
Resolved | Me | Inlerfacesl

Timeout Scan type Scan

P

sl ={|| Png || P Fesolve hostnames

Slopl—il W IE Only scan responsive pings i _

- W Show host responzes

Connect = PFing only 'T

Mﬁlﬂl [z000 " Every port in list

¥ Igrere IP zero & Al selected ports in list [fo”
I Igrore IP 255 S  Alllist parts fram [1 [E5538

I Esactframfie > | || [¢000 C Alpatsom [ [65555 %

Speed
ban

Active hosts
|0 ]

Open ports

|0 |
Save I

Collapse all I

Exzpand all I
Prune I

Step 2 — The first step is to configure the list of ports to for scanning as shown
in figure 3-2.

Figure 3-2

Edit Port List

Port lizt File

Change/add/delete port info ———————————————
Port I ﬂ Selected [~ IC:\F‘rogram Files\SuperScanttrajans.lst ;I

Description I Load '\! erge Save | ,TI
Ly

Progrann I - I
Select ports

Params
I Double-click list item ta select/de-select Select Al I Clear All |

Probe text I

add | Deleie e |

Helper apps in right-click menu
FTP  |CProgram FileshGlobalSCaP | > |
Farams [fp:./3%a7p/

Telnet Itelnet.exe - I
Pararns Iza %p

Web IC.\PrUgram Files\Intermet Expl _>I
Farams [hitp: /% %p/

AAASAARAANAAANN

g Audio Trojan

FParameters: %a = |P address, %p = port

Step 3 — XYZ Company has selected the list titled “Allports.Ist” for the ABC
Corporation scan. After selecting the list, click “Open” to proceed as shown in
figure 3-3.

Figure 3-3

Select port list file to load e B3|
Look jr: Ia SuperScan j - &% Ex-

ports, sk

hensss. lst %
scanrerlst| Type: LST File
tiojans lst | Size: 35.9KB

File name: I j Open I
Files of lwpe: Ilst files [* 1) j Cancel |

Step 4- After selecting the list you will return to the Edit Ports interface, just click
“OK” to return to the main SuperScan interface as shown in figure 3-4.

Figure 3-4
Edit Port List |
Change/add/delete port info —— Port list file
Part |1 i’ Selected | IC.\PrUgram FilestSuperScantallports.lst LI
Desctiption [TCF Part Service Muliplexer [Teag | tewe | save | oK Ql
Program I _>|

Select portz

Paramz
I Double-click list item ta select/de-select Select Al | Clear All |

Probe text I

sdd | Delete Apply |

—— Helper apps in right-click menu
FTP  |C:Program FileshGlobalSCAP _>|
Farams [fe: ) /%a:52p!

Telnet Ilelnel.exe _>|
FPararns Iza #p

Web IE'\F’rngram Filez\nternet Expl - |
Params [http /% 2p/

SAASAAARANAASNAN

Parareters: #a = [P address, &p = port
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Step 5 - From the main SuperScan screen, select the “Start” button to initiate
the scan as shown in figure 3-5.

Figure 3-5

55 SuperScan 3.00 =10l =|

ll Hostname Lookup Configuration -
| Lookup |
Resolved | Me I Interfacesl
P Timeout Scan type Scan
Slanl‘l 77161280 i’ Fing g Resolve hostnames
W Only zcan responsive pings a
s 400
stopfi72 16128255 | || e 5
Connect " Ping only [o-
PrevC | MextC | 1..264
[ [ e | [z000 7 Every port in list
¥ lgnore IP zero % All selected ports in list 0
I¥ Ignare IF 255 4F|‘3;and  Alllist ports from [1 [e5535
I Entractfromfile - | © Alposfom i [Fe5em m m

 Speed
M

Active hosts
0 ]

Open parts

|0 |
Save I

Collapse aIII

Expand all I
Frurne I

Step 6 - Once completed the box at the bottom of the screen will reflect the
identified IP addresses as well as permit the opportunity to expand each IP
address to discover what ports were identified as open by the SuperScan tool.

Figure 3-6

=5 SuperScan 3.00 . =10
ll H Lookup Confi ation -
| Lookup I
Port list setup |

Resalved | Ie I Interfacesl

IP——— [ Timeout Scan type Scan
Slarl|1 72181280 i’ Fing Fesolve hostnames
Orly scat responsive pings 17216.128.254 o
= I4DD
Step[17276 126280 Shovs host responses B esmmie

Connect Firg ataly
FrevE | He=tit | 1. 254
[ [ [1z2e [zo00 Bz e il Bl TE
¥ Igncre IF zero0 Al selected ports i list 17218128105 o

I¥ | lgnore [P 256 Read

I Extract from file ->| | ElEE

Speed
tax

ho o T e e B I

Azt ports from |1 |85535
Al parts fram |1— EB535 m
]

Active hosts
2 |
Open ports

Save

Callapss al

Expand all |
Prune I

Step 7 — However, rather than expand the list now, it will be saved for inclusion
in the audit findings report by utilizing the “Save” function to the right of the
window as shown in figure 3-7.

Figure 3-7

Save list to file ; 2=l
Save in: IaABCAudit ‘whork Papers j <= E‘F '

op

%

My Documents

-

mputer

File name: IABC Company SuperScan Results (100503] j Save

Save as ype: IAII files [*7) j Cancel |
£
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3.1.2 Evidentiary Procedure Two
Table 3-2 — Evidentiary Procedure Two

&
328 3¢
S T3 83 Test Test
= % o % % Purpose Results
Task | Risk |6 S 9| o = Compliance
ID ID’s = % Reference(s) ContrOI(S) Test Procedure (*Other requires agetailed explanation)
< = < g (Cn Q
! ! = | & o|nl 8
25| 253 2|3 2|3
Utilize a packet capture and analysis ACTUAL: HomePlug traffic
utility to: based on the Intellon MAC
management protocol (0x887b)
4. Identify the presence of was discovered emanating from
HomePlug traffic host 172.16.128.103. This
5. ldentify the devices using the validates the results of step 2.
HomePlug protocol. Traffic generated by this
6. Examine the contents of workstation was captured and a
HomePlug packets to detailed packet analysis was
determine if they contain any performed to determine if
sensitive command and sensitive, clear-text information
control details (i.e., could be extracted from the
18 passwords) that may be packets. Upon completion of the
HAXP 19 viewed in clear text. analysis, it was determ!ned that
4 33 Y N PEOC 20 O X the captured packets did not
21 Compare the results of the packet contain information that could
capture and analysis tool with any affect the availability or the
devices identified in the previous step HomePlug PLN.
that were not on the provided
inventory. As an added precaution, a packet
capture and analysis was
performed during the
configuration of a HomePlug
device to determine the
susceptibility to clear-text
password theft of the NEK. This
secondary test produced no
useful details regarding the NEK.
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3.1.21 Screenshots from Evidentiary Procedure Two

Step 1-Using the GUI version of Nessus, version 1.4.4, in conjunction with a
SuSe Linux based Nessus daemon to perform a network vulnerability
assessment.

Figure 3-8
@ About Ethereal ;Iglil

Ethereal - Metwork Protocol Analyzer

“ergion 0.9.15 (C) 1998-2003 Gerald Combs <gerald@ethereal. coms
Campiled with GTk+ 1.3.0, with GLib 2.2.1, with ¥WinFcap (version unknown)
with libz 1.1.4, with Met-SMMP 5.0.6, with ADMS

Running with ¥WinPcap on Windows Me | build 73010104

Check the man page for complete documentation and
for the list of contributors.

See http:/fwewewe ethereal comd for mare infarmation.

==

Step 2 —Launching Ethereal brings the auditor to the main console window as
shown in figure 3-9.

Figure 3-9

@ The Ethereal Network Analyzer i =] B
File Edit Capture Display Tools Help |

no. [Time [Source [Destination [Pratocel [info \

Fiter|[ /| Reset] Apply|[Ready ta load or capture

Step 3 - Prepare for a new capture session by clicking on “Capture” and then “Start.”
Figure 3-10

{@ The Ethereal Network Analyzer i -0l x|
File Edit Gaplure| Display Tools Help |
Mo [Time [ Stan  CtH< fion [Protocal [Info [

Fitter:| | /] Reset| Apply[[Ready to lnad or capture

Additional Comments: Perform the following list of items to configure the
capture options as shown in Step 4, figure 3-11:

1.
2.

4,

Selecting the appropriate interface.

A personal preference is to update the list of packets in real time (this
may also impact performance depending on the speed of the computer)
by selecting the corresponding check box.

Configure the “Capture Limits” to stop capturing packets after one
minute (this may be modified to run for as long as necessary, or until a
specific quantity of packets or kilobytes is reached).

Finally, ensure that MAC and Transport Name resolution is selected.

Once configured click on the “OK” button to proceed.
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Step 4-Configuring the capture options.

Figure 3-11

@ Ethereal: Capture Dptions - |EI|5|

Capture
Interface: |Links3,rs LME100T Fast Ethernet Ada[:| f’|

I Limit each packet to |55 % bytes

I~ Capture packets in promiscuous mode

Fiter] |

Capture file(s)
File:] |

i Use ring buffer. Mumber of files |0 ?
_ Fotate capture file every |1 ? second(s)

Display options

= Update list of packets in real time

_l Automatic scrolling in live capture

Capture limits

_| Stap capture after packet captured
_I Stop capture after —\“ 7 kilobyte(s) captured
I Stop capture after ;r secand(s)

Marne resolution
 Enable MAC name resolution

_| Enable network name resolution

I~ Enable transport name resolution

8] V\,\J Cancel

Step 5 —The capture begi

ns immediately. A statistics window appears on the

screen to address the types and quantities of files that are being captured.

Figure 3-12
@ Ethoroal: Capture NISHT=TES|

Captured Frames

Total 12 (100.0%%)
SCcTP O (0.0%)
TCR O (0.0%)
([n]=] 5 (41.7%)
IChAP O (0.0%)
ARP 2 (16.7%)
OSPF O (0.0%)
GRE O ([0.0%)
MNetBIOS O ([0.0%)
=55 1 (2.3
VINES O (0.0%)
Other 4 (33.3%%)

Running 00:00:02

Stop |

Step 6- The main conso

le window is also open for viewing. The live capture is

shown in figure 3-13 as configured in the “Capture Options,” window from step

4,

@& The Ethereal Network Analyzer
File Edit Capture Display

Figure 3-13

=lol x|
Tools  Help |

Mo, -

| (for P
e317bl62.0030bd28daad 00000000, FEFFFFFFFFFT nNLSP

L

2. 088985 L1 Hello, System ID
== 1=T:1=T-T:} Cisco_fh:88:8a spanning-tree—(for-br sTP conf. RoOT = 32768/
4.389299 172.16.128.100 172.16.128.255 BROWSER LoOcal Master announ
5.5835131 172.16.128.105 Broadcast ARP who has 172.16.128
5.935593 172.16.128.25 172.16.128.105 ARF 172.16.128.25 15 at
5.935667 172.16.128.105 151.164.8.201 DNS standard query PTR
5.936868 172.16.128.105 151.164.8.201 DNS standard query PTR
5.956778 151.164.8.201 172.16.128.105 DNS standard query resp
5.964102 151.164.8.201 172.16.128.105 =l Standard guery resp
5.999260 Cisco_fh:88:8a Spanning-tree-(for-br sTP Conf. Root = 32768/
7. 088114 46ecrbfa. 0030bd2Bdaad 00000000, FRFFFFFFFFTT MNLSP L1 Hello, System ID
F. 000457 Cisco_fh:88:8a spanning-tree—(for-br sTP conf. RoOT = 32768/
8.239958 172.16.128.105 151.164.8.201 Drs standard guery PTR
2 341434 173 1A 138 168 1E1T AA4 R DA s =tandard cosei oTo
| ) | =

E IEEE 802.3 Ethernet
E Logical-Link Control
E spanning Tree Protocol

EFrame 1 (60 hytes on wire, 60 bytes captured)

| < B

00 07 84 fb 88 Ba 00 26 42 42
80 00 00 07 84 fhb 83 80 00 00
84 fb 88 80 80 10 00 00 14 00

[ — |

Fitter:| [

00 00 00 00 00 00
J Reset| Apply |<I|ve capture in progress>
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Additional Comments: A typical HomePlug configuration includes the
installation of software that initializes during system start-up. The initialization
calls and then loads a process into memory called “BridgeDecor.” BridgeDecor
appears to call a second process hamed “WinPLCman.”

Experimenting with these processes by deleting them from the running program
list does not appear to impact the ability for the device to communicate with the
HomePlug network when running in BRIDGE mode (deleting them in NODE
mode was not tested). Additionally, it was observed that allowing them to run
severely impacts system performance. The cause of the impact appears to be
tied to the routine broadcast requests generated by the pair of processes.

The broadcast requests, in turn, make the identification of HomePlug traffic fairly
straightforward.

Step 7: The broadcasts occur at rapid intervals and will quickly fill a packet capture
window as depicted in figure 3-14 (as well as clog a network segment).

Figure 3-14

[@ coopturer Etherear =1
' File Edit Capture  Display Tools Help ]
Destination Protocol . | Info =
3 ERETS) il Eroadcast Ethnarnat _J

B 3.119981 i} Ercadcast 0x887b  Ethernet II

16 8.085339 i Broadcast 0x887h Ethernet II

18 8.0856547 2 Broadcast 0x837b Ethernet II

24 13.103177 GigaFast_00:32:35 Broadcast 0x887b Ethernet II

26 13.104599 GigaFast_00:32:35 Broadcast 0x387b  Ethernet II

33 18.011500 GigaFast_00:32:35 Broadcast Ox887h  Ethernst II

35 18. 012822 GigaFasTt_00:37:35 Brroadcast 0x887h  EThernet II

39 21.798720 GigaFast_00:32:35 Broadcast 0x887b  Etherner II

41 21.800001 GigaFast_00:32:35 Broadcast 0x887h Ethernet II

44 23.072692 GigaFast_00:32:35 Broadcast 0x887h Etherhet II

46 23.073987 GigaFast_00:32:35 Broadcast 0x887b Ethernet II

47 23.084z606 Lite-onc_3f:fl:62 Eroadcast 0x887b Ethernet II

49 23.085613 GigaFast _00:32:35 Broadcast 0x887b Ethernet II

57 28.023868 GigaFast _00:32:35 Broadcast 0x887b Ethernet II
£O IR AP FAT Cimacact AM 33736 Arnad-astT MwRR7h Ctrharnat TT /

M~ | -

oooo f£f £f £f £f £F £f 00 90 47 00 32 35 88 7h 01 le
00lo Of co 98 00 00 00 00 00 aQ 6f a4 ec £8 Sbh <3 01
Q020 00 S0 47 00 32 35 00 00 00 Q0 OO OO0 QO 00 00 00
Q030 00 00 00 00 00 00 00 00 00 00 00 00

/
Filter: ] 4/1 Reseli Applyi] File: <capture> Drops: 0

Step 8 — Optionally, Ethereal may be configured to “Colorize the display,” making
HomePlug traffic identification even easier for an auditor. The first step to filtering
for HomePlug traffic requires the auditor to click on “Display” and then “Colorize
Display,” as shown in figure 3-15.

Figure 3-15

@ <capture> - Ethereal E:
File Edit Gapture Display| Tools Help

R [=1k]

no. [Time  [so Options.. natian [Fratocal * Jinfo B
4 1.185124 i fatch — pning-tree-(for-br sTP conf. RooT = 32763/00:0
7 3.182886 cCi ning-tree-(for-br sTP conf. Root = 32763/00:0
& 5.183173 cCi [/ERalE = hning-tree-(for-br sTP conf. Root = 32763/00:0
9 7.183395 Ci Colorize Display.. ning-tree-(for-br sTP conf. Root = 32768/00:0
11 9.184037 cCi— ning-tree-(for-br sTP conf. Root = 32763/00:0
13 11.183974 ci Collapse Al ning-tree-(for-br sTP conf. Root = 32768/00:0
14 13184166 Ci gpong oy ning-tree-(for-br sTP conf. Root = 32768/00:0
15 15.187407 i — ning-tree-(for-br sTP conf. Root = 32768/00:0
17 17.184705% Ci Show Packet In Mew Window phning-tree-—(for-br sTP conf. Root = 32768/00:0
21 19.185055 < ning-tree-(for-br sTP conf. Root = 32768/00:0
22 21.185304 ci_YUser Specified Decodes ning-tree—¢(for-br TP Conf. Root = 32768,/00:0
27 23.185507 Cisco_fh:ss8:8a Spanning-tree-(for-br sTP conf. Root = 32768/00:0
30 25.185835 Cisco_fb:88:8a Spanning-tree-(for-br sTR conf. Root = 32768/00:0
35 27.190064 Cisco_fh:S8:8a spanning-tree-Cfor-br sTP conf. RoOT = 32768,00:0
36 29.192133 Cisco_fh:58:8a spanning-tree-Cfor-br sTP conf. RoOT = 32768,00:0
20 21 10NFE25 Hisen Fhegg-ga ShamRiRn_traa_(Far b oTo Frnf prer - 227A2 00 LF

I~ |

-

5 w 60 ap:
Arriva dime: Oct 25, 2003 15:08:01. 37 000
Time delta from previous packet: 2.000362000 seconds
Time relatiwve to first packet: 63.154939000 seconds
Frame number: 73
I~ I

0000 01 80 c2 00 00 00 00 07 84 fb 88 8a 00 26 42 42
00lo 03 00 00 00 00 00 80 Q0 00 07 84 fhb 83 80 00 00
0020 00 00 S0 00 00 07 84 fb 88 80 80 10 00 0O 14 0O

0030 02 00 Of 00 00 00 00 QO 00 00 Q0 Q0
J Reset] Apply|[File: <capture» Drops: O

Filter: |

~

[ T

Step 9 — Next the auditor will click on the “New” button within the “Apply Color
Filters” dialog window, as shown in figure 3-16.

Figure 3-16

{@ Ethereal: Apply Color Filters o ] 23
Crder Filter Edit
[List is processed in order until match is found] New...%'
Un Mame String ICreate a new filter after th
Ilove
selected filter Edit...
up or down
Dower L
~ = Delete |
Ok Save Export...
— — — Cancel
Apply Revert Import...

Todd Colvin — GSNA Practical Version 2.1 (Option 1)

Page 74




Step 10 - Enter a new name for the filter. Then use the expression builder or copy
the string listed in figure 3-17 to define the “Intellon MAC management packets
(ethertype = 0x887h).”

Figure 3-17

{@ Ethereal: Edit Color Filter

=101 x|

Filter

Mame: |H0mePIug

String: eth.type==D}{EiE?'|

Add Expressiun...‘

Fareground Color... Background Calor..,
Ok Cancel

Display Colars

Step 11: Select a foreground color that will help the HomePlug protocol standout if
detected by clicking on the “Foreground Color” button as shown in step 10. Select
the desired color, in this case blue was chosen. Click the “OK” button when
complete to return to the “Edit Color Filter” window and then click the “Apply”
followed by the “OK” button from the “Apply Color Filters” window to return to the
main Ethereal console.

Figure 3-18

@ Ethereal: Choose foreground color for “Hum;;

5

x|

Hue: |

sl
=
=
o

=
(]
=

Saturation: |

(|
(|
(|

=
w
[as]

“alue: |
L Red: [ L1
Green: [ L]

- Blue: |
(]34 {g Cancel | Help

o
—
s

=
o]
(s3]

=
[du]
fas]

|

Step 12 - Any HomePlug packets will now stand out in the display during packet
capture as shown in figure 3-19.

Figure 3-19

{& <capture> - Ethereal E - ol x|
File Edit Capture Display Tools Help ‘
Mo |Time ‘Source |Desunation |F'rotoco\‘ ‘\nfo =
=

21 19.185055 Cisco_fh:88:8a spanning-tree-(for-br sTP conf. RoOt = 32768,00:0

22 21.185304 Cisco_fh:88:8a spanning-tree-(for-br sTP conf. RooOt = 32768,00:0

23 21.726712 46ec7bfe. 00ancc3ffliez deecibfe. FEFFFFrrffff IPX SAP General Responze

24 22.450280 172.16.128.102 Broadcast 0x387h Ethernet II

25 22.500373 172.16.128.102 Broadcast 0x387h Ethernet II

26 22.950951 172.16.128.102 Broadcast ox887h  Ethernet II

27 23.185507 Cisco_fb:88:8a spanning-tree-(for-br sTP conf. Root = 32763/00:0

28 23.802085 172.16.128.102 BroadcasT Ox887h Ethernet IT

25 25.052689 172.16.128.102 BroadcasT Ox887h Ethernet IT

30 25.185835 Cisco_fb:88:8a spanning-tree-(for-br sTP conf. Root = 32763/00:0

31 25.325236 46ec7bfé. 0030bd28daad 00000000, FEFEFFFEFTTT nLsSP
32 26.204189 2317bl62. 0030bd28daad 000QQ0O0O. FEFFFFFEFTTT nLSP
33 26.424018 46ec7bfé. 0030bd28daad 000QQOOO. FEFFFFFEFTTT nNLSP
34 26.424251 2317b162.0030bd28daad 00000000, FEFFFFFEFTTT NLSP
35 27.190064 Cisco_fb:88:8a spanning-tree-(for-br sTP

L1l Hello, swystem ID: 02
L1l Hello, swystem ID: 02
L1l CSNP, Source ID: 02:
L1l CSNP, Source ID: 02:
Conf. Root = 32768 00:0 ¥

(= T =]

EFrame 55 (60 bytes on wire, &0 bytes captured)
B IEEE 802.3 Ethernet

Logical-Link control

E spanning Tree Protocol

[ I— |

0000 01 80 <2 00 00 00D 00 07 B84 fh 88 8a 00 26 42 42
0010 03 00 Q0 00 00 00 B0 00 00 OF 84 fb 88 80 00 0O
0020 00 00 80 00 00 OF 84 fh 88 80 80 10 00 00 14 00
o030 02 00 Oof 00 00 OO0 OO 00 00 OO0 00 0O

Filter || /| Reset| Appiy|[File: <capture> Drops: 0

| — |

Step 13 — Optionally, by clicking on the “Protocol” column from the main console,
the list will be sorted thus consolidating all HomePlug entries to the same section as
shown in figure 3-20.

Figure 3-20

@ <capture> - Ethereal — 1o x|
File Edit Capture Display Tools Help ‘
Mo, [Time Source Destination Protacal . |Info ~

24 22.450280 172.16.128.102 Broadcast Rt EThernat IT
25 22.500375 172.16.128.102 Broadcast OxB87h Ethernet IT
26 22.950951 172.16.128.102 Broadcast OxB87h Ethernet IT
28 23.802085 172.16.128.102 Broadcast OxB87h Ethernet IT
29 25.052680 172.16.128.102 Broadcast 0xB87h Ethernet II
42 33.845527 172.16.128.102 Broadcast 0x337h Etharnet II
43 33.89528% 172.16.128.102 Broadcast 0x337h Etharnet II
44 34.345558 172.16.128.102 Broadcast 0x337h Etharnet II
47 35.196662 172.16.128.102 Broadcast 0x887b  Ethernet II
48 36.446875 172.16.128.102 Broadcast Ox88Th EThernat IT
37 20.826442 sercomm_55:54 :44 NETBIOS— BROWSER HOST Announcement PS555.

38 29.828000 172.16.128.150 172.16.128. 255 BROWSER HOST Announcement PSS555.
69 59.817502 Sercomm_55:54 144
FOO59.819020 172.16.128.150
a0 51.413926 Cisco_fh:88:8a COP/VTPR ZDP

10 18 AIAAG2 AAANANAR ANCANTEEEAAA AAAAANNG FEFFEFFFFFFF Tow =40 ~anara

NETBIOS—
172.16.128.255

BROWSER HOST Announcement PS555.
BROWSER HOST Announcement PS555

.

=1 T —

EFrame 55 (60 hytes on wire, 60 bytes capturec)
E IEEE 802.3 Ethernst

Logical-Link control

Spanning Tree Protocol

1

0000 Q01 80 c2 00 00 00 00 07 34 fh 88 8a 00 26 42 42
0010 03 00 00 00 00 00 80 Q0 00 07 84 fhb 88 80 00 00
0020 00 00 80 00 00 OF 84 fb 88 80 80 10 00 00 14 00
0030 02 o0 Oof 00 00 00 DO QO QO Q0 QO 00

Fiter|[ /| Reset| Appiy|[File: <capture> Drops 0

[ =
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Step 14 - The middle console window displays the packet details while the bottom
window displays the packet contents as shown in figure 3-21.

Figure 3-21
[@ ccopture> Evhercal G T=1|

File Edit Capture Display Tools Help

Mo, [Time Source Destination Protocol . | Info Bl
25 22.500375 172.16.128.102 Er‘Dad(aSt OxBB7h Ethernet IT J
26 22.950951 172.16.128.102 Broadcast Ox887h EThernet IT
28 23.802085 172.16.128.102 Broadcast 0xE887h Ethernet I
25 25.0526809 172.16.128.102 Broadcast OxBB7h ETthernat IT
42 33.845527 172.16.128.102 Broadcast 0x887h ETthernet IT
43 33.805280 172.16.128.102 Broadcast OxB87h Ethernet IT
44 34.345558 172.16.128.102 Broadcast Ox887h EThernet IT
47 35.196862 172.16.128.102 Broadcast 0xE887h Ethernet I
48 36.446875 172.16.128.102 Broadcast OxB87h ETthernat IT
37 29.826442 sSercomm_55:54 144 MNETBIOS— BROWSER HOST Announcement PS555444, worksta
38 20.828000 172.16.128.150 172.16.128.255 BROWSER Host Announcement PS555444, wWorksta
69 59.817502 Sercomm_55:54 144 MNETBEIOS- BROWSER HOST Announcemant PS555444, worksta
70 59.819020 172.16. lZE 150 172.16.128.255% BROWSER HOST Announcemsnt P5555444, worksta
B0 51.413026 CWS(E f COP/VTR CDP cisco DWS(D\/Er‘y Protocal
T6 R eanas ane FEEEEEEEEEEE Tow cap  canaral basnonie

arrival Time: o
Time delta from previous packet: 0.723568000 seconds
Time relative to First packet: 22.450280000 seconds
Frame Mmumber: 24
Packet Length: 204 bytes
Capture Length: 204 by‘tas
Bl Ethernet II, Src: 00:04:5a:0d:28:cd, Dst: FF:fFf:FF:FF:FF:FF
et Tan: FEiFFLRFiFFARFirE (Broadcast)

Source: 00D:04:5a:0d:28:cd (172.16.128.102)
Type: unknown (Ox887h)
Datd €100 bytes)

[ I

G000 Tf Tf ff T T T 00 04 5a od ]
0010 bb S0 00 0O 00 00 00 00 00 0O |
0020 CO 00 DO 00 00 00 00 0O 00 00
0030 00 00 00 00 00 00 00 00 00 0O
004G GO 00 00 00 00 00 00 00 00 00 A

Additional Comments: Viewing the contents of all of the packets does not
present any clear text information that may pose a threat to the configuration of
a HomePlug device. However, the same packet capture and analysis will be
performed during the PLC software installation and device configuration to
determine if the NEK is passed in the clear, presenting an opportunity for
compromise.

Before quitting Ethereal, save the contents of the capture session for
evidentiary purposes. To save the session, click on “File” and then “Save as.”
The file should be placed along with the other evidentiary documentation on the
local disk for later use.
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3.1.3 Evidentiary Procedure Three
Table 3-3 — Evidentiary Procedure Three
&
322 3¢
S3a3| Q3 Test Test
9 2 g— S £ Purpose Results
Task | Risk |@ 3 g & % Reference(s) | Control(s) Test Procedure Compliance
ID ID’s =] (*Other requires a detailed explanation)
z<X | z< g 2 @)
T T T | = S| D=
Z5 | 2R Q| 3 029
OCw | Ow = | 2 7 ]
@ @
Utilize an automated network ACTUAL: The Nessus network
vulnerability scanner to determine: vulnerability-scanning tool
discovered open ports and
4 4. Operating system fingerprints services that may be exploited
6 NIST 5. Open ports and running with readily available tools. The
5 15 vy N PEOC 18 o processes X results of the scan will be
17 20 6. Potential exposures or provided in the final report.
vulnerabilities
20
Pay careful attention to any hosts
discovered that were not listed in the
inventory provided by the customer.
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3.1.3.1 Screenshots from Evidentiary Procedure Three

Step 1-Using the GUI version of Nessus, version 1.4.4, in conjunction with a
SuSe Linux based Nessus daemon to perform a network vulnerability
assessment.

Figure 3-22

Messus Conzole for Windows NT/ 2000 / #P
Werzion 1.4.4

Copyright () 2000 - 2003 Vicor Kithenshitein
victor@secunityprojects.ong

u”//

Thig program distributed under the teims of
(L eneral Public License [GPL)

Nessus

Step 2 — Requires connecting to the SuSe Server that was brought to the site.
The server was assigned the IP Address of 172.16.128.101

Figure 3-23

4% Messus Console - 172.16.128.101 -0l x|
File Session Communications “iew Help
S X =R T FREE | =
S3L connection using DES-CECI-3SHL ;I
Using < NTP/1.2 =
Connection with the serwver [172.16.125.101] estakblished.
1145 plugins loaded
131 preferences received
0 rules receiwved

-
|Cornected 1o

Step 3- Once connected, the auditor should configure the Nessus utility to
perform a scan based on the target platform or environment. Figure 3-24
shows the available vulnerability “families” which may be performed during the
assessment.

Figure 3-24
x|

Group pluging by | Family 'I - Plugin infarmation Disable All

g Backdaors plugins family

. Enable Al
{1 CGl abuses Eneble this famiy | Disable this family |
{1 cisco
{1 Denial of Service Description % Enable Non-DoS
{1 Finger abuses =
{71 Firewalls Search...
-1 FTP
{1 Gain a shell rematsly
#-{C7] Gain raat remately =
-] General
-] Misc
-1 Metware
= MIS
-] Port scanmers
-] Remate file sccess
{JRPC
{1 Settings
1 SMTP prablems
{1 SHMP
{1 Untested
{1 Useless services
£ Windows
{1 Windows : User management =

Step 4 — Unless preparing for a formal attack and penetration test, it is
recommended that the Denial Of Service (DOS) family be disabled as it may
cause network degradation or system outages that are not beneficial to the
customer.

Figure 3-25

I
Dizabls Al I
Enable all I
Enable Non-DaS I
Search... I

Group plaging by | Famiy =] - Pluginiinformation

=3 Deral of Service ;I Backdoors plugins family
P +++ ATHO modem hargup Disabile this Family %J
Y. Analogy denial of service
e, Analogy denisl of service by lon Description
e, Analog SimpleServerinnial ;I
¥ Annes DoS
-3 AppSocket Dng
3 Asnend Kil
3 Awent Raptor's Do%

Enable this family

¥ BadBlue invalid GET DoS
¥ BFTelnet Deg
¥ BINDI DoS
¥ Blackice DoS [ping flood]
3 Bork
Y. Cassandia NNTF Server DoS
P Chameleon SMTP averflow
¥ Check for RealServer DoS
- Cisco DoS
-~ cisco hitp DoS
¥ CISCO view-source DoS
¥ Crash SMC AP
-¥C DB2DOS

3 Domino HTTP Deial - =
a4 I » _I
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Step 5-The customer’s environment is primarily Windows base that makes the

selection of the “Windows Family” highly desirable as shown in figure 3-26.

Figure 3-26

x|

Disable Al

Group plagins by | Famiy =] [ Pluin information

= windoms =] | Settings plugins family —
-+ ARCserve hidden share Enable this famiy, | Disable this famity | v |
~nf" Ca Uricenter's File Trarsfer Ser
~nf" T Uricenter's Transport Servic Description k Enable Hon-DoS

~nf" Certificate Validation Flaw Could =1
f Checks for MS HOTFI for shmg
~nf" Cumulative Patch for Intemet Inf
" DCE Services Erumeration
f Detect CIS ports

f Detect the HTTP RPC endpoint
~nf" Domain account lackout vulners
~nf" Ewchange 2000 Exhaust CPU R
~nf" Flaw in Certificate Ermoliment Co
~nf" Flaw in Microsoft v JDBC Clas
o |E 5.07 5.5 6.0 Cumulative patct
~nf" IE ¥BScript Handing patch (237
f Incomplete TCPAP packet vl
f IrD& access violation patch
f Local Security Palicy Corruption
- LPC and LPC Parts Yulnerabilitie
~nf" Maltormed PPTP Packet Strear
f Maltarmed request to domain co

f Maltormed request to index serv > -
- o =

Search.

Step 6 — After all families have been selected, the auditor creates a new
session from the Nessus Console.

Figure 3-27

i Messus Conzole - 172.16.128.101 iy =] |

FEile | Session  Communications  Miew Help

o TR 5 S| B[

Copyp™
EBename
Delete Chil+Drel
Ex=port
Import... FE
Properties. F2
Manage results F3
Execute... Enter
Connection with the serwver [17Z.16.125.101] established. ;I

1148 plugins loaded

131 preferences receiwved

0 rules received

MNew session nsgned "ABC Company Assessment”™ created. J
=

Session "ABC Company Assessment™ deleted.

|Connected [1ome

Step 7- Provide a proper name for the session and select “Define additional

properties,” then click create.

Figure 3-28

Mew Session x|

Session name

I.&BE Company Assessment
Cancel

¥ Define additional properties

Step 8 — The first tab requires the identification of the ip address or addresses

to target for the scan. Selecting “Add” will take you to the Targets window.

Figure 3-29

Seszzion Properties - ABC Company Assessm ?l Xl

Targets I Options I Fort =can I Connection I Flugins I Comments I

Current target list:

Irmport. .. I Edit. .. I EBemowe I

(] I Cancel I Lpple I
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Step 9 - Inside of the add target window, enter the IP subnet details for the ABC
Corporation facility by first selecting the Subnet radio button and the proceeding
to complete the Address and Mask fields.

Figure 3-30
Ayl T =arogpek x.
— T argetk boape
£ Single o=t
e S b=k
Lo Laddres=s ramaos=
— Ho=t mam= or | addr=e==
— S ubrhet
Address: | 172 15 1=a [}
bA ssk: | =255 f=1=1=1 =255 . [=]
— Seddre== ramnge
IS = I
= I
I Loy o I Carnmc=l I

Step 10 — Once finished, click OK to return to the session properties window.

Figure 3-31

ed

Session Properties - ABC Company Assessm

Targets I Options I Fort scan I Connection I Flugins I Comments I

Edit... |

EBemowe I

Import. .. I

.

Spply I

Cancel I

Step 11- The next available tab is the Options tab. As this is a small network,
the auditor should limit the amount of traffic generated to avoid congestion. To
support this approach, the auditor will only run an analysis of two hosts at a
time.

Figure 3-32

cd =

Seszion Properties - ABC Company Assess

Targets Options I Fort =scan I Connection I Plugins= I Comments I

— b aximum simultaneous: General zcan options

Hozts scanned: I Enable plugin dependencies
[2] = T Doreverze DMNS lookups
Security checks per host: = gafn_e |_:heck3

= v Optimize the test
o JIE | I Resolve unknown services

FPath to CGl=
I.-"cgi—bin

— Interface aptions

T Bemowve finished hosts from scan status wiews

I Dor't show execution options dialog at session execution

Step 12 — The auditor should scan the entire range of ports to see if any Trojans
have been introduced into the network. The following screenshot captures the
adjusted port range adjustment.

Figure 3-33
Session Properties - ABC Company Assess _?lil
T argets I Options Fort scan I Connection I Flugins I Comments I
— Port range ta scan
i wiell-known services Configure services. .. I

i~ Privileged ports [1-1024)
i+ Specific range:
|1 -E5535

[
lad

Port scanners:

M ame | Status | — Enable I
¥ FTF bounce scan Dizabled =
¥ MHmap Disabled | Configure_ |
f Fing the remote bost Enabled —
P zcan for LaBrea tarpitked hosts Disabled
W SPRAP mark s e Misabled |

], I Cancel I Apply I (] 8 I Cancel I Apply I
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Step 13 - There are no adjustments required for the Connection and Plugins
tabs. However, it may be desirable to properly document the date, time and

purpose of the scan for future reference. This information wi
the Comments Tab.

Figure 3-34

Il be captured in

Session Properties - ABC Company Assess

T argets I O ptions I Port =can I Connection I Flugins

Comments I

el b

Cormments for this session
The following scan was performed by the >34 Company on “I
October 8, 2003 at approximately 12:230 Ak [Central]l.

T

Cancel I

Step 14 — Press apply to save the changes and return to the main Nessus
Console. To execute the scan, simply double-click the newly created session
and left click execute. Optionally, right-click on the icon then highlight and click
“execute” to initiate the scan.

Figure 3-35

Execute Session

— Execution options
[T Enable zession zaving

[T Enable EB saving
[T Detached zcan

Cancel

— Detached szan options

T Continuous scan

Delay between scan loops: I':' _l?

E-mail addresz faor notifications:

Step 15- Figure 3-36 illustrates the assessment in progress.

Figure 3-36

i Scan Status - Nessus Console

Scanning...

_1olx|

" Owerall scan progre:

[ []]
Target list:

Host | Portscan | Al tests | Holes | Warni... | Infos | Ports | Status |
172.16.1281 0% 100% 0 1} 0 0 Finizhed
172.16.128.2 0% 100% 0 1} 0 0 Finizhed
172161283 0% 100% 0 1} 0 0 Finizhed
17216.128.4 0% 100% 0 1} 0 0 Finizhed
172161285 0% 100% 0 1} 0 0 Finizhed
172161286 0% 100% 0 1} 0 0 Finizhed
172161288 0% 100% 0 1} 0 0 Finizhed
172161287 0% 100% 0 1} 0 0 Finizhed
172161289 0% 100% 0 1} 0 0 Finizhed
1721612810 0% 100% 0 1} 0 0 Finizhed
1721612811 0% 0% 0 1} 0 0 Scanning
1721612812 0% 0% 0 1} 0 0 Scanning

[~ Bemove finished hosts from the list Stop testing this host |

Stop entire test

Step 16 — Figure 3-37 shows Nessus having completed its port scan of host
172.16.128.25 while it continues to port scan 172.16.128.20. However, the
testing is still not completed for either system as may be determined by the zero
percent (0%) shown in the “All tests” column.

Figure 3-37

_lol x|

i Scan Status - Nessus Console

Scanning...
Owerall scan progre

lrﬁlllll

Target list:
Host | Portzscan | Al kegts | Holez | Warni... | Infos | Ports | Status | LI
1721612814 0% 100% a 1} 0 0 Finizhed
1721612815 0% 100% a 1} 0 0 Finizhed
1721612816 0% 100% a 1} 0 0 Finizhed
1721612817 0% 100% a 1} 0 0 Finizhed
17216.128.18 0% 100% a 1} 0 0 Finizhed
17216.128.19 0% 100% a 1} 0 0 Finizhed
17216.128.20 10% 0% a 1} 0 3 Scanning
17216.128.21 0% 100% a 1} 0 0 Finizhed
17216.128.22 0% 100% a 1} 0 0 Finizhed
17216.128.23 0% 100% a 1} 0 0 Firnizhed
17216.128.24 0% 100% a 1} 0 0 Finizhed
17216.128.25 1003 0% a 1} 0 4 Scanming T

Stop testing thiz host Stop entire test I

[~ Bemove finished hosts from the list
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Step 17 — Figure 3-38 shows the scan nearing completion and already a
number of vulnerabilities are reported in the console window (i.e., Holes,
Warnings, etc.).

Figure 3-38
+ Scan Status - Nessus Console i =] |
Scanning...

Overall scan progre
’VIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Target list:

Host | Portzcan | Al tests | Haoles | W arni.... | Infog | Ports | Statuz | :I

172.16.128.97 0% 100% a 0 a 0 Finished

172.16.128.98 0% 100% a 0 a 0 Finished
172.16.128.99 0% 100% a 0 a 0 Finished
172.16.128.100 0% 100% a 0 a 0 Finished

17216128101 100% FOx a 9 a 5 Scanning  —

17216128102 100% FOx a 4 a 2 Scanning

172.16.128.103 100% FOx a 8 a 8 Scanning

172.16.128.104 100% FOx 18 21 a g Scanning
172.16.128.106 0% 100% a 0 a 0 Finished

17216128105 100% 0% E 2 a B Scanning

17216128107 0% 100% a 0 a 0 Finished

172.16.128.108 0% 100% a 0 a 0 Finished LI
[T Bemove finished hosts from the list Stop testing this host I Stap entire test I

Step 18 — Once the scan completes the auditor has an opportunity to “preview”
the report. Figure 3-39 contains a list of IP addresses that have been scanned
by Nessus. To review further details about a specific host, simply click on the
associated “+” sign to expand the results. In turn, individual results may be
selected to review details regarding the purported vulnerability.

Figure 3-39

View Sesvion Results - [Preview mode) x|

H e % &[5 B9 0

Vulnerabilities: 172.16.128.105
Bl 17z R 128104

=l 17216128101 — Plugin information “ulnerabili
%LE-" ;2:3;32-;0:[1 s940m) Plugin ID: 10736 2 epmap (135/tcp)
© =pmap (135/0p) DCE Services Enumeration Mediurn severity
A swiloc [427 ftep) I This vulnerabilit s false positive:
- iad3 [1032/ep) -
A commples-main [5000/tcp] Deseription:
cefThy commplex-main (5000cp) 4 DCE service is listening on this host =]

UUID: 429dd720-a533-11d0-b003-0004ac32e5d3, version 1

- retbiosns (137 /udp) Endpoint; ncalpe{LRPCO0000008.00000001]

4 netbios-ns [137 fudp]

23 netbins-ssn [139/tcp]

Ty netbios-ssn [139/cp)

-3 commplex-main (5000/cp]

% general/tcp

- generallicmp

- commplex-main [5000/cp]

- commplex-main [5000/cp]

€3 commplex-main (5000/tcp]

€3 commplex-main (000/tcp]
% epmap [135/tcp)

0 retbios-ssn [139/tcp)

@ 25/ top)

| L

Step 19- As with other audit tests, the results will be exported for inclusion in the
final report to the ABC Corporation. Figure 3-40 shows the report being
prepared for export.

Figure 3-40

Manage Session Results - ABC Company Assessment

| [ate | Time | Souce | Config | Owaner | | Yiew. . I

B0ICIBDERCTOFTCAD  QB-0ct2003 03116 Scan . Present s G172 16,128,101

Step 20 — Figure 3-41 shows the “Report Options” window offering additional
methods for report formatting.

Figure 3-41

I Report Oplions

x|

Plair text [ b=k]

Canicel
File name:
ABC Company [100803]. k=t |

—Sart bp———————— — Options

[T Do not incude vulherabilities

= Host
03t namss marked az 'falze’

" Wulnerabilities

¥ Include scan configuration

— Filter
[v Open ports v Medium severity
[+ Lowe severity [+ High severity
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3.1.4 Evidentiary Procedure Four

Table 3-4 — Evidentiary Procedure Four

%
o075 Do
SR =
Qo3| B g Test Test
o % g— % g Purpose Results
Task | Risk |6 S 9| o = Compliance
ID ID’s = 2 Reference(s) Control(s) Test Procedure (*Other requires agetailed explanation)
'e) (9]
z% | Z5% g |5 o|n|Q
Z5 | 2R o | 38 o |23
@D
Commercial HomePlug configuration ACTUAL: Legion discovered the
software requires a Windows based presence of a Windows share on
operating system; as such, a NetBIOS the host at 172.16.128.103. The
enumeration will be performed to share name was \DAREDEVIL\C
determine whether any open shares The open workstation share fails
exist on systems potentially identified to meet the control objective for
as passing HomePlug traffic. Restricted File Sharing.
First, attempt to connect to any The Cain remote share brute
discovered shares without a password force failed to crack the
6 (stimulus/response test with a desired password.
14 outcome to connect without a
6 6 vy vy HAXP 18 o password proving weak controls). X The Cain local share password
10 TLAH 19 decryption utility successfully
20 If unable to connect without a identified the password as
23 password, attempt to utilize a brute- “ABC03” (without quotation
force password utility to attach to the marks). This password fails to
share and determine whether the meet the corporate standards for
password meets corporate standards composition.
for composition.
Finally, if unable to remotely brute
force the password, use a local
password utility to determine whether
the password meets corporate
standards for composition.
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3.1.4.1 Screenshots from Evidentiary Procedure Four

Step 1-The first step taken to discover Windows shares requires the use of a NetBIOS Step 2-Legion opens with an empty console window. You can
enumeration tool such as that presented by Legion in figure 3-42. configure it to scan a single IP address or a range of IP addresses
as is shown in the top right corner of figure 3-43. Once the subnet
details are configured, just click “Scan” to begin.

Figure 3-42 Figure 3-43
xl %4 Legion ] 5|
Fil=  Help
Legion - Open Share Scanner rSeanTppe 5 -
V2.1 Copyright 1998 By Rhinod  Scan Range —zen | LEGION v201”
= V - 2 _I r‘ SCan LISt ? — Scan F!ang
ersion 2. o —— —— " | Enrsianip [7ze [1zs[1
_ HAchtungl This program iz intended for netvaork " Slower ¥ 288kbps 56k Faster | EnterEndIP [172 [16~ [128 [254
3 L adminiztratorz. |t iz to be uzed for testing onlp. Rhino3 T Lo =i
— will not be rezponzible for any illlegal actions taken with o
thiz program.
= Legion 2.1 iz zhareware. If you uze this program
bevond the 14 day evaluation period. send a check or
u money arder for 325 00 [US] payable ta Bhinod to :
Fhino3
101 4-F rargaret St. Suite 137
Jacksonville, FL 32204
|HC|LE$ waour email addrezs =0 we can send the Full =l
werzion of thiz program.
I ap Driwe | Save Text |

Step 3- Figure 3-44 shows Legion as it is scanning the subnet. Step 4 — Legion discovered a host with a shared drive. Clicking on the
plus sign will expand the host details. In this case the display shows that

) there is a share named “C” on the selected computer. Click on the share
Figure 3-44 name and then click on Map Drive to attempt to connect to the folder share
as shown in figure 3-45.

%4 Legion oy =] |
File Help .
—Sean lype————————————————— Coan L G O o F'gure 3'45
& ScanF —=2 | i |
= Scan Harge e DEGION v2.1 o =
) SoamList Clear FSean Hange Eile Help
—— | Enter Start [P |172 I1B |128 |1 _Scan_Type
WEEEE i el e B Soan | - |
Secanning 172 16128 « for MetBI0S support [% Stifien (SR 1P i WIER 1 =5 254 ' Goan Flang Abort Scan LEGION V2-:l
= Scan List =
Cl = Scan Fang
Ef-o- = —= I | enterstanip [z [ic [z [0
1 share found on 1 remate haosts Enter End 1P 17218 J1za]=s4
[ Legion WITZ16.128.103%C =1
=-=h 172.16.125.103
R
(=
Fap Drive | Sawe Text |
[
Map Drive g Save Text |

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 84




Additional comments: Two difficulties were observed while using Legion. The first was an
inability for the tool to detect hidden shares. The second was difficulty mapping a password-
protected share. So rather than continue to work with Legion, the auditor may instead take the

discovered share information and plug the details into CAIN, which has the ability to perform
dictionary and brute force attacks against remote shares.

Step 5- Launch Cain and select “File” and then “Add to List.” Using
the Browse for Folder interface, locate the share identified with Legion,
click on the share name and then click on OK to add it to the list.

Figure 3-46

=1 Ele View Attack Tools Configwe window Help == x|

[+w s |paan o2 201

Flemate share [ Password [ Status

[ Dict Pes [ Last Brute Pwd [

2

Browse for Folder

Select a remote share

-BE My Network Flaces
Entire Network.

=1 Punisher
gy Superheross
= Batman
-2 Daredewil
R
=) Paison_ivy

sorabble on Punisher
2 sz on Punisher

ok Cancel
|m = ol ga] = @

Cain v2.0 by mao

Step 6 - The tool can and should be configured to the audit environment prior to conducting
an assessment. As an example, the default installation performs a dictionary attack and a

brute force attack. For the purpose of assessing the security of the “C” share; a brute-force
method will be used rather than a dictionary attack as show in figure 3-47. Click “OK” when
the configuration has been completed to return to the remote share sub-console.

Figure 3-47
=1
=l Eile “iew Attack TIools Configue  indow  Help =& x|
|[+w #||lasa(?==2 6.0
Remote share I = — [ Last Brute Pwd I
B\ DAREDEVILAC Cain Configuration Dialog x|

Attack Methods | Grab Options | Sniffer Dptions |
I i ]

- Dictionan: aptis
Dictinnary file
IE.\F‘rugram FileshCain ordlists W ordlist. bt

“farfants for each word:
¥ Fieverse [DOG>GOD |

| Two numbers Hybrid Brute [ JOHNOJOHNL JOHNSE |
¥ Brute-Foroe Attack

~ Character
W &z

Pud lergth

v 09 Min [T =

SRR 7 iy T o T -
M [32 =

I~ Custom [CAIN =

I¥ Resume previous session

Cain v2.0 oK. Cancel |
b

o= 3% Q2 ma] | @]

Cain v2.0 by mao

Apply |

&

Step 7 - Once at the remote shares sub-console, right-click on the
target share and then select “Start Attack” as shown in figure 3-48.

Figure 3-48

O |
=l File Yiew Attack Tools Configure Window Help

=1=] x|
|[+w|s||des 722 @ OQ0

Fiemate share [ Password [ Status [ Dict Pos

[ Last Brute Pud [
Brute-Force attack

Remawve from list
Delete resume infa

Test password

=i R emi] - @

Cain 2.0 by mac:
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Step 8 - The tool provides status pertaining to the number of letters discovered during the
brute force attack as shown in figure 3-49.

Figure 3-49

fe i R Y
=l File Yiew Attack Tools Configure Window Help &l x|

|+w|e |dom =200

Flemotz share [ Password [ Status [ Dict Pos [ Last Brute Pwd [
5] 3 characters Brute-Force attack

I

= e )R] - @

Cain 2.0 by mao

7

Step 9 — Once CAIN completes the brute force attack, it posts what
it believes is the remote password which as shown in figure 3-50, is
the combination “8NKYA.”

Figure 3-50
o x|
'j bl Moy, Atk Teols Gonfiurs Winkn Help LIRS
v o mos 2= B @0
=mote thate | Password 1 Giane | Bict Fos 1 Last Brute P I

SIDAREDEVILAC Brute-Foice attack Of A%} BNEA

B ol elas] - @

Additional Comments: Attempting to map a drive to the \DAREDEVIL\C share with the
password identified by CAIN fails. As such, the auditor will need to switch to the last step of

the checklist that requires the use of CAIN installed local to the workstation under
assessment.

Step 9 - To reveal the local share password click on the “shared
folder” button at the bottom of the CAIN interface and instantly the
password is revealed as demonstrated in figure 3-51. The
password is “ABC03” which does not meet corporate standards.

Figure 3-51

| File ¥iew Attack Tools Configure Window Help == =]
|+w & | mee R =2=220M0

Share name I Directony I Read-Only password I Ful-Access password
Hecs (=) ABCO3

41 | ™
== Q) & g ] - | @
Shows all local shares [Local Shares| Z
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3.1.5 Evidentiary Procedure Five

Table 3-5 — Evidentiary Procedure Five

%
o075 Do
882 835 Test Test
e 38 BE
E=o| 2E Purpose Results
Task |Risk 6 S ©| § 2 .
D ID’s o Reference(s) | Control(s) Test Procedure Compliance
< | =< 3| ¢ Q
1x |2k 22 ABE:
om| ol S| =z U
@D
Determine if the system screensaver is ACTUAL: The screensaver is
configured to utilize a password by password protected.
performing the following steps:
6 1. Click on Start and then Run
7 2. Inthe Run dialog box type the
PEOX 15 following without quotations
8 7 Y Y CESP 5o O “FLYING~1.SCR” X
HAXP 53 3. Allow 5-10 seconds to pass for
the screen saver to activate.
4. Bump the mouse or press the
spacebar to determine if the
screen saver disappears or if
a password dialog box
appears.

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 87



3.1.5.1 Screenshots from Evidentiary Procedure Five

Step 1 — Figure 3-52 shows the first step of command execution

Figure 3-52

Frograms k

L}

Step 2 — Figure 3-53 shows the second step of command execution

Figure 3-53

Type the name of a program, folder, document, or Internet
regource, and YWindows will apen it far pou.

Oper: |FLYINI3”1 SCA| |

(] I Cancel | Browse. .. |

Step 3 — Bumping the mouse or pressing the space bar pulls up the screensaver
password prompt, requiring the auditor to enter a password to proceed. This is the
desired response for this test and sets up the system for the stimulus/response test
to be conducted in step six (6).

Figure 3-54

Winidows Soreen Savwed

Topa por sceeen eaver patssod K

0 I
] —
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3.1.6 Evidentiary Procedure Six
Table 3-6 — Evidentiary Procedure Six

%
03 3o
§ 23l 83 Test Test
= =4 g— S £ Purpose Results
Task | Risk |@ 3 ; 5 < Reference(s) | Control(s) Test Procedure Compliance
ID ID’s =] (*Other requires a detailed explanation)
-5 | =5 g2 ol .2
zn | 50 2| 8 AL
n n @ < *
@D
Determine if the CDROM *“autorun” ACTUAL: The bypass utility
feature is disabled by: launched successfully indicating
that the autorun feature has not
4. Enable and lock the been disabled. The autorun
screensaver password using feature may allow for
6 the technique established in unauthorized access to system
CESP 7 step XXX. and network resources.
9 9 Y Y HAXP 18 O 5. Insert the screensaver bypass X
22 CD and allow 15 to 30
23 seconds to elapse.
6. If autorun is enabled the
screensaver will unlock and
permit console access. If
autorun is disabled nothing will
happen.
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3.1.6.1 Screenshots from Evidentiary Procedure Six

Step 1 — Using a Windows 9/x Screen Saver Bypass Utility does not require the
typing of any system commands. Rather, if the autorun feature is turned on just
insert the CDROM, wait a few seconds, and the following screen shot will appear
permitting open and unauthorized access to the system.

Figure 3-55 - Successful Execution of Screensaver Bypass

Screen Saver Bypass
version 3.1

ey jelecton. com

Step 2 — The way to prevent this from occurring is to disable the autorun feature by
completing the following steps. From the desktop, right-click on “My Computer” then
left-click on “Properties,” as shown in figure 3-56

Figure 3-56 - Viewing "My Computer" Properties

Explore
Find...

tap Metwork Dinve....
Dizconnect Metwork, Drive. ..

Create Shortcut
Rename

Froperties

Step 3 — Figure 3-57 shows the location where the CDROM settings must be
modified to disable the autorun. To access this location, first left-click on the
“Device Manager” tab, then on the CDROM device type to expand the group, and
then the available CDROM drive before finally clicking on the “Properties” button at
the bottom of the screen.

Figure 3-57 - Accessing the CDROM Properties

System Properties

General Device kManager I Hardware Profiles | Performance |

= wiews dewvices by tvpe

Computer
== COR

T wWiews devices by connection

es
@ Dizplay adapters

i Floppw disk contrallers
5= Hard dizk controllers
o Keyboard

b aritors

FPorts [COR & LPT)

Sound. video and gamese controllers
System dewvices

Universal serial bus controller

Froperties g

Lo 8 o By B s e A B By o B
ol ol e

D

Fefresh I

Step 4 - Figure 3-58 shows the final steps necessary to disable the autorun feature.
To access this location, first left-click on the “Settings” tab, then remove the check
from the list box next to the “Auto insert notification” choice and finally click on the
“OK” button to apply the change. The end-user will be returned to the Device
Manager window.

Figure 3-58 - Remove the CDROM Autorun Feature

SONY CD-ROM CDUS7I1-Q Properties K E3
General Settings I Dirivwer I
@ SOMY CO-ROR COUS71-0
T arget |D: o Firmwveare rewvision: 1.1a
Logical unit number: (u}
— Options
I Dizcornmnect r Eemowratal=
I Suync data transfer r it =tk
] L\j’ﬂ'-gto inzert mokification ] D kA
Current drivve letker assignment: ID:
— FReserved drive letters
Start drivve letter: I VI
Ernd drive letker: I "I
I () o8 I Cancel I
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Step 5 — Click on the “Close” button from the device manager window to
proceed with the properties modification. Finally, windows will prompt the end-
user to reboot the system to complete the changes as shown in figure 3-59.

Figure 3-59 - Rebooting the system after modifying the CDROM properties

System Settings Change

2)

"o muzt restart pour computer before the new zettings will take effect.

Do you want ba regtart pour computer now?

ua|

Step 6 — The autorun feature is now disabled. To validate that the change is
operating as desired:

1. Restart the system
2. Enable the Screensaver
3. Insert the Screensaver Bypass CDROM

The utility CD should no longer allow the end-user to bypass the screensaver
and gain access to the system. If access is still granted, repeat the property
modification steps highlighted in this document to disable the CDROM autorun
feature.
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3.1.7 Evidentiary Procedure Seven
Table 3-7 — Evidentiary Procedure Seven
®
322 3¢
S T3 23 Test Test
=22 S5 Purpose Results
Task | Risk % 26 3 a Compliance
<
ID ID’s 3 Reference(s) Control(s) Test Procedure (*Other requires a detailed explanation)
< < 3|9
z = o
! m! o | & ol nl 8
z5 | 2 2|90 » 23
@D
Determine if the screensaver ACTUAL: The screensaver
password meets corporate standards password does not meet the
for composition by performing the corporate standards for
following steps: composition.
5. Insert password utility
CDROM or write protected
floppy into system.
6 6. Click on Start and then Run.
CESP 18 7. Either type the drive location
10 8 Y N HAXP 22 © and name of the file in the run X
23 dialog box or click on browse.
Once the name is correctly
entered, click on OK to
proceed.
8. Select the appropriate tab
within the password utility to
display the currently assigned
password.
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3.1.7.1 Screenshots from Evidentiary Procedure Seven

Step 1 — The password analysis tool named CAIN & ABEL will be used to audit | Step 2 — The response is shown immediately which in this case the identified

the screensaver password to determine compliance with corporate password password is “ABC123.” According to the ABC Corporations policy, password
composition requirements. To perform this test, CAIN must be run from the should be composed of:

local system. Once executed, simply click on the Monitor Button on the bottom

toolbar and the password is immediately identified as shown in figure 3-60. 8. Upper and Lower Case Alpha Characters

9. Numeric Characters
10. At least one special symbol character

Figure 3-60 11. No more than two characters should be repeated consecutively
12. The combination of characters must be between 6 and 8 characters in
=1 Eile Miew Attack Tools Configure  WwWindow Help == x| Iength_
|[+@ ¢||aga Ri2=2 =60 13. The word must not be a common dictionary word
euce ' Feseword ' Lo ' 14. The word must not utilize the organizational name.
[Scroen Saver pas U All of these items will be considered during the assessment of the identified

screensaver password.

@ ABC123

Cain v2.0 by man =
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3.1.8 Evidentiary Procedure Eight
Table 3-8 — Evidentiary Procedure Eight
&
322 3¢
S T3 23 Test Test
222 £ Purpose Results
Task | Risk |32 8| 3 €@ Compliance
<
ID ID’s 3 Reference(s) | Control(s) Test Procedure (*Other requires a detailed explanation)
< < 3|9
z = o
2n | g 218 AR
0)] (0)] D g *
Determine if a corporate approved ACTUAL: The installed anti-virus
anti-virus application is: application did successfully detect
the presence of the EICAR files.
5. Installed on the system However, upon further inspection
6. Using current virus string files it was determined that the
7. Configured to run scanning engine and virus
automatically definition files are greatly
8. Capable of detecting the outdated.
EICAR test file
Once the above steps have been
1 13 Y Y EICAR 10 © completed, reboot the system and X

perform a second anti-virus scan using
a write-protected floppy or bootable
CDROM to further determined if the
installed anti-virus software is
functioning properly. Any commercial
version of anti-virus software may be
utilized as long as it is not the same
manufacturer as the currently installed
AV software.
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3.1.8.1 Screenshots from Evidentiary Procedure Eight

Introduction - The European Institute for Computer Anti-Virus Research
(EICAR) project provides an opportunity for businesses to test the effectiveness
of anti-virus detection and prevention applications. Freely available via the
Internet, the EICAR approach provides a controlled environment where testing
may build confidence without exposing information assets to live and potentially
damaging viruses.

Step 1 — To begin, the EICAR test file must be downloaded from the website
http://www.EICAR.org/anti_virus_test.htm as shown in figure 3-61.

Figure 3-61 - EICAR Website

£} eicar - Anti-Virus test file - Microsoft Internet Explorer

File Edit Miew Favoites Took Help |ﬁ

S G ]
Back | Fonerd Stop  Rsiresh  Home

Address [

- 5p

Mal  Pit Edt | Disouss

=] @G0 |Links >

Search Favortes  Media History

bt /vt sican org/ant_vinis_test_tile htm

e

— x onlin:
eicar

(1) This file used to be named dusiin e o duséilin-tet i or Similar based on ts sriginal authar Paul Ducklin

Anti-Virus test

The Anti-Virus test file
(read the complete text, it contains impartant information)

“ersion of 1 May 2003
If you are active in the anti-virus research field, then you will regularly receive requests for virus samples. Some requests are easy to
deal with: they come from fellow-researchers whom you know well, and whom you trust. Using strong encryption, you can send ther
what they have asked for by almost any medium (including acrass the Internet) without any real risk
Other requests come from people you have never heard from before. There are relatively few laws (though some countries do have the
preventing the secure exchange of viruses between consenting individuals, though it is clearly irresponsible for you simply to make
viruses available to anyone who asks, Your best response to a request from an unknown person is simply to decline politely.

A third set of requests come from exactly the people you might think would be least likely to want viruses "users of antiirus softwai

They want some way of checking that they have deployed their software correctly, or of deliberately generating a "vi

incident in or
tn tact thoir commnrato rrncadurac or of chowine athore in tho nreomicatinn ot thow wnold coa if thow wearo kit he o 1ic -
4l | 3

Step 2 - Hyperlinks for the test file and instructions may be found at the bottom
of the page as shown in figure 3-62.

Figure 3-62 - EICAR Downloadable Files

£} eicar - Anti-Virus test file - Microsoft Internet Explorer

File Edit Miew Favoites Took Help

5 =
I ) SR RS NES A= .
Back Fenyerd Stop  Refresh Home | Search Favoites Media  Histoy | Mal  Print Edit Disouss
Addiess [ hitp:/ funn eicar org/anti_vins_test_file.him =] @G0 | Links >
e e e e TR [0 PO SO T

Download area

eicar.com.tat eicar_com.zip eicarcom2 zip

eicar.com
LS

How to deleta the test file from your PC

e understand (fram the many emails we receive) that it might be difficult for you to delete the test file from your PC. Adter all, your
scanner believes it is a virus infected file and does not allow you to access it anymore. At this point we must refer to our standard
answer conceming support for the test file. WWe are sorry to tell you that EICAR cannot and will nat provide A scanner specific
support. The best source ta get such infarmation from is the vendor of the tool which you purchased. Please contact the support pec
of your vendar. They have the required expertise to help you in the usage of the tool. Meedless to say that you should have read the
user's manual first before contacting them

Allinformation on this site is copyright protected +++ © 1995-2003 by efcar e.V. +++ Please inform the webmaster about problems or broken links on this sit

4 I >

Step 3 - Right-Click on the file named “EICAR.com” and then left click on “Save
Target As...”

Figure 3-63- Saving the EICAR Test File to a Local Drive

Download area

| girar e bt gicar_corn.zi

gicarcam?. zip

Open
[Open in Hew Window

le the test file arg

Print Target \
d (from the m t it might be difiicult for you to delete the test file fram your PC. After
esitic aving allow you to access it anymare. At this poirt we must refer to our s
ming suppart Lo ry to tell you that EICAR cannat and will nat provide AV scanner spg
hest sourcetn CoPY Shotcut i the vendor of the toal which you purchased. Pleage contact the s
 They have th E202 p you in the usage of the tool. Needless to say that you should have
first before o Add to Favarites...

Properties
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Step 4 - Select a local folder in the proceeding dialog box and then click on the
“Save” button to proceed as shown in figure 3-64.

Figure 3-64 - Saving the EICAR Test File

Save As

Save jn: I i3] Temp

=& =T e

File name:

Ieicar.cnm Save

Save as lupe: |MS-DDS Application ;I Cancel

4

Steps 4 and 5 — Additional Comments: The EICAR project also provides two
compressed files (*.zip) to further test detection effectiveness. You can repeat
the steps above to save these files locally as well. The next step requires
launching the anti-virus application and performing a local system scan.

In the case of the workstation under test, it is loaded with Network Associates
McAfee ViruScan. It is important to determine the currency of the scanning
engine and virus definitions file to provide for the detection of the most current
virus strings.

Step 5 - The quickest way to determine version information is to click on “Help”
from the menu bar and then click on “About,” to view a screen similar to the one
shown in figure 3-65

Figure 3-65- Scanning Engine and Virus Definition Versions
About McAfee YirusScan

McAfee VirusScan

Copyright € 1935 - 2001 Metworks Associates
Technology, Inc. All Rights Reserved.

vah 1

Serial Mumber: EDD0AEB14-GERY
Yinus definitions: 404163

Created o 26 September 2001
Scan engine: 4.1.50

YWarning: thiz cormputer program iz protected by copyright law and intemational treaties.
Unauthonzed reproduction or diztibution of this program, or any portion of it, may rezult in

zevere civil and criminal penalties. and will be prozecuted to the maximum extent pozsible
under the: law.

Step 6 - The viruscan interface requires little alteration prior to execution. In the
case of the default configuration presented in figure 3-66, the only modification
was to select the “all files” radio button and then click on “Scan Now” to begin.

Figure 3-66- Viruscan Configuration and Execution

@ VirusScan: C:\

File Taools Help

Where & What | Actioh I Feport |
Scan Mow

Scan i IE:"«

Browsze. .. |

¥ Include subfolders

Mew Scan |

¥ Compressed files 'm.l‘-

= Default files
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Step 7 - The scanner will initiate and if the EICAR files work properly, the anti-
virus software should detect and report a virus as shown in figure 3-67. Each
instance of virus should be removed as it is detected by clicking on the “Delete”
button.

Figure 3-67 - EICAR Virus Discovered

I VirusScan: C:4

File Toolz Help
— el a x
D
Infected File: Continue I

%Il [E TemprEICaR COM

Wirus Mame:
EICAR test file
YirusScan suggests
The file EICAR.COM iz infected with the EICAR test file
wirus. Unable bo clean this file. Please delete it and
restore it from backup.

Stop | I
Clean | I

Move File to...l

Exclude |
r o
1 Info... |

3

XIEICAR[COM. .. CwIHDOWSST...  EICAR test file D eleted -

] | @
|C:‘-.Temp |Sc:anned: 21385 |Infec:ted: E A

Step 8 - The anti-virus software will prompt the end-user a second time to
confirm the request to delete the discovered file as shown in figure 3-68.

Figure 3-68 - Final Confirmation prior to Deletion

Confirm File Delete

Are you sure pou want to delete this
file?

Cancel |

C:ATemphEICAR.COM

Step 9 - If successfully deleted the anti-virus software will inform the end-user
as shown in figure 3-69. Repeat the previous steps to remove each detected
instance of the downloaded EICAR files.

Figure 3-69 - Virus Successfully Deleted

ViruzScan Motification Ed

The file

C:ATemphEICAR.CORM

was successfully deleted. Yiou shauld restare thiz file from the
anginal zourze.

Step 10 - Upon completion, the end-user is returned to the main screen where
the total number of viruses detected as well as their discovered location is
reported as shown in figure 3-70.

Figure 3-70 - Virus Scan Completed

Iy VirusScan: C:\

File Toole Help

wihere & Wwhat I Achion I Feport I

Scan in: IC:"-.

Browsze. .. I

I+ Irnclude subfolders

" Default files
= Al files IV Compressed files

" User zpecified files Extensmns.. |

I ame I I Folder I Infected by I Status :I
TRIEICAR[TLCOM.... CwINDOWSAT..  EICAR test file Dreleted
E EICAR.COM C:hTemp EICAR test file Deleted
E eicar.com C:hTempheicar_c... EICAaR test file Deleted Alzl
< [ | E
|Infec:ted iterns were found. |Sc:anned: 21512 |Infec:ted: g8 g
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Step 11 — The last step will be to view and save the scanning log for evidentiary
purposes to be delivered with the final report. To perform this step, left-click on
“File,” and then “View Activity Log,” as shown in figure 3-71.

Figure 3-71 - Virus Scanning Log

Steps 12 - The scanning results are displayed in notepad (figure 3-72) which in
turn may be saved as discussed previously.

Figure 3-72 — Scan Results

#ifj vsclog. txt - Notepad _ [O] x|
= File Edit Search Help
VirusScan: C:% 18/23/703 6:52 PH Scan Started ®yzcomp On Demand Scan -
File Toolz Help 18/23/83 6:52 PM Scan Settings Xyzcomp Current scan settings:
T | 18723783 6:52 PM Scan Settings XYyzcomp Log file size i:
= I Be ortl 18723783 6:52 PM Scan Settings Xyzcomp Action options
Save Settings P 168/23/83 6:52 PH Scan Settings xyzcomp Automatically c
18723703 6:52 PM Scan Settings XYzcomp Automatically o
T — | 18723783 6:52 PM Scan Settings xyzcomp Log options
Cloze = 18723783 6:52 PM Scan Settings Xyzcomp Virus detection:
I 187523783 6:52 PM Scan Settings XyzZcomp Cleaned files
v | Include subfolders 18/23/83 6:52 PH Scan Settings  xyzcomp Deleted files
) 18523783 6:52 PM Scan Settings Xyzcomp Hoved files
= Default files 18723783 6:52 PM Scan Settings xyzcomp Scan Options
= Al files IV Compressed files 18723703 6:52 PH Scan Settings Xyzcomp Subdirectories
- . . - - 18/23/03 6:52 PH Scan Settings Xyzcomp All files
" User specified files Extensions. . I 168/23/ 03 6:52 PH Scan Settings  xyzcomp Default files
18/23/03 6:52 PM Scan Settings Xyzcomp Compressed file:
18/23/03 6:52 PM Scan Settings Xyzcomp Skip memory scal
18723783 6:52 PM Scan Settings XyzZcomp Scan boot secto
Mams |/t Falder | infected by | Status = 18/23/703 6:52 PH Scan Settings  xyzcomp Priority [1-5]
EEIEAFE[‘I].CDM.... oI DO SAT L EICAR test file Deleted 18723783 6:52 PHM Scan Settings Xyzcomp Heuristics scan : DISABI
EEICAFI.CDM C:\Temp EICAR test file Deleted 18/23/03 6:52 PH Scan Settings xyzcomp Macro heuristics scan
Eeical.com C:vTempheicar_c...  EICAR test file Deleted — 18/23/83 6:52 PM Scan Settings Xyzcomp Program file heuristics _
< | E I 27
|Infec:ted iterns were found. |Sc:anned: 21512 |Infec:ted: =] L
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3.1.9 Evidentiary Procedure Nine
Table 3-9 — Evidentiary Procedure Nine
&
382/ 70
S3a3| Q3 Test Test
=22 S5 Purpose Results
Task | Risk % Ry 3 a Compliance
<
ID ID’s 3 Reference(s) | Control(s) Test Procedure (*Other requires a detailed explanation)
< < 3|2
z z K=) o
! m! o | & ol nl 8
zZ5 12X 2|8 222
Own | On S| 2 7] L
@D
Determine if the system contains ACTUAL: The spyware scanning
spyware by: discovered 42 instances of
tracking cookies installed on the
Utilizing a commercial malware workstation.
12 14 Y N PEOC 11 0] scanner to identify known instances of X
spyware/adware.
Report the results of the test but do
not clean system at this time.
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3.1.9.1 Screenshots from Evidentiary Procedure Nine

Step 1-Using AdAware, version 6 build 162, by Lavasoft to scan the system for

spyware. Click the “Start” button to configure the scan.

Step 2 — The tool offers the ability to customize the scan to meet the system and
auditor requirements. In this case, the “default scanning options” are sufficient for

the auditor’s spyware test.

Figure 3-73
€6 Ad-aware 6.0 Personal [_ O]
)
. ' Y L » s — -
AU Sl VWl B, @610
[Copyriahiti200 iSweden'Allrighisiresenved
Ad-aware 6 Status
w0 Status
Initialization Status
A scan now J | £ Reference file OR114 09.02.2003 loaded Details
Usage Statistics
% Ad-watch
Ad-watch status Hot loaded
Last Systemn scan 3-2-2003 10:08:08 Ak
Py Plg-ins Objects remaoved total 95
Tatal Ad-aware scans 1
D Help Objects in ignore-list n] Open ignore-list
= Objects guarantined 95 Open guarantine list
| Status ok Ad-aware B initialized. Check for updates now |
Ready. B Stat . J
Adl-avvare 6 Personal, Build 162

Figure 3-74
€6 Ad-aware 6.0 Personal [_ O] <] |
-~ — ~
&> 510
‘Allrishisireserved!
Preparing system scan
@ Status
Scan your system now
AF Scan now J ‘ 5 Please choose a scanning mode, then click "next" to continue
% Ad-watch | Select scan mode:
“ly Plug-ins & Use default scanning options Customize
" Select drives\folders to scan Select
A Help = Perform quick system-check
| @ Activate in-depth scan (Recommended)
Ready. 5> Mext r J
Ad-avvare B Personal, Build 162

Step 3- The scan will run unattended and continuously update the main console
screen to notify the auditor of its progress. Figure 3.75 shows the completed scan
prior to clicking on the “Next” button to proceed with the removal of detected

spyware.

Figure 3-75

6 Ad-aware 6.0 Personal

[

CODVrIONT:200

JS[=] B3

Scan complete

o Status

Current operation

8 Scan now J | Finished

| Objects scanned: 31289 ||

& CwLTemph

£} Ad-wetch

Summary

% Plug-ins
3 Help

26 Running processes
27 Objects recognized
0 Objects ighored

| T (o e P

0 Processes identified

1 Registry keys identified
0 Registry values identified
26 Files identified

0 Folders identified

27 items

O] Show lagtile J 5 et I\a—J

Ad-zavware 6 Personal, Build 162

Step 4 — The tool provides the auditor with an option to quarantine some or all of the
files based on their personal situation. However, for the purpose of this test the
auditor should leave the files intact and report only on the discovery of spyware.

Figure 3-76
€6 Ad-aware 6.0 Personal [_ O] ]
H = Iu " -~
S\ AT
Alllriphtsresenved!
Scanning results
w  Status
Ob. Wendor Tupe Category Object Comment
;7 Alexa Regkey Diata Miner HKEY_LOCAL MA . =]
AR Scan now J V] Tracking Lo § File [ DataMiner | cwvindowsicookies... |
L Tracking Cod File Data Miner o wvindoywshcookiesh...
\‘X‘ Ad-watch L Tracking Co...  File Diata Miner o wvindowy shoookiest...
L] Tracking Co. File: Data Miner o wvindovwsicookiest,
L Tracking Co...  File Data Miner o wvindovwsicookies...
Q@ Plug-ins L] Tracking Co...  File Diata Minsr Cwinclowy Scookies. . L
L Tracking Co...  File Data Miner cwvindovwsicookiest...
2 L Tracking Co...  File Data Miner cwvindow stcookiesh...
et biel L] Tracking Co. File: Data Miner Crwvincow S\cookiesh,
L Tracking Co...  File Data Miner cwvindovwsicookiest...
L Tracking Co...  File Diata Miner crwvindow stcookiesh...
L1 | TrackingCo File: Diata Mingr o wincoyw sicookiest,
il — s il i b s
27 items. @ Quarartine | W showlgiie | B Ned |
Ad-avvare B Personal, Build 162
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Step 5 —Double-clicking on any file listed displayed in step 4, will provide additional Step 6 — To view details about all objects or to export a file for report purposes, click

details regarding that object as shown in figure 3-77. on the “Show logfile” option. For the purpose of this audit, the results of the log file
will be saved and reported to management as a part of the final audit findings.
Figure 3-77 Figure 3-78
6 Dbject Details €6 Ad-aware 6.0 Personal [_ O] <]
Object Details = 0 @
“endor: Tracking Cookie -
Category: Data Miner Scanning results
Ohject Type: File o Status
Size: 135 Bytes Obi. | Vendor Type Category Object Comment _
Location: ciwvindowsicookiesh iZieee. adbureaull1].tx g L@ Alexa RegHey Data Miner HHEY _LOCAL MA... -
Last Activity: 5-11-03 5:00:00 Ak CAn O J I Tracking Go T File [ Databiner | cowvindowsicookies |
Biei L | ' L = z [ ] Tracking Co...  File Data Miner cowvindows'cookiesh. .
L= eve_ Lebond ‘E A coatch : Tracking Co...  File Data Miner cwvincovy s\Cookiest, .
Comment: = : Tracking Co File Data Miner cowvincowsicookies!,
: Tracking Co...  File Data Miner ciwvindowrs\cookies ..
Qﬁ Plug-ins : Tracking Co...  File Data Miner ciwvincowy sizookiesh, . =
: Tracking Co...  File Data Miner cowvincoves\cookiesh...
#F Description e O Tracking Co...  File Data Miner Cwindows\cookies, ..
Source of this cookie is known to collect information used for # L Tracking Co File Data hiner ciwvindowsicookies?,
targeted advertising L Tracking Ca...  Filg Data Miner crwvindowsicookiesh. .
[ ] Tracking Cao...  File Data Miner ciwvindowsicookies...
; Tracking Co File Data Miner cowvincowsicookies!, =
27 items. Q Quarantine @ Show logfile [=
EJ To Cliboard J «  Close i ) '\—J J
by Ad-avvare B Perzonal, Build 162
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3.1.10 Evidentiary Procedure Ten

Table 3-10 — Evidentiary Procedure Ten

%
o075 Do
Sg8l a5 Test Test
® 22 T2
o % g— % g Purpose Results
Task | Risk |8 S ©| 0 = Compliance
ID ID’s = 3 Reference(s) Control(s) Test Procedure (*Other requires agetailed explanation)
< = < g (Cn e
1x |2k 22 ABE:
Oh | O 5|2 N
HomePlug devices may operate with ACTUAL: A clear-text password
the default Network Encryption Key was discovered using the steps
(NEK) of “HomePlug” or with a user prescribed in checklist item 14.
assigned NEK. If a HomePlug device Subsequently, the password was
is located, then an analysis of the compared against corporate
attached computer should be standards for password
performed by: composition and determined to be
out of compliance with said
6. Install the HomePlug software standards.
provided with the PLC device
purchased by the auditor for
the ABC contract.
o8 6 7. Examine the ?ontenys o_f the
14 9 vy N PEOC 8 o manufacturer_s appll.catlon X
30 23 directory (typically C:\Program

Files\Manufacturer) to
determine if any files exist that
may contain passwords.

8. Examine the contents of the
files to determine if a clear-text
password may be discovered.

9. If a password is discovered,
does it meet the corporate
standards for composition?

10. Utilize a packet capture utility
to determine if any PLN device
command and control traffic is
passed in the clear.
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3.1.10.1 Screenshots from Evidentiary Procedure Ten

Step 1- Install and launch the HomePlug software provided with the PLC device
purchased by the auditor for the ABC contract on the auditor’s laptop. Figure 3-79
shows the initial configuration screen. It also shows that the software has detected
the directly attached HomePlug device.

Figure 3-79
*-.

e
Instant Powerline " Series
PowerLine Adapters
Configuration Utility wver. 2.0

Y Linksys*©

Device Security

Status Connected to 00:06:25:9c:29 aa

The powerline devices connected to your PG ara shown below. You can
select a desired local device from the list, and click the "Gonnect” button to
access your network.

Device MAC address

00:06:256:9c: 2% aa

Link Quality: Poor
Link Quality. [ ]
L3

Step 3- The default password for all HomePlug devices, as required by the standard, is
the word HomePlug. In figure 3-81, the word HomePlug has been replaced by a phrase
indicating where the password is to be provided.

Figure 3-81

®
D E——
Instant Pa w_erLine ™ Series
PowerLine Adapters
Configuration Utility ver. 2.0

O Linksvys®

Device Security

Enter your own private password in the Network Password box below.
Press the "Set” button to set the local device password.

Network Password

| Enter Password Herd]

e

inerlln; Networking

Gopyright @ 2002 Linksys. All rights reserved.

Step 2 — Attempting to scan the network produces no results. This is due to an
incorrectly configured network encryption key (NEK).

Figure 3-80
®

|
Instant Pawerline ™ Series
PowerLine Adapters
Configuration Utility ver. 2.0

Device Security

The following devices are lacated on your powerline netwark. Click "Sean
10 see your i 3

MAC address Data Rate (Mbps)

ineﬂinﬁl‘elwﬂrking

Copyright © 2002 Linksys. All rights reserved.

Additional Comments: — As the password is unknown to the auditor, an invetigation

of he local installation directory should be performed to determine if a clear text
password might be discovered. If it is determined possible, then the same approach
will be taken for the systems discovered in previous steps that are believed to be
running HomePlug software
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Step 4- Begin by investigating the default HomePlug installation directory for any
files that may be reviewed with a simple word editor. Figure 3-82 shows the
contents of the default installation folder for the auditor’s purchased PLC device. It
appears that a file named “wizard.data” exists and may offer an opportunity for
examination.

Figure 3-82
[EN Configuration Utility (=] |
J File Edit ¥iew Favoites  Tools  Help ‘
J G Back ~ = - | @Search |%FOIders @Histow ‘ [ I3 X w5y | [Ed~
J Address ID C:4Pragram FileshLinksys\PowerLine Configuration Uity Configuration Utility ﬂ @ Go
Folders X .
BT Linksps ﬂ D i
E\D PowerLine Con e . . PLSetUp.ere  IREEGREES
23 Corfiguratic Configuration Utility
{27 Messenger
-] Microsaft FrontPage wizard.data
-] Mierasaft Office DATA File
[ Micrasoft Vieual Sh_| " y
5507 Movie Maker Modified: 10/7/2003 E:03 PM
-] MSN Gaming Zone Size: 106 KB
-] MetMesting
B0 Ovline Services Attributes: [narmal)
{7 Dutlook, Express
-] PLUS! -
< | »
[Type: DATA File Size: 10 KB [10e ke | My Computer 4

Additional Comments: Carefully reviewing the contents of the “wizard.data” file with
a text editor identified seven instances of the default. This does not prove that a
password may be detected in this fashion. To better determine if a password is
viewable in this manner, the PLC device will be changed to a more obvious word
that in this case is “pickle.” Searching the file again produces the following results

Step 5- Searching the “wizard.data” file again for the word pickle, produces the
following results:

Figure 3-83

_lol x|

File Edit “iew Insert Format Help

D[] S s &= 2

JO0O0000000000000000000000000000000000000000000000000000000000000000000.2
JO0O0000000000000000000000000000000000000000000000000000000000000000000
J0O00000€E%Fh| oO0000000000000000000000000000000%ce)
JO00000000000000000 DO00O000000000000000000000000000000000000000000000
JO000000000000000000000000000000000000000000000000000000000000000000000
JO000000000000000000000000000000000000000000000000000000000000000000000
JOO0000000000000000000000000000000000000000000000000000000000000000000
JO00000000000000000000000000000000000000000000000000000000000000000000
JO00000000000000000000000000000000000000000000000000000000000000000000__ |
JO000000000000000000000000000000000000000000000000000000000000000000000
JO0O0000000000000000000000000000000000000000000000000000000000000000000
JO0O0000000000000000000000000000000000000000000000000000000000000000000
JO00000000000000000000000000000000000000000000000000000000000000000000
JO00000000000000000000000000000000000000000000000000000000000000000000
JO000000000000000000000000000000000000000000000000000000000000000000000
JO0O0000000000000000000000000000000000000000000000000000000000000000000
JO00000000000000000000000000000000000000000000000000000000000000000000
]DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD:J

Kl ] |
For Help. press F1 HLM - =

Additional Comments: — In this case the characters “Fb” preface the word
“pickle”. To test whether the identified prefix is a marker for the password
location, we return to the default password of “HomePlug” and again edit the
“wizard.data” file searching specifically for the combination of “FbHomePIlug.”
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Step 6- The search successfully identifies the combination. With Fb as a marker it
makes searching for the password a much simpler task.

Figure 3-84

_(ol x|

File  Edit “iew Insert Format Help

D[] SR ) &|=eo] 2

JOO0000000000000000000000000000000000000000000000000000000000000000000.2
JO000000000000000000000000000000000000000000000000000000000000000000000
0000000 E%Fh gOO000000000000000000000000000000% &)
JO00000000000000000000.3000000000000000000000000000000000000000000000000
JO0O00000000000000000000000000000000000000000000000000000000000000000000
1000000000000000000000000000000000000000000000000000000000000000000000
JO000000000000000000000000000000000000000000000000000000000000000000000
10000000 00000000000000000000000000000000000000000000000000000000000000

I000000000000000000000000000000000000000000000000000000000000000000000__ |
100000000 000000000000000000000000000000000000000000000000000 00000000000
10000000000000000000000000000000000000000000000000000000000 00000000000
1000000000000000000000000000000000000000000000000000000000000000000000
I0O00000000000000000000000000000000000000000000000000000000000000000000

I000000000000000000000000000000000000000000000000000000000000000000000
100000000 000000000000000000000000000000000000000000000000000 00000000000
10000000000000000000000000000000000000000000000000000000000 00000000000

I0O00000000000000000000000000000000000000000000000000000000000000000000

I000O0000000000000000000000000000000000000000000000000000000000000000 L
Kl ] ]
For Help. press F1 HUM - =

Step 7 — Searching the computer named “DAREDEVIL” in the same fashion,
identifies a subdirectory named “Encryption Management Utility” within the
\\DAREDEVIL\Program Files\HomePIug directory. Contained within folder is a file
named “wizard.ini” as shown in figure 3-85. The contents of this file are even easier
to decipher as the only word contained within it, is the password “kansas”

Figure 3-85
&5 wizard HI=] E3
File Edit Seach Help
kansas =
ISl A

Additional Comments- Having discovered the NEK for the ABC Corporation’s
Kansas Facility PLN, it may be instantly observed that the password does not meet
the Corporate Standards for composition. It also provides an opportunity to test the
auditor's HomePlug device to ascertain if access may now be gained to the facility
PLN.

Step 8 — Return to the HomePIlug configuration software and enter the password
discovered in step 7. The first observation is that the Link Quality instantly changes
from one or two bars to nearly a full set of bars.

Figure 3-86
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Step 9- A second observation is that the network tab now displays a second
HomePlug device and its associated MAC address.

Figure 3-87
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Copyright © 2002 Linksys. All rights reserved.

Additional Comments — One final observation regarding the storage of the NEK
password. The NEK password file was deleted to determine if it was necessary
to retain the file for device functionality. When the HomePlug device is
functioning in BRIDGE mode, the absence of the NEK file does not impact
access to the PLN. However, when later operating and testing the PLN in
NODE mode, deleting the file caused the HomePlug device to disconnect from
the network. Additional investigation should be pursued to determine if these
responses are consistent across all vendor HomePlug offerings.

If so, it may be advantageous to operate in Bridge mode (although restrictive) to
allow for the deletion of the file that may permit the PLN to be compromised.
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3.2 Measure Residual Risk

The following residual risks have been identified:

There are a number of AC power outlets available externally and internally where the
placement of HomePlug devices could be concealed. Such concealment would permit
espionage to occur unobserved and relatively undetectable.

HomePlug devices, compromised of solid-state technology, are susceptible to the
random fluctuations of modern electric distribution networks. A power spike, surge or
sag may pose as much damage to a HomePlug device as it would to any other
electronic device.

HomePlug devices utilize radio communications to transmit specific frequencies via AC
power lines. Therefore, due to the nature of the HomePlug technology and the current
implementation of AC power distribution networks globally, these signals may be
received beyond the bounds of the intended recipients. The use of RF also offers and
opportunity to jam the HomePlug operating frequencies to directly impact network
availability.

HomePlug devices are difficult to discover by means of common radio detection
technologies. This permits the introduction of HomePlug devices, either by well-
intentioned employees or by malicious individuals that may be difficult to detect.

HomePlug Standard 1.0 uses an outdated encryption algorithm. Although, based on
current technology it would be difficult to capture and decrypt HomePlug traffic as it
traverses an AC powerline network, it is not an improbability.

The HomePlug Network Encryption Key (NEK) mechanism stores passwords locally
and in clear-text thus permitting an opportunity for PLN compromise.

The HomePlug environment may be implemented without centralized monitoring or
management. The lack of a centralized management platform does not permit visibility
into the availability of network elements. HomePlug devices, if not properly configured,
are susceptible to network broadcast storms. The inability to monitor and manage the
PLN in the event of a broadcast storm may permit unacceptable outage periods
affecting system-processing cycles. Additionally, a HomePlug NEK may be
unknowingly changed affecting the confidentiality, integrity and availability of a
HomePlug PLN. A centralized management platform would log configuration changes
providing an audit trail for investigation in the event devices are added, removed or
modified without management and administrative permission.

The current operating system provides an insufficient level of control with respect to
authentication and authorization.

Todd Colvin — GSNA Practical Version 2.1 (Option 1) Page 107



Recommendations for the identified residual risks will be included in the final report to
ABC Corporation.

3.3 Is the system auditable

The network and system is auditable by most standard tools or auditing mechanisms.
However, some of the audit checklist items are not realistic given the time constraints
experienced by information system auditors. The following are examples of unrealistic
audit tests based on the results gained while performing the audit checklist.

Walking a facility with a HomePlug wall adapter may produce inconclusive results. If an
auditor inspects the facility during the first shift of the day and a PLC device is not in use
until the third shift, the auditor will leave the premise thinking that the facility is free and
clear of HomePlug. Additionally, based on the size of a facility or access limitations that
may be presented by locked doors, it may not be possible for the auditor to reach all
powerline segments for testing. Of course testing for PLN traffic at the main breaker
panel is a possibility, however it is not recommended unless the auditor is a licensed
electrician. The main breaker panel presents electrical safety hazards that may be fatal
to an auditor not properly trained to work in this environment.

There also exist difficulties when using detection and monitoring applications such as
the Corinex OPM, as not all ac power segments may be accessible from the SNMP
console. This too leaves the auditor blind to HomePlug devices that may be operating
on other floors or in other areas of a building.

Attempting to brute force windows shares, although possible, is extremely time
consuming and not the best use of an auditors time. There is significance to this
approach however, and that is to open management’s eyes to the reality of operating
systems with inherent weaknesses. Using an operating system that permits end-users
to configure them in an insecure fashion will only serve to expose the entire system, and
quite possibly the network, to compromise. The desired effect of such an audit step
would be to demonstrate the weaknesses of specific workstation operating system
platforms. Highlighting these insecurities would hopefully motivate management to
spend the necessary dollars to protect their information assets. In the case of the
windows share password cracking checklist item, the desired result was to steal the
clear text NEK password from the target system so that another powerline device could
be added without observation. If successful, the resulting logs and documentation
would present solid evidence of a system and network exposure.

Despite the current limitations for the rapid identification of HomePlug devices via
purpose built detectors, it is still possible to detect the presence of a HomePlug device
using conventional means. The best approach towards detecting powerline devices is
to utilize the same methods that any auditor would with respect to network elements.
The process of monitoring all local network traffic for later comparison against an
inventory of known systems serves to identify newly added components.
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Additionally, the using of a packet capture and analysis tool, such as Ethereal, allows
the auditor to filter the traffic stream for specific protocols as was evidenced with the
hunt for the Intellon MAC management protocol (0x887b). One final and common
approach is to audit the log files from ingress/egress points (e.g., Internet gateway,
firewall, etc.). This approach serves the same purpose as packet capture but narrows
the auditors focus to specifically identifying new and suspicious traffic patterns at a point
where network traffic is concentrated. Egress point auditing simplifies the hunt for
equipment not previously inventoried.
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Executive Summary

HomePlug Security Analysis and Audit Report
October 26, 2003

XYZ Company

SYSTEM RISK LEVEL: HIGH
SUMMARY

The general risk level for the Kansas Distribution facility is categorized as HIGH, due to the
discovery of numerous and serious cyber and physical vulnerabilities. In combination, these
vulnerabilities effectively reduce the compensating controls of the system. These issues would
enable system compromise resulting in the loss of data confidentiality, integrity, and availability.

The Kansas Management team is asked to please provide to ABC Corporate Staff, within the
next thirty days, the action plans detailing the intended corrective measures to mitigate these
vulnerabilities to reduce the overall risk of system exposure or compromise. XYZ Company is
available to provide assistance in mitigating these issues.

GENERAL FINDINGS Cyber Vulnerahility Assessment

The Nessus network vulnerability tool
discovered cyber vulnerabilities that if
exploited, would allow for the
compromise of the HomePlug NEK.

The external perimeter of the facility
allows for the deployment and
concealment of HomePlug devices that
would permit the loss of information
confidentiality and integrity. B Low OMedium @ High

The operating system hosting the

HomePlug device lacks security controls | Total Hosts Scanned: 6 (Print Server Excluded)
that would normally restrict unauthorized | Hosts with HomePlug Installed: 1

access to system resources. Low Risk Vulnerabilities for HomePlug Sys: 7

N _ Medium Risk Vulnerabilities for HomePlug Sys: 6
Password composition requirements are | High Risk Vulnerabilities for HomePlug Sys: 1

not systematically enforced. Total cyber vulnerabilities for HomePlug Sys: 14
A Symbols
]
@ - .
Immediate action required
Review required
Awareness required
MANAGEMENT ACTIONS REQUIRED
The following actions must be taken by management to improve the overall physical and cyber
security posture.
] Review and revoke generic administrative access to system resources by non-
information technology personnel.
A Implement and enforce corporate password composition requirements for access to
network and system resources.
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£\ Purchase and implement an enterprise class operating system using accepted minimum-
security baselines and best practices.

Implement required security controls based on data classification.

Harden the cyber security of the system through the application of patches and the

Install locks on all external AC power outlets or in locations where concealed access

Za configuration or removal of non-essential system processes.
72 may be gained. Check with local codes prior to implementation.

Investigate and implement a centralized monitoring and management console for
HomePlug devices.

]
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4.1  Security Analysis and Assessment Overview

4.1.1 Background

ABC Corporation, primarily located in the United States, has received internal
reports from it's Kansas based branch office and warehousing facility that
unauthorized low-voltage power line devices based on the HomePlug 1.0
Standard are deployed on its local area network. It was further reported that said
devices are being used to extend network capabilities, to include unfiltered
Internet access, to offices on the warehouse floor, while subverting recent
corporate efforts to detect wireless (e.g., 802.11a or 802.11b technology) access
points.

Of additional concern to the ABC Corporation, is the use of non-enterprise class
workstation operating systems (i.e., Windows 9x (95/98) and Millennium Edition
(ME)), within the Kansas facility. The ABC Corporation is aware of the security
and control limitations presented by such operating systems and fears the
workstations contained within that facility would present likely targets for
malicious entities should they be directly exposed to the Internet. ABC
Corporation further realizes that such direct exposure could lead to a domino
effect presenting backdoor access into the corporate wide area network that is
presently without inter-facility firewalls providing access to enterprise information
assets located at its headquarters.

XYZ Company of Kansas, a recognized information systems and network
auditing organization engaged by the ABC Corporation, is tasked with auditing
the local area network housed within the Kansas facility, reporting on the results
of the audit and providing recommendations to management to improve the
overall security posture of the facility.

Accordingly, XYZ Company will audit the Ohio facility specifically for the
presence of Ethernet traffic being transmitted across low-voltage power line
communication devices based on the HomePIlug 1.0 Standard and if discovered,
expand the assessment to review any Windows 9x or ME workstation determined
to be actively engaged in the support or use of such PLC devices.

To that end, XYZ Company will:

13.Research Low-Voltage Powerline Communication (PLC) devices.
14.History

15.Technology

16.Benefits

17.Limitations

18.Form Factor

19.Tools and methods to detect the presence of PLC devices
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20.Evaluate and document the risks presented by the use of PLC devices

21.Research and document the current state of practice.

22.Create an audit checklist

23.Conduct the audit

24.Present a written report containing the 10 key findings (visual evidence of
the audit) and associated recommendations.

ABC Corporation, having agreed to the terms and conditions of the audit as listed
above, have approved and granted the XYZ Company with the authority to
proceed without delay.

4.1.2 Summary

The general risk level for the Kansas Distribution facility is categorized as HIGH,
due to the discovery of numerous and serious cyber and physical vulnerabilities.
In combination, these vulnerabilities effectively reduce the compensating controls
of the system. These issues would enable system compromise resulting in the
loss of data confidentiality, integrity, and availability.

The Kansas Management team is asked to please provide to ABC Corporate
Staff, within the next thirty days, the action plans detailing the intended corrective
measures to mitigate these vulnerabilities and reduce the overall risk of system
exposure or compromise. XYZ Company is available to provide assistance in
mitigating these issues.

4.1.3 Document Scope

The HomePlug Security Analysis and Audit (HSAA) report provides detailed
findings regarding the security posture of a defined network and system
environment. Additionally, it serves to raise management awareness where
specific security controls must be improved upon thus reducing short-term risks
to the environment.

4.1.4 Target Audience

The HSAA report is categorized as “XYZ Company and ABC Corporation
Restricted,” with distribution limited to personnel on a “case-by-case” basis with a
management identified “need-to-know.”

4.2 Security Analysis and Audit Process

4.2.1 Security Analysis and Audit Process

4.2.2 Audit Process Description
The Security Analysis and Audit process is a progressive methodology aimed at
risk identification and mitigation through management awareness. Steps taken
during the assessment include:

1. Investigation

2. Analysis

3. Documentation and Review
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4. Risk Mitigation
5. Verification

The first step requires a thorough investigation and definition of the systems and
boundaries comprising an information asset environment. The resulting
investigative documentation forms the framework for the system analysis.

The second step utilizes a combination of automated tools in conjunction with a
manual review of the results to establish a security baseline for the target
environment.

The third step provides for the development and review of recommendations by
Corporate Security to improve, where possible, the security posture for the target
system.

The fourth step seeks system owner and administrator support for the reduction
of risk through the mitigation of identified vulnerabilities.

The fifth and final step closes the loop by verifying that some or all of the security
recommendations for the target environment, using automated tools and manual
processes, have been implemented.

4.3 Assessment Scope

For the purpose of analyzing, auditing and reporting on the security and policy
compliance for the ABC Distribution Facility Network, XYZ Company is focused
specifically on steps one (1) through three (3) of the methodology outlined in
section 2.1 for the target environment.

XYZ Company is available to assist management representatives with steps four
and five (4 and 5), the mitigation of identified issues and verification that controls
have improved and security recommendations have been implemented.

To gain a broad perspective of the security posture of the target environment, an
analysis of the HomePlug standard was initiated in March 2003. The result of
which lead to the development of an audit checklist targeting the following areas:
- Architecture — Review the host inventory and network topology for
comparison against automated discovery and assessment tools.
HomePlug Communications — Inspect for the presence of obvious or
subtle communications ingress points (i.e., HomePlug networks) to
information assets.
Operating System and Password Strength — Utilize automated tool(s) and
manual analysis to detect operating system vulnerabilities.
Physical — Review the controls employed to safeguard against
unauthorized physical access.
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Firewalls — Firewall analysis examines the firewall rules and the firewall

logs.

4.4 Assessment Tools

The following tools were used to identify system and network vulnerabilities:
- SuperScan network mapping
Nessus network vulnerability scanner
Ethereal-packet capture and analysis
CAIN-NetBIOS Enumeration
CAIN-Brute Force Share Passwords.
AntiVirex Virus Scanner
AdAware Spyware Detection/Removal
Screen Saver Bypass version 3.1
CAIN ScreenSaver Password Analysis

Additionally, the following tools were attempted in an effort to rapidly identify
HomePlug devices radio signals:

True RMS DVM
Field Strength Meter
Frequency Counter

Radio Scanner

Radio Scanner with Oscilloscope software

4.5 Detailed Findings

45.1 Architecture

ABC Corporations Information Policy requires a current visual depiction of the
network topology comprising the environment and surrounding device(s) be

maintained.

4.5.2 Topology Observations

OBSERVATIONS

A current topology was unavailable

RISK

A visual depiction of the current network topology surrounding the
device(s) is useful for the rapid identification and resolution of security
incidents.

CONTROL
REQUIREMENT

RECOMMENDATIONS

A network topology should be developed and maintained on a
quarterly basis and retained in a centralized repository with highly
restricted access.

COSTS

Less than $1000 dollars for an automated discovery and mapping tool.

COMPENSATING
CONTROLS

None.
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4.5.3 System and Network Inventory Observations

OBSERVATIONS

The ABC Corporation provided system and network inventory did not
contain a listing for the host named Daredevil at IP address
172.16.128.103.

RISK

A current system and network inventory provides a baseline for
comparison to aid in the identification of new or suspicious information
systems.

CONTROL
REQUIREMENT

All information systems and network elements must be inventoried.
Inventories must be updated and maintained on a quarterly basis. A
current inventory provides a ready reference for troubleshooting issues
and incidents.

A system and network inventory should be developed and maintained

RECOMMENDATIONS | on a quarterly basis and retained in a centralized repository with highly
restricted access.
COSTS | Less than $1000 dollars for an automated discovery and mapping tool.
COMPENSATING | None.
CONTROLS

4.6 HomePlug Communications

The HomePlug communications assessment, performed by representatives of
XYZ Company, investigates the target environment for obvious means of
alternative data access to ABC Corporations Information Assets with specific
focus on HomePlug communications.

4.6.1

HomePlug Device Discovery via Radio Detection

OBSERVATIONS

HomePlug devices are difficult to detect by means of common radio
detection technologies. This permits the introduction of HomePlug
devices, by either well-intentioned employees or by malicious
individuals while, that may be difficult to detect.

RISK

In due time, it is perceived that detection tools will become available
permitting malicious users with an opportunity to remotely locate and
compromise HomePlug Powerline Networks.

CONTROL
REQUIREMENT

Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
sensitive corporate data is transmitted, processed or stored (including
vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

RECOMMENDATIONS

Until purpose built PLC detection devices are developed, it is
recommended that the ABC Corporation purchase at a minimum, a
PLC wall-plug device with the minimum number of LED’s outlined in
the HomePlug technology review section of this document. Ideally, the
use of PLN detection and monitoring software, such as that offered by
Corinex, should be employed to routinely and remotely monitor PLN’s
for the introduction or modification of any HomePlug devices.

COSTS

Less than $100 dollars for a wall plug form factor HomePlug device.
Less than $5000 dollars to purchase a monitoring and management
laptop or workstation.

Less than $200 dollars to purchase a commercial HomePlug
monitoring and management application.
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COMPENSATING
CONTROLS

Develop policies and procedure to prohibit the use of new technologies
until reviewed and approved by corporate security organization.

4.6.2 HomePlug Device Radio Signal Broadcasts

OBSERVATIONS

HomePlug devices utilize radio communications to transmit specific
frequencies via AC power lines. Therefore, due to the nature of the
HomePlug technology and the current implementation of AC power
distribution networks globally, these signals may be received beyond
the bounds of the intended recipients.

RISK

Data integrity and confidentiality may be compromised depending
upon the configuration and management of the Network Encryption
Key

CONTROL
REQUIREMENT

Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
sensitive corporate data is transmitted, processed or stored (including
vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

If eitherbound HomePlug broadcasts are a concern to an organizations
information security program, then a qualified electrician should be

RECOMMENDATIONS sought to install “blocking capacitors or low-pass filters (blocking above
60 Hz) on AC power lines [to] negate carrier current devices” (Catrrier).
COSTS | Electrician labor cost plus supplies.
COMPENSATING | Identify power segments that do not run outside of the facility via
CONTROLS | devices such as the Corinex Diagnostics Kit.
46.3 HomePlug Electronic Component Failure

HomePlug devices, compromised of solid-state technology, are
susceptible to the random fluctuations of modern electric distribution

OBSERVATIONS .
networks. A power spike may pose as much damage to a HomePlug
device as it would to any other electronic device.
RISK | Component failure may impact system and network availability.
Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
CONTROL | sensitive corporate data is transmitted, processed or stored (including

REQUIREMENT

vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

(It is recommended that spare HomePlug adapters be purchased and

RECOMMENDATIONS | stored in reserve should a power line fluctuation damage the
HomePlug circuitry).
Less than $100 dollars for a spare HomePlug device in the event of a
COSTS | component failure.

COMPENSATING
CONTROLS

Install fiber optic cable between offices within the facility.
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46.4 HomePlug Encryption Algorithm
HomePlug Standard 1.0 uses an outdated encryption algorithm (DES
OBSERVATIONS 56 bit). Although, based on currently available technology, it would be

difficult to capture and decrypt HomePlug traffic as it traverses an AC
powerline network; it is only a matter of time.

Data integrity and confidentiality may be compromised depending

RISK | upon the configuration and management of the Network Encryption
Key
Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
CONTROL | sensitive corporate data is transmitted, processed or stored (including

REQUIREMENT

vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

RECOMMENDATIONS

If the information being transmitted by HomePlug devices is classified
as sensitive to the ABC Corporation, then it is the auditor’s
recommendation that additional VPN technology be deployed to
decrypt information prior to traversing the PLN.

Hardware VPN end-point with client software or a pair of VPN end-

COSTS points. Approximate cost is less than $5000.
COMPENSATING | Partition the HomePlug traffic to restrict the transmission of sensitive or
CONTROLS | classified information.

4.6.5 HomePlug Network Encryption Key (NEK)

OBSERVATIONS

The HomePlug Network Encryption Key (NEK) mechanism stores
passwords locally and in clear-text thus permitting an opportunity for
compromise. Additionally, the identified password for the HomePlug
PLN does not meet the standards for composition.

RISK

Data integrity and confidentiality may be compromised depending
upon the configuration and management of the Network Encryption
Key

CONTROL
REQUIREMENT

Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
sensitive corporate data is transmitted, processed or stored (including
vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

Password should be composed of:

15.
16.
17.
18.

Upper and Lower Case Alpha Characters
Numeric Characters
At least one special symbol character
No more than two characters should be repeated
consecutively
The combination of characters must be between 6 and 8
characters in length.
20. The word must not be a common dictionary word
The word must not utilize the organizational name.

19.

Unless operating in a NODE configuration, it is recommended that the

RECOMMENDATIONS | password files be located in the manufacturers installation directory
and be deleted.
COSTS | No cost to delete the password when using HomePlug devices in
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BRIDGE mode.

COMPENSATING
CONTROLS

Centralized monitoring and management of the NEK and HomePlug
Powerline network when operating in a NODE configuration.

4.6.6 HomePlug Network Services

A typical HomePlug configuration includes the installation of software
that initializes during system start-up. The initialization calls and then

OBSERVATIONS loads a process into memory called “BridgeDecor.” BridgeDecor
appears to call a second process hamed “WinPLCman.”
RISK | System availability and performance may be degraded.
Process must be enabled to routinely inspect for the presence of
HomePlug devices. If HomePlug is used within any facility where
CONTROL | sensitive corporate data is transmitted, processed or stored (including

REQUIREMENT

vendor and third party facilities) then appropriate controls as outlined
within the policy must be implemented. Controls should also provide
for the monitoring, management and auditing of HomePlug devices.

Unless operating in a NODE configuration, it is recommended that the

RECOMMENDATIONS | network processes be disabled by removing the run command for the
BridgeDecor.exe file from the registry.
COSTS | No cost to modify the registry.
COMPENSATING | None required if removing the network processes from the registry
CONTROLS | (BRIDGE MODE ONLY).

4.7 Operating System

4.7.1 Version Observations

The workstation operating system was reviewed and observed to be
lacking current patch levels as required by Microsoft for the Windows

OBSERVATIONS | 98 platform. Additionally, the current operating system provides an
insufficient level of control with respect to authentication and
authorization.

Data confidentiality, integrity and availability may be compromised
RISK - o
based on known and remotely exploitable system vulnerabilities.
CONTROL Systems will maintain current security patches and be configured

REQUIREMENT

according to corporate minimum-security baselines and recognized
best practice guidelines.

RECOMMENDATIONS

Utilize the Microsoft Windows Update service to routinely inspect and
install current patches.

The least expensive option to overcome the risks associated with the
use of the Windows 9/X operating system would be the use of
Microsoft’s Policy Editor. The policy editor is available with the
Windows 9/X Resource Kit. The policy editor may be applied to the
default computer configuration to restrict access to passwords, file
sharing, and network resources as examples.

However, the recommended option would be to replace the existing
operating system with an enterprise class operating system capable of
better protecting information assets.

COSTS

No cost to licensed users.

Windows Resource Kit for Policy Editor less than $300

Cost to upgrade to an enterprise class workstation operating system is
less than $500.
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COMPENSATING
CONTROLS

Deploy a centralized monitoring and management application such as
Microsoft's SMS to maintain current system configurations.

4.7.2 Password Observations

OBSERVATIONS

The following observations were made with respect to workstation
passwords:

BIOS password disabled
Screensaver password does not meet composition requirements.
The workstation is configured to share its entire local hard disk.

RISK

Data confidentiality, integrity and availability may be compromised if
unauthorized personnel or permitted administrative access to system
resources.

CONTROL
REQUIREMENT

All information systems must utilize a password-protected
screensaver. The password must comply with corporate composition
standards.

Password should be composed of:

Upper and Lower Case Alpha Characters
Numeric Characters
At least one special symbol character
No more than two characters should be repeated
consecutively
5. The combination of characters must be between 6 and 8
characters in length.
6. The word must not be a common dictionary word
The word must not utilize the organizational name.

PP

Open file sharing will be restricted to file servers, mail servers, or
systems reviewed and approved by management based on business
need.

Implement user authentication mechanisms (such as firewalls, dial-in
controls, secure ID) to limit access to authorized personnel.

RECOMMENDATIONS

The least expensive option to overcome the risks associated with the
use of the Windows 9/X operating system would be the use of
Microsoft’s Policy Editor. The policy editor is available with the
Windows 9/X Resource Kit. The policy editor may be applied to the
default computer configuration to restrict access to passwords, file
sharing, and network resources as examples.

However, the recommended option would be to replace the existing
operating system with an enterprise class operating system capable of
better protecting information assets.

COSTS

Windows Resource Kit for Policy Editor less than $300
Cost to upgrade to an enterprise class workstation operating system is
less than $500.

COMPENSATING
CONTROLS

There is no way to systematically enforce password composition to
meet standards.
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4.7.3 CDROM Autorun Feature Observations

The CDROM Autorun feature is enabled permitting unauthorized users

OBSERVATIONS | to bypass the screensaver password prompt.
Data confidentiality, integrity and availability may be compromised if
RISK | unauthorized personnel or permitted administrative access to system
resources.
Implement user authentication mechanisms (such as firewalls, dial-in
controls, secure ID) to limit access to authorized personnel.
CONTROL Only individuals with a “need-to-know” and processed on an “event-by-

REQUIREMENT

event” basis will be authorized access to identified assets.

Systems will maintain current security patches and be configured
according to corporate minimum-security baselines and recognized
best practice guidelines.

The least expensive option to overcome the risks associated with the
use of the CDROM autorun feature is to disable it.

RECOMMENDATIONS However, the recommended option would be to replace the existing
operating system with an enterprise class operating system capable of
better protecting information assets.

No cost to disable the autorun feature.
COSTS | Cost to upgrade to an enterprise class workstation operating system is

less than $500.

COMPENSATING
CONTROLS

None required if CDROM autorun disabled.

4.7.4 Antivirus Appli

cation Observations

OBSERVATIONS

The installed anti-virus application did successfully detect the presence
of the EICAR files. However, upon further inspection it was
determined that the scanning engine and virus definition files are
greatly outdated.

RISK

Data confidentiality, integrity and availability may be compromised by
the introduction of viruses or rojan

CONTROL
REQUIREMENT

Install corporate standard anti-viral software on all computers. Provide
training and awareness of virus prevention technigues.

RECOMMENDATIONS

Implement a process to automatically inspect for and remove virus
files.

Modify the security settings of the web browser to restrict the types of
applications or programming languages that may be run from the
Internet.

Purchase and install a real-time antivirus prevention utility.

Block known website offenders at the firewall.

COSTS

Range from less than $100 dollars for local anti-virus detection and
prevention with a yearly subscription to several thousand dollars for an
enterprise virus-scanning gateway. It is recommended that both
options be reviewed and installed, with unique vendor solutions for
each, to layer the ABC Corporate defenses against virus attacks.

COMPENSATING
CONTROLS

Restrict access to the Internet to only those with a management
approved business need.
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4.7.5 Spyware Observations

OBSERVATIONS

The presence of spyware was detected on the local system.

RISK

Data confidentiality may be compromised when using Internet
resources.

CONTROL
REQUIREMENT

Information resources must be guarded against the accidental or
intentional installation of spyware (e.g., tracking cookies, key loggers,
etc.).

RECOMMENDATIONS

Implement a process to routinely inspect for and remove instances of
known spyware.

Modify the security settings of the web browser to restrict the types of
applications or programming languages that may be run from the
Internet.

Purchase and install a real-time spyware prevention utility.

Block known website offenders at the firewall.

COSTS

Range from less than $100 dollars for local spyware detection and
prevention to several hundred dollars for a web-filtering application
with a monthly subscription.

COMPENSATING
CONTROLS

Restrict access to the Internet to only those with a management
approved business need.

4.7.6 Operating System Vulnerabilities

XYZ Company scanned six (1) unique IP addresses on the local network. The
results of the scan identified one (1) workstation broadcasting HomePlug traffic.
A further scan of the workstation identified one (1) high vulnerability present in
addition to a number of medium and low vulnerabilities. A High, Medium or Low
Risk vulnerability indicates an opportunity exists for system compromise.

The vulnerability scan produced the following results:

Distinct High Vulnerabilities 1
Distinct Medium Vulnerabilities

Distinct Low Vulnerabilities 7
Total Vulnerabilities Discovered 14

4.7.7 Vulnerability Scan Observation Number 1

OBSERVATIONS

The Nessus scanner was able to log into the host using the following
login/password combinations:

‘administrator’/”
‘administrator’/’administrator’
‘guest’/”

‘guest’/’'guest’
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Furthermore, the Nessus scanner determined that:

It was possible to log into the remote host using a NULL
session. The concept of a NULL session is to provide a null
username and a null password, which grants the user the
‘guest’ access

To prevent null sessions, see MS KB Article Q143474 (NT 4.0) and
Q246261 (Windows 2000). Note that this won't completely disable null
sessions, but will prevent them from connecting to IPC$

RISK

Data confidentiality, integrity and availability may be compromised
when remote access is open to unauthorized users.

CONTROL
REQUIREMENT

Only individuals with a “need-to-know” and processed on an “event-by-
event” basis will be authorized access to identified assets.

Systems will maintain current security patches and be configured
according to corporate minimum-security baselines and recognized
best practice guidelines.

Configure system and services per vendor recommendations and in

RECOMMENDATIONS | accordance with minimum security baselines and best practice
guidelines.
COSTS | No cost.
COMPENSATING | Restrict network access to workstations and systems with a
CONTROLS | management approved business need.
4.8 Physical

The physical security assessment, performed by a representative of the XYZ
Company, provides an on-site examination of physical controls in addition to
policy and process interviews with management.

The areas examined include facility access control (e.g., employee access, card
access system, lock & key program); guard services; alarm system; redundancy
of power and HVAC; and areas were the concealed placement of HomePlug

devices may occur.

4.8.1 Locking Mechanism Observations

There are a number of AC power outlets available externally and
internally where the placement of HomePlug devices could be

OBSERVATIONS : .
concealed. Such concealment would permit espionage to occur
unobserved and relatively undetectable with existing tools.
RISK Data confidentiality may be compromised when using Internet
resources.
In consultation with facilities management, facilitate the implementation
CONTROL | of physical security controls designed to protect the information,

REQUIREMENT

software, and hardware required of the system

It is recommended that locking ac outlet covers be installed if permitted

RECOMMENDATIONS | by local law. Such covers are available from vendors such as Thomas
& Betts (http://www.tnb.com) and TayMac (http://www.taymac.com).
COSTS | Range from less than $50 dollars for the cover and separate padlock.
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COMPENSATING
CONTROLS

Move plants, shrubs and trees away from AC outlets and increase
perimeter security patrols. Train guard service to observe external AC
outlets during rounds.

Instruct maintenance personal and management to observe internal
AC outlets were concealed access may be attempted. Request that
routine inspections be performed.

| 4.9 Firewall Controls Analysis

An assessment of the firewall controls and logging features was performed to
identify access to sites of known or questionable content.

4.9.1 Firewall Hardware and Software

OBSERVATIONS

The current firewall lacks enterprise class features.

RISK

Improper installation and configuration may result in unauthorized
access to the ABC Company network.

CONTROL
REQUIREMENT

A firewall should be engineered, monitored and managed by the
security organization to aid in the protection of perimeter security.
Requests to permit traffic to traverse the firewall will be viewed for
business need and approved or denied based on an analysis of the
exposure created by said request. Furthermore logs must be viewed
on a monthly basis to determine compliance with the corporations
acceptable use policy. Failure to comply with the acceptable use
policy may lead to disciplinary action.

RECOMMENDATIONS

Purchase and install an enterprise class firewall.

COSTS

Range from less than $500 dollars to several thousand dollars
depending on requirements.

COMPENSATING
CONTROLS

Restrict network access to workstations and systems with a
management approved business need.

Monitor logs on a daily or weekly basis to identify suspicious activity.

4.9.2 Firewall Logs

OBSERVATIONS

The current firewall logs provide very basic traffic information to
include source and destination IP addresses and Ports.

Local personnel do not inspect the firewall logs.

RISK

Unobserved activity including access to ABC Corporation system and
network assets as well as outbound access to sites of questionable
content may pose a judicial threat to the Corporation.

CONTROL
REQUIREMENT

A firewall should be engineered, monitored and managed by the
security organization to aid in the protection of perimeter security.
Requests to permit traffic to traverse the firewall will be viewed for
business need and approved or denied based on an analysis of the
exposure created by said request. Furthermore logs must be viewed
on a monthly basis to determine compliance with the corporations
acceptable use policy. Failure to comply with the acceptable use
policy may lead to disciplinary action.

Implement mechanisms to monitor, report, and audit activities
identified, as requiring independent reviews, including periodic reviews
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of user ID’s to ascertain and verify business need.

RECOMMENDATIONS | Purchase and install an enterprise class firewall.

Range from less than $500 dollars to several thousand dollars
COSTS . )
depending on requirements.

Restrict network access to workstations and systems with a
COMPENSATING | management approved business need.
CONTROLS

Monitor logs on a daily or weekly basis to identify suspicious activity.
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5 Appendix A: ABC Provided Documentation

5.1.1 Kansas Distribution Facility — System Inventory

Host Name O/S Platform IP Address
Poison Ivy Windows 172.16.128.100
Spiderman Windows 172.16.128.104
Batman Windows 172.16.128.105
Punisher Novell Non-IP Protocol
Gateway Firewall 172.16.128.XX
Print Server Print Server 172.16.128.150

5.1.2 Firewall Log Files

Logs were provided but due to space limitations only ten records from the

incoming and outgoing logs will be presented.

Incoming

10/01/2003 22:48:18 61.40.224.249 1029 65.66.157.90 137
10/01/2003 23:02:50 198.36.22.18 4156 65.66.158.152 4156
10/01/2003 23:07:26 66.28.236.84 4156 65.66.158.152 4156
10/01/2003 23:22:01 200.83.146.57 4018 65.66.157.193 4662
10/01/2003 23:34:01 172.190.200.11 4166 65.66.156.163 1230
10/01/2003 23:35:41 64.94.89.221 80 65.66.156.163 1037
10/02/2003 00:02:54 24.184.219.175 4778 65.66.158.157 6346
10/02/2003 00:48:25 217.3.33.9 1280 65.66.156.86 6399
10/02/2003 00:49:33 200.204.176.202 1047 65.66.156.86 137
10/02/2003 01:04:08 172.181.131.63 2117 65.66.156.89 1214

Outgoing

10/02/2003 11:24:29 172.16.128.103 1147 ad.doubleclick.net 80
10/02/2003 11:24:30 172.16.128.103 1149 ads.ah-ha.com 80
10/02/2003 11:25:03 172.16.128.103 1150 www.altavista.com 80
10/02/2003 11:25:04 172.16.128.103 1151 ad.doubleclick.net 80
10/02/2003 11:25:05 172.16.128.103 1155 m2.doubleclick.net 80
10/02/2003 11:25:05 172.16.128.103 1156 search.gator.com 80
10/02/2003 11:25:36 172.16.128.103 1157 www.altavista.com 80
10/02/2003 11:25:37 172.16.128.103 1160 66.150.1.141 80
10/02/2003 11:25:38 172.16.128.103 1166 ss.gator.com 80
10/02/2003 11:25:38 172.16.128.103 1167 bannerserver.gator.com 80

5.1.3 XYZ Company | P Address Assignment

XYZ Company is authorized to use IP addresses 172.16.128.101 and
172.16.128.102 for the duration of the audit.
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6 Appendix B: Kansas Distribution Facility Maps

External Facility Drawing
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Internal Facility Drawing
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7 Appendix C: Network Topology
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8 Appendix D: Audit Checklist and Results

%
o075 Do
S22 85
8 ® 0| S 3 Test Test
o228 = Purpose Results
Task | Risk |® 3 8 & < Compliance
D ID's 5 Reference(s) | Control(s) Test Procedure (“Other requires ageta”e d explanation)
< < o |
% I % I % K=} T | 7 Q
Zm | 2 o |8 223
nw | On < %’- %
Utilizing a map of the facility (with TARGET: Locking AC covers
powerline source documentation if should be identified in external
possible) walk the entire property locations. External AC outlets
boundary, internal and external should not be obstructed from
building perimeter and office locations routine observation. There
to visually inspect for: should be no Powerline devices
attached to any external or
1 17 1. The presence of powerline internal AC outlets that are easily
1 2 N N CWNA 18 s devices based on identified visible.
3 PEOC 19 form factors. X
2. The identification of areas ACTUAL: Locking covers were
where powerline devices may not observed anywhere on the
be covertly placed. premise. There were also areas
The presence of power outlet locks for discovered where HomePlug
external locations. devices could be implanted and
concealed offering the loss of
data confidentiality and
compromise.
While performing the physical inspection TARGET: The HomePlug Activity
identified in step one, locate unique LED should not display PLN
1 18 power segments based on the provided activity for any AC outlet
2 19 facil_ity map and perform a PLN activity connection.
2 3 N Y PEOC 20 o audit by: X
32 21 _ o ACTUAL: HomePlug traffic was
1. Plugging the auditor's discovered in the following tested
glj)t?;tePlug device into an AC areas: External Areas 2 and 5 as
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Permit 15-30 seconds to elapse
Record any observable
HomePlug traffic based on the
Activity LED.

Repeat steps 1 thru 3 until
completed.

well as Internal Areas 1 and 3.
The discovery of HomePlug traffic
confirms ABC Corporations
concern regarding the use of
HomePlug PLN devices to
subvert efforts to detect wireless
access points.

Utilize an automated network scanner

to:

1.

2.

Identify systems connected to
the network

Determine what ports are
open on the identified
systems.

Compare the results of the scan with
the inventory provided by ABC
Corporation. Note any discrepancies

TARGET: The network scanner
should not detect network
addresses for previously unknown
and non-inventoried equipment.

ACTUAL: IP address
172.16.128.103 was discovered
and compared against the ABC
Corp. provided host inventory list
and determined to be absent from
said list. The system was

18 NIST 18 and document them for the final report. identified as having the following
3 19 Y PEOC 19 © orts open:
HAXP ports open.
135/tcp
137/tcp
139/tcp
427/tcp
1032/tcp
HAXP 18 Utilize a packet capture and analysis TARGET: HomePlug traffic
4 33 Y 19 O utility to: should not be detected within the
PEOC ; ;
20 environment per contract with

Restricted to XYZ Company and ABC Corporation Personnel with a “Need-To-Know”

Page 133




HomePlug Security Analysis and Audit

21 1. Identify the presence of ABC Corporation. If HomePlug
HomePlug traffic traffic is discovered, it should be
2. ldentify the devices using the analyzed to determine
HomePlug protocol. susceptibility to command and
3. Examine the contents of control monitoring.
HomePlug packets to
determine if they contain any ACTUAL: HomePlug traffic
sensitive command and based on the Intellon MAC
control details (i.e., management protocol (0x887b)
passwords) that may be was discovered emanating from
viewed in clear text. host 172.16.128.103. This
validates the results of step 2.
Compare the results of the packet Traffic generated by this
capture and analysis tool with any workstation was captured and a
devices identified in the previous step detailed packet analysis was
that were not on the provided performed to determine if
inventory. sensitive, clear-text information
could be extracted from the
packets. Upon completion of the
analysis, it was determined that
the captured packets did not
contain information that could
affect the availability or the
HomePlug PLN.
As an added precaution, a packet
capture and analysis was
performed during the
configuration of a HomePlug
device to determine the
susceptibility to clear-text
password theft of the NEK. This
secondary test produced no
useful details regarding the NEK.
4 NIST Utilize an automated network TARGET: Systems should be
6 18 vulnerability scanner to determine: configured with only those
5 PEOC .
15 20 network services and system
17 1. Operating system fingerprints processes required for business
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20 2. Open ports and running needs and approved by
processes management. A vulnerability
3. Potential exposures or scan should produce negative
vulnerabilities results for widely known and often
targeted system and network
Pay careful attention to any hosts vulnerabilities.
discovered that were not listed in the
inventory provided by the customer. ACTUAL: The Nessus network
vulnerability-scanning tool
discovered open ports and
services that may be exploited
with readily available tools. The
results of the scan will be
provided in the final report.
Commercial HomePlug configuration TARGET: Windows shares
software requires a Windows based should not be permitted on non-
operating system; as such, a NetBIOS enterprise class operating
enumeration will be performed to systems. If discovered, a share
determine whether any open shares password must be enabled and
exist on systems potentially identified the same password should be
as passing HomePlug traffic. compared against the ABC
Corporate policy to determine
First, attempt to connect to any compliance with composition
discovered shares without a password requirements.
6 : : :
14 (stimulus/response test with a desired
6 HAXP 18 outcome to connect without a _ _
6 Y Y password proving weak controls). ACTUAL: Legion discovered the
10 TLAH 19 .
20 _ presence of a Windows share on
23 If unable to connect without a the host at 172.16.128.103. The
password, attempt to utilize a brute- share name was \DAREDEVIL\C
force password utility to attach to the The open workstation share fails
share and determine whether the to meet the control objective for
password meets corporate standards Restricted File Sharing.
for composition.
The Cain remote share brute
Finally, if unable to remotely brute force failed to crack the
force the password, use a local password.
password utility to determine whether
the password meets corporate The Cain local share password
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standards for composition.

decryption utility successfully
identified the password as
“ABC03” (without quotation
marks). This password fails to
meet the corporate standards for
composition.

7 5 Y Y CESP

15
23

Properly shutdown the operating
system and then reboot the computer
to determine whether the BIOS
password is enabled.

Performing this step may lock the
auditor out of the system. Therefore it
is recommended that the auditor either
prepare a system boot disk with
appropriate CMOS password
identification utilities or have the end-
user for the selected system available
during the BIOS password test.

TARGET: The BIOS password
must be set to restrict access to
the system configuration.

ACTUAL: It was determined that
the system is not presently
configured to utilize a BIOS
password, thus offering
unauthorized access to system
and network resources.

PEOX
8 7 Y Y CESP
HAXP

15
22
23

Determine if the system screensaver is
configured to utilize a password by
performing the following steps:

1. Click on Start and then Run

2. Inthe Run dialog box type the
following without quotations
“FLYING~1.SCR”

3. Allow 5-10 seconds to pass for
the screen saver to activate.

4. Bump the mouse or press the
spacebar to determine if the
screen saver disappears or if a
password dialog box appears.

TARGET: The screensaver must
prompt for a password.

ACTUAL: The screensaver is
password protected.

9 9 Y Y CESP

6

®)

Determine if the CDROM “autorun”

TARGET: The autorun feature
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HAXP 7 feature is disabled by: should be disabled to reduce the
18 likelihood of unauthorized access
22 1. Enable and lock the
23 screensaver password using the ACTUAL: The bypass utility
technique established in step launched successfully indicating
XXX. that the autorun feature has not
2. Insert the screensaver bypass been disabled. The autorun
CD and allow 15 to 30 seconds feature may allow for
o elapse. . unauthorized access to system
3. If autorun is enabled the d network
screensaver will unlock and and Network resources.
permit console access. |If
autorun is disabled nothing will
happen.
Determine if the screensaver password TARGET: The screensaver
meets corporate standards for password should be compared
composition by performing the following against the ABC Corporate policy
steps: to determine compliance with
o composition requirements.
1. Insert the CAIN password utility
5 ﬁ:DRO_Mtor writte protected ACTUAL: The screensaver
oppy into system.
CESP 18 2. Click on Start and then Run. password does not meet the
10 8 . . corporate standards for
HAXP 22 3. Type the drive location and composition
23 name of the file in the run dialog )
box or click on browse. Once
the name is correctly entered,
click on OK to proceed.
4. Select the appropriate tab within
the password utility to display
the currently assigned
password.
Determine if a corporate approved TARGET: Per Corporate policy,
anti-virus application is: the device must contain an
approved anti-virus application
1. Installed on the system with a current virus definition file
11 13 EICAR 10 2. Using current virus string files and be configured to run routinely
3. Configured to run and automatically. The same
automatically anti-virus software must be
4. Capable of detecting the capable of detecting the simplest

EICAR test file

of viruses as evidenced by the
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Once the above steps have been
completed, reboot the system and
perform a second anti-virus scan using a
write-protected floppy or bootable
CDROM to further determined if the
installed anti-virus software is
functioning properly. Any commercial
version of anti-virus software may be
utilized as long as it is not the same
manufacturer as the currently installed
AV software.

EICAR test. A secondary scan of
the system using a competing
anti-virus application should
validate the cleanliness of the
system.

ACTUAL: The installed anti-virus
application did successfully detect
the presence of the EICAR files.
However, upon further inspection
it was determined that the
scanning engine and virus
definition files are greatly
outdated.

Determine if the system contains
spyware by:

Utilizing a commercial malware scanner

TARGET: The system should be
clean of spyware.

ACTUAL: The spyware scanning

12 14 Y N PEOC 11 to identify known instances of discovered 42 instances of
spyware/adware. tracking cookies installed on the
workstation.
Report the results of the test but do not
clean system at this time.
Microsoft provides the following TARGET: The system should
manual process to determine if current have all current security patches
operating system security patches installed.
have been installed in their
ACTUAL: The Microsoft
4 1. Click Start, point to Find, click recommended procedures for
15 18 Files Or Folders, type manually inspecting a Windows
13 17 N N MICR 23 “wulog.txt wuhistv3.log” 98 operating system to determine
20 24 (without quotation marks) in security software currency failed.

the Named box, and then click
Find Now.

2. Double-click the Wulog.txt file,
and then note the update
information.

3. Double-click the Wuhistv3.log

An alternative method was
attempted that involved searching
the local system for any files that
may contain a similar level of
detail.
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file, and then note the update
information.

During the course of exploration,
a file named “iuhist.xml” was
discovered in the V4 sub-directory
of the hidden WUTemp directory.
Upon further inspection of
“iuhist.xml” it was determined that
patch details where contained
within the file that could be
printed and compared against the
online Windows Update Catalog.
Proceeding with the alternative
approach, it was determined that
the system does not contain
current security software patches.

14

28
29
30

PEOC

HomePlug devices may operate with
the default Network Encryption Key
(NEK) of “HomePlug” or with a user
assigned NEK. If a HomePlug device
is located, then an analysis of the
attached computer should be
performed by:

1.

Install the HomePlug software
provided with the PLC device
purchased by the auditor for
the ABC contract.

Examine the contents of the
manufacturer’s application
directory (typically C:\Program
Files\Manufacturer) to
determine if any files exist that
may contain passwords.
Examine the contents of the
files to determine if a clear-text
password may be discovered.

TARGET: The auditor should
determine whether HomePlug
configuration software is present.
If itis, then the installation
directory should be examined to
determine if it contains a clear-
text password. If a clear-text
password is present, it should be
compared against the ABC
Corporate policy to determine
compliance with composition
requirements.

ACTUAL: A clear-text password
was discovered using the steps
prescribed in checklist item 14.
Subsequently, the password was
compared against corporate
standards for password
composition and determined to be
out of compliance with said
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If a password is discovered,
does it meet the corporate
standards for composition?
Utilize a packet capture utility
to determine if any PLN device
command and control traffic is
passed in the clear.

standards.

15

41
42

PEOC

=
Rounrwnrk

Examine inbound and outbound
firewall logs to locate:

4,

5.

Previously unidentified
outbound IP addresses
Suspicious inbound traffic
destined for any IP addresses
identified in step 1.
Destination IP addresses of
known or questionable
content.

TARGET: The auditor should not
discover any previously
unidentified outbound IP
addresses when compared to the
inventory. The auditor should not
discover any inbound traffic
destined for any IP Addresses
discovered in step 1.

If previously unidentified IP
addresses are discovered, a
thorough analysis of their
destination traffic should be
investigated to determine whether
sites of known or questionable
content are being accessed.

ACTUAL: IP address
172.16.128.103 was discovered
and compared against the ABC
Corp. provided host inventory list
and determined to be absent from
said list. An intensive inspection
of all Internet destination IP
addresses was performed to
determine whether sites of known
or questionable content were
accessed. The results of the
analysis yielded no positive
results concerning questionable
sites.
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9 Appendix E: Detailed Assessment Reports

4 i B

"AdAware Audit "ABC_AV "Linksys PLC
Resutls (100503).doc (101103).TXT" Conguration (101003

i & i

"NetBIOS Scan ABC_HOST_103.doc "SuperScan (100503)
Results (101903).txt" Results.txt"
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10 Appendix F: HomePlug Minimum Security Baselines

Gaining access to the NEK via a poorly secured workstation opens the
HomePlug PLN to attacks against data confidentiality, integrity and availability.
To protect against the loss of the NEK, the following steps should be followed:

Systems responsible for the maintenance and monitoring of HomePlug devices

must:
1.
2.
3.

4.

5.
6.
7

Follow hardening guidelines according to best practice.

Contain current security patches.

Use an automated anti-virus application with a current scanning engine
and virus definition files.

Use an automated spyware application with a current scanning engine
and spyware definition files.

Use a BIOS password.

Use a screensaver with a strong password.

Disable the CDROM autorun feature.

Facility Management seeking proactive measures to protect against the
deliberate and malicious installation of powerline devices should:

1.
2.

Invest in locking covers for external power outlets.

Relocate any materials that may obscure visibility to an external or internal
power outlet that would permit concealed placement of a HomePlug
device.

Management representatives seeking proactive measures to protect their
powerline networks should:

1.
2.

Invest in an enterprise class operating system.

Invest in a centralized monitoring and management console specific to
powerline networks.

Provide security representatives with at least one HomePlug compatible
device and require routine security assessments until such time that an
alternative detection method is developed.

Modify policy to accommodate the use of HomePlug devices.

Provide awareness to employees regarding the security concerns
presented by new technology.

Enforce the policy when violations occur.
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11.1 Glossary

Word or Acronym

Definition

Attenuation Reduction in signal quality over a given distance
BPLC Broadband Power Line Communications.

BRIDGE Layer 2 device used to segregate collision domains.
CSMA/CD Carrier Sense Multiple Access/Collision Detection
EMC Electromagnetic compatibility

EMI Electromagnetic interference

Extended Perimeter

The area beyond the physical property line for which
broadcast information may be susceptible to
interception.

HVL High-Voltage Line

Impedance

LPLC Lower-Voltage Power Line Communications

LVL Low-Voltage Line

MAC Media Access Control

MVL Medium-Voltage Line

OFDM Orthogonal Frequency Division Multiplexing

Perimeter The physical boundary or property line of a business
facility

PHY Physical Layer

PLC Powerline Communciations

PLN Powerline Network

PLT Power Line Telecommunications (also means
broadband access)

Propagation

RFI Radio frequency interference

ROBO Remote Office, Branch Office

SOHO Small Office, Home Office

Standing Waves

Radio signals still present on the transmitting medium
often caused by reducing the amount of power
necessary for the signal to escape the surface of the
medium.
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