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Abstract

This document describes audit results of Exchange 2000 Back-end server with Outlook Web
Access Front-end server providing company’s communication and collaboration services. It
describes tests of the operating system, 11S and Exchange system. The document is divided
into four parts, first identifies the audited system, second contains descriptions of current state
of practice and checklist used for the audit, third part contains audit evidence and the fourth
part presents audit findings and recommendations.
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Research in Audit, Measurement practice and Control

Description of the audited system

The audited system being reviewed is an interna Microsoft Exchange 2000 system
complemented by Outlook Web Access located in a secured DMZ.

The company uses Microsoft Exchange 2000 as it‘s main communication and collaboration
system. Outlook Web Access is used to allow remote users and telecommuters to access
corporate mail system and enterprise information from any location using a Web browser.

The company has a dedicated Internet connection. Internal network is secured by a firewall
with three interfaces — external, internal and DMZ. All mail traffic from Internet is sent to the
internal Exchange 2000 server using an SMTP relay agent running on a Linux machine. The
SMTP relay agent is located in the company’s DMZ.

Outlook Web Access is located in the company DMZ. It connects to the internal Exchange
server using Front-end Back-end topology and allows access to the user’s mail boxes and
shared documents from the Internet.

Outlook Web Access publishes information available on the internal Exchange server. Users
are authenticated through the Active directory.

Figure 1 - Network Topology
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Organization’s Security policy

The audited company doesn’t have any written policy regarding installation and / or
service of Exchange server infrastructure. Audit interviews showed that there are only
weak informal security and operational policies. Hence the audit couldn’t compare the
Exchange server infrastructure conformance against internal policies and procedures.

Policies help the company to implement, operate and protect their systems. They define
a set of rules, roles and areas of responsibility for system operation, management and
disaster recovery, conditions of information use, etc. Policies provides also guidelines
how to handle various situations and decisions concerning purchasing of new equipment,
data restoration or security incident handling.

Audit objective

The audit focuses on the Exchange 2000 Front-end server with Outlook Web Access
Back-end server. It targets operating system security of the servers, IIS installation,
Exchange server security and firewall rules determining access to and from the audited
servers.

Audit of the SMTP relay agent, e-mail clients and the firewall itself are out of scope of the
audit. Audit of the active directory, another essential part, not only of the Exchange 2000
server, is also out of this audit objective.

Risk evaluation

Audit of Exchange server architecture is a complex task involving operating system, IIS,
active directory, domain controllers, firewals and different clients used by the users.
Exchange system depends on all of these components. Each of them represents a possible
security threats and therefore needs to be audited.

Physical and environmental risks

Physical security is fundamental to every system operation and security. If an unauthorized
person gains physical access to the Exchange equipment, he could much more easily obtain
inappropriate access or conduct Denial of service. Therefore the equipment should be located
in awell secured place with controlled access. All access to restricted areas should be logged.
Another part of physical risks involves proper operating electrica and environmental
conditions, which are necessary for high availability and continuous service of the system.

Network access risks

To minimize risks concerning the unauthorized network access to the Exchange subsystem,
the underlying network infrastructure must assure well controlled and secured
communication. Firewalls should have strict policies allowing only necessary traffic passing
from the Internet to the DMZ and from DMZ to the internal network. Mail system function
should be divided among SMTP mail relay, OWA acting only as Exchange Front-end server
and an internal Exchange server. Application layer inspection should be implemented on the
Firewall to mitigate risk of well known and new vulnerabilities in the SMTP and HTTP /
HTTPS protocols involved in e-mail communication.
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Operating system risks

Both internal Exchange 2000 server and Outlook Web access rely on underlying Windows
2000 server operating system. Secure operating system is a fundamental pre-requisite for any
upper layer applications. Exchange 2000 Front-end Back-end topology requires also a secure
and properly configured I1S server for it’s operation. |1Sis considered to be one of the top 20
internet security threats and its securing is one of the most important things to assure safe
operation. Major operating system and 1IS threats are unauthorized use, denial-of-service
attacks and the improper configuration or maintenance of the system.

Application risks

Mail system is exposed to various application layer threats. E-mails can contain viruses,
Trojan horses or other malicious code. Spam e-mails are becoming another application
problem of today. Sending large e-mail messages can lead to Denial of Service attacks. Also
improper access rights to shared folders can lead to information theft or misuse of sensitive
company data. Antivirus software and spam counter measurements are important to minimize
application threats.

Administrative risks

Also proper configuration and maintenance, administrative policies and procedures are critical
to assure secure and reliable operation of the Exchange 2000 system. Backup and restore
procedures are also very important for failure recovery after atechnical or security issue.

User training can prevent accidental security issues after opening e-mails with malicious code
Or Viruses etc.

Risks linked to administration are loose of data through bad backup procedures, overseeing or
loss of suspicious and malicious activity and of course common operational problems that
could be detected by careful logging analysis.

Current state of practice

There are many on-line resources and books concerning Windows 2000 operating system
security, used as a foundation for the Microsoft Exchange 2000 server, and also resources
concerning 11S 5 used in conjunction with Outlook Web Access. Many of them include also
audit checklists.

On the Internet, there are also many documents concerning installation, securing and
operating the Microsoft Exchange 2000 server. Most of them mention also settings
concerning the Outlook Web Access security. Unfortunately most of them don’t include
Exchange 2000 specific security checklists.

Because of this state | decided to make a checklist divided into the corresponding parts
verifying Operating system, |1S, Exchange security and also management tasks.
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On-line resources

First to mention among on-line resources are the Microsoft web pages which contain many
valuable information about planning, deployment and also security setup of Exchange 2000
server.

The main page for technical information can be found here:
http://www.microsoft.com/exchange/techinfo/2000.asp

These pages contain links to documents concerning planning, development, deployment and
administration of Exchange 2000 system.

Informations regarding recommended service packs, security updates and fixes for the servers
running Exchange 2000 can be found on the following pages:
http://www.microsoft.com/exchange/techi nfo/security/bestconfig.asp

Links to security documents concerning Exchange 2000 can be found on the following page:
http://www.microsoft.com/exchange/techi nfo/security/2000.asp

Security Operations Guide for Exchange 2000 Server is a document describing steps
necessary for a secure Exchange 2000 environment installation and operation. | found this
document most useful since it contains the I1S / Exchange environment and security settings
including directory access-rights, URL Scan settings etc.
http://www.microsoft.com/technet/treeview/default.asp?url =/technet/security/prodtech/mailex
ch/opsguide/default.asp

Microsoft has also published Windows 2000 Server Baseline Security Checklist, which can be
used as a good background for making a security checklist or for an audit of operating system
used by the Exchange 2000 server.

http://www.microsoft.com/technet/treeview/defaul t.asp?url=/technet/security/chklist/w2ksvrcl

-asp

Microsoft 11S 5.0 Baseline Security Checklist concerns basic 11S 5 settings
http://www.microsoft.com/technet/treevi ew/defaul t.asp?url =/technet/security/chklist/w2ksvrcl

-asp

National Security Agency has published freely accessible Windows 2000 Security
Recommendation Guides, including aso Guide to the Secure Configuration and
Administration of Microsoft Exchange 2000.

http://www.nsa.gov/snac/win2k/downl oad.htm

Especially the guide number 21, named “Guide to the Secure Configuration and
Administration of Microsoft Exchange 2000 contains detailed informations about Exchange
2000 installation, operation and security.

http://www.nsa.gov/snac/win2k/gui des/w2k-21.pdf
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GIAC.ORG site has many student practicals concerning Exchange 2000 security in the
GSNA (audit), GSEC (Security essential) and GCWN (Windows Security Administrator)
sections:

http://www.giac.org/cert.php

SANS Reading room also contains valuable informations concerning the topics. | have found
very usefull their description of Null sessionsin NT/2000 environment and also articles about
Exchange 2000 security.

http://www.sans.org/rr/

SecurityFocus has published some articles concerning Exchange 2000 scenarios, topology
and security, especially in the articles published in the “infocus” section.
http://www.securityfocus.com/

A complete list of on-line references used in this audit can be found at the end of the
document.
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Auditing Checklist

In the following section there is a checklist used for auditing of the Exchange 2000 system.
The checklist is divided into six parts corresponding to the areas of audit. Each check is

divided into following sections with following meaning :

ID Unique test identification

Objective Description of the check

Reference Reference for the particular test

Risk Points out possible implications

Test Describes what and how should be verified
Compliance Describes a test evidence of acompliant system
o/s Describes objectivity or subjectivity of the test

Physical security

ID PHY 1

Objective | Verify physical accessto rooms with server and network equipment

Reference | Personal Experience

Risk If an unauthorized person gains physical access to the Exchange equipment, he
could easily conduct Denial of service or obtain inappropriate access.

Test Review physical location of the corresponding equipment (data center) and
check if appropriate controlled access was implemented.

Review up-to-date list of authorized persons and evidence of entry into the
secured area.

Compliance | Physical access to roomsiscompliant if

- All relevant servers and other equipment are located in alocked room

- Only authorized employees or other persons under authorized
supervision can access the room.

- Appropriate access controls are in place and must be used for entering
the room.

- Anup-to-date list of authorized persons must exist.

- Monitoring of access to the secured area must be implemented and
shown to the auditor.

o/s Objective

ID PHY?2

Objective | Verify physical access to the equipment including console, drives, input /
output ports

Reference | Personal Experience

Risk If an unauthorized person gains physical access to the Exchange equipment, he
could easily conduct Denial of service or obtain inappropriate access.

Test Verify if each rack containing Exchange servers and network equipment —
switches, firewalls, routers — is physically locked and all power and network
and other cabling is routed through the bottom of the rack

Compliance - Adequate controls / locks must be in place for every equipment

involved in the system.
- Cabling must be routed securely.

o/S Objective
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ID PHY3

Objective | Verify Environmental conditions of the equipment

Reference | Personal Experience

Risk Damage of the equipment and loss of functionality could happen if working

environmental conditions were not assured.
Power interruptions could lead to system unavailability or damage of the
equipment.

Test Verify that appropriate air-condition, fire detection system are in place.

Verify that all equipment has power connection from the UPS. Check
documentation proving that UPS power system is being verified on a regular
basis.

Compliance - Data center must have required air-condition, fire detection system and
monitoring of temperature, humidity and other environmental
variables.

- All systems must have power from UPS system.

- Documentation proving that UPS power system is being verified on a
regular basis must exist and be verified by aresponsible person

- All systems must have power from UPS system.

- Documentation proving that UPS power system is being verified on a
regular basis must exist and be verified by a responsible person

o/s Objective

ID PHY 4

Objective | Verify that Backups are stored safely

Reference | Personal Experience

Risk Backups of Exchange System can contain a copy of valuable data — corporate

e-mails, contacts or documents within the public folders. They can be target
for an attacker. On the other hand, Backups are the only resource for recovery
after ahard system crash.

Test Review Exchange 2000 backup procedures.

Verify that backups of Exchange system are stored off-site and on a place with
controlled access.

Compliance - System must be backed up regulary

- Backups must be stored in a safe place with controlled access

o/s Objective

Operating System security

ID 0OS1

Objective | Verify that al disk partitions are formatted with NTFS

Reference | Windows 2000 Server Baseline Security Checklist

Risk FAT or FAT32 file systems do not support the use of file and directory level
permissions, auditing and encryption. Only NTFS File format provides
reasonabl e security.

Test Check system’s disk configuration information through the Computer

Management MMC: Go to “Sart / Programs / Administrative Tools /
Computer Management”; under “Storage’” highlight “Disk Management”.

© SANS Institute 2004,
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Compliance - All partitions must be NTFS formatted.
o/S Objective
ID 0S2
Objective | Verify latest service pack and appropriate post-Service Pack security hotfixes
Reference | Windows 2000 Server Baseline Security Checklist
Risk Unpatched servers represent a major threat to the system security, which can
lead to misuse of the target system by an attacker, lower immunity to various
viruses and Trojan horse programs or incompliance with current and future OS
enhancements.
Test Microsoft Baseline Security Analyzer (MBSA) evaluates system's
configurations, lists and recommends missing updates and hotfixes.
Download MBSA and run it on the audited server. Look for the “Security
Update Scan Results” section and review the scan results.
MBSA download page:
http://www.microsoft.com/technet/security/toolymbsahome.asp.
Compliance - Latest service pack for the operating system ( currently SP4 ) must be
installed
- All appropriate post-Service Pack security hotfixes must be installed
oIS Objective
ID 0S3
Objective | Disable or delete unnecessary, unused or obsol ete accounts
Reference | Windows 2000 Server Baseline Security Checklist
Risk Unnecessary, unused or obsolete user accounts can help an attacker to gain
unauthorized access to audited systems through brute-force password and other
attacks.
Test In the MBSA report, review the “Windows Scan Results” section.
Review especially these sections:
- “Administrators”
- “Guest Account”
Compliance - Only necessary accounts can be present
- Guest account must be disabled
oIS Objective
ID oA
Objective | Verify user password policy
Reference | Windows 2000 Server Baseline Security Checklist
Risk Weak passwords and password change policy make the system more
vulnerable to password guessing or brute-force attacks leading to unauthorized
use of the system.
Test Open “Sart / Programs / Administrative tools/ Local Security Policy”. Under
“Account Palicies” verify password settings.
Compliance | Compliant if password policy fulfills following criteria:

- Minimum password length 8 characters
- Maximum password age 90 days or less
- Password history at least 5 passwords

- Account lockout duration 30 minutes

- Account lockout duration 5 attempts

© SANS Institute 2004,
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- Meet password complexity

o/S Objective
ID 0S5
Objective | Check running and disabled services
Reference | Windows 2000 Server Baseline Security Checklist
Microsoft Security Operations Guide for Exchange 2000 Server — chapter 3
Risk Services not necessary for Exchange server operation may contain
vulnerabilities which give a possible attacker more possibilities to compromise
the system.
Test Open “Start / Programs/ Administrative tools/ Services”.
Deny any unnecessary services. Verify especialy, if following services are
running and really needed on the audited systems:
Alerter
ClipBook
Computer Browser
DHCP Client
Distributed File System
File Replication
Fax Services
Indexing Service ( OWA server only )
License Logging Service
Messenger
NetMeeting Remote Desktop Sharing
Network News Transport Protocol
Print Spooler
Remote Registry Service
Removable Storage
Routing and Remote Access
Smple Mail Transport Protocol ( OWA server )
NMP Service
Telnet
Windows Installer
Compliance - System is compliant if unnecessary services are disabled on the audited
servers
0o/S Objective
ID 0S6
Objective | Check Anonymous Logon problems
Reference | Windows 2000 Server Baseline Security Checklist;
SANS organization — NULL Sessionsin NT/2000
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q246261
Risk Anonymous users can list certain types of system information, including user
names and details, account policies, and share names.
Test Run MBSA and check the “Restrict Anonymous* section for the corresponding

MBSA vulnerability scan result
On the the registry key:
,HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl Set\Control\LSA™.

© SANS Institute 2004,
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Check the "RestrictAnonymous' value

Compliance - OWA server iscompliant if “RestrictAnonymous” is not equal to 0.
- Exchange Back-end server should have the “RestrictAnonymous” value

equal to O (See Microsoft document Securing Exchange 2000 Servers
Based on Role, Table 3.2 - Security Option on Domain Controllers to
Support Exchange 2000).

o/S Objective

ID 0S7

Objective | Verify OSlogging

Reference

Windows 2000 Server Baseline Security Checklist

Risk

Logging monitors user activity on the Windows 2000 server. Logging is an
important step to prevent and track unauthorized user activity.

Test

Open “Sart / Programs / Administrative tools/ Local Security Policy”. Under
“Local Policies/ Audit Policy” check logging settings.

Compliance

- Following settings must be used:
System events — success and failure
Privilege use — failure
Policy change — success and failure
Object access - failure
Logon events — success and failure (OWA)
failure (Exchange Back-end server)
Account management — success and failure
Account login — success and failure (OWA),
failure (Exchange Back-end server)

o/s

Objective

ID

0S8

Objective

Run a network vulnerability scan

Reference

Personal Experience

Risk

Running Nessus or another 3™ party Vulnerability scanner like for example
Eeye Retina security scanner can reveal some overseen vulnerabilities

Test

Ask for permissions and notice the system administrator about network
vulnerability scanning before running the vulnerability scan !

Conduct a network vulnerability scan on the audited systems using Nessus
using all appropriate plugins including Denial-of-Service.

Review vulnerability listings from the Nessus report. Check all of the found
vulnerabilities, eliminating possible fal se positive messages.

Nessus can be downloaded from following web site:
http://www.nessus.org/

Compliance

- No relevant High-severity vulnerabilities should be found on the
audited server

- Only Medium-severity vulnerabilities with medium or low risk factor
should be found on the audited server

o/s

Objective

© SANS Institute 2004,
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[IS Security

ID 11S1

Objective | Verify that 11S Lockdown tool has been implemented

Reference | 11S5.0 Baseline Security Checklist
Microsoft Knowledge Base Article - Q309508 - 11S Lockdown and URLscan
Configurations in an Exchange Environment

Risk 1S Lockdown tool automatically performs many steps needed for a more
secure IS environment, like for example removing sample application or
I SAPI application mappings, that aless keen administrator might oversee.

Test Run MBSA and look for “IIS Lockdown tool” test results in the “Internet
Information Services (IIS) Scan Results” section.

Compliance - 1S Lockdown tool must have been run on the audited system with 11S

installed

o/s Objective

ID 11S2

Objective | Verify I1SURLScan.dll ISAPI filter installation

Reference | 11S 5.0 Baseline Security Checklist
Microsoft Knowledge Base Article - Q309508 - 1S Lockdown and URLscan
Configurations in an Exchange Environment

Risk URL Scan.dll is a Microsoft tool that checks all incoming URL requests based
on rules found in the URLScan.ini file. This mitigates a risk that an attacker
constructs a malformed URL request which would allow him to execute
arbitrary code on the target machine.

Test Check the UrlScan.ini file installed by the I1S Lockdown tool.
URL Scan.ini istypically located in the following directory:
%systemroot%\ System32\InetsrwvUrlscan

Compliance - Compliant system must have UrlScan.ini file configuration compliant

with the company requirements.

The URLscan configuration file for OWA proposed by Microsoft Knowledge
Base Article Q30950:

[ Options]

UseAl | owver bs=1

UseAl | owExt ensi ons=0

Nor mal i zeUr | Bef or eScan=1
Veri fyNormalization=1
Al'l owHi ghBi t Char act er s=1
Al | owDot | nPat h=1
RenoveSer ver Header =0
Enabl eLoggi ng=1

Per ProcesslLoggi ng=0

Al | owLat eScanni ng=0

[ Al | owVer bs]
GET

PCST

SEARCH

POLL

PROPFI ND
BMOVE

© SANS Institute 2004,
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BCOPY
SUBSCRI BE
MOVE
PROPPATCH
BPROPPATCH
DELETE
BDELETE
MKCCL

[ DenyVer bs]

[ DenyHeader s]
| f:
Lock- Token:

[ DenyExt ensi ons]
.asp
.cer

. cdx
.asa

. exe

. bat
.cmd
.com
. htw
.ida
.idq
Chtr
.idc
.shtm
.shtm
.stm
.printer
.ini
.1 og

. pol

. dat

[ DenyUr | Sequences]
N

\

%

&

0o/S Objective

ID 1S3

Objective | Set appropriate ACLs on virtual directories

Reference | 11S 5.0 Baseline Security Checklist

Risk Improper rights of files can be used by an attacker to change the files and
compromise the target server

Test The files for web access on Exchange server are located in the /exchweb
directory. Verify that proper rights have been assigned to all users/ groups.

Compliance | Compliant system must have following rights assigned either for individual
files or for corresponding directories:

Administrators (Full Control)
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System (Full Control)
Everyone (X) or Authenticated Users ( X )

o/S Objective

ID 7!

Objective | Set Appropriate lISLog File ACLs

Reference | 11S 5.0 Baseline Security Checklist

Risk Ability to modifying log files permits malicious user to cover histracks
Test Verify the ACLs on the I1S-generated log files
(Yosystemroot%\system32\LogFiles)
Compliance | Rights of the files must be asfollows:

- Administrators (Full Control)

- System (Full Control)

- Everyone (RWC)

o/S Objective

ID 11S5

Objective | Disable or Remove All Sample Applications

Reference | 11S 5.0 Baseline Security Checklist

Risk 1S Sample Applications can be exploited by hackers to break into an IIS
system because they contain sample scripts. A production Web server should
not have any sample code or scripts on the system.

Test Run MBSA and look for “Sample Applications” test results in the “Internet
Information Services (IIS) Scan Results” section.

Look if the following directories are present on the audited server:

\[1SSamples

\IISHelp

\MSADC
Compliance - All sample scripts and applications must be removed.
oIS Objective
ID 11S6

Objective | Remove the ISADMPWD Virtual Directory

Reference | 11S5.0 Baseline Security Checklist

Risk An attacker may use *.htr file located in the ISADMPWD directory to launch
a brute force attack to gain valid username/password. A valid user may also
use it to change his password on a locked account.

Test Run MBSA and look for “IIS Admin Virtual Directory”

test results in the “Internet Information Services (IIS) Scan Results” section.
Compliance - Compliant 11S server must have the ISADMPWD directory removed
o/s Objective
ID 1S7

Objective | Remove all unnecessary ISAPI extensions and filters

Reference | 11S 5.0 Baseline Security Checklist

Microsoft Security Operations Guide for Exchange 2000 Server — chapter 3
Risk Requests to files with common filename extensions are handled by a DLL.
Unnecessary ISAPI extensions extend attackers possibilities to break into the
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system.

Test

Test whether ISAPI extensions mappings are needed:

The extensions mapped by default include .htw, .ida, .idg, .asp, .cer, .cdx, .asa,
.htr, .idc, .shtm, .shtml, .stm and .printer

Open “Start / Programs/ Administrative tools/ Internet Service Manager”
Right-click onthe Web server — “Properties”

Click on “Home Directory” — “Configuration” and verify ISAPI extension
mapping entries.

Compliance

- Compliant if unnecessary ISAPI mapping entries don’t exist:
OWA requires these scripts to run: .asp and .htr scripts
All the others, including .idc, .stm, .shtml, .printer, .htw, .ida and .idq
can be disabled.

O/S

Objective

ID

11S8

Objective

Verify 11Slogging

Reference

I1S 5.0 Baseline Security Checklist

Risk

Logging monitors user activity on the I1S server. Without logging there would
be no evidence about any malicious activity.

Test

Open “Sart / Programs/ Administrative tools/ Internet Service Manager”
Right-click on the Web server — “Properties”
Check if “Enable logging” option is checked.

In the “Extended Logging Properties/ Extended properties” tab, verify settings
of 11S Extended logging options.

Compliance

- [1ISWeb server logging must be enabled
- Following parameters should be logged:
Client IP Address
User Name
Server IP Address
Server Port
Method
URI Stem
HTTP Status
Win32 Status /*recommended setting
User Agent

o/s

Objective

ID

1S9

Objective

Verify 11S Metabase permissions

Reference

I1S 5.0 Baseline Security Checklist

Risk

Security and other 1IS configuration settings are maintained in the IS
Metabase file. The default file permissions could allow an attacker to directly
edit the Metabase file.

Test

The 1IS Metabase file is located in the %systemroot%o\system32\inetsrv
directory. On the file Properties / Security tab verify the file permissions.

Compliance

- Full access must be granted only to Administrators and SY STEM.

© SANS Institute 2004,
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- Accessto the metabase file should be removed from all other users
o/S Objective

Exchange server security

ID EXCH1

Objective | Check latest Exchange 2000 Service packs and Hotfixes

Reference | Microsoft Security Bulletin Search

Microsoft - Securing Exchange 2000 Servers Resource Guide

Risk Unpatched servers represent a mgjor threat to the system security, which can
lead to misuse of the target system by an attacker, lower immunity to various
viruses and Trojan horse programs or incompliance with current and future OS

enhancements.
Test In the MBSA report, review the “Exchange Server Security Updates”.
Compliance - Compliant if al relevant Service packs and Hotfixes are installed on
the audited servers
o/S Objective
ID EXCH2

Objective | Disable all unnecessary Exchange services
Reference | Microsoft - Securing Exchange 2000 Servers Resource Guide
Microsoft Security Operations Guide for Exchange 2000 Server — chapter 3

Risk Unused Exchange services could give an attacker another possibility to break
into the system
Test Open “Start / Programs/ Administrative tools/ Services”.
Verify running and stopped Exchange services
Compliance - Compliant if unnecessary services are stopped
Exchange 2000 Back-end server services recommended startup mode:
Microsoft Exchange Event Disabled
Microsoft Exchange IMAP4 Disabled
Microsoft Exchange Information Store Automatic
Microsoft Exchange Management Automatic
Microsoft Exchange MTA Stacks Automatic
Microsoft Exchange POP3 Disabled
Microsoft Exchange Routing Engine Automatic
Microsoft Exchange Ste Replication Service Disabled
Microsoft Exchange System Attendant Automatic
Exchange 2000 Front-end (OWA) server services recommended startup
mode:
Microsoft Exchange Event Disabled
Microsoft Exchange IMAP4 Disabled
Microsoft Exchange Information Store Disabled
Microsoft Exchange Management Disabled
Microsoft Exchange MTA Stacks Disabled
Microsoft Exchange POP3 Disabled
Microsoft Exchange Routing Engine Automatic
Microsoft Exchange Ste Replication Service  Disabled
Microsoft Exchange System Attendant Disabled
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| OIS | Objective
ID EXCH3
Objective | Verify mailbox size limitation
Reference | Microsoft - Securing Exchange 2000 Servers Resource Guide
Microsoft Knowledge Base Article 319583 - Configure Storage Limits on
Mailboxes in Exchange 2000

Risk Exchange database will be shut down when it reaches its limitation (16 GB by
default). Without Mailbox size limits, this can be used to launch Denia of
Service attack.
Test Open “Sart / Programs/ Microsoft Exchange / System Manager”
Expand the Servers container, click the server that hosts the mailbox store that
you want to verify, and then double-click Storage group in the right pane.
Right-click the mailbox store that you want to configure, click Properties, and
then click the Limits tab.
Verify the following check boxes under Storage limits:
Issue warning at
Prohibit send at:
Prohibit send and receive at:
Compliance - Compliant if storage limits are set in accordance with company
requirements. Recommended maximum limits are 100 MB for ordinary
users and 200 MB for power users.
o/S Objective + Subjective limits
ID EXCH4
Objective | Check Exchange directory location and access rights
Reference | National Security Agency - Guide to the Secure Configuration and
Administration of Microsoft Exchange 2000

Risk
Operating system should be installed on its own partition for integrity reasons.
Also, default permissions of the \Exchsrvr directory are set by Windows 2000
to full control for the EVERYONE group. This introduces a risk that
somebody could read messages from the directory or delete the Exchange
database.

Test Verify that Exchange server is not installed on a domain controller

Verify that \WINNT and \Exchsrvr directories are on different partitions.
Check permissions on the \Exchsrvr directory.
Compliance - Exchange server should not be installed on a domain controller
- \WINNT and \Exchsrvr directories must be installed on different
partitions.
- The “Everyone” group must have no permissions on the \Exchsrvr
directory
- “Full control” permission should be given to following groups:
System, Creator owner, Domain Admins, Exchange administrative
groups.
- On OWA, Authenticated users need Read and Execute permissions.

© SANS Institute 2004,
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| OIS | Objective
ID EXCH5
Objective | Verify anti-virus software
Reference | Microsoft Security Operations Guide for Exchange 2000 Server
Risk Viruses and Trojan horse programs are one of the most common security
i Ssues.
Test Verify that antivirus software has been installed and that the virus signature
updates are up-to-date.
Compliance - Antivirus software must be installed to verify al messages and
attachments
- Virus signatures must be up-to-date
0o/S Objective
ID EXCH6
Objective | Verify Exchange logfile permissions
Reference | Securityfocus Securing Exchange 2000
Risk Tracking logs contain e-mail addresses that typicaly correspond directly to
usernames, which is a very valuable information for an attacker. The tracking
logs are available to Everyone group “Read only” by default.
Test Open \Exchsrvr\%COMPUTERNAME%.|og.
Verify access rights for the Tracking logs directory / files
Compliance - The Read-only access permission for Everyone must be removed
o/Is Objective
ID EXCH7
Objective | Check if SMTP banner has been changed
Reference | Microsoft Security Operations Guide for Exchange 2000 Server — chapter 3
Risk The less information you provide an attacker, the more difficult it is to attack
your system.
Test Telnet to the audited Exchange Back-end server, TCP port 25.
Verify SMTP banner provided by the server.
(OWA — Exchange Front-end server should not run the SMTP service)
Compliance - The"ESMTP MAIL Service, Version: 5.0.2195.1600" banner must not
be displayed. However the fully qualified domain dame and the date
and time are still displayed.
oIS Objective
ID EXCHS8
Objective | No local Exchange data should reside on OWA server
Reference | Microsoft Security Operations Guide for Exchange 2000 Server — chapter 3
Risk The Information Store service is not required since no mail is delivered to this
server.
Test Open “Start / Programs/ Microsoft Exchange / System Manager”
In the Exchange 2000 hierarchy in the left pane, find the Server container.
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Expand the Servers container; click the server that hosts the mailbox store that
you want to verify. An error message should pop up notifying that Microsoft
Exchange Information Server is not available.

Compliance - Information Store service must not run on the OWA server

O/S Objective

ID EXCH9

Objective | Assure adequate OWA user authentication

Reference | Security focus - Exchange 2000 in the Enterprise: Tips and Tricks Part Two

Risk Inadequate OWA authentication can lead to password sniffing, unauthorized
use and system compromise.
Without SSL, reader-to-writer confidentiality is not assured by any means.
SSL aso protects the authentication name/password when using basic
authentication.

Test Open “Start / Programs/ Administrative tools/ Internet Service Manager”
Right-click on the Web server — “Properties”
Under “Directory security” - “Anonymous access and authentication method”
check, if basic authentication is used.
Under “Directory security” - “Secure communication” check, if SSL is
required to connect to the audited server.

Compliance - Basic Authentication or Integrated Windows authentication must be

used
- SSL encryption 128 kbps must be used
o/Is Objective

Network Security

ID NET1

Objective | Verify Firewall rulesrestricting access to OWA from the Internet

Reference | Microsoft Security Operations Guide for Exchange 2000 Server

Risk Open ports give an attacker better chances to break into the target server

Test Check firewall rules defining Internet user access to the OWA server

Compliance - Only Http / Https access must be allowed from the Internet to the OWA
server

O/S Objective

ID NET?2

Objective | Verify Firewall rules restricting access from OWA to the internal network

Reference | Microsoft Security Operations Guide for Exchange 2000 Server

Risk Open ports give an attacker better chances to break into the target server

Test Check firewall rules defining access from OWA to the internal network

Compliance - Only following ports must be alowed between OWA server and

internal Exchange server:
Http - 80 TCP

- Only following ports must be allowed between OWA server and
internal Active Directory server:
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DNS- 53 TCP/UDP

Kerberos— 88 TCP/ UDP

Endpoint Mapper — 135 TCP

LDAP-389 TCP/UDP

SMB/CIFS - 445 TCP

RPC — 1024+ TCP ( or any RPC static port )
GC -3268 TCP

o/Is Objective

Management Security

ID MGMTL1
Objective | Verify system backup procedures
Reference | Personal Experience

Risk Data and information loss can result into financial and operational loss.
Test Interview all systems administrators for the system backup procedures
Compliance - System must be backed up regularly

- Backups must be kept safely
o/S Objective
ID MGMT2

Objective | Verify that logs are reviewed and archived regularly

Reference | Personal Experience

Risk Without early detection of possible attacks, the system can be compromised
without a notice of system administrators and security staff

Safely stored logs can provide evidence of unauthorized activities.

Test Interview all system administrators responsible for the Exchange Servers for
the system and procedures for logs review and archiving.

Verify that logs are backed up offsite and are stored in a safe place.
Compliance - Logs must be reviewed on daily basis

- Logs must be archived for at least 6 months

- Logs must be stored in a safe place with controlled access

0o/S Subjective
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Audit evidence

PHY1 - Check physical access to equipment room

Physical access to the room containing network equipment is limited and only by authorized
personnel. Up-to-date list of authorized persons exists. Access to the equipment room is
recorded and has been showed to the auditor.

PHY2 — Check physical access to equipment

All equipment is located in locked racks and al power and network and other cabling is
routed through the bottom of the rack

PHY3 - Check equipment environmental conditions

Data center has appropriate air-condition, fire detection system and monitoring of
temperature, humidity and other environmental variables.

All systems have power from uninterruptible power supply.

Evidence about regular UPS verification was shown during the audit.

PHY4 — Check Backups storage
Backups are stored in a safe place with controlled access.

NET1 - Check Firewall OWA rules

Review of the firewall rules showed that only Http / Https access is allowed from the Internet
to the OWA server. Also traffic from OWA server towards the internal network is set up
according to the recommendations.

NET2 - Check Firewall Exchange rules

Only necessary ports are opened for communication between the OWA server in the DMZ
and Exchange Back-end server and Active Directory server located in the internal network.

MGMT1 — Check system backup procedures
All Systems are backed up on aregular basis and backups are kept in a remote location.

MGMT2 — Check logs review policy

Administrators were asked about the company logging analysis policy and procedures. In
their responses they stated that logs are reviewed only occasionally and that no log analysis
toolsarein place.

Available logs are backed up on atape and stored off-site.
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Exchange Back-end server

0OS1 - Check NTFS disk format

The test shows that although there is a partition that is not NTFS formatted, it is used only as
the system Swap partition. Partitions used for storing user data are NTFS formatted.

E Computer Management !EI
J Action  Wiew |J<}= #|||§|J§‘|}q@_
Tree I Yolume | Layout | Tvpe | File System | Skatus | Capacit
@ Camputer Management (Local) =R {aty] Partition Basic MTFS Healthy (System) 4,00 GB
E‘m System Tools [=1vRh) Partition Basic MTFS Healthy 12,9 GB
[]..@ Event Yiewer = ey Simple Drynarnic FaT32 Healthy {Page ... 2,00 GB
[]...@ System Infarmation Et-logs (E:) Simple: Dynamic NTFS Healthyy 6,47 GB
[]—--ﬁ Performance Logs and &lerts
[H-g=] Shared Falders
----- 2 Device Manager
[+-#% | ocal Users and Groups
[—]--@ Storage
423 Disk Management
----- @ Disk Defragmenter
--i= Logical Drives
[]--@ Removable Storage b I l _'I
[]--% Services and Applications -
=Disk 0
A {C) DB (F)
16,95 GB 4,00 GE NTF5 12,96 B NTFS
Cnline Healthy (System) Healthy
=Disk 1
Dynamic SWAP (D:) t-logs {E:)
8,47 GB 2,00 GE FAT32 6,47 GB NTFS
Cnling Healthy (Page File) Healthry
@EDI?}on:l 0 -
B Frimary Partition [l Simple Yolume —1

OS2 - Check latest Service pack and security hotfixes

The tests conducted with MBSA show that there are 11 operating system updates missing.
Although the server is not directly exposed to the Internet, attacks from the internal network —
not only from the corporate users, but maybe from avirus or a Trojan horse — are possible.

One Critical Microsoft Virtual Machine security update is missing.
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/7 Microsoft Baseline Security Analyzer - Microsoft Internet Explorer

11 security updates

Result Details

are missing or could not be confirmed.

wWindows Security Updates

Security updates confirmed as missing are marked with a red X
Score Security Update Description Reason

MS03-023

X

¥ M503-034

MS03-039

MsS03-041

MS03-042

Buffer Cverrun In
HTML Converter
Could allow Code
Execution (823559)

File version is less than expected.
[C:yProgram FilesyCommon
Files\microsoft
shared\textconvihtml32. cnv,
1999.8.6.0 < 2003.1100.5426.0]
File version is less than expected.
[CAWINNT\system32
wdriversinetbt. sys, 5.0.2195.6713 <
Disclosure (824105) 5.0.2195.6783]

Buffer Cverrun In File version is less than expected,
RPCSS Service Could [CAWINNT\system32\ole32.dll,
Allow Code 5.0.2195.6769 < 5.0.2195.6810]
Execution (824146)
Yulnerability in
Authenticode
verification Could
Allow Remote Code
Execution (823182)
Buffer Overflow in
Windows
Troubleshooter

Flaw in NetBIOS
Could Lead to
Information

File version is less than expected.
[CAHWINNT\systemZ32heryptui. dll,
5.131.2195.6628 <
5.131.2195.6758]

File version is less than expected.
[CAWINNThelpitshoot, ook,
1.01.2123 < 1.0.1.2125]

Mest security report

=
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/J Microsoft Baseline Security Analyzer - Microsoft Internet Explorer

K MS03-044

¥ MS03-045

M Ms03-048

K MsS03-049

Buffer Cverrun in
Windows Help and
Support Center
Could Lead to
System Compromise
(825119)

Buffer Cverrun in
the ListBox and in
the ComboBox
Control Could Allow
Code Execution
(8241415
Cumulative Security
Update for Internet
Explorer (824145)
Buffer Cverrun in
the Workstation
Service Could Allow
Code Execution
(828749)

File version is less than expected.
[CAWINNT\systern32hitirel.dl,
5.2.3644.0 « 5.2,3790.80]

File version is less than expected.
[CAWINNT\systern32\basesry. dll,
5.0,2195.6706 < 50,2195 6738]

File version is less than expected.
[CAWINNTysystem32ymshtml. dll,
5.0,3700.6699 < 5.0,3810,1700]
File version is less than expected.
[CAWINNTysystem32ywkssve.dll,
5.0,2195.6692 < 5.0,2195,6862]

Security updates that the tool cannot confirm as installed on the scanned computer

are marked with a blue asterisk

Score Secur
* MS03-030

Update Description

Reason

Unchecked Buffer in DirectX Please refer to 306460

Could Enable System

for a detailed

Compromise (8196967 explanation.

OS3 - Check unnecessary accounts presence

The audit has shown that all the accounts are taken from the Active directory structure. There
are two administrator accounts. Guest account has been disabled.
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0S4 - Check account password policy

Audit of the Exchange Back-end server showed that the password policy is not enforced on
the reviewed system. Although administrators stated that they are aware of the need for
complex passwords and abide strong passwords, there is no password policy.
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in Local Security Settings

M |
J Action  Wiew “@ -’||>< ‘@

Tree | Palicy 7 | Local setting | Effective setting |
g Security Settings EnFnrce password history 0 passwards remem... 1 passwords remem...
ccount Palicies Maximum password age 42 days 90 days

B8 A
Password Policy
(& Account Lockout F
| -8 kerberos Policy
m Local Policies

[#1-[2 Public Key Policies
‘g IP Security Polides an

Minimum password age O days 0 days
Minimum password length O characters 0 characters
Disabled Disahled
Store password using reversible encryption For all users ... Disabled Mot defined

words must mest complexdty requirements

OS5 - Check running and disabled services

Following table lists of running services was found on the Exchange 2000 Back-end server
during the audit. Among others, these services could be stopped:

Alerter

Computer Browser

DHCP Client

File Replication Server

License Logging Service

Messenger

Network News Transport Protocol (NNTP)

Print Spooler

Terminal Services

Remote Registry Service

Removable Storage

Some of the listed services are needed because Exchange 2000 Back-end was installed on a
domain controller. Running Exchange 2000 on a domain controller is generally not

recommended for security and integrity reasons; one of them is a need for more services to be
running on the audited system.
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Peirwidens Talaphoew #...  Sharbed
Aloess s remobe e £,
Frowides a maftisessm,, . Starbed
Hanscer an uninbsm..,

e ts arad configures .,

Instals, repairs andr.,

Provoides syt mana,,.  Sharkad
Provides systeme nan,.,  Sharked
Sebs b congises chock,.  Shaded
Frordess suthesnbicabe. .

Hanual Localvstem
Horeial Licaimysten
Hareiad LocatSysban
Hareal Localsysban
At omadic LocalSysiem
Haiwisl Lisalgtam
Harnisl Listalialaia
Aag iyt Licalipalan
A omati Loabipaban
Auomatic Loalirsban
Haresl Loscalipehars
Hanosl Localfyaten
Hanusl LocalSysten
gt omatic Locaiyshean
Aur ot Localysten
BUF TR Liocalystan
P EnET Locatsvshan
Dsndedd Lpcalvstan
Ak omatic LocalSysten
BLRONTE Localgvsben
LA LocalSysten
Automatic LocalSysten
Hafwiad LicalSystenm
Himal Lealiyaban
A i i Liwatipitan
fufomati Licalipilan
Aot Lialiraban
Hanusl Localipsien
Harual Localiysban
[T Locsliystan
Hanusl Localipsten
Harusl Localystan
Hans! Localysten
Aatornathc LocalGysten
Harusi Localivsten
PUForresths LecalSystem =
Hares Locafiysten :J
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0OS6 — Check Anonymous Logon problems

Audit showed that the “RestrictAnonymous” registry value is set to 0, which means that no
restrictions concerning anonymous access to the registry are in place. This Allows collecting
names of domain accounts and network shares. While this vulnerability does not allow an
attacker to compromise the server, it could provide the attacker with additional information to
mount an attack. To better secure anonymous access, this option can be changed through
Group Policy or viathe registry.
Because this setting is on a domain controller, it probably cannot be changed because it is not

in a pure 2000 environment and also because of the Exchange server functionality.

& Registry Editor

Registry Edit  ¥iew Favorites Help

4]

=- g My Computer

D HEEY_CLASSES_ROOT
(23 HKEY _CURRENT_USER.
=10 HKEY_LOCAL_MACHINE
20 HARDWARE
B 5AM

(1] sECURITY
({7 SOFTWARE
B SYSTEM

B Controlsetont
{21 Controlsetooz

[ CurrentControlset
£ Control
B Arbiters
-1 BackupRestore
-] Binsinfa
D BootWerificationProgram
-] Class

{23 CoDeviceInstallers
{27 COM Name Arbiter
[]--D Computerbame
-1 ContentIndex

{23 ContentIndsxComman
{2 CrashControl
- CriticalDeviceDatabase
-1 DeviceClasses
{23 FileSystem
B GraphicsDrivers
{1 GroupOrderList

{3 HaL
{27 hivelist
B+ IDConfighe
B TI5Extensions
B0 Keyboard Layout
B+ Keyhoard Layouts
EES] <]
-] AccessProviders
(1 Data

{1 GBG

[

B Ketberos
P maciie o

=) ‘ Type ‘ Data
REG_SZ {value not set)

audithasenbjects REG_DWORD 000000000 (0}
E‘ﬂnuthantication Pa... REG_MULTI_SZ msyl_0
Bnunds REG_BINARY 00 300000 00 20 00 00
crashonauditfa\l REG_DWORD 000000000 (0}
ful\privi\egeaud\ting REG_BIMNARY i}
Imcompatib\htyleval REG_DWORD 000000000 (0}
[28)Lsapid REG_DWORD 0000001 18 (280
EthDtiF\catiDn Packa... REG_MULTI_SZ FPNWCLNT RASSFM KDCSYC scech
&restnctanunymuus REG_DWORD 000000000 (0}
SecurEBoot REG_DWORD 0x00000001 (1)
@Secunty Packages  REG_MULTI_SZ kerberos msv1_0 schannel
TcplDCI\entSquort REG_DWORD 0x00000001 (1)

o

|My' ComputeriHKEY _LOCAL_MACHINE\SYSTEMCurrentCantrolSetiControfiLsa

OS7 — CHECK OS logging
Checking operating system log settings showed that except of account management, no audit

is set up. Because of that, no evidence of possible unauthorized activity is available.
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in Local Security Settings

J Action  Wiew “ = o= | |||§

Bl

Tree | Palicy 7 | Local setting | Effective setting |
W Aud\t account logon events Mo auditing o auditing
=18 Account Policies F\ud\t account managsment Mo auditing Success, Falure
8 Password Policy | | @8] Audit divectory service access Mo auditing Mo auditing
(8 Account Lockout F F\ud\t logon events Mo auditing Mo auditing
i -(Z8 kerberos Policy Aud\t object access Mo auditing Mo auditing
=108 Local Policies F\ud\t paolicy change Mo auditing o auditing
-8 pudit Policy Aud\t privilege use Ma auditing Mo auditing
(8 User Rights Assigr Aud\t process tracking Mo auditing Mo auditing
H (8 Security Options Aud\t system events Ma auditing Mo auditing

D Public Key Policies
.g IP Security Policies on

0S8 - Run an outside network vulnerability scan
Following check result shows extract from Nessus security scan audit that was run on the

audited Exchange Back-end server.

10 high severity issues that were found by Nessus are listed below.
Most of the vulnerabilities correspond to findings in the section covering missing operating
system patches etc. LDAP and Etherleak vulnerabilities are out of scope of the audit and are
therefore not mentioned among the audit findings.

Network Vulnerability Assessment Report

Sorted by host names

30.01.2004

Total records generated: 121
high severity: 10
low severity: 68
informational: 43

Session name: Faust Start Time: 30.01.2004 17:25:08
Finish Time: 30.01.2004 17:42:23

Elapsed: 0 day(s) 00:17:15
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Summary of scanned hosts

Host Holes War nings Open ports State
faust 10 68 43 Finished
Faust

Service Severity |Description
ms-Isa (1029/tcp)| nfo Port is open
kerberos (88/tcp) I nfo Port is open
http (80/tcp) Info Port is open
pop3 (110/tcp) Info Port is open
nntp (119/tcp)  Info Port is open
netbios-ssn -
(139/tcp) Info Port is open
loc-srv (135/tcp) | nfo Port is open
imap (143/tcp) |Info Port is open
Idap (389/tcp) | nfo Port is open
https (443/tcp) | nfo Port is open
kpasswd .
(464/tcp) Info Port is open
microsoft-ds ,
(445/tcp) Info Port is open
nntps (563/tcp) | nfo Port is open
http-rpc-epmap ,
(593/tcp) Info Port is open
|daps (636/tcp) | nfo Port is open
resvc (691/tcp) | nfo Port is open
pop3s (995/tcp) | nfo Port is open
imaps (993/tcp) | nfo Port is open
NFS-or-11S Info  |Portisopen
(1025/tcp)

cichlid \
(1377/udp) Info Port is open
unknown ,
(1274/udp) Info Port is open
loc-srv (135/udp)| nfo Port is open
unknown Info Port is open
(1247/udp) P
unknown :
(1151/udp) Info Port is open
ntp (123/udp)  Info Port is open
unknown Info Port is open
(1070/udp) P
ms-Isa :
(1028/udp) Info Port is open
unknown :
(1192/tcp) Info Port is open
unknown :
(1152/tcp) Info Port is open
elan (1378/tcp) |Info Port is open
unknown Info Port is open
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(1150/tcp)

DI, o aisee
?f;;;‘;‘ég) Info  |Portisopen
2‘33 ég;{gps)]erv Info  Portisopen
?fggg%l:g) Info  |Portisopen
?{12‘(;?3‘;‘(’:2) Info  |Portisopen
t‘;fg?‘?/‘;‘ég) Info  |Portisopen
i(q(s)téé?g%c Info  [Portisopen
?{‘(’)‘gg/‘;‘ég) Info  [Portisopen
28725?35 Info  [Portisopen
?163/33-;)5 Info  Portisopen
?irgsrg?tcp) Info  [Portisopen

smtp (25/tcp)  |Info Port is open

Improperly configured LDAP servers will allow the directory BASE
to be set to NULL. Thisalowsinformation to be culled without any
prior knowledge of the directory structure. Coupled with a NULL
BIND, an anonymous user can query your LDAP server using atool
ldap (389/tcp) High  suchas'LdapMiner’

Solution: Disable NULL BASE queries on your LDAP server

Risk factor : Medium

The remote host is vulnerable to an 'Etherleak’ - the remote ethernet
driver seemsto leak bits of the content of the memory of the remote
operating system.

Note that an attacker may take advantage of this flaw
only when its target is on the same physical subnet.
genera/icmp  High
See also : http://www.atstake.com/research/advisories/2003/a010603-
1.txt

Solution : Contact your vendor for afix

Risk factor : Serious

CVE : CAN-2003-0001

BID : 6535

The remote host is running a version of Windows which hasaflaw in
its RPC interface, which may allow an attacker to execute arbitrary
code and gain SYSTEM privileges.

loc-srv (135/tcp) High
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An attacker or aworm could use it to gain the control of this host.

Note that thisis NOT the same bug as the one described in M S03-026
which fixes the flaw exploited by the ‘"M SBlast' (or LoveSan) worm.
Solution: see

http://www.mi crosoft.com/technet/security/bull etin/M S03-039.asp
Risk factor : High

CVE : CAN-2003-0715, CAN-2003-0528, CAN-2003-0605

BID : 8458

Other references : IAVA:2003-A-0012

Improperly configured LDAP servers will allow any user to connect
to the server and query for information.

Solution: Disable NULL BIND on your LDAP server

In addition, the LDAP bind function in Exchange 5.5 has a buffer
overflow that allows a user to conduct a denial of service or execute
commandsin all versions prior to Exchange server SP2. Coupled
with aNULL BIND, an anonymous user can mount a remote attack
ldap (389/tcp) High against your server.

Note: no test was done to see what version of Exchange server is
running, nor attempt to verify the service pack.

Solution: see

http://www.mi crosoft.com/technet/security/bull etin/ms99-009.asp
Risk factor: Medium

CVE : CVE-1999-0385

BID : 503

It was possible to log into the remote host using aNULL session.

The concept of aNULL session isto provide a null username and
anull password, which grants the user the 'guest’ access

To prevent null sessions, see MS KB Article Q143474 (NT 4.0) and
Q246261 (Windows 2000). Note that this won't completely disable

microsoft-ds Hiah null sessions, but will prevent them from connecting to |PC$
(445/tcp) 9 Please see http://msgs.securepoint.com/cgi-bin/get/nessus-
0204/50/1.html

All the smb tests will be done as"/" in domain XYZXYZ

CVE : CAN-1999-0504, CAN-1999-0506, CV E-2000-0222, CAN-
1999-0505, CAN-2002-1117

BID : 494, 990

A security vulnerability existsin the Messenger Service that could
allow arbitrary code execution on an affected system. An attacker
who successfully exploited this vulnerability could be able to run
loc-srv (135/udp)High code with Local System privileges on an affected system, or could
cause the Messenger Service to fail. Disabling the Messenger Service
will prevent the possibility of attack.
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This plugin actually checked for the presence of this flaw.

Solution : see
http://www.mi crosoft.com/technet/security/bull etin/ms03-043.asp

Risk factor : High

CVE : CAN-2003-0717

BID : 8826

Other references : IAVA:2003-A-0028

The following shares can be accessed using aNULL session :

- G - (readable?, writeable?)

microsoft-ds High Solution : To restrict their access under WindowsNT, open the
(445/tcp) 9 explorer, do aright click on each, go to the 'sharing’ tab, and click on
‘permissions

Risk factor : High

CVE : CAN-1999-0519, CAN-1999-0520

BID : 8026

A security vulnerability existsin the Messenger Service that could
allow arbitrary code execution on an affected system. An attacker
who successfully exploited this vulnerability could be able to run
code with Local System privileges on an affected system, or could
cause the Messenger Service to fail.Disabling the Messenger Service
will prevent the possibility of attack.

This plugin determined by reading the remote registry that the patch

microsoft-ds High  |MS03-043 has not been applied.

(445/tcp)

Solution : see
http://www.microsoft.com/technet/security/bull etin/ms03-043.asp

Risk factor : High

CVE : CAN-2003-0717

BID : 8826

Other references : IAVA:2003-B-0007

The registry key
HKLM\Software\Microsoft\WindowsNT\CurrentV ersion\Winlogon
is writeable by users who are not in the admin group.

This key contains a value which defines which program should
be run when a user logs on.
microsoft-ds

(445/tcp) High

As this program runsin the SY STEM context, the users who have the
right to change the value of this key can gain more privileges on this
host.

Solution : use regedt32 and set the permissions of this
key to:
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- admin group : Full Control
- system : Full Control
- everyone : Read

Risk factor : High

CVE : CAN-1999-0589

This system appears to be running a version of the Microsoft
Exchange SMTP service that is vulnerable to aflaw in the XEXCH50
extended verb. This flaw can be used to completely crash Exchange
5.5 aswell as execute arbitrary code on Exchange 2000.

smtp (25/tcp)  High Solution : See

http://www.mi crosoft.com/technet/security/bul letin/M S03-046.asp
Risk factor : High

CVE : CAN-2003-0714

BID : 8838

Other references : IAVA:2003-A-0031

[IS1 — Check 1IS Lockdown tool implementation
The MBSA report shows that |SS Lockdown tool has been implemented.

i Microsoft Baseline Security Analyzer

' Baseline Security Analyzer

Microsoft Bazeline Security View Security rEport
Analyzer
Sort Order: I Score (worst first] =

nternet Information Services (lIS) Scan Results El

[ “welcame

[ PFick a computer to scan

[ Pick multiple computers to scan Yulnerabilities

[ Pick 5 secunty report ta view
[ Wiew a security report x Parent Paths  Parent pathe are enabled in some web sites and/or virtual directories.
‘what was scanned  Result detalls  How to comect this

See Also

[ Microsoft Baseline Security

Analyzer Help f Sample 115 sample applications are not instaled.

Applications —what was scanned
[ &bout Microsoft Baseline Security
Analyzer

[ Microsoft Security Web site - -
f MSADC and  The MSADC and Scripts virtual directaries are not present

Seripts Yitual  what was scanned
Directories

Actions

& Print
Copy

Additional Systemn Information

Domain 115 is running on a primary or backup domain contraller.
Contraller Test  what was scanned How to correct this

[BOL Server Scan Results

SOL Server and/ar MSDE iz not installed on this computer.

SOL
Server/M5DE
Status

=

Previous security report Mest security report

havlik Technologies, LLC. All rights reserved.
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[1IS2 — Check URLScan installation

Search for URL Scan.ini was unsuccessful and no evidence about URL Scan installation was
found on the Exchange Back-end server. This might be because providing HTML access to
user mail foldersis not arequired function for 11S on the Exchange Back-end server and 11Sis
running only to provide datato the OWA Front-end server.

[1IS3 — Check IS virtual directories ACLs

Audit of 11S exchange web directory ACLs showed that the security permissions restrict
access to Authenticated Users group on the /Exchweb directory.

exchweb Properties EHE

Generall YWwieh Sharing' Sharing  Security |

M ame |

&dd..
m Adminiztrators [— 4 drniniztrators)
; " Remonve |
@ Authenticated Users

€7 CREATOR OWwWNER
ﬁ Server Dperators —, e O,
€% SvSTEM

Permizzions:

Full Cottrol

b adify

Read & Execute
Ligt Folder Contents
Read

Write

Advanced... |

~ Allow inheritable permizzions from parent to propagate to this

abject
(] I Cancel | Sl

OoEEEO0 %

IS4 — Check IIS Log files ACL

Audit of 1S Log files permissions shows that only administrators have full control over the
log files. The rights of authenticated users have been set up to read-only access.
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LagFiles Properties

General | Web Shaing | Shaing  Securly |

Mama | Add,
ﬁ.ﬁdm risiralon [ Sdudminiztrabons)
.-'-'-l.|'|n|l!r.':.l-r-J Lz

€T CREATOR OwWNER

m Servar Opesatars “WServer Do
T SrSTEM

Remove

i |

Framissians: Alow  Deny

Full Combrol

Madily

Aead & Execule
Lick Falder Cartariz
Aead

wile

opEann
Ooooooo

Advanced.,,
= Allaw irheskable peimistions lham parent 1o propagabe ba this

abject
[ ok | comcel | il

IS5 — Check IIS Sample application presence

MBSA output shows that sample applications have been removed from the Exchange 2000
Back-end server (see |1S1 test results).

[1IS6 — Check IS ISADMPWD directory presence

MBSA output shows that ISADMPWD directory has been removed from the Exchange 2000
Back-end server (see I1S1 test results)

[IS7 — Check IIS ISAPI extension mappings

Test result shows that mapping of some unused 11SISAPI extensions is handled by the 404.dlI
library. Anyway, these extensions were not unmapped - .cer ; .cdX ; .asa.
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Application Configuration

App Mappings | #pp Optionz | &pp Debugging

¥ Cache IS&P1 applications

—&pplication Mappings

Er:tension| Executable Path | Yerbs |
v CAWINMT S pstern32hinetsrvh404.dll GET HEAD....
.ida CAWINMNTNS pstern32hinetsrA404.dll GET HEAD....
.idg CAWINM TS S pstemn324hineteri 404, dll GET.HEAD....
amp CoondIMM TS petem32hinetervhazp.dll GET.HEAD....
= CoondIMM TS petem32hineterhazp.dll GET.HEAD....
s Cnd M TS petemn 32N inetsrehazp. dll SET HEAD

& MM T ol ,
htr CAWINNTY S pstern32hineterA404.dll GET.POST
.idc CAWINM TS pstem32hineteryh404.dll OPTIOMS ...
.shitm CAWANMT S psten324inetsrh404.dll GET.POST
.ghtml CAWANMT S psten324neterh 4044l GET.POST
_stm CAWAMMT S patern32inetsrh 404 dll GET.POST

Add Edit Remave

Ok I Cancel | Apply Help

IS8 — Check IIS logging

Audit shows that logging has been enabled for the IS system including all recommended
request details.

Default Web Site Properties EE

Documerits I Diinesctany Securily ] HTTF Headarz ] Cusgham Emronz
*wieh Sile ] Opeators | Peformance | I1SAFIFilers | Home Direclor

—'wah Sie |dantilicalion
Diescrpliar [Defauk b Sie

IP Addrasze: ] x| Advanced.. |
TCF Pt IE'[I 51 Fat I

Cornechons
i+ nfmited

£ Limited Ta: I ' i st
Connechan Timeoul: I 90 seconds

¥ HTTP Egep-alves Enabied

+ Enable Loggng -

Ok Concel | 2l Hep
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Extended Logging Properties Ed

General Properties  Extended Properties |

— Extended Logaing Options

Date [date )
Time [ time ]
Entended Properties

- [w] Client [P Address [ c-ip]

- v Uszer Mame [ cz-uzermame |
-] Semrvice Mame [ s-zitename |
- [] Server Mame [ s-computername | —
- [wf] Server IP Address [ =ip ]

- [wf] Server Port [ z-part ]

- [wf] Methiod [ ce-method )

- [w] URI Stem [ cz-uni-ztem ]

- [w] URI Quemn [ ce-uri-quern |

- [w] Protocol Status [ zc-ztatus |

- ] WAn32 Statug [ sc-windz2-status | LI

=

(] I Cancel | ) [ | Help |

EXCH1 - Check latest Exchange 2000 Service pack and hotfixes

Audit through the MBSA showed, that one Exchange 2000 critical security update is missing,
allowing arbitrary code execution. Microsoft recommendation is that administrators should
apply the security patch to Exchange servers immediately.

7 Microsoft Baseline Security Analyzer - Microsoft Internet Explorer

Baseline Security Analyzer

1 critical security updates are missing.
Result Details
Exchange Server Security Updates

Security updates confirmed as missing are marked with a red X
Score Security Update Description Reason
Yulmerability in File version is less than expected.
Exchange Server  [C:\Program
Could &llow FilesiExchsrvribinydrviis. dll,
Arbitrary Code 6.0.6249.0 < 6.0.6487.1]
Execution

(822363)
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Further audit showed, that Microsoft proposed workaround allowing only connections from
SMTP servers that authenticate themselves was not applied.

Help

"E Exchange System Manager !E[
| @8y conenle  tiiindmu Heln | (=1
II Default SMTP Yirtual Server Properties 2] x| |
A
Tree General Access |Messages| Deli\-'eryl ] Authentication
'@ —Access control Select acceptable authentication methods for this resouce.
-4 Enable anorymous access and edit the Authentication |
G authentication methods for this resource. = : .
B 0 Uger name of password required.
=26
E — Secure communication W Easic authertication

Wigw o set the secure communizations Certificate. . | The password will be sent aver the nebwork in clear text using standard

method used when this vitual server iz — commands.

accessed. o i

DML, [T Bequires TLS encryption
Default domain:
r Connection control I
Grant or deny access to this resouce uzing - |
IP addresses or Internet damain names. — W Integrated ‘Windows Authentication
The client and zerver negatiate the “Windows Secunty Support Provider
— Fielay restriction: Interface.
Grant or deny permizsions ko relay e-mail Rlay |
through this SMTF wirtual zerver. -
oK I Canecel

- 0k | Cancel Al Help
i — ]

EXCH2 - Check running and disabled Exchange 2000 services

Audit of running Exchange 2000 services show that Exchange running services are set up
according to the recommendations.

Two services, IMAP4 and POP3 are running because of corporate user requirements.

© SANS Institute 2004,

As part of GIAC practical repository.

Name Description Status | Startup Log On As
Type
Microsoft Exchange Event | Monitors folders and fires events, for Manual Local System
Exchange 5.5-compatible server
applications.
Microsoft Exchange Provides Microsoft Exchange IMAP4 Started | Automatic | Local System
IMAPA4 Services.
Microsoft Exchange Manages Microsoft Exchange Information | Started | Automatic | Local System
Information Store Storage
Microsoft Exchange Provides Microsoft Exchange management | Started | Automatic | Local System
Management information through WM.
Microsoft Exchange MTA | Provides Microsoft Exchange X.400 Started | Automatic | Local System
Stacks services
Microsoft Exchange POP3 | Provides Microsoft Exchange POP3 Started | Automatic | Local System
Services.
Microsoft Exchange Processes Microsoft Exchange routing Started | Automatic | Local System
Routing Engine information
Microsoft Exchange Site Disabled Local System
Replication Service
Microsoft Exchange Provides system related services for Started | Automatic | Local System
System Attendant Microsoft Exchange
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EXCH3 - Check Mailbox size limits
Check results show, that mailbox size limits have been implemented on the Exchange 2000
Back-end server.

Mailbox Store (FAUST) Properties EHE3
Dretails | Policies I Security
General I D atabase Lirnits | Full-T ext [ndexing
— Starage limitz

¥ lssue waming at [EB]: IW
[¥ Prohibit send at (KE]: |51 200

™ Prohibit send and receive at [KB]; I—
Warning message interval:

IUSE custam schedule j Customize. . |

— Deletion zettings

K.eep deleted items for [daps): IEI
F.eep deleted mailboxes for [days]: ISEI

[™ Do not permanently delete maiboxes and items until the: store has
been backed up

Qk. I Cancel | Spply | Help |

EXCH4 - Check Exchange directory location and access rights

Audit shows that the Exchange server is also one of the Domain controllers.

Exchange directory resides on a separate disc partition than the operating system. Because the
system uses RAID with disc mirroring, the system and exchange partitions are not located on
physically different discs.
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-" Active Directory Users and Computers H=]

<5 Console  Window  Help =0 |
action wew || & 2| egifavae
Tree | Domain Controllers 3 objects
R/J Ackive Directory Users and Comp _r‘u‘qbd Type | Descripkion E-Mail Address Exchange Alias E
- : = FausT puter
+-[_] Builtin S omputer
+ OTEEE = tEREZA Computer

+-(Z5] EYehEngesAdmirer
+-[g3] Exchange skupiny a kont
+-[__] ForeignSecurityPrincipals
+-{g3] Servisni Uty a skupiny
+-{£3] testing

] e—

+--[__] Users

MWINNT system32' cmd.exe

GaUWINNT >f =

F:sexchesrordir
Uolume in dwive F iz DB
Uolume Serial Mumber iz F6A4-7129%

Directory of F:i“exchsprur

23.87. 21:21 <DIR> .
23.87. 21:21 <DIR> .
23.087. 22:85 <DIR> mbox
13:18 <DIR> mbx
17:46 <DIR> pub
B File<{s> A bytes
% Dir<s)> 4 427 @818 248 bytes free

F:sexchasrurl_

Checking access permissions revealed that default permissions of the \Exchsrvr directory,
which are set by Windows 2000 to full control for the EVERY ONE group, were not changed.
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exchsrvr Properties EHE3

Generall w'eb Sharingl Sharing Security |

I ame |

ﬁ Evemone
Remove |

Permizsions: Deny

Full Cottrol

b odify

Read & Execute
Ligt Folder Contents
Read

it

Advanced... |

~ Alloww inheritable permizzions from parent to propagate to this
abject

mnnnnn%
Oooooon

(] Cancel Spply

EXCHS5 - Check antivirus software
Audit showed that antivirus program was running and the virus database was up-to-date.

* . A¥G Control Center EHE

B AVG Control Center

A1 Comtral Center je ndici kamponanta syetema A0G B0 Umozri nastavil paramety

repch cash AVG a jejch aklivac a deaklivaci.
Evamar] AVE po Eomal | Update Ma-\aaer] Flangvas  Infeemace I
Antivirowy system AVG 6.0 I Y e
Senove eido - BE-T15-709-LOC g

Lizicrtic]  ———————
Spolecnost :

g

Werze progianmu : B0.564 Craturn wydani @ 29,2003
Winova baze 355 Cratunn spdani ;1901 2004

Sihava komunikace ; plipqgri rx '-.\a'.i::‘navgngl

] zust | e

EXCHG6 — Check Exchange logfile permissions

Audit of Exchange Log files permissions shows that only administrators have full control over
the log files. The rights of authenticated users have been set up to read-only access.
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FAUST.log on faust Properties

General Secunly E

Hama

Add.

ﬁ.ﬂdm'ﬂi&lral.ula [
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EXCH7 — Check if SMTP banner has been changed

Telnet to the TCP port 25 shows that SMTP Banner was not modified by the Exchange

system administrators.
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Exchange Front-end server (OWA)

0OS1 - Check NTFS disk format

Results of the audit show that there are two partitions on the audited system, both NTFS
formatted.

47
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



O computer Management o ] 21|
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Tree I Volume | Layout | Type | File Swstem | Status | Capacit
@ Computer Management (Local) Partit?on Bas?c MTFS Healthy (System) 6,00 GE
Eﬁg System Tools =data i) Partition Basic NTFS Healthy 12,64 GB
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OS2 - Check latest Service pack and security hotfixes

Audit of the Exchange Front-end server (OWA) revealed that the system is running with
Service Pack 3.

The tests conducted with MBSA show that there are 32 operating system updates missing.
Although the server is not directly exposed to the Internet, attacks from the internal network
not only from the corporate users, but maybe from avirus or a Trojan horse — are possible.
One Critical Microsoft Virtual Machine security update is missing.

Fortunately, no 11S updates are missing; OWA server is reachable from the Internet and could
be easily compromised.
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icrosoft Baseline Security Analyzer - Microsoft Internet Explorer

Result Details

Windows Security Updates

Security updates confirmed as missing are marked with g red X
Score Security Update Description Reason

MS02-042

X
X
X

MS02-045

MS02-048

MS02-050

MS02-055

MS02-063

MS02-065

MS02-070

MS02-071

Flaw in Metwork Connection
Manager Could Enable
Privilege Elevation (Q326886)
Unchecked Buffer in MNetwaorlk
Share Provider can lead to
Denial of Service (Q326830)
Flaw in Certificate Enrollment
Control Could Allow Deletion
of Gigital Certificates
(Q323172)

Certificate Validation Flaw
Could Enable Identity
Spoofing (Q329115)
Unchecked Buffer in Windows
Help Facility Could Enable
Code Execution (Q323255)
Unchecked Buffer in PPTP
Implementation Could Enable
Denial of Service Attacks
(Q329834)

Buffer Owverrun in Microsoft
Data Access Components
Could Lead to Code Execution
(32941 4)

Flaw in SMB Signing Could
Ermable Group Policy to bea
Modified (329170)

Flaw In Windows WM_TIMER
Message Handling Could

bl Dimiaeilmmim Elmsm b imim,

File varsion is less than expected,
[CAWINNTYSystemnZ2ynetman. dil, 5.0,2195,5282 <
5.0.2195.5974]

File version is less than expected,
[CAWINNTYSystemn3 2 ywactsry. dll, 5.0.2134.1 <
5.0.2195.5971]

File varsion is less than expected,
[CAWINNT Y system32yxenroll.dll, 5.131.2510.0 <
5.131.3859.0]

File varsion is less than expected,
[CAWINNT\system32\adsidp.dll, 5.0.2195.5400 <
5.0.2195 5781]

File varsion is less than expected, [CAWINNTYAR exe,
4,74.8793.0 < 5.2,.3644.0]

File version is less than expected.
[CAWwWINNTsystem32hdriversiraspptp. sys,
5.0.,2195,4080 < 5.0.2195.6076]

File version is less than expected. [C:\Program
Files\Cormmon Fileshsysterymsadcynsadee. dil,
2.53.6200,0 < 2.53.6202.0]

File version is less than e%ected‘
[CAWINNTYsystemn3 2y ocalspl.dil, 5.0.2195.5423 <
5.0.2195.6090]

File varsion is less than expected,
[CAWINNT\system32Ywinsrv. dll, 5.0.2195.4602 <

o moding ennel

OS3 - Check unnecessary accounts presence

No unnecessary accounts were found on the Exchange 2000 Back-end system.
Guest account has been disabled.

0S4 - Check account password policy

Audit of the Exchange Front-end server showed that the password policy is not enforced on
the reviewed system. Although administrators showed that they are aware of the need for
complex passwords, there is no password policy enforced, not even on the OWA which is
exposed to the Internet.

© SANS Institute 2004,
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g Local Security Settings W =101 x|
|J Action  Yiew |J<::- » BEm B @ |

Tree | | Palicy_~ | Local Setting | Effective Seting |
@ Security Settings EnForce password history 0 passwords remenn.,. 1 passwords remern...
=28 Account Palicies Maximum password age 42 days 90 days

@ Password Policy Minimum password age 0 davs 0 davs

@ Account Lockout F Minimum passward length 0 characters 0 characters
Local Policies F‘asswords must meek complexity requirements Disabled Disabled
[+ Public Key Policies Store password using reversible encryption For all usersinthe d...  Disabled Disabled

,g IP Security Policies on

OS5 - Check running and disabled services

Following table lists of running services was found on the Exchange 2000 Front-end server
during the audit. Among others, these services could be stopped:

Alerter

Computer Browser

DHCP Client

Distributed File System

Messenger

Print Spooler

Protected Storage

Remote Registry Service

Removable Storage
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J Action  Yiew |J = -’|

=10l x|

B2 » = 0w

Tree I

@ Services (Local)

Mame 7/ | Descripkion | Stakus | Starktup Type | Log On &s | o
%Alerter Motifies sel...  Started Aukomatic LocalSystem

%Application Management Provides s...  Started Manual LocalSystem

%Automatic Updates Enables th...  Started Automatic LocalSystem

%AVGE‘ Service Started Automatic

LocalSystem

round Inteligent Tran: IManual
%Certificate Services Issues and...  Started Aukomatic LocalSystem
%ClipBook Supports C,.., Manual LocalSystem
%COM+ Ewent System Provides a...  Started Manual LocalSystem
%Computer Browser Maintains a... Started Autarnatic LocalSystem
%DHCP Client Manages n... Started Automatic LocalSystem
%Distributed File System Manages lo... Started Automatic LocalSystem
%Distributed Link Tracking Client Sends nokif,..  Started Automatic LocalSystem
%Distributed Link Tracking Server Stores info... Manual LocalSystem
%Distributed Transaction Coordinator Coordinate...  Started Aukomatic LocalSystem —
%DNS Client Resolves a...  Started Aukomatic LocalSystem
%Event Log Logs event.., Started Autarnatic LocalSystem
Fax Service Helps vou ... Manual LocalSystem
%File Replication Maintains fi... Manual LocalSystem
%FTP Publishing Service Provides F... Disabled LocalSystem
%IIS Admin Service Allows adm...  Started Aukomatic LocalSystem
%Indexing Service Indexes co... Manual LocalSystem
%Internet Connection Sharing Provides n... Manual LocalSystem
%Intersite Messaging Allows sen... Disabled LocalSystem
%IPSEC Palicy Agent Manages I...  Started Automatic LocalSystem
%Kerberos Key Distribution Center Generates ... Disabled LocalSystem
%License Logging Service Disabled LocalSystem
%Logical Disk Manager Logical Disk... Started Automatic LocalSystem
%Logical Disk Manager Administrative Service Administrat,,. Started Manual LocalSystem
Messenger Sends and ... Started Automatic LocalSystem
%Microsoft Exchange Event Monitors fo... Manual LocalSystem
%Microsoft Exchange IMAP4 Provides Mi... Disabled LocalSystem
%Microsoft Exchange Information Store Manages M.., Disabled LocalSystem
%Microsoft Exchange Management Provides Mi,,. Started Aukomatic LocalSystem
%Microsoft Exchange MTA Stacks Provides Mi... Started Automatic LocalSystem LI
| |
=lalx|
J Action  Yiew |J = = | |
Tree I Mame  # Description Status Startup Type Log On As o

@ Services (Local)

%Microsoft Exchange Routing Engine Processes ..,  Started
%Microsoft Exchange Site Replication Service

%Microsoft Exchange System Attendant Provides s...  Started
%Microsoft Search Creates ful...  Started
%Net Logon Supports p... Started
%NetMeeting Remote Desktop Sharing Alloves aut...

Metwork Connections Manages o... Started
%Network DDE Provides n...
%Network DDE DSDM Manages s...
%Network Mews Transport Protocal (MNTF) Transports, ..

%NT LM Security Support Provider Provides s...  Started
%Performance Logs and Alerts Configures. ..
%Plug and Play Manages d... Started

Print Spoaler Loads files ...  Started
%Protected Storage Provides pr... Started
4005 RVP Provides ...

Remote Access Auto Connection Manager Creates a ...
%Remote Access Connection Manager Creates a ...
%Remote Procedure Call (RPC) Provides th... Started
%Remote Procedure Call (RPC) Locatar Managest... Started
%Remote Reqistry Service Allowes rem,..  Started
%Removable Skorage Managest.., Started
%Routing and Remote Access Offers rout...

Runas Service Enables st...  Started
%Security Accounts Manager Stores sec.,,  Started
%Server Provides R...  Started
%Simple Mail Transport Protocal {SMTP) Transports...

%Smart Card Manages a...
%Smart Card Helper Provides 5.
%System Event: Motification Tracks syst,.. Started
%Task Scheduler Enables s ...  Started
%TCP,I’IP MetBIOS Helper Service Enables su...  Started
%Telephony Provides T...  Started

Disabled
Automatic
Disabled

Automatic

Automatic
Automatic
Manual
Manual
Manual
Manual
Disabled
Manual
Manual
Automatic
Automatic
Automatic
Manual
Manual
Manual
Automatic
Manual
Automatic
Automatic
Disabled
Automatic
Automatic
Automatic
Disabled
Manual
Manual
Automatic
Automatic
Automatic
Manual

LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
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J Action  Wiew |J - = |

Tree I

% Services (Local)

Mame  # | Description | Status | Startup Type | Log On As ;I
%Performance Logs and Alerts Configures. .. Manual LocalSystem
%Plug and Play Manages d... Started Automatic LocalSystem

Print Spooler Loads files ... Started Automatic LocalSystem
%Protected Storage Provides pr... Started Automatic LocalSystem
%QDS RSYP Provides n... Manual LocalSystem

Remote Access Auko Connection Manager Creates a ... Manual LocalSystem
%Remote Access Connection Manager Creates a ... Manual LocalSystem
%Remote Procedure Call (RPC) Provides th... Started Automatic LocalSystem
%Remote Procedure Call (RPC) Locator Manages ...  Started Manual LocalSystem
%Remote Registry Service Allows rem,..  Started Automatic LocalSystem
%Removable Storage Managesr... Started Automatic LocalSystem
%Routing and Remote Access Offers rout... Disabled LocalSystem
%Runns Service Enables st...  Started Automatic LocalTystem
%Security Accounts Manager Stores sec.,,  Started Autarnatic LocalSystem
%Server Provides R...  Starked Aukomatic LocalSystem
%Simple Mail Transport Protocal (SMTR) Transports, .. Disabled LocalSystem
%Smart Card Manages a... Manual LocalSystem
%Smart Card Helper Provides s... Manual LocalSystem
%System Event Motification Tracks syst..,. Started Automatic LocalSystem
%Task Scheduler Enablesa...  Starked Aukomatic LocalSystem
%TCPIIP MetBIOS Helper Service Enables su...  Started Automatic LocalSystem
%Telephony Provides T...  Started Manual LocalSystem

Telnet Allows are... Manual LocalSystem
%Terminal Services Provides a ... Disabled LocalSystem
%Uninterruptible Pawer Supply Manages a... Manual LocalSystem
%Utility Manager Starts and ... Manual LocalSystem
%VNC Server Started Aukomatic LocalSystem
%Windows Installer Installs, re... Manual LocalSystem
%Windows Management Instrumentation Provides s...  Started Automatic LocalSystem
%Windows Management Instrumentation Driver Extensions  Provides s,..  Started Manual LocalSystem

Windows Time Sets the co...  Started Automatic LocalSystem
%Workstation Provides n...  Starked Aukomatic LocalSystem
%World ‘Wide Web Publishing Service Provides W... Started Automatic LocalSystem

0OS6 — Check Anonymous Logon problems

Audit showed that the “RestrictAnonymous” registry value is set to 0, which means that no
restrictions concerning anonymous access to the registry are in place. This Allows collecting
names of domain accounts and network shares. While this vulnerability does not allow an
attacker to compromise the server, it could provide the attacker with additional information to
mount an attack. To better secure anonymous access, this option can be changed through
Group Policy or viathe registry.
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' Registry Editor - [HKEY_LOCAL MACHINE on Local Machine]

wRegistry Edit Tree Wiew Security Options Window Help

G0 IDConfigDB

G ISExtansions
G0 Keyboard Layout
G Keyboard Layouts

Kerberas
CIME1_0

£ Skewl
SspiCache
-3 MediaCategories
- Medialnterfaces
-3 MediaFroperties
-0 MediaResources
-0 MediaSets
MNetwork
MNetworkProvider
G0 Mg

-G NTMS

G0 FrP

-G Print

- 23 FriorityContral
7 Procdurtintinns

-0 FileSystem ~||audithasechjects : REG_DWORD < 0

50 GraphicsDrivers Authentication Packages : REG_MULTI_SZ i msw1_0 ..
-0 GroupOrderList Bounds : REG_BINARY: 003000 0000200000

-0 HAL crashonauditfail : REG_DWWORD 0

3 hivelist fullprivilegeauditing : REG_BINARY : 00

=10l
=8>

Imcompatibilitylevel : REG_DWORD : 0

LsaPid : REG_DWWORD : Dxf4

Motification Packages : BEG_MULTI_SZ | FPNWCLNT RASSFM KDCSYC sc
rastrictananymi EG [ A0 1]
SecureBoot: REG_DWWORD - Ox1
Security Packages : REG_MULTI_SZ : kerberos msw1_0 schannel ...

© SANS Institute 2004,

OS7 — CHECK OS logging

Checking operating system log settings showed that except of account management, no audit

is set up. Because of that, no evidence of possible unauthorized activity is available.

For the OWA Front-end server, which is directly exposed to the Internet, it is very important

to log and analyze details of the activity on the system.

As part of GIAC practical repository.
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§" Local Security Settings =10l E
|J Ackion Wisw |J¢' -D||X|@ |

Tree I Policy  # | Local Setting | Effective Setting |
@ Security Setkings Audit account logon events Mo auditing Mo auditing
=128 Account Policies Audit account management Mo auditing Success, Failure
L8 Password Palicy Audit directory service access Mo auditing Mo auditing
{3 Account Lockout F Audit logon events Mo auditing Mo auditing
E@ Local Policies Audit object access Mo auditing Mo auditing
Audit policy change Mo auditing Mo auditing
-{Z8 User Rights Assigr Audit privilege use Mo auditing Mo auditing
[ Security Options Audit process tracking Mo auditing Mo auditing
D Public Key Policies Audit system events Mo auditing Mo auditing
.g IP Security Policies on
5

0S8 - Run an outside network vulnerability scan

Following check result shows extract from Nessus security scan audit that was run on the
audited Exchange Front-end server.

22 high severity problems that were found by Nessus are listed below.

Most of the vulnerabilities correspond to findings in the section covering missing operating
system patches etc. Because of such a high number of High severity vulnerabilities, it would
be better to patch the system fully first and then run the network scan by Nessus again. This
would definitely provide more clear results about system threats.

Network Vulnerability Assessment Report 30.01.2004
Sorted by host names

Session hame: OWA Start Time:30.01.2004 14:27:46
Finish Time:30.01.2004 16:11:39
Elapsed: 0 day(s) 01:43:52
Total records generated: 109
High severity: 22
Low severity: 63
informational: 24

Summary of scanned hosts
Host Holes \War nings Open ports State
webmail 22 63 24 Finished
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Webmail

Service Severity [Description
unknown ,
(1052/udp) Info [Portisopen
netbios-ssn -
(139/tcp) Info [Portisopen
loc-srv (135/tcp) | Info [Portisopen
microsoft-ds ,
(445/tcp) Info [Portisopen
https (443/tcp) Info [Portisopen
http-rpc-epmap .
(593/tcp) Info [Portisopen
resvc (691/tcp) Info |Portisopen
unknown .
(1048/tcp) Info ([Portisopen
unknown ,
(1047/tcp) Info [Portisopen
unknown .
(1062/tcp) Info |Portisopen
unknown .
(1064/tcp) Info [Portisopen
unknown .
(1065/tcp) Info [Portisopen
unknown .
(1113/tcp) Info [Portisopen
unknown .
(1111/tcp) Info ([Portisopen
msdtc (3372/tcp) | Info [Portisopen
unknown .
(4858/tcp) Info ([Portisopen
vnc-http .
(5800/tcp) Info ([Portisopen
vnc (5900/tcp) Info |Portisopen
unknown .
(26383/tcp) Info |Portisopen
unknown .
(26382/tcp) Info |Portisopen
unknown .
(1112/udp) Info |Portisopen
unknown .
(1063/udp) Info [Portisopen
http (80/tcp) Info [Portisopen
netbios-ns .
(137/udp) Info |Portisopen
The remote host is running a version of Windows which has aflaw in
g , its RPC interface, which may allow an attacker to execute arbitrary

loc-srv (135/tcp) | High code and gain SYSTEM privileges.

© SANS Institute 2004,
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An attacker or aworm could use it to gain the control of this host.

Note that thisis NOT the same bug as the one described in M S03-
026 which fixes the flaw exploited by the 'MSBlast' (or LoveSan)
worm.

Solution: see
http://www.microsoft.com/technet/security/bulletin/M S03-039.asp
Risk factor : High

CVE : CAN-2003-0715, CAN-2003-0528, CAN-2003-0605

BID : 8458

Other references : IAVA:2003-A-0012

A flaw in the Windows 2000 Network Connection Manager could
enable privilege elevation.

Impact of vulnerability: Elevation of Privilege
Affected Software: Microsoft Windows 2000

Recommendation: Users using any of the affected products should
mi crosoft-ds Hiah install the patch immediately.

(445/tcp) 9
Maximum Severity Rating: Critical

See http://www.microsoft.com/technet/security/bull etin/ms02-
042.asp

Risk factor : High

CVE : CVE-2002-0720

BID : 5480

The file /iisadmpwd/aexp2.htr is present.

(or, aexp2b.htr, aexp3.htr, or aexp4.htr, search for aexp*.htr)

An attacker may use it in a brute force attack to gain valid
username/password. A valid user may also use it to change his
https (443/tcp) High |password on alocked account.

Solution : Delete thefile

Risk factor : Serious

CVE : CVE-1999-0407, CAN-2002-0421

BID : 2110

The remote version of Windows has a flaw in the way the kernel
passes error messages to a debugger. An attacker could exploit it to
gain elevated privileges on this host.

microsoft-ds

(445/tcp) High [To successfully exploit this vulnerability, an attacker would need a

local account on this host.

Solution : see
http://www.microsoft.com/technet/security/bulletin/M S03-013.asp
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Risk factor : High

CVE : CAN-2003-0112

BID : 7370

A flaw exists in the RPC endpoint mapper, which can be used by an
attacker to disable it remotely.

An attacker may use this flaw to prevent this host from working
properly

Affected Software:
Microsoft Windows NT 4
Microsoft Windows 2000
Microsoft Windows XP
microsoft-ds

(445/tcp) High

Solution for Win2k and XP: see
http://www.microsoft.com/technet/security/bull etin/ms03-010.asp

There is no patch for NT4.

Microsoft strongly recommends that customers still using Windows
NT 4.0 protect those systems by placing them behind a firewall
which isfiltering traffic on Port 135.

Risk factor : Serious

CVE : CAN-2002-1561

IAn unchecked buffer in Windows help could allow an attacker to
could gain control over user's system.

Maximum Severity Rating: Critical
Recommendation: Customers should install the patch immediately.

Affected Software:

Microsoft Windows 98

Microsoft Windows 98 Second Edition

High [Microsoft Windows Millennium Edition

Microsoft Windows NT 4.0

Microsoft Windows NT 4.0, Terminal Server Edition
Microsoft Windows 2000

Microsoft Windows XP

microsoft-ds
(445/tcp)

See http://www.microsoft.com/technet/security/bull etin/ms02-
055.asp

Risk factor : High
CVE : CAN-2002-0693, CAN-2002-0694
Hotfix to fix Certificate Validation Flaw (Q329115) is not installed.

mi crosoft-ds

(445/tcp) High

The vulnerability could enable an attacker who had a valid end-entity
certificate to issue a subordinate certificate that, although bogus,
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would nevertheless pass validation. Because CryptoAPI isused by a
wide range of applications, this could enable a variety of identity
spoofing attacks.

Impact of vulnerability: Identity spoofing.

Maximum Severity Rating: Critical

Recommendation: Administrators should install the patch
immediately.

Affected Software:

Microsoft Windows 98

Microsoft Windows 98 Second Edition
Microsoft Windows Me

Microsoft Windows NT 4.0

Microsoft Windows NT 4.0, Terminal Server Edition
Microsoft Windows 2000

Microsoft Windows XP

Microsoft Office for Mac

Microsoft Internet Explorer for Mac
Microsoft Outlook Expressfor Mac

See http://www.microsoft.com/technet/security/bull etin/ms02-
050.asp

Risk factor : High

CVE : CAN-2002-1183, CAN-2002-0862

BID : 5410

A vulnerability in the Certificate Enrollment ActiveX Control in
Microsoft Windows 98, Windows 98 Second Edition, Windows
Millennium, Windows NT 4.0, Windows 2000, and Windows XP
allows remote attackers to delete digital certificates on a user's
system viaHTML.

Impact of vulnerability: Denial of service
Maximum Severity Rating: Critical

mi crosoft-ds : Recommendation: Customers should install the patch immediately
High

(445/tcp)

Affected Software:

Microsoft Windows 98

Microsoft Windows 98 Second Edition

Microsoft Windows Millennium

Microsoft Windows NT 4.0

Microsoft Windows 2000

Microsoft Windows XP

See http://www.microsoft.com/technet/security/bul l etin/ms02-
048.asp
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Risk factor : High

CVE : CAN-2002-0699

The remote host is vulnerable to a denial of service attack, which
could allow an attacker to crash it by sending a specially crafted
SMB (Server Message Block) request toit.

Impact of vulnerability: Denial of Service/ Elevation of Privilege

mi crosoft-ds High Maximum Severity Rating: Moderate
(445/tcp) 9
Solution : http://www.microsoft.com/technet/security/bull etin/ms02-

045.asp

Risk factor : High

CVE : CAN-2002-0724

BID : 5556

It was possible to log into the remote host using a NULL session.
The concept of aNULL session isto provide a null username and
a null password, which grants the user the 'guest’ access

To prevent null sessions, see MS KB Article Q143474 (NT 4.0) and
Q246261 (Windows 2000). Note that this won't completely disable

microsoft-ds Hiah null sessions, but will prevent them from connecting to |PC$
(445/tcp) " Pease see http://msgs.securepoint.com/cgi-bin/get/nessus-
0204/50/1.html

All the smb tests will be done as"/" in domain XYZXYZ

CVE : CAN-1999-0504, CAN-1999-0506, CVE-2000-0222, CAN-
1999-0505, CAN-2002-1117

BID : 494, 990

Remote Data Protocol (RDP) version 5.0 in Microsoft Windows
2000 and RDP 5.1 in Windows XP does not encrypt the checksums
of plaintext session data, which could allow a remote attacker to
determine the contents of encrypted sessions via sniffing, and
Remote Data Protocol (RDP) version 5.1 in Windows XP alows
remote attackers to cause a denial of service (crash) when Remote
Desktop is enabled viaa PDU Confirm Active data packet that does
not set the Pattern BLT command.

microsoft-ds

(445/tcp) High [Impact of vulnerability: Two vulnerabilities:

information disclosure, denia of service.
Maximum Severity Rating: Moderate.
Recommendation: Administrators of Windows 2000 terminal servers

and Windows X P users who have enabled Remote Desktop should
apply the patch.

Affected Software:
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Microsoft Windows 2000
Microsoft Windows XP

See
http://www.microsoft.com/technet/security/bull etin/ms02-051.asp

Risk factor : High

CVE : CAN-2002-0863

BID : 5410

The |1S server appearsto have the HTR ISAPI filter mapped.

At least one remote vulnerability has been discovered for the HTR
filter. Thisis detailed in Microsoft Advisory MS02-018, and gives
remote SY STEM level accessto the web server.

It isrecommended that, even if you have patched this vulnerability,
you unmap the .HTR extension and any other unused | SAPI
extensions if they are not required for the operation of your site.

Solution :

To unmap the . HTR extension:

1.0Open Internet Services Manager.

2.Right-click the Web server choose Properties from the context
menu.

3.Master Properties

4.Select WWW Service -> Edit -> HomeDirectory -> Configuration
and remove the reference to .htr from the list.

http (80/tcp) High

In addition, you may wish to download and install URLSCAN from
the Microsoft Technet Website. URLSCAN, by default, blocks all
requests for .htr files.

Risk factor : High

CVE : CVE-2002-0071

BID : 4474

The |1S server appearsto have the HTR ISAPI filter mapped.

At least one remote vulnerability has been discovered for the HTR
filter. Thisis detailed in Microsoft Advisory MS02-018, and gives
remote SY STEM level accessto the web server.

It is recommended that, even if you have patched this vulnerability,
https (443/tcp) High [you unmap the .HTR extension and any other unused | SAPI
extensions if they are not required for the operation of your site.

Solution :

To unmap the . HTR extension:

1.0Open Internet Services Manager.

2.Right-click the Web server choose Properties from the context
menu.
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3.Master Properties
4.Select WWW Service -> Edit -> HomeDirectory -> Configuration
and remove the reference to .htr from the list.

In addition, you may wish to download and install URLSCAN from
the Microsoft Technet Website. URLSCAN, by default, blocks all
requests for .htr files.

Risk factor : High

CVE : CVE-2002-0071

BID : 4474

Hotfix to fix Unchecked Buffer in PPTP Implementation
(Q329834) is not installed.

A security vulnerability resultsin the Windows 2000 and Windows
X P implementations because of an unchecked buffer in a section of
code that processes the control data used to establish, maintain and
tear down PPTP connections. By delivering specially malformed
PPTP control datato an affected server, an attacker could corrupt
kernel memory and cause the system to fail, disrupting any work in
progress on the system.

Impact of vulnerability: Denial of service

mi crosoft-ds Hiah Maximum Severity Rating: Critical

(445/tcp) 9
Recommendation: Administrators should install the patch
immediately.
Affected Software:

Microsoft Windows 2000
Microsoft Windows XP

See http://www.microsoft.com/technet/security/bul l etin/ms02-
063.asp

Risk factor : High

CVE : CAN-2002-1214

The remote Windows 2000 does not have the Service Pack 4 applied.
(it uses Service Pack 3 instead) Y ou should apply it to be up-to-date

m:sr;?[itr))f)t—ds High |Risk factor : High
Solution : go to http://www.microsoft.com/windows2000/downl oads/
CVE : CAN-1999-0662
BID : 7930, 8090, 8128, 8154
A security issue has been identified in WM_TIMER that could allow
an attacker to compromise a computer running Microsoft Windows
mi crosoft-ds Hiah and gain complete control over it.
(445/tcp) 9

Recommendation: Users using any of the affected products should
install the patch immediately.
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Maximum Severity Rating: Critical

Affected Software:

Microsoft Windows NT 4.0

Microsoft Windows NT 4.0, Terminal Server Edition
Microsoft Windows 2000

Microsoft Windows XP

See http://www.microsoft.com/technet/security/bul l etin/ms02-
071.asp

Risk factor : High

CVE : CAN-2002-1230

BID : 5927

The following shares can be accessed using aNULL session :
- E - (readable?, writeable?)

Solution : To restrict their access under WindowsNT, open the
High [explorer, do aright click on each,

go to the 'sharing' tab, and click on 'permissions

Risk factor : High

CVE : CAN-1999-0519, CAN-1999-0520

BID : 8026

A security vulnerability exists in the Messenger Service that could
allow arbitrary code execution on an affected system. An attacker
who successfully exploited this vulnerability could be able to run
code with Local System privileges on an affected system, or could
cause the Messenger Serviceto fail. Disabling the Messenger Service
will prevent the possibility of attack.

microsoft-ds
(445/tcp)

This plugin determined by reading the remote registry that the patch

microsoft-ds High [MS03-043 has not been applied.

(445/tcp)

Solution : see
http://www.microsoft.com/technet/security/bull etin/ms03-043.asp

Risk factor : High

CVE : CAN-2003-0717

BID : 8826

Other references : IAVA:2003-B-0007

The remote host is running a version of Windows with a version of
DirectX which isvulnerable to a buffer overflow in the module
which handles MIDI files.

microsoft-ds

(4451tcp) High [To exploit thisflaw, an attacker needsto craft arogue MIDI file and

send it to a user of this computer. When the user attemptsto read the
file, it will trigger the buffer overflow condition and the attacker may
gain ashell on this host.
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Solution : see

http://www.mi crosoft.com/technet/security/bull etin/M S03-030.asp
Risk factor : High

CVE : CAN-2003-0346

BID : 7370

Other references : IAVA:2003-A-0024

The Microsoft Locate service is a name server that maps logical
names to network-specific names.

There is a security vulnerability in this server which allows an
attacker to execute arbitrary code in it by sending a specially crafted
packet to it.

Maximum Severity Rating: Critical

Recommendation: Administrators should install the patch
immediately.
microsoft-ds

(445/tcp) High

Affected Software:

Microsoft Windows NT 4.0

Microsoft Windows NT 4.0, Terminal Server Edition
Microsoft Windows 2000

Microsoft Windows XP

See
http://www.mi crosoft.com/technet/security/bulletin/ms03-001.asp

Risk factor : High

CVE : CAN-2003-0003

Other references : IAV A:2003-A-0007
Hotfix to fix Flaw in Microsoft VM
could Allow Code Execution (810030)

Impact of vulnerability: Three vulnerabilities, the most serious of
which could enable an attacker to gain complete control over a user's
system.

Maximum Severity Rating: Critical

mi crosoft-ds Hiah Recommendation: Administrators should install the patch
(445/tcp) I immediately.

Affected Software:

\Versions of the Microsoft virtual machine (Microsoft VM) are
identified by build numbers, which can be determined using the
JVIEW tool as discussed in the FAQ. All builds of the Microsoft VM
up to and including build 5.0.3805 are affected by these
\vulnerabilities.
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Supersedes :
http://www.microsoft.com/technet/security/bull etin/ms02-052.asp

See: http://www.mi crosoft.com/technet/security/bull etin/ms02-
069.asp

Also Note: Requires full registry access (Administrator) to run the
test.

Risk factor : High

CVE : CAN-2002-1257, CAN-2002-1258, CAN-2002-1183, CAN-
2002-0862

The file /iisadmpwd/aexp2.htr is present.

(or, aexp2b.htr, aexp3.htr, or aexp4.htr, search for aexp*.htr)

An attacker may use it in a brute force attack to gain valid
username/password. A valid user may also use it to change his
http (80/tcp) High |password on alocked account.

Solution : Delete the file

Risk factor : Serious

CVE : CVE-1999-0407, CAN-2002-0421
BID : 2110

[IS1 — Check IIS Lockdown tool implementation
The MBSA report shows that |SS Lockdown tool has been implemented.
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i Microsoft Baseline Security Analyzer

Microsoft:

/Baseline Security Analyzer

Microsoft Baseline Security View security report
Analyzer
Sort Order: I Score (worst first] I
[ ‘welcome _I
N
[ Pick a computer to scan nternet Information Services (|IS) Scan Results
[] Pick multiple computers to scan Vulnerabilities
[ Pick a security repart o view
[ Wiew a security report
A x Sample Saome 1S sample applications are installed.
Applications  what was scanned  Result details — How to comect this
See Also
[ Microsoft Baseline S ecurity
Analyzer Help % 1154drmin NISADMPWD virtual directony was found under one or more web sites
. . Wirtual what was scanned How to comrect this
[ about Microsoft Baseline Security Ditectary
Analyzer x
[ Microsoft Security Web site .
I 115 Lockdown  The 115 Lockdown tool has been run on the machine.
R Tacl ‘what was scanned
Actions
Additional Systemn Information
&) Print
Copy * Diamain 115 iz nat running an a domain controller,
Controller Test  what was scanned
[SOL Server Scan Results
saL S0L Server and/or M5DE is not installed on this computer.
Server/MSDE
Status ﬂ
g] Previnus security report Mext security report g]

tlik Technologies, LLC. All rights reserved.

I1IS2 — Check URLScan installation

Following UrlScan.ini file was found on the OWA server. Microsoft has proposed a dightly
different URL Scan.ini file for use on the OWA servers. There are small differences of the
[AllowVerbs] section and also, [AllowExtensions| section is used instead of
[DenyExtensions].
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[ options] .asa

UseAl | owMer bs=1 .htm
UseAl | owExt ensi ons=1 .htm
Nor mal i zeUr | Bef or eScan=1 Ltxt
VerifyNormalization=1 .j P9
Al'l owHi ghBi t Char act ers=1 .j peg
Al | owDot | nPat h=1 .gif
ReroveSer ver Header =0 Chtr
Enabl eLoggi ng=1
Per ProcesslLoggi ng=0 ;. idq
Al'l owLat eScanni ng=0 L htw
Per DayLoggi ng=1 ;.1 da
Rej ect ResponseUr | = ;. idc
UseFast Pat hRej ect =0 ;.shtm
Al t er nat eSer ver Nane= c.shtm
;.stm
[ Al | owVer bs]
GET ;.printer
HEAD [ DenyExt ensi ons]
PCST
OPTI ONS . exe
SEARCH . bat
POLL .cmd
PROPFI ND .com
BMOVE
BCOPY ; Deny infrequently used scripts
SUBSCRI BE . htw
MOVE .ida
PROPPATCH .idg
BPROPPATCH .htr
DELETE .idc
BDELETE .shtm
VKCOL .shtnl
UNSUBSCRI BE .stm
SUBSCRI PTI ONS .printer
cory
LOCK ; Deny various static files
UNLOCK Lini ; Configuration files
PUT .1og ; Log files
ACL . pol ; Policy files
NOTI FY . dat ; Configuration files
[ DenyVer bs] ;.asp
;. cer
;. cdx
[ DenyHeader s] ;. asa
[ DenyUr| Sequences]
[ Al | owExt ensi ons] N
.asp \
. cer %
. cdx &

[1IS3 — Check IIS virtual directories ACLs

The audit of IS virtual directory ACLs shows that only administrators have full control
access. Rights of ordinary users have been set up to read-only access.
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il

exchweb Properties

General| Web Shaiing | Sharing Secuiy |
Mg ]
ﬂ Power Users [SAPROUTERT4\Power Use =

€7 5vSTEM Heers

€5 TERMINAL SERVER USER

FR1y T
»

Permissions:

21|

I

Full Contral

Modify

Read & Execute
List Folder Contents
Read

Write:

Advanced...

OEEE00 ;s’

oooooo

~ Al inheritable peimissions from parent o propagate to this

ohject

|l & x o | B

oK I Cancel

Apply

a &

CONNDATA - Exchanges...

W

SAPROUTE.., SCHEMA

E

Mailroot MDEDATA

5 H

CCDIST copytight

‘l object(s) selected

= My Computer

Ay

Foort| [ BOL DB HE (D |Bw|eth | @aFn]D.. #o. @ |Bo. | Gi| | BHFIOUNRES P 11

IS4 — Check IS Log files ACL

Audit of 1S Log files permissions shows that only administrators have full control over the
log files. The rights of authenticated users have been set up to read-only access.
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E saprouterl ]

= system32|

| Fle Edi

LogFiles Properties _"l.zl

Generall ‘web Sharing I'Sharihg Security I

J &1 Back -
J Address IE

[
system

LogFiles
File: Folder

Modfied: 5.5
Attributes: {r

Created: 31,

1 object(s) sele

Mame: | Add, I

!ﬂ Administrators [SAPROUTERT \Wdministrat...

€7 CREATOR OWNER Fremove |

ﬂi Power Users (SAPROUTER1\Power Users)
*ROUTER T\ sers]

Permissions:

Full Contral

M odify

Fead & Execute
List Folder Contents
Read

“wiribe

Advanced... |

~ Allows inheritable permissions from parent to propagate to this

ohject
oK I Cancel Sipply

ooEaon

E

certsry

=

export

Ga ~a

i netmon

E

dients

=

ias inetsry

(@ (&

npp MEmsData

‘@, My Camputer

4

Foan| [ BRI LB ED |G| Be|&n| @a|Fin ] D [ & | @ |G| 90| | BRI 0WSREE P 195

IS5 — Check 1IS Sample application presence

1S Sample application directories were found (see the screen output of 11S1 test). Thisis a
strange finding, since 11S Lockdown tool removes sample application directories under

normal circumstances.

Consultation with the IS administrators showed that they had to restore some of the IIS
Lockdown tool settings, but this lead also to the restoration of sample applications.

Review of the sample application security settings shows that access to the directories is
granted only from local machine. This setting mitigates risks associated with the presence of
the sample application directories.
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. Internet Information Services
| J Action  Wiew “ & = | | p @l 1155amples Properties 2
Tree I Wirtual Director_l,ll Documents  Directary Security | HTTP Headersl Custam Errorsl Sta
EQ exchange vs saprouter —Anonymous access and authentication control
Ei Exchieb Enable anonymous access and edit the
@ exchange w authentication methods for this rezounce. Edit |
H @ public EaE L
E‘g saprouterl
@ Default FTP Site (Stopped) ~ P addresz and domain name restrictions
-y Defaul web Site —— - _
Scripts JGI, frant or deny aceess 1o this resource using
II5Help IP Address and Domain Name Restrictions [ x|
IS Admin
II55amples -~ IP Addrezs Access Restrictions
MIADC By default. all computers will be: &F © Granted Aocess
+ Exchweb \
@ public Except thoze listed below: E‘ i«
Aocess | IP Addrezs [Mazk)/Domain Mame I
Exadmin o Granted B1127.0.01 Ad..
CertSry
{_g@ CertCantral Femove |
- CertEnroll
-7 jisadmpuwd Edit; |
isapi
Ok I Cancel Help |
{:l _private
[ _wti_enf
{:| _whi_log
S I = jhd | Kl 2

[IS6 — Check 1IS ISADMPWD directory presence

1S 1ISADMPWD directory was found on the OWA server. Thisis due to the same problems

like with 11S Sample application directories which were restored after 11S Lockdown settings
restoration (see previous section).
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Internet Information Services

J Ackion  Wiew |J & = | | :

BB R8> =]

Tree I

Eé exchange vs saprouter
: #-{g Exchiweb
@ exchange
i @ public
Eg saprouker 1
i) Default FTP Site (Stopped)
-4 Default Web Site
Scripks
- #%8 115Help
[+ I5Admin
- 1155amples
MSADC
[H- Exchweb
[]--@ public
@ Exchange
£ Exadrmin
]--g CerkSry

]--Q artCantral

o
(g CErETrD

#-_] chat
7-_1 hip
0. images
7.1 prod
7] sap
e _private
b2 _wti_enf
H-_] _whi_log
HT1 ot owt

Iame | Path | Sta
=1 |3 common
2 s

@ default.htm
Rk ]

[IS7 — Check IIS ISAPI extension mappings

Audit result showed that mapping of most unused 11S ISAPI extensions is handled by the
404.dIl library. Anyway, these extensions were not unmapped - .cer ; .cdx ; .asa.

Application Configuration

App Mappings | App Options | App Debugaing

¥ Cache I54P| applications

—Application Mappings

1§

Er:tensionl Executable Path | Werbz |
“hitwa C:W T ThS ystemE32hinetsreh 404 dil GET HEAD...
.ida CMw NN T\ petem324inetsrA404. dl GET.HE&D....
.idg CAwINN TS petem324inetsrA404. dl GET.HE&D....

Co MM TS wetem325ineterdazp. dil GET HEAD....

cch-: oW I ThS pstem32hinetsrehasp. dil
.a%a o IMM T3S pstem324inetsrhazp. il GET.HE&D....
htr CAw NN TS petern324inetzrvhizm, dil GET.POST
Jide CAWWIMM TS S petem325inetzrA 404, dI OPTIOMS.G...
Add Edit Bemove
0k, I Cancel Apply Help
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IS8 — Check IIS logging

Audit shows that logging has been enabled for the IS system including all recommended
request details.

iastart”] sl

© SANS Institute 2004,

Documents I Directory Security I HTTF Headers I
‘wieb Site I Operators | Performance I ISAPI Filters |

[~ Weh Site |dentification

[ Path
Custom Errars ! CHWINMTYSy stem32hinetsrviis admin |

sl Extended Logging Properties [ %]

Description: IDEIauIl ‘web Site

IP tddress: |14 Unassigned)

o

TCP Port: 55 Port: [442

j Advar

General Froperties | Extended Ploperties'

Mew Log Time Period

£ Hourly
& Dy

© weekly

~ Connection:
i Urlimited

"~ Limited To: 1000 connections
Connection Timeout: 900 seconds

¥ HTTP Eeep-dlives Enabled

 Monthly
€ Urlimited file size
£ when file gize reaches:

139 = I4E

—I¥ Enatle Logging

Active log format:
IW’3C Extended Log File Format

j Properties...

[~ Use local time: for file naming and rollover
Log file directary
IZ\Au"inDirZ\System32\LUgFi\es

Browsze... |

Logfile name: W 35WC1 \expwmmdd. log

ok | Cancel | e

oK I Cancel Apply

{1 sap

] _private

L1 vt loa

=T s
@ liaction, sty
@ liaddnew.asp
RER

As part of GIAC practical repository.

e Isﬂ “ lgwim:luws I Nexch_work I @Actwe Dir... I Qd on sapr...l A download | %Internet &M\cmsuft m | | ‘ 15:05
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d Default Web Site Properties

Extended Logging Properties 5[

General Properties  Extended Properties

— Extended Logaing Options

Time [ time ]
Extended Properties
- [wf] Client IP Adddress [ c-ip ] -
- [wf] Uzer Mame [ cz-uzername )

- [] Semvice Mame [ z-zsitename |

- [ Server Mame [ s-computermame | —
- [wf] Server IP Address [ s-ip ]

- [wf] Server Port [ s-port ]

- wf| Method [ cz-method ]

- [wf| URI Stem [ cz-uri-stem |

B -~ [ URI Query [ cs-uri-qguerny | -
- [wf| Protocol Status [ sc-status

- [ Wind2 Status [ so-wind2-status | ;I

(] 4 I Cancel | Apply | Help |

(] 4 | Cancel | Apply | Help |

EXCH1 - Check latest Exchange 2000 Service pack and hotfixes

Although one Exchange 2000 critical security update is missing, it is concerning the SMTP
service that was disabled on the OWA Front-end server.

; Microsoft Baseline Security Analyzer - Microsoft Internet Explorer

Baseline Security Analyzer

1 critical security updates are missing.
Result Details
Exchange Server Security Updates

Security updates confirmed as missing are marked with a red X
Score Security Update Description Reason
¢ MS03-046 Vulnerability in File version is less than expected.
Exchange Server  [W212.67.76.239\CF\Program
Could Allow Files\Exchsrvribinydryiis. dll,
Arbitrary Code £.0.6249.0 < 6,0.64587 1]
Execution

(822363)
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EXCH2 - Check running and disabled Exchange 2000 services

Audit of running Exchange 2000 services shows that following Exchange services have been
started automatically on startup and could be disabled:
Microsoft Exchange Management
Microsoft Exchange MTA Stacks
Microsoft Exchange System Attendant

Name Description Status | Startup Log On As
Type
Microsoft Exchange Event | Monitors folders and fires events, for Manual Local System
Exchange 5.5-compatible server
applications.
Microsoft Exchange Provides Microsoft Exchange IMAP4 Disabled | LocalSystem
IMAP4 Services.
Microsoft Exchange Manages Microsoft Exchange Information Disabled | LocalSystem
Information Store Storage
Microsoft Exchange Provides Microsoft Exchange management | Started | Automatic | Local System
Management information through WMI.
Microsoft Exchange MTA | Provides Microsoft Exchange X.400 Started | Automatic | Local System
Stacks services
Microsoft Exchange POP3 | Provides Microsoft Exchange POP3 Disabled | LocalSystem
Services.
Microsoft Exchange Processes Microsoft Exchange routing Started | Automatic | Local System
Routing Engine information
Microsoft Exchange Site Disabled | LocalSystem
Replication Service
Microsoft Exchange Provides system related services for Started | Automatic | Local System
System Attendant Microsoft Exchange
EXCH3 - Check Mailbox size limits — Not Applicable
The Microsoft Exchange Information store service is disabled.
EXCH4 — Check Exchange directory location— Not Applicable
The Microsoft Exchange Information store service is disabled.
EXCHS5 - Check antivirus software
Antivirus program was running and the virus database was up-to-date.
74
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B AYG Control Center llil

AVG Control Center

ANG Control Center je nidici komponenta systemu A6 6.0, Umaozni nastavit parametry
jinych caszt AYGE a ejich akbivaci a deaktivac.

Antivirovy system AVG 6.0 :‘—m.

Seriove cizlo : BE-715-709-LAC \
|l Zity i ; R
Spolechnost | e————

“Werze programu : 6.0.566 Draturm wydani : 2.9.2003
Yirowa baze : 357 Draturn wydani © 22.1.2004

Sitova komunikace : nepripojeno

ok Zruzit Pougzit

EXCH®6 — Check Exchange logfile permissions — Not Applicable
The Microsoft Exchange Information store service is disabled.

EXCH7 — Check if SMTP banner has been changed — Not Applicable
SMTP service doesn’t run on the OWA server

EXCHS8 - Check that no local Exchange data reside on OWA server

The Microsoft Exchange Information store service is disabled.
Attempting to configure the Exchange Information store shows a warning message.
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- J% Console  Window  Help |;|i|l|
[ s vou | & » | 0m |5 DB |2 |

Tree | — (i changE)

. E e (Fxchange) Mame
5 Glabal Settings 0 Global Settings
Reclnlents
{11 Administrative Groups () Administrative Groups
B — HyTaals
@ Servers
-8 EesTer
-8 Faust

B Excl

Protocols Exchange System Manager [<]

First Storage
o Eﬂ = 2 The action could not be completed because the Microsoft Exchange Information Store service is unavailable, Be sure
5 DILdI e EITEE the service is running and you have network connectivity to the Microsoft Exchange Server computer.
Folders
]--& Tools Operation: Retrieving mount information,
ID no: c1041721
Exchange System Manager

555'3“”] a8 e = H @, Exchange System Man... FIEF 1547

EXCH9 - Check adequate OWA user authentication

The audit step revealed that adequate OWA user authentication is used.

Anyway, “require 128-bit encryption” checkbox is unchecked. This setting allows using less
secure SSL communication channel making decoding of the data stream easier.

monitoring Properties 7=

Direcloryl Documents  Directory Security | HTTP Headersl Cuiztarm Errnrsl
Authentication Methods |

I AnDn_','ITIDUS dCCESE

Mo uzer name/passwaord required to access this resource.

—|P | Account used for anonymous access: Edit. . | -

—Authenticated access

Far the following authentication methods, uzer name and password are
required when

- ahonymous access i digabled, or

- access i3 resticted using MTFS access control lists

—5¢ | W Basic authentication [password is sent in clear text] |

Select a default domain:

[ Digest authentication for Windows domain servers

v Intearated Windows authentication

L ok | Eanﬁl_l Help | -
Lo

0k | Cancel | Apply | Help
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Secure Communications ﬂ

—Iv Require zecure channel [S5L]

[ Require 128-bit encryption

— Client certificates

% |gnaore client certificates
= Accept client certificates
= Require client certificates

[~ Enable client certificate mapping

Client certificates can be mapped o 'Windows uzer

accounts. Thiz allows access control o rezources ;
uzing client certificates. Edit...

0k E! I Cancel Help
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Audit report — findings and recommendations

System Operation and Management

Finding — There is no Company security and operational policy

Audit interviews showed that there are only weak informal security and operational
policies. Policies help the company to implement, operate and protect their systems.
They define a set of rules, settings and procedures according to company’s requirements.

Without a security policy, there is no definite approach to the security of informational
systems, no roles and responsibilities for system operation, management and disaster
recovery, there are no conditions of use, right to access informations etc.

Risk evaluation: high

Audit recommendations:
Company policy should be created to describe rules and requirements of following areas:
- installation of the Windows 2000 servers
- 1S setup, security setup and operation
- Exchange server setup
- Management of the servers

Aninternal audit procedure should be created to examine the abidance of those policies.
Of course, company policies should not concern only the areas mentioned.

Finding — Logs are not reviewed on a regular basis

Reference: MGMT2

Administrators were asked during the interview about the company logging analysis policy
and procedures. In their responses they stated that logs are reviewed only occasionally and
that no automation analysistools arein place.

Logging analysis in a short period is one of fundamental computer security tasks. Early
detection of system compromise mitigates impacts and damages caused by a security incident.

Risk evaluation: high

Audit recommendations:

Company should introduce logging analysis policy — responsibility, frequency of the checks,
control measurements etc.

Automated analysis tools should be introduced to immediately detect security incidents, ease
administrators tasks and to lower chance of overseeing important logs.
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Exchange Back-end server

Finding — missing patches

Reference: OS2, OS8, EXCH1

Audit through Microsoft Baseline Security Analyzer showed that 11 operating system updates
are missing. This is a very high number indicating that the server is not patched on regular
basis. Except of operating system updates, another updates are missing:

One critical Microsoft Virtual Machine security update

One critical Exchange server update concerning SMTP

Independent Nessus security scan proved critical security holes caused by missing updates

Having the server patched and up-to-date is one of the most important security rules.
Applying patches lowers the probability of system being compromised not only by
unauthorized user activity, but also by viruses and Trojan horse programs like RedCode etc.

The server is vulnerable to RPC related issues. An immediate action is needed. An attacker or
aworm could use the vulnerabilities to execute arbitrary code or even gain the control of this
host.

Messenger Service vulnerability was found by the Nessus security scanner. This vulnerability
could alow running code with local system privileges on the affected system.

SMTP Service is not updated and the “XEXCHS50” extended verb could be used to execute
arbitrary code on Exchange 2000.

Risk evaluation: High

Audit recommendations:
Download up-to-date Microsoft security patches from the Microsoft web pages. Apply them
in atest environment first and after function verification patch the production server.

Finding — Weak account password policy

Reference: OA4

Audit of the account password policy showed that password policy was not set up. Although
during the interview administrators stated that they have an informal password policy, no
password policy is not enforced. Because of that, security of audited system is weakened
relying only on administrator’s awareness of brute-force password attacks.

Risk evaluation: Medium

Audit recommendations:
Enforce strong password policy. Apply following settings to Account policies:
- Set minimum password length 8 characters - with at least one character from
following groups: numbers, uppercase, lowercase
- Set maximum password age 90 days or less
- Set minimum password age 5 days or more
- Set password history at least 5 passwords
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- Set account lockout duration 30 minutes
- Set account lockout duration 5 attempts
- Enable password complexity”

Finding — unnecessary services

Reference: OS5
Some of the services running on the audited server are not necessary for the function and
could be stopped. Among these are:
Alerter
Computer Browser
DHCP Client
File Replication Server
License Logging Service
Messenger
Network News Transport Protocol (NNTP)
Print Spooler
Terminal Services
Remote Registry Service
Removable Storage

Some of other services, which are not running on the audited system, are set to “manual”.
For one of the running services, two high-risk vulnerabilities have been found.

Unnecessary services provide possible “open doors” to the system. It is a good practice to
disable all unneeded services to mitigate the risk of system compromise.

Nessus security scan revealed that there are two high-risk vulnerabilities linked to the
Messenger Service. Although the main purpose is insufficient operating system patch
application, if the Messenger Service wasn’t running, the system wouldn’t be affected by the
vulnerability.

Risk evaluation: medium-high

Audit recommendations:
The recommendation is to disable all services that are not necessary for the system function.
Services set to “manual” Startup type should be changed to “disable” on start-up.

Finding — Operating system logging is not set up

Reference: OS7

Checking operating system log settings revealed that except of account management, no audit
is set up. Because of that, no evidence of possible unauthorized activity is available.

There is no evidence about who and when logged into the server, what services have been
used or that system policy has changed.

Risk evaluation: medium

Audit recommendations;
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Turn on important operating system events logging. Review logs on a daily basis. Consider
automated logging analyze tools
Recommended logging settings for Exchange Back-end server:

System events — success and failure

Privilege use — failure

Policy change — success and failure

Object access —failure

Logon events — failure

Account management — success and failure

Account login — failure

Finding — SMTP Vulnerability on Exchange Back-end server

Reference: EXCH1

Audit showed that SMTP Service is not updated and the “XEXCHS50” extended verb could be
used to execute arbitrary code on Exchange 2000.

Workaround for the vulnerability proposed by Microsoft has not been implemented.

Risk evaluation: High
Missing patch could allow arbitrary code execution or denial of service shutting down the
Internet mail service.

Audit recommendations:
Download the security patch from Microsoft web site according to Microsoft Security
Bulletin M S03-046.

Finding — EXCHRVR directory is readable by Everyone

Reference: EXCH4
Permissions of the \Exchsrvr directory are set by Windows 2000 to full control for the
EVERY ONE group, were not changed.

Risk evaluation: Medium

Audit recommendations:
Change the permissions of \Exchsrvr directory so that the Everyone group doesn’t have any
rights. Instead, assign following rights:

SYSTEM - Full Control

CREATOR OWNER - Full Control

Domain Admins— Full Control

< All Exchange Administrative Groups> — Full Control

Authenticated Users - read and execute access.
The local computer account should also be given full control over the shared directories
created during the installation.
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Finding — Exchange server is running on a Domain controller

Reference: EXCH4

Listing of the Active directory Users and Computers shows that Exchange Back-end server is
installed on one of the company’s domain controllers.

Since Exchange Server security, logons, registry settings, running services etc. are tightly
coupled with the operation system, it would be better to move the Exchange server from
domain controller.

Risk evaluation: Medium

Audit recommendations:
Separate Exchange server and Domain Controller functionality of the Exchange Back-end
server.

Finding — SMTP banner not changed

Reference: EXCH7
Telnet to the TCP port 25 shows that SMTP Banner was not modified by the Exchange
system administrators.

Risk evaluation: low
The less information you provide an attacker, the more difficult it is to attack your system.

Audit recommendations:

The SMTP banner should be changed to provide an attacker less information about the
system. Microsoft knowledge base article 281224 contains detailed informations about how to
change the banner.

http://support.microsoft.com/?kbid=281224

Exchange Front-end server

Finding — missing patches

Reference: OS2, OS8, EXCH1

Audit of the Exchange Front-end server (OWA) revealed that the system is running with
Service Pack 3!

Microsoft Baseline Security Analyzer showed that 32 operating system updates are missing,
many of them marked as critical.

One critical Microsoft Virtual Machine security update is missing

One critical Exchange server update concerning SMTP is missing.

Independent Nessus security scan proved critical security holes caused by missing updates
Having the server patched and up-to-date is one of the most important security rules.

Applying patches lowers the probability of system being compromised not only by
unauthorized user activity, but also by viruses and Trojan horse programs like RedCode etc.
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The server is vulnerable to RPC related issues. An immediate action is needed. An attacker or
aworm could use the vulnerabilities to execute arbitrary code or even gain the control of this
host.

Messenger Service vulnerability was found by the Nessus security scanner. This vulnerability
could alow running code with local system privileges on the affected system.

Risk evaluation: High

Audit recommendations:

Update the server to Service pack 4.

Download up-to-date Microsoft security patches. Apply them in a test environment and after
function verification patch the production server.

Finding — Weak account password policy

Reference: O4

Audit of the account password policy showed that password policy was not set up. Because
password policy is not enforced, security of audited system is weakened relying only on
administrator’s awareness of brute-force password attacks.

Risk evaluation: Medium - high

Audit recommendations:
Enforce strong password policy. Apply following settings to Account policies:
- Set minimum password length 8 characters - with at least one character from
following groups. numbers, uppercase, lowercase
- Set maximum password age 90 days or less
- Set minimum password age 5 days or more
- Set password history at least 5 passwords
- Set account lockout duration 30 minutes
- Set account lockout duration 5 attempts
- Enable password complexity”

Finding — unnecessary services

Reference: OS5,
Some of the services running on the audited server are not necessary for the function and
could be stopped. Among these are:
Alerter
Computer Browser
DHCP Client
Distributed File System
Messenger
Print Spooler
Protected Storage
Remote Registry Service
Removable Storage
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Some of other services, which are not running on the audited system, are set to “manual”.
High-risk vulnerabilities have been found concerning unnecessary and running services.

Unnecessary services provide possible “open doors” to the system. It is a good practice to
disable all unneeded services to mitigate the risk of system compromise.

Nessus security scan revealed that there are two high-risk vulnerabilities linked to the
Messenger Service. Although the main purpose is insufficient operating system patch
application, if the Messenger Service wasn’t running, the system wouldn’t be affected by the
vulnerability.

Risk evaluation: high

Audit recommendations:
I would recommend disabling all unnecessary services.
Services set to “manual” Startup type should be changed to “disable”.

Finding — Anonymous Logon access not restricted

Reference: OS6
Audit showed that the “RestrictAnonymous” registry value is set to 0, which means that no
restrictions concerning anonymous access to the registry are in place.

A null session is a session established without credentials (i.e. blank username and password).
Null sessions can be used to display information about users, groups, shares and password
policies. These informations could be listed if DMZ becomes compromised.

Fortunately all firewall traffic except http/https to the Exchange Front-end server is blocked.
Anyway, if another server in the DMZ becomes compromised, the vulnerability can be
exploited to gain access/ informations about the OWA server.

Risk evaluation: medium

Audit recommendations:

To better secure anonymous access, this option can be changed through Group Policy or via
the registry.

Using regedit, open following registry entry:

,.HKEY_LOCAL MACHINE\SYSTEM\CurrentControl Set\Control\LSA*

Set the "RestrictAnonymous' value to 2 on the Exchange Front-end server.

Finding — Operating system logging is not set up

Reference: OS7

Checking operating system log settings revealed that except of account management, no audit
is set up. Because of that, no evidence of possible unauthorized activity is available.

There is no evidence about who and when logged into the server, what services have been
used or that system policy has changed.
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Logging is an important step to prevent and track unauthorized user activity, especially on the
Exchange Front-end server which is exposed to Internet.

Risk evaluation: high

Audit recommendations:
Turn on important operating system events logging. Review logs on a daily basis. Consider
automated logging analyze tools
Recommended logging settings for OWA server:
System events — success and failure
Privilege use — failure
Policy change — success and failure
Object access —failure
Logon events — success and failure
Account management — success and failure
Account login — success and failure

Finding — IS Sample application and ISADMPWD directories are present

Reference: 1S5, 11S6, OS8
I1S Sample application directories were found.
[1IS1ISADMPWD directory was found on the OWA server.

Consultation with the 1S administrators showed that they had to restore some of the IIS
Lockdown tool settings, but this lead also to the restoration of sample applications.

I1S Sample Applications can be exploited by hackers to break into an I1S system because they
contain sample scripts. A production Web server should not have any sample code or scripts
on the system.

An attacker may use *.htr file located in the ISADMPWD directory to launch a brute force
attack to gain valid username/password. A valid user may also use it to change his password
on alocked account.

Risk evaluation: HIGH

Audit recommendations:

Microsoft [1S Lockdown tool should be modified to correspond to the Exchange Front-end
functionality. Then, it should be run again on the server.

Administrators should manually verify that both 11S Sample directory and ISADMPWD are
remowed.

Finding — URLScan.ini is not set up according to the recommendations

Reference: 11S2

Some of the URLScan settings of the OWA server differ from the URLScan.ini settings
proposed by Microsoft. Following URLScan.ini file has been proposed to use on the OWA
server by Microsoft:
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[ Opti ons]

UseAl | owWer bs=1 [ DenyExt ensi ons]
UseAl | owExt ensi ons=0 . asp
Nor mal i zeUr | Bef or eScan=1 . cer
VerifyNormalization=1 . cdx
Al'l owHi ghBi t Char act ers=1 .asa
Al | owDot | nPat h=1 . exe
RenmoveSer ver Header =0 . bat
Enabl eLoggi ng=1 .cnmd
Per ProcesslLoggi ng=0 .com
Al'l owLat eScanni ng=0 .htw
.ida
[ Al | owVer bs] .idq
GET Chtr
PCST .idc
SEARCH .shtm
POLL .shtm
PROPFI ND .stm
BMOVE .printer
BCOPY . i ni
SUBSCRI BE .l og
MOVE . pol
PROPPATCH . dat
BPROPPATCH
DELETE [ DenyUr | Sequences]
BDELETE L.
MKCOL N
\
[ DenyVer bs] %
&

[ DenyHeader s]
I f:
Lock- Token:
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Risk evaluation: L ow

Audit recommendations:

Examine the Urlscan.log file located in the <WinDir>\System32\I netsrv\Urlscan directory.
Remove these words from [AllowV erb] section:
[ Al | owVer bs]

HEAD

OPTI ONS

UNSUBSCRI BE

SUBSCRI PTI ONS

CcoPY

LOCK

UNLOCK

PUT

ACL

NOTI FY

Add following entries to the [DenyHeaders] section:
[ DenyHeader s]

I f:

Lock- Token:

Finding — Some IIS ISAPI mappings are not unmapped

Reference: 11S7

Audit result showed that mapping of most unused 11S ISAPI extensions is handled by the
404.dlIl library. Anyway, these extensions were not unmapped - .cer ; .cdx ; .asa . These
mappings are normally not needed for the Exchange Front-end server.

Risk evaluation: Low
Audit recommendations:
Review if you need to use the .cer, .cdx and .asa ISAPI extensions. If they are not necessary

for the OWA functionality, change their mapping.
Alter corresponding entry in the URL Scan.ini file section [ Al | owExt ensi ons] .

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Finding — Some Exchange services are not necessary

Reference: EXCH2, OS5
Audit of running Exchange 2000 services shows that following Exchange services have been
started automatically on startup and could be disabledO:

Microsoft Exchange Management

Microsoft Exchange MTA Stacks

Microsoft Exchange System Attendant

Descriptions of the services can be found in the Microsoft document “Securing Exchange
2000 Servers Based on Role”:

Microsoft Exchange Management -The OWA front-end server is used to access mail rather
than to route mail, you should not find that the Microsoft Exchange Management Service
needs to run on your OWA front-end servers.

Microsoft Exchange MTA Stacks - Provides Microsoft Exchange X.400 services. It is only
needed for backwards compatibility or if there are X.400 connectors

Microsoft Exchange System Attendant - Provides system related services for Microsoft
Exchange. On a front-end server, the System Attendant is only required if you wish to make
configuration changes to the server. This means that to make any changes to a server which
uses the OWA Front-end Server Policy (including making the server an OWA Front-end
server), you need to temporarily start the System Attendant and associated servicesfirst.

Unnecessary services provide possible “open doors” to the system. It is a good practice to
disable al unneeded services to mitigate the risk of system compromise.

Risk evaluation: Medium

Audit recommendations:

| would recommend disabling Microsoft Exchange Management and Microsoft Exchange
MTA Stacks.

Consider changing of the Microsoft Exchange System Attendant from automatic to manual.

Finding — OWA SSL access doesn’t require 128 bit encryption

Reference: EXCH9

The audit showed, that 128-bit encryption is not required to access the OWA server via https.
This setting allows using less secure SSL communication channel making decoding of the
data stream easier.

Risk evaluation: low
Audit recommendations:

Contemporary web browsers mostly support 128-bit encryption. To increase message security
in transit, the require 128-bit encryption” checkbox should be checked.
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Audit report — executive summary

The document describes audit of Microsoft Exchange 2000 server with Outlook Web access
running on a Windows 2000 server. The server relies also on Microsoft Internet Information
Server — 11S5.0.

The scope of the audit was to examine security settings and management of Exchange Back-
end and Front-end servers and underlying components — operating system, 11S and firewall
rules determining access between these two servers.

Following vulnerabilities and findings were found on the examined servers:
- Missing operating system and application updates
- Services unnecessary for the system operation
- Password policy is not enforced
- Low logging settings and analysis.
- Exchange server installation issues regarding placement
- 11Son Outlook Web access was not |ocked down correctly
- Onecritical SMTP vulnerability

The system is not updated on a regular basis. There was a high number of missing updates,
some of them critical, allowing Exchange server leakage of information and system
compromise.

Missing operating system updates also indicate that installation of the Exchange servers don’t
take into account internal network threats from malicious code, Trojan horse programs or
illegal user activity, relying in particular on antivirus software and firewall rules. Threats from
internal network shouldn’t be underestimated since they present an important growing danger
to any system.

Logs from the operating system are not set up according to Microsoft recommendation or best
practices. Logs are not reviewed on a regular basis which extends the period of a possible
security incident detection and recovery.

Both of these problems indicate that company should create operational policies which would
among others determine procedures, roles and responsibilities of the administrators.

Outlook Web Access server is running on an unpatched and weakly secured I1S server. The
system should be revised and security settings should be restricted to highest possible level.

Because company has only a very weak informal security policy, the system couldn’t be
compared and compliance measured against it. A heavy effort should be spent to create a
security and operational policies that meet company’s requirements. Policies define a set of
rules, roles and areas of responsibility for system operation, management and disaster
recovery, conditions of information use, etc.

System management according to well designed security and operational policies could
reduce number and impacts of many of the vulnerabilities previously mentioned.
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