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Abstract

This paper has been prepared for the practical requirements of the GIAC Systems and
Network Auditor (GSNA) certification. In this assignment, an audit of the organization’s
Internet browsing security controls for internal users will be performed. The objective of
this the audit will be to evaluate Internet Explorer browser security configurations for PC
Workstations and Servers in the organization and to examine the use of content filtering
to provide additional protection against security threats to IE.

The most recent “hacks” highlighted by the media describe an exploit targeted at
Microsoft’s Internet Explorer browser. A CERT alert released on June 11, 2004 that
describes a cross-domain vulnerability that takes advantage of IE’s handling of security
zones [7]. The vulnerability allows an attacker to execute ActiveX scripts in a security
zone outside of the active web pages’ current security zone (typically an Internet Zone
set with more security restrictions). The web page containing malicious code may be
able to wreak such havoc as changing registry keys. Microsoft released a patch for this
vulnerability on July 2, 2004. This type of attack could also be prevented by disabling
active scripting and ActiveX controls and increasing the security level on your Local
Machine Zone. Thus, it is important not only to keep your Windows security patches
and fixes up-to-date, but also to configure the Internet Explorer browser with strong
security controls.
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PART 1: Research in Audit, Measurement Practice, and Control

Section A: ldentify the system to be audited

Organization:
Widgets ‘N More, a mid-size Engineering Firm

Audit Subject:
The device that will be audited in this review will be a Microsoft Internet Explorer
browser, version 6 with service pack 1 installed on a user’s desktop PC. The specific
details regarding the system configuration of the audit subject are as follows:

> Internet Explorer Browser 6, SP1

» Installed on PC Workstations

» Windows XP Professional, SP1

> Physically located in the corporate home office building

> Logically located on the company’s LAN
Scope of the Audit:
For this paper, an audit of the organization’s Internet browsing security controls for
internal users will be performed. The objective of this the audit will be to evaluate
Internet Explorer (“IE”) browser security configurations for PC Workstations and Servers
in the organization and to examine the use of content filtering to provide additional
protection against security threats to IE.

This audit will address:
» security policy and procedures specific to only browser security configuration and
Internet usage requirements
written policies and procedures for internet use
IE security configuration settings
IE patches and fixes
IE security protection at the firm’s network border (content filtering)

YVVVY

This audit will NOT address:

privacy (i.e. cookie handling)

SSL and certificates

IE browser security on systems connecting remotely to the company’s network
operating system configuration of the audited system

physical security of the audited system

content filtering device configuration

VVVVVYY

Current Environment:

The browser acts a vehicle through which the organization’s users access the Internet
for information gathering and for access to vendor’s websites. Internet access is treated
primarily as a privilege to most organizational users, as their day-to-day business
activity does not rely on the Internet. Current Internet Usage Policy restricts Internet
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browsing activities for legitimate business use. The firm does allow limited browsing for
personal use. lllegal or inappropriate Internet use based on website content or
interference with job responsibilities is prohibited.

Role of the Browser:

The role of the IE browser is primarily to provide a mechanism for accessing:

Public websites for research purposes

Firm’s Intranet site for employment and firm information

Public websites for limited personal use

Service provider or business partner websites for business activity (example:
accessing payroll check processing vendor’s website for secure FTP upload of
paycheck data)

VVVYY

The role of IE in the organization is that it serves as a necessary business enabler,
which inherently carries residual risk. Contrary to a media or marketing company, the
firm’s core business practices do not involve frequent access to interactive websites
requiring full browser viewing functionality (resulting in keeping an insecure browser
configuration a “necessary evil”). Therefore, this audit program will be based on the
assumption that effective IE security controls can be implemented in the organization.

Secure methods for accessing the Internet can help to:

» Prevent unauthorized access to the PC or server with Internet Explorer installed.

» Prevent unauthorized access to company data through PC or server with Internet
Explorer installed.

» Prevent malicious code from being downloaded and spread through the
company’s network.

» Prevent unauthorized changes to Internet Explorer configuration due to
intentional or unintentional changes by users or Administrators.

Background information:
The Widgets ‘N More engineering firm’s company standards on Internet Explorer
browser configuration for all systems are as follows:

For all public Internet Sites:
» Scripting controls must be disabled in the Internet Zone.
» Trusted Sites and Intranet zones may run trusted, or signed, scripting
functionality.
» Files may not be downloaded onto any company system without consent from
the IT Security Administrator.

For all Trusted and Local Intranet Sites:
» The Security Administrator must approve all domains that are added to Trusted
Sites Zone.
» The Security Administrator must approve all Intranet web sites prior to publishing
the site to all Widgets ‘N More system users.
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Section B: Most Significant Risks to the System

Major Threats to the Browser:

NO.
1

Threat Description
Attacks resulting from insecure
browser configuration

Source of Threat
Hacker, Disgruntled
employee

Threat Category
Internal or External;
Human or Non-
human; Intentional

Attacks resulting from missing
patches or fixes

Hacker, Disgruntled
employee

Internal or External;
Human or Non-
human; Intentional

Untrained Personnel (IT and
End Users)

Hacker, Disgruntled
employee;
Untrained
employee;
Application or
Malicious Code

Intentional or
Unintentional;
Human or Non-
Human; Internal

Download of malicious code
from an Internet or Intranet site

Untrained
Employee,;
Application or
Malicious Code

Intentional or
Unintentional;
Human and Non-
Human; Internal or
External

Major Assets Directly Affected by the Role of the Browser to the Firm:

NO. Major Assets

1 Firm’s confidential or
proprietary information or data

2 User’s data

3 PC Workstations

4 Critical Servers

5 Firm’s business productivity

Major Vulnerabilities of the Browser:

Vulnerability

Missing Patches or Updates

Degree of

Exposure

Potential Impact

High

Can result in a system

compromise, access to data
and confidential information,

© SANS Institute 2004,
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or denial of service.

2 Unrestricted ability to execute High Canresultin IE
scripts, download files, or misconfiguration or unsafe
accept cookies or certificates browsing practices leading to

system compromise,
unauthorized data access,

DOS, etc.
3 Unfiltered access to High Can result in download of
unauthorized or insecure URLs malicious code or viruses

resulting in system
compromise, unauthorized
data access, DOS, etc.

Risk Table
The following risks are a result of the threats and vulnerabilities listed on the previous
tables.
NO. Risk Threat Vulnerability
1 Unauthorized Access to | Attacks resulting Missing Patches or
Confidential or Critical from insecure Updates
Data browser configuration
Unrestricted ability to
Attacks resulting execute scripts,
from missing patches | download files, or
or fixes accept cookies or
certificates
Untrained Personnel
2 Denial-of-Service or (IT and End Users) Unfiltered access to
Loss of Productivity unauthorized or
Download of insecure URLs
malicious code from
an Internet or
Intranet site

Section C: Current State of Practice

Reference Benefit of Reference
1 | Internet Explorer Security — George Article | Describes most recent
Guninski Security Research. George IE vulnerabilities and
Guninski. demonstrates exploits.
(http://www.guninski.com/browsers.html) Solutions for preventing
- 7 -
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vulnerabilities were
incorporated into the
Audit Checklist.
Hacking Exposed, 4™ Edition. Book | Describes common IE

2 “hacks”. Solutions for
preventing vulnerabilities
were incorporated into
the Audit Checklist.

3 | About URL Security Zones Templates. Security | Describes the
Microsoft Article. Guide | configuration of URL
(http://msdn.microsoft.com/library/default.a Security Zones in
sp?url=/workshop/security/szone/overview Internet Explorer.
[templates.asp)

4 | Internet Explorer Security Options (Parts 1 | Article/ | Magazine article that
through 6). Windows Network Magazine Security | explains leading
website. Randy Franklin Smith. Guide | practices for configuring
(http://www.winnetmag.com/Article/Articlel Internet Explorer
D/21282/21282.html) security.

5 | Microsoft Internet Explorer 6.0 Security: SANS | Configuration guide that
Step-by-Step. Chris Christianson. SANS Paper/ | provides a description of
GIAC Paper. Security | IE configuration settings.

Guide

6 | Configuring Internet Explorer Security SANS | Configuration guide that
Zones: A New Tool for the Security Paper/ | provides a description of
Community. Ken Barber. SANS GIAC Security | IE security zone
Paper. Guide | configuration and

functionality.

7 | Microsoft Knowledge Base Article 833633: | Article/ | Step-by-step guidance
How to strengthen the security settings for | Security | on increasing the
the Local Machine zone in Internet Guide | security controls on the
Explorer. Microsoft Article. Local Machine zone.
(http://support.microsoft.com/default.aspx?
scid=kb:en-us;833633)

8 | JavaTester.org. Article | Site’s scripts used to
(http://www.javatester.org/enabled.html) understand and test

Java capabilities in the
browser.

9 | “Internet Explorer Security Zones” by Scott | Paper/ | Discussion paper on IE
Schnoll. Security | security zone
(http://www.nwnetworks.com/iezones.htm) Guide | configurations.

10 | ActiveX Controls and Office Security. Security | Article explaining
Microsoft Article. Guide | ActiveX control
(http://www.microsoft.com/office/ork/2003/ capabilities.
seven/ch23/SecA05.htm)
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PART 2: Create an Audit Checklist

System:

Audit Checklist

Internet Explorer 6.0, SP1 Audit Date:

Auditor:

Checklist Version: SANS 3.1

No.

Description
I. Security Policy

Pass/Fail

Internet Use and Browser Security Policy exists

[I. Patch Management

IE browser updates and patches are up-to-date

[ll. Browser Configuration

Unprivileged users are prevented from changing IE
security policies

User Authentication is Disabled or Allows Prompt for
Logon Credentials

Secure Internet Zone Configuration:

Disable All ActiveX Controls

Disable the Ability to Download Files

Disable or Restrict Java Permissions

Active Scripting is disabled or restricted

O[N] O

Standards Exist for Configuring Local Intranet,
Trusted and Restricted Sites Security Zones

Trusted Sites are appropriately defined

11

Insecure Sites are Restricted

12

Increase Security on Local Machine Zone

IV. Protecting IE at the Enterprise level

Content Filtering:

13

Compliance with IE Policy

14

Log Retention

© SANS Institute 2004,
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I. Security Policy

Internet Use and Browser Security Policy

ltem #: | 1
Title: | Internet Use and Browser Security Policy Exists
Reference: » “Configuring Watchguard Proxies: A Guide to Supplementing

Virus Protection and Policy Enforcement.” [25]

» Personal Experience

» “Internet Explorer Enhanced Security Configuration: Browser
Security — Best Practices” [3]

Risk: | Vulnerability 2 & 3

Testing 1. Obtain the most current copy of the Internet Explorer security
Procedure: configuration policy or standards.
2. Review the company policy, and verify that the policy [25]:

a. Is published and communicated to all users.

b. Defines restrictions on types of Internet use.

c. Clearly identifies permissible downloads.

d. Restricts downloading of files from the Internet.

e. Clearly identifies configuration standards and restricts the
nature or content of Internet sites visited or files
transferred.*

f. Provides for monitoring of use and enforcement of
restrictions.

g. Provides for exceptions to accommodate business
justifications.

h. Internet browsing and downloading is not permitted on a
server, unless there is a necessary justification for doing
so (i.e. testing for network connectivity, accessing
Microsoft Windows updates, etc.).

I. The policy gives guidance to users for “acceptable use.”
Suggested policies for Internet users might include:

i. Do not follow unsolicited links
ii. Do not ever “always trust” a certificate or
signature
iii.  Set Privacy settings (cookies) appropriately

Recommended Leading Practices:

» All domains or sites added to the Trusted Sites zone must
have approval from the Information Security
Department/Officer/Manager.

» All Intranet sites must undergo a secure code walk-
through. All sites must have approval by the Information
Security Department/Officer/Manager prior to being
published on the company intranet.
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Test OBJECTIVE: YES SUBJECTIVE:
Nature:

Evidence:

Findings:

II. Patch Management

Patches are Up-To-Date

Keeping patches up-to-date is a “must have” on almost any device security audit
checklist. Keeping your system up-to-date with the latest service packs and critical
patches helps to prevent or mitigate security vulnerabilities inherent in your software.
Internet Explorer software is no different. Microsoft frequently releases IE updates and
critical security fixes. Patch management is like a race to the finish: when a
vulnerability becomes known to the free world (i.e. hackers), a patch will usually follow
that address the vulnerability. A vigilant security administrator should install the patch
as soon as possible, before a hacker discovers the vulnerability in your environment
and attempts to run the exploit.

ltem #: | 2
Title: | IE browser updates and patches are up-to-date
Reference: » “Critical Updates” from the Microsoft Internet Explorer web site

[30]
» SANS GSNA Course Material [31]
» Personal Experience

Risk: | Vulnerability No. 1

Testing | Review the Policy:
Procedure: 1. Obtain the organization’s most recent security policy and verify
that the policy requires that critical security patches and fixes are
kept up-to-date on all systems.

TEST PROCEDURE PREPARTION:

Go to Microsoft’s website to verify the most current IE critical update
available: http://www.microsoft.com/technet/security/current.aspx.
At the TechNet page, select the IE version 6, and choose SP1.

- 11 -
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e | Security Bulletin Search - Microsoft Internet Explorer

: Fle Edit View Favorites Tools Help 8 f

P @QBak v £ - ¥ @ | Psearch TrFavorites €2 (I & 53

: Address .'@ http: /fwww.microsoft. com/ftechnet/security fourrent. aspx v| = Go

 Lirks & Google &) Schedulink &] PSNWeb  &] Yahoo! 4&] Park Cities YMCA & BOFA &] SWARR ] Dictionary. com ’

l‘-'hL'-r-v% Search Microsoft.comfor:
‘ = | | @ —

Search for

| i Microsoft Security Bulletin Search

| Technet v |
TechNet Home i Read the Microsoft bulletin summary for the updates released June 8, 2004:
Products & Technologi l |
e DU, 2 | ® Microsoft Security Bulletin Summary for June, 2004
IT Salutions 3 J/ 2 F H H : : : 3
; i ® Viewthe on-demand June Security Bulletin Webcast discussing the technical details of
| Security k|

the June security bulletins and steps you can take te protect your envirenment,

Script Center y

Resd previpusty d Security Bulletin Summaries,

Community 3
Downloads
IT Training & Certification Report a Security Vulnerability in a Microsoft Product
Troubleshooting & Support
e RetP e Search By Product/Technology H Search By KB Article Number ]
Archive Select the Product/ Technology and Service Pack you are running to view the security bulletins that are available for your
TechNet Sitz Map System,
TechNet Worldwide {More information on how to use this festure i5 availzble in the Search Tool FACH
?'“‘.i“"?'rﬂl_ | Internet Explorer 6 ~|
i ? =1
Service Pack | nermet Explorer 6 SP1 v |
D Showe onby bulletins that contzin updates that have not been replaced by 2 more recent update.
REGISTER f ga',,-,,g._ oy Critical Important Maoderate Low
Results m: fins with severity rati nt from sel o . Read why.
or BT A ISR e ) T e iy
TE‘ChNet FIaSh Bulletin release | | G
| s [au v| [go
P9 e-Newsletter hd
&] Done ® Internet

Click on the latest critical updates that have been applied within the
last 30 days. For each critical update, click on the “Technical
Details” link of the most recent IE update to view the patch details.
Under the “Security Update Information,” the article should describe
the steps needed to verify a particular patch was installed.

2. Verify IE Cumulative Security Updates are installed: There are
typically several ways you can validate a system patch was installed.
It is strongly advised that you should perform at least two of the
options below to ensure that you have performed an accurate
validation of installed system patches.

TEST OPTION A: Check the Microsoft registry for the
associated entry by either navigating or using the “Find...”
function. [To quickly get to the Registry Editor, go to START >
RUN... > Type “regedi t ”.] Here’s an example of a full
registry path to locate a the February 2004 IE Critical

Update’s registry entry:
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HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t\ W
i ndowsNT\ Cur r ent Ver si on\ Hot f i x\ KB832894

Right-click on the registry folder “tree” on the left window
pane, and choose “Export”. Save the output as a text file, and
save the data as your audit evidence.

TEST OPTION B: At the IE browser to “About Internet
Explorer” dialog box on the “Help” menu.

2N About Internet Explorer

el
"internet

Version: 5.0.2800.1106.xpsp2.030422-1633C0
Cipher Strength: 128-bit

Product ID:55274-640-2002145-23577

Update Versions:; SP1; Q810847; 0813489; Q330994;
Qa28750; Qa22925; Q824145; Q832894; Q837009;
This is a customized version of Internet Explorer.

Based on MCSA Mosaic, NCSA Mosaic{TM); was L
developed at the National Center for Supercomputing E
Applications at the University of Ilinois at Urbana-

{Champaign. i

£ ?‘l__; Copyright ©1995-2001 Microsoft Corp,
f'f Acknowledgements

TEST OPTION C: Use Microsoft Security Baseline Analyzer
to obtain a System Report including installed patch details.
You can download MSBA at
http://www.microsoft.com/technet/security/tools/mbsahome.m

SDX .

TEST OPTION D: Go to the system Control Panel and to
“Add or Remove Programs.” Each installed hotfix should be
listed after the installed applications.

2. Take a screenshot of the current hotfix or cumulative patch
version. Add this documentation to your working papers.

Test OBJECTIVE: YES SUBJECTIVE:
Nature:

Evidence:
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Findings:
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III. Browser Configuration

AUTHOR’S NOTE:

The following control objectives (audit checklist items) and testing procedures are
directed at assessing the audited system’s Internet Explorer configuration by evaluating
the browser’s reaction to different events (i.e. Java, ActiveX, JavaScript, user
authentication challenges, URLs in different security zones, etc.). The security
parameters set may also be identified by reviewing the options selected in the “Security
tab” in the “Internet Options” window. You can also find numerous browser
configuration detection scripts on the Internet, such as Cyscape’s BrowserHawk [12]
and BrowserSpy [13]. You may also want to manually review each IE setting that you
will be testing in this audit checklist to validate your findings.

Unprivileged users are prevented from changing IE security policies

Imagine that you are the system administrator, and after weeks of preparation and hard
work, you finally have fully deployed a securely configured Internet Explorer browser to
all of your organization’s users. Then, one by one, your users discover that you have
taken away their ability to watch the latest movie trailer on the Internet. As a result, the
smart intern has figured out a way to reconfigure IE’s Internet Zone with the permissions
necessary to surf interactive web sites and download files as desired.

To avoid this scenario, organizations may choose to use Group Policy update IE to take
away the ability to modify the “Security” tab of Internet Options from standard users.
To modify this control, an administrator must modify the Group Policy settings to apply
policies based on the user’s location in the domain. Randy Franklin Smith describes
how to roll IE policies out to your organization in a Windows Network Magazine article
[9, Part 6]:

1. Launch the Group Policy Editor.

2. In the policy template you would like to modify, go to User Configuration >
Administrative Templates > Windows Components > Internet Explorer > Internet
Control Panel.

3. Click on “Disable the Security page,” and set the policy to “Enabled” in the pop-
up window.

4. Click “OK” to apply the change.

Item #: | 3
Title: | Users are prevented from changing IE policies
Reference: » Internet Explorer Security Options, Part 6 on Windows Network

Magazine website [9]

Risk: | Vulnerability 2 & 3
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S

ecurity configuration:

a. On an end user’s workstation, log on as an unprivileged

user.

b. Launch IE, and go to Security > Internet Options.
c. Verify that the Security tab is not available or that the
Security options cannot be changed by the user.

Testing 1. Obtain the organization’s most recent configuration procedures
Procedure: or standards (that are specific to IE or in general to system
management). Review the documentation to verify the
standards include preventing unprivileged users the ability to
modify security settings or configurations.
2. To validate that users do not have access to change IE’s

Test Nature:

OBJECTIVE: YES

SUBJECTIVE:

Evidence:

Findings:

User Authentication

User authentication can be configured in Internet Explorer in four ways:

Anonymous logon

System).

Disables HTTP authentication and uses guest
access for CIFS (Common Internet File

Automatic logon only in
Intranet zone

Logs on automatically on all intranet sites and
prompts for username and password for sites
in all other zones.

Automatic logon with
username and password

Configures Internet Explorer to attempt to logon
using Windows NT Challenge Response (also
known as NTLM authentication). If NTLM is
supported by the server, the logon uses the
user’s network user name and password for
logon. If NTLM is not supported, the user is
prompted for a username and password.

Prompt for username and

Prompts once per session for username and

© SANS Institute 2004,
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password password. Once successfully logged on, the
credentials are silently used for the remainder

of the session.
Internet Explorer Security Zones article by Scott Schnoll [15].

A Windows Network Magazine article, written by Randy Franklin Smith, recommends
the following settings for each IE security zone [9, Part 6]:

Trusted Sites Zone Automatic logon only in Intranet zone

Local Intranet zone Automatic logon only in Intranet zone

Internet Zone Prompt for username and password or
Anonymous logon

Restricted Sites Zone Prompt for username and password or
Anonymous logon

From “Internet Explorer Options, Part 5” article written by Randy Franklin Smith
(http://www.winnetmag.com/Article/ArticlelD/21199/21199.html) [9, Part 6].

ltem #: | 4
Title: | User Authentication is Disabled or Allows Prompt for Logon
Credentials
Reference: » Internet Explorer Security Options, Part 5 on Windows Network

Magazine website [9]
Risk: | Vulnerability 3

Testing | The following is a general test to verify HTTP Basic Authentication is
Procedure: | enabled in your IE browser (If “Anonymous Logon” is checked) in the
INTERNET ZONE:

1. Go to the Gemal DK web site to utilize their HTTP browser
authentication page: http://gemal.dk/browserspy/password.html,
then click on the “password-works.html” link. This website
provides different URLSs that assess the configuration of your
browser.

- 17 -
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2 gemal.dk - BrowserSpy - HTTP Basic Authentication - Microsoft Internet Explorer

! Fle Edit View Favorites Tools Help ?,'
Qoak - O - €] & 0 | S search 7 Favorites £ (3 14 = ] E 3
i Address |@ http: ffaemal.dk/browserspy /password. html v| B
i Links &) Google &] Schedulink &) PSNWeb @] Yahoo! 4] Park Cities YMCA 48] BOFA @] SWARR (@] Dictionary.com e
~
You're here: Home - BrowserSpy - HTTP Basic Authentication
HOME AND BLOG HTTP Basic
sHomeandBloa 00 meoale . H H
S nithives Authentication
+ Categories | CTTTTTTToTTToomTmmmTommmmmmmmomoooes 2 =
+ Feeds X i
Test to see if your client supports HTTP
Basic Authentication.
BROWSERSPY
* Start You must use the following login
information to login:
MOZILLA ;
+ Profile files Login: test
+ Debug and Test Password: test
+ Plug-ins
2 Z‘U”S MNow go to this page: password-
+ d4getmoz
= Gecko Stats works.html
+ Lin
2 1 aunchy i

2. When you try to access the password-works.html page:

a. if a user ID and password prompt does not appear, you
should get the following message: “It didn't work! Your
client doesn't support HTTP Basic Authentication!”

b. if a user ID and password prompt appears (see figure
below), then your browser is not using the “Anonymous
Logon” setting in your browser. If you do receive a prompt,
enter “test” as the user name, and “test” as the password.
The web site should return a message that says, “It
worked! Your client supports HTTP Basic Authentication!”

Connect to gemal.dk

Browserspy - Password test

User name: | L5 v |

Password: | |

[Iremember my password

[ OK H Cancel ]

BrowserSpy’s HTTP authentication test prompt

The following is a general test to verify if HTTP Basic Authentication is
enabled in your IE browser (If “Anonymous Logon” is checked) in the
TRUSTED SITE or INTRANET SITE:
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WwnN e

In IE, go to Tools > Internet Options > Security tab.

Click on the Trusted Sites icon to configure this zone.
Click on the “Sites...” button to add an URL to the Trusted
Sites or Intranet Sites list.
4. Now, repeat steps 1-3 above to validate if “Antonymous Logon”
is enabled in the Trusted Sites zone.

To verify the “Automatic logon only in Intranet zone” or “Automatic
logon with username and password” settings, you will need to create
a unique scenario in which your current logon and password also are
the same credentials needed to authenticate via your browser to a
target URL. For example:
» You are logged on to your PC with your network user name
and password, and you access your email via OWA (Outlook
Web Access).
> You are logged on to your PC with the “Guest” account
(although, if you are following security best practices you would
have disabled this vendor default account upon installation),
and you are accessing a web site with the same Guest
authentication credentials.

If you can create Scenario A above, you should be able to easily test
both User Authentication settings by access OWA via your company’s
Intranet URL (i.e. http://widgetsnmore/owa), then using the Internet

URL counterpart (i.e. https://www.widgetsnmore.com/owa). The

following is a test case for these scenarios:

Current Authentication Reaction of Probable IE
Zone of Credentials IE Browser Setting
Target
URL
*Intranet Network User ID and No user ID and *Automatic logon
Zone password logon on your password only in Intranet
PC prompt but zone
successful
Trusted Browser credentials are authentication to | Automatic logon
Sites Zone also the network User ID | target URL with username
credentials and password
User ID and Prompt for
Password username and
Prompt password
No user ID and Anonymous
password logon
prompt, but NO
successful

authentication to
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target URL

Internet Browser credentials NOT | User ID and Prompt for
Zone the same as your current | Password username and
PC logon User ID Prompt password

credentials
Automatic logon
only in Intranet
zone

Automatic logon
with username
and password

No user ID and
password
prompt, but NO
successful
authentication to
target URL

Anonymous
logon

Test Nature: OBJECTIVE: YES SUBJECTIVE:

Evidence:

Findings:

Secure Internet Zone Configuration

Internet Explorer Security Zones

Configuring strong browser security definitely has its trade-offs. Disabling the ability to
use ActiveX, Java, or scripting technology often results in reduced functionality when
browsing web sites. To address this, Internet Explorer is configured with different
security zones allowing you to establish varying levels of functionality for Internet,
Intranet, and defined Trusted and Restricted sites. The focus of this paper is to
specifically address the configuration settings for only the Internet Zone. Although the
audited organization’s line of business may require users to enjoy unrestricted Internet
browsing and downloaded, the security implications still remain. The objective of the
following checklist items is geared to mitigate the risks of vulnerabilities, including:
download and execution of malicious code, modifying your local PC’s file system and
registry possibly resulting in a denial-of-service or access to your PC.
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The default browser security level for the Internet zone is set to Medium, which allows
for “safe Internet browsing,” while allowing signed ActiveX controls and scripting to
enable website functionality.

ActiveX

ActiveX, defined simply, is a Component Object Model (COM) or an OLE object.
ActiveX controls are like mini-programs that can perform many different actions on your
computer from providing a drop-down box on a web page form, downloading and
reading a text file on your desktop, to changing registry key values. They are self-
registering programs that update your Windows registry upon initial “run-time” on your
computer. ActiveX functionality adds “bells and whistles” to websites and the user’'s
Internet experience; however, ActiveX controls present a security risk in that this code,
by design, does not operate within a safe region, or sandbox, within your Internet
Explorer browser. Malicious code could easily masquerade as a legitimate ActiveX
control and install a backdoor on your computer or cause a denial-of-service. [25]

To help address the inherent security risks of ActiveX controls, Microsoft has added the
capability for developers to “sign” their code to prove authenticity. Authenticode, or
signed ActiveX code, should give both the browser (and the IE user) the assurance that:
» The developer’s identity is known, and legitimate
» The code was designed to have no unsafe or insecure functions or capabilities
[27]
However, although signed ActiveX controls from well-known, trusted sources, such as
Microsoft or Symantec, should reasonably be trusted, there is no assurance that the
code is not illegitimate or harmful. By accepting digitally signed code via your IE
browser, you are essentially assuming that the developer dutifully prepared and
performed a comprehensive examination of his/her code for potential security flaws.

To identify if a website is using ActiveX controls, do a “View Source” and look for any
<OBJECT> tags.

ltem #: | 5

Title: | Internet Zone: Disable All ActiveX Controls
Reference: » Hacking Exposed: Network Security Secrets & Solutions,
Fourth Edition [1]
» Internet Explorer Security Options, Part 2 on Windows Network
Magazine website [9]

Risk: | Vulnerability 2 & 3

Testing | Review the Policy:
Procedure: 1. From review of the current security policy or configuration
standards documentation, verify that the organization requires
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To verify that all ActiveX functionality is disabled in the Internet

Zone:

2.

for ActiveX functionality to be disabled, at a minimum, in the IE
Internet Zone.

In IE, go to Tools > Internet Options... > Security tab. Click on
the “Custom Level...” button. In the “ActiveX controls and plug-

in

The following settings should be reviewed:

>
>
>

>
>

If

settings available, review the settings for these parameters
under the “.NET Framework-reliant components”:

>
>

Again, these settings should be set to “Disable.”

s” section, verify that all options listed are set to “Disable.”

Download signed ActiveX controls

Download unsigned ActiveX controls

Initialize and script ActiveX controls not marked as safe for
scripting

Run ActiveX controls and plug-ins

Script ActiveX controls marked safe for scripting

the browser you are auditing does have Authenticode

Run components not signed with Authenticode
Run components signed with Authenticode

© SANS Institute 2004,
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Security Settings

Settings:

@ Download unsigned ActiveX controls A
(%) Disable

() Enable
Cﬁ Prompt =
@ Initizlize and script ActiveX controls not marked as safe
(%) Disable
() Enable
Cﬁ Prompt
@ Run ActiveX controls and plug-ins
®
() Disable
() Enable
Cﬁ Prompt
(I Tt S Lt PRI L) IS SIOTN U (Y S SRS eI
4 |

Reset custom settings

| £

Reset to: | Medium

v|[ Reset ]

[ K. ][ Cancel ]

Perform substantive testing to verify that “Run ActiveX controls
and plug-ins” is set to “Prompt” or “Disabled”:
3. Go to this web page: http://www.guninski.com/mscheckf.html,

http://www.cnn.com, or http://www.espn.com . Your browser
should immediately give you this pop-up message:

Internet Explorer

d Do you want to allow software such as ActiveX controls
._ and plug-ns to un?

If your browser has disabled ActiveX controls, the page will return with
this error message:
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Microsoft Internet Explorer

'f Your current security settings prohibit running ActiveX controls on this page. As a result, the page may not display
. correctly.

Perform substantive testing to verify that “Script ActiveX
controls marked safe for scripting” is set to “Prompt”:
4. Go the AOL web site at http://www.aol.com . If you see this
pop-up message, then this parameter is set to “prompt”:

Internet Explorer

T A script is accessing some software {an ActiveX control)
. on this page which has been marked safe for scripting.
== Do you want to allow this?

| Yes [ No |

Perform substantive testing to evaluate IE’s handling of ActiveX
unsigned controls (including controls with Authenticode):

5. Click on the link to verify how your browser reacts to an
ActiveX control that is not signed with an Authenticode
signature: http://www.newkirk.com/iraroth2.HTM . If your
browser is set to “prompt”, you should see the following
Security Warning message box:

© SANS Institute 2004,
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Security Warning

Do you want to install and run
"hitp £ Awwrw newldne . com/MP Roth CAB™?

The publisher cannot be detemined due to the problems
below:

Authenticode signature not found.

[ Yes J | Mo i [ More Info ]

At the prompt, simple hit NO, and close the IE browser window. If you
browser is set to “Disable” for all unsigned ActiveX code, this
webpage will simply take no action or will return this message:

Microsoft Internet Explorer

r Your current security settings prohibit running ActiveX controls on this page. As a result, the page may not display
. correctly.

Your browser should also give you messages such as these if the
signature is expired or appears to be not valid:
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Security Warning

Problem listed below:

Waming: The authenticity of this content cannot be
verfied, thersfore it cannot be trusted.

A certificate (signing or issuer) has expired.

i

2 OILral

by

Do you want to install and run “Intemet Explarer Timer

rirol” signed on an unknown datestime and distributed

Microsoft Corporation

I

H Mo J[ Mare Info J

Screen shot of Security Warning prompt generated when NetPanel’s article on
ActiveX was accessed (http://www.netpanel.com/articles/internet/actx-use.htm).

Test Nature:

OBJECTIVE: YES

SUBJECTIVE:

Evidence:

Findings:

Disable the Ability to Download Files

In any instance that a file is created on a computer, you run the risk that a virus may
infect your computer or that malicious code may be installed and executed. The
Internet is a fairly common vehicle used to locate applications or tools needed for home

or business reasons.

Depending on your company’s stance on unauthorized or

unlicensed software, the ability to download executable files may also reduce
compliance with the organization’s policies.

Item #: | 6
Title: | Internet Zone: Disable the Ability to Download Files
Reference: » Hacking Exposed: Network Security Secrets & Solutions,

Fourth Edition [1]

» Internet Explorer Security Options, Part 2 on Windows Network

Magazine website [9]
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Risk: | Vulnerability 2

Testing | Review the Policy:
Procedure: | 1. Review the company’s acceptable Internet use policy and/or
system configuration procedures or standards documentation. Verify
that the company prohibits or restricts users from the ability to
download files from the Internet, unless an appropriate business
justification is approved by management.

To verify that the “File Download” and “Font Download’” options
are disabled:

5. Access a site that is the Internet Security Zone. This should be
a URL that is not on the local Intranet, Trusted or Restricted
Sites Zones. To verify that the website is in the Internet Zone,
make sure the “Internet” icon is present in the |IE status bar on
the bottom right of the browser window. [HINT: If you can’t
see the Status Bar, go to View > Status Bar to enable this
feature.]

6. Go to any web site that gives you the option to download files.
You can go to http://www.download.com and click on any of the
“‘Download Now” buttons. [NOTE: If the downloads.com URL
is listed on your Trusted, Intranet or Restricted Sites security
zones, this test procedure will not accurately assess the
security settings of the Internet Zone. If this is the case, please
access another web site that would be included in the Internet
Zone, and attempt to download any file.]

7. When you try to download a file, you should either receive a
Security Alert pop-up warning, or simply no action will occur.

Test Nature: OBJECTIVE: SUBJECTIVE:

Evidence:

Findings:

Java

HTML-based programs built with Java are commonly integrated into web pages. The
Java applets typically are executed whenever a browser is opened or the user triggers
an action on the web page (i.e. clicking on a button or link). Applets are Java programs
that run on the client-side. Unlike ActiveX, Java was designed to run in a sandbox
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environment to eliminate potential security risk caused by code execution on the Local
Machine. Although Java was designed to build inherently secure code, Hacking
Exposed authors state: “Java security has been broken numerous times because of the
age-old problem of implementation not supporting the design principles.”

How can you tell if a web page is using a Java applet? While viewing the URL, go to
“View Source” and search for the <applet> tag.

If you wish to enable Java to maintain browser functionality (and not bring your web
browsing experience to a screeching halt), Internet Explorer allows you to set different
“safety” permissions on the type of Java applets that will be allowed to run on your PC.
Randy Franklin Smith’s article on WinNetMag.com explains that setting High safety on
your Microsoft VM settings restricts Java programs from accessing your local PC'’s files
and settings outside of Internet Explorer. In essence, you are restricting the Java
sandbox to your browser, not your entire PC. See
http://www.winnetmag.com/Article/ArticlelD/21026/21026.html for more details.

Internet Explorer handles Java security by setting different safety levels for the browser.
The browser may be configured with three default safety levels: High, Medium, or Low.
If Java Applets must be permitted for browsing functionality, the “High Safety” setting is
preferred. If you don’'t need to access sites that run Java Applets, “Disable” Java
Applets completely.

ltem #: | 7

Title: | Internet Zone: Disable or Restrict Java Permissions
Reference: » Hacking Exposed: Network Security Secrets & Solutions,
Fourth Edition [1]

» Internet Explorer Security Options, Part 4 on Windows Network
Magazine website [9]

» JavaTester.org [22]

>

Sun Microsystems’ “Test your Java™ Virtual Machine” website
[21]

Risk: | Vulnerability 2 & 3

Testing | Review the Policy:
Procedure: 1. From review of the current security policy or configuration
standards documentation, verify that the organization requires
for Java functionality be disabled, at a minimum, in the IE
Internet Zone.

Verify that Java is set to “High Safety” or “Disabled”:

2. Go to Internet Options, and verify that “High Safety” or
‘Disable” is selected under the Microsoft VM section.
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In the following steps, you will verify how your browser reacts to
untrusted and trusted code. The “high safety” setting should be
configured to accept trusted Java code, and prompt or not accept
untrusted Java code.

3. Check if Javais Enabled. To see if Java is enabled on your
browser, you can use Sun’s “Test Java Virtual Machine” web
page: http://java.com/en/download/help/testvm.jsp. You can
also use Michael Horowitz’s JavaTester.org web site:
http://www.javatester.org/enabled.html.

If Java is Enabled:
a. Check security level for trusted Java code. The Java
applet game at the following link runs trusted Java applets:
If you browser allows the block game to run, your browser
automatically accepts trusted Java code.
http://www.javacommerce.com/cooljava/games-

advanced/blocks/blocks.html.

2} CoolJava -- Bridges - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

73 - Al "\ ) i i ) ) - . 2
G Back. > |1L| Iﬁ' y |/ Search 5 Favorites w Media 6‘ 3 Sl = .‘_‘5
Address g[ htkp: f e javacommerce, comfcooljavalgames-advancedblocks/blocks, html b a Go

Home > Advanced Games > Blocks

Blocks iz one of the old favorites. Objective of the game is, the more blocks
vou can place before it comes to top, you get more points.

Level: 0 About | Pause / Resume

Lines: 0
Score: 4

Next:

Playmg Instructions:
Mlove block to left: B

&) # Internet
b. Check security level for untrusted Java code. If you
have your security set to prevent automatic downloaded of
untrusted code, IE should prompt you if any signed applets
could not be verified based on the publisher authenticity,
and if the certificate is valid or not expired. Try this web

© SANS Institute 2004,
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site to test how your browser responds to trusted code:
http://www.brookscole.com/compsci d/templates/student r

esources/0534953654 deckerhirchfield/aeonline/course/6/2

/index.html.

Warning - Security

o
E

"

Do you weant to trust the signed applet distributed by "international Thomsan

Fublishing"?

Fublisher authenticity wverified by, "WeriSign, Inc."

ﬁ The security cedificate has expired oris notyetvalid,
Ok

Caution: "International Tharmson Publishing” assers thatthis content is safe.
You should only accept this content ifyou trust "International Thomson

Publishing" to make that asserion.

% The security cerificate was issued by 8 company that is trusted.

More Details

Yes

o

Always

This is a warning message that will be produced if you have Sun’s Java plug-in

installed.
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Security Warning |

Do you want o inztall and run 'Same Program' signed an
an unknown datedtime and digtributed b

John Yiega

Publizher authenticity venfied by WenSign [ndivdual
Software Publishers Ca

Caution; John Viega aszerts that thiz content is zafe. viou
should only install/view this content if vou tust John Yiega
to make that aszertian.

SIGMNED WITH PERMISSIONS
Svuztem Property Permiszion
Reflection Permizzion

Ilzer Interface Permiszion

File 10 Permizsion

Hetwark |40 Permizsion
Thread Permizsion

[ Ahways bust content from Jokn Viega

Yes Mo Mare Infa
Test Nature: OBJECTIVE: YES SUBJECTIVE:
Evidence:
Findings:

Active Scripting is Disabled

The term “Active Scripting” used by Internet Explorer simply refers to active scripts that
are “programs written in JavaScript, or sometimes Microsoft's VBScript and ActiveX.” If
you ever go to a URL that has an ".asp" extension, you are most likely running a script,
or program off of that server” [28]. The configuration setting “Scripting” in the IE
Security tab generally refers to client-side scripts. Although these scripts generally are
more restricted in their capabilities, Randy Franklin Smith notes: “Although a client-side
script's functionality is much more limited and safer than ActiveX, attackers can use
active scripting to write viruses and other malicious code” [9, Part 5].
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Item #: | 8

Title: | Internet Zone: Active Scripting is disabled or restricted
Reference: » Hacking Exposed: Network Security Secrets & Solutions,
Fourth Edition [1]
» Internet Explorer Security Options, Part 5 on Windows Network
Magazine website [9]
» George Guninski’s web site [16]
Risk: | Vulnerability 2 & 3

Testing | Review the Policy:
Procedure: 1. From review of the current security policy or configuration
standards documentation, verify that the organization requires
active scripting functionality to be disabled, at a minimum, in
the IE Internet Zone.

Security Settings

Settings:
' @ Scripting el
@ Active scripting 1
(@) Disable
{_ ) Enable
oy
{__) Prompt
@ Allow paste operations via script
{:fl Dizable
i_i} Enable
{__) Prompt
@ Scripting of Java applets
{:fl Dizable
i_i} Enable ,
{__) Prompt [

m 1§ I el b et B i b b - I
< | 2

Reset custom settings

Reset to: |I'~"I».;|:I|um ;f, Reset

oK J[ Cancel ]

Screen shot of the “Scripting” configuration options in IE.

2. Inyour browser, go to the following URL:
http://www.guninski.com/opf2.html. This is a JavaScript
demonstration presented by George Guninski.

a. If “Active Scripting” is set to “Prompt,” you will subsequently
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see this message box:

Internet Explorer FZ|

E@ Scripts are usually safe. Do you want to allow scripts to

._ un?

| Yes ] t MNo i

b. If this Active Scripting is disabled, your IE window will simply
only display text:

<X http:/{www.guninski.com/opf2.html - Microsoft Internet Explorer
: File Edt View Favorites Tools Help ;,l

Qoak -~ & ¥ A 0 | Fsearch 7 Favorites €8 | (v ik || 3

i Address |@ http: ffwww. guninski.com/opf2, html v | Go
‘Lnks @& Goode &) Schedulink &] PSNWeb &) Yahoo! ] Park Cites YMCA &) BOFA @] SWARR &] Dictionary.com &] UNI¥guide.net &

|

Written by Georgi Guninski
Fractal moving over an [E modal dialog and other windows - basically to illustrate the whole IE interface may be spoofed.
Optimized for 1024x768 - for other resolutions adjust the parameters.

| Home | Internet Explorer | Windows 2000 | AIX | Netscape | Greets | More... |

&] ® Internet

c. If Active Scripting is enabled, you should see this IE
interface “spoofing” trick:
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@Back > ) |£] @ k;‘] /:"Search *-;:“E'Favuntes @ reds £ - __'_ -3

fiddress (4] httpsfwws, guninski comfopf2 himl ~

Written by Georg Guninska
Fractal moving over an IE modal dialog and other windows - basically to ilustrate the whole IE interface may be spoofed.
Optimized for 1024x768 - for other resolutions adjust the parameters.

File Download 3

2 Some files can ham your computer. IF the file information below
&/

Inoks suspicious, or you do nat fully trust the souice, do not open or
save this file.

File name: - spooftest.hta

Filg type:  HTML Applicatior

From v guninski.c
| Home | /B This type of fle could barm ) TE..
malicious code
Wwiould you ke to open the fils or
= Downloading from site; http: /fwww. guninski. com/spooftest hta ® Internet

o0, | ‘3 RE: Paper - Mier. . 2 hiy

Test Nature: OBJECTIVE: YES SUBJECTIVE:

Evidence:

Findings:

Secure Local Intranet, Trusted Sites, and Restricted Sites Zone
Configuration

AUTHOR’S NOTE:

The audit checklist items described above are focused on a review of the Internet Zone.
The control objectives are focused on auditing IE to assess the security of the browser
when accessing public URLs. However, using these checklist items as a guide for
configuring a secure browser may also result in limited viewing functionality as you surf
the Internet. To address this limitation, an organization may decide to accept less
stringent browser controls for accessing URLs that have been determined to be
reasonable secure, such as internally-developed Intranet websites and well-known and
trusted URLs. Internet Explorer's URL security zones make these varying levels of
browser security controls possible.
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By design, URLSs listed on these zones must be explicitly defined in Internet Explorer.
This audit checklist does not explicitly address each security setting for these zones, but
rather the policies, procedures and process for adding domains (and sub-domains) to
these IE security zones. The approach used in this audit program is to address the
URL definitions within the Local Intranet and Trusted Sites zone configurations, as
typically these are the web sites that are trusted to be secure by the organization. This
audit plan has determined the following security zone tests as critical control objectives.
However, you may use the Secure Internet Zone checklist items to evaluate security for
the other IE zones as well.

Item #: | 9

Title: | Standards Exist for Configuring Local Intranet, Trusted and Restricted
Sites Security Zones
Reference: » Personal Experience

Risk: | Vulnerability 2 & 3

Testing | 1. Verify existence of organizational policies, procedures and/ or
Procedure: standards for identifying and approving URLs defined in the Local
Intranet, Trusted Sites, and Restricted Sites IE security zones.

2. Interview the appropriate personnel and obtain documented
evidence that the organization’s standards are being followed.

3. For each URL added to the Trusted Sites, Local Intranet or
Restricted Sites listing, obtain documented evidence that the
domain was approved in accordance with the organization’s

policies.
Test Nature: OBJECTIVE: SUBJECTIVE: YES
Evidence:
Findings:

Trusted Sites Configuration

The Internet Explorer default for this zone is Low Security.

Item #: | 10
Title: | Trusted Sites are Defined Appropriately
Reference: » Microsoft’s “Internet Explorer Enhanced Security Configuration”

[3]
Risk: | Vulnerability 2 & 3
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Testing | Review the Policy:
Procedure: 1. From review of the current organization’s policies and
standards, verify the standard indicates all domains or sites
added to the Trusted Sites zones must have approval from
Information Security management.

Assess the appropriateness of Trusted Sites:

2. Go to the Trusted Sites Zone and review all sites listed. In IE,
go to: Tools > Internet Options.... > Security tab. Verify that:
a. Are the sites appropriate with respect to the
organization? An engineering firm should have no
reason to set http://www.celebritygossip.com as a
Trusted Site. Obtain evidence of the business
justification for each trusted domain (or sub-domain)
listed.
b. Have the listed web sites been reviewed by the Security
Administrator and approved by management?

Perform Substantive Testing to Validate Trusted Domains:
3. For each URL listed, perform the following audit steps:

a. Enter the respective URL in the IE browser. Check the
Status Bar to confirm that the site is in the Trusted Sites
Zone.

b. Randomly select at least three other URLSs that are
NOT listed in the Trusted Sites zone. Check the Status
Bar to confirm that the site does NOT display in the
Trusted Sites Zone.

NOTE the following when reviewing the sites listed in the Trusted
Sites Zone:

» When you add a Web page to the zone, you are including all
pages in that DOMAIN. For example, if you add
http://www.utexas.edu/alumni/events, you are adding
http://www.utexas.edu. If you want to add
http://www.bus.utexas.edu, you will have to add this separately
because it is a separate domain.

» A web page can only be part of one zone at a time; you can’t
add the page to both the Trusted Sites zone and the Restricted
Sites zone. (IE will not let you do this!)

» Entries listed with wildcards, like *.utexas.edu will explicitly add
all subdomains for the given domain. For example, if the entry
*.utexas.edu is listed as a Trusted Site, both
http://www.bus.utexas.edu and http://www.engr.utexas.edu
subdomains will be “trusted”.
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Test Nature: OBJECTIVE: SUBJECTIVE: YES

Evidence:

Findings:

Restricted Sites Configuration

The browser default setting for the Restricted Sites zone is High security.

ltem #: | 11
Title: | Insecure Sites are Restricted
Reference: » Microsoft’s “Internet Explorer Enhanced Security

Configuration” [3]

Risk: | Vulnerability 2 & 3

Testing | Review the Policy:
Procedure: 1. From review of the current organization’s policies and
standards, verify the standard indicates all domains or sites
added to the Trusted Sites zone must have approval from
Information Security management.

Assess that all ActiveX, Java, and File Download Capabilities are
Disabled:
2. InIE, go to: Tools > Internet Options.... > Security tab. In
the Restricted Sites Zone, review all domains listed.

a) For each URL that is listed, visit each web site. Check
the Status Bar to confirm the site has been successfully
added to the “Restricted sites” list.

b) InIE, go to: Tools > Internet Options.... > Security tab.
Go to the Restricted Sites Zone, and click on the
“Custom Settings” button to view the security for this
zone. Verify the zone is set to the default “High” security
level by validating that all options are set to “disable” or
“prompt.”

Perform Substantive Testing to Validate Restricted Domains:
1. For each URL listed, perform the following audit steps:
c. Enter the respective URL in the IE browser. Check the
Status Bar to confirm that the site is in the Restricted
Sites Zone.
d. Randomly select at least three other URLs NOT listed in
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the Restricted Sites zone. Check the Status Bar to
confirm that the site does NOT display in the Restricted

Sites Zone.
Test Nature: OBJECTIVE: SUBJECTIVE: YES
Evidence:
Findings:

Local Machine Zone Settings

Several known exploits, such as Blaster, HTAExploit or MiMail, have taken advantage
of the “My Computer” security zone settings or the “Local Computer”’ zone settings. In
the Windows operating system environment, the security configuration for your machine
can also be configured to prevent ActiveX and Java controls from being executed
outside your browser’s “sandbox.” However, configuring this fifth IE Security Zone does
require changes to the Windows registry. [Author’s Note: Be wary of changing registry
keys. If these modifications are not performed correctly, you can cause your system to
seriously malfunction (i.e. you may not be able to boot into Windows properly, open
Explorer folders, etc.). Tools do exist to help to automate these registry entries, such as
PivX’s Quik-Fix (http://www.pivx.com/qwikfix/).]

ltem #: | 12
Title: | Increase Security on Local Machine Zone
Reference: » How to strengthen the security settings for the Local Machine

zone in Internet Explorer (Microsoft Knowledgebase Article
833633) [14]

» Hacking Exposed: Network Security Secrets & Solutions, Fourth
Edition [1]

Risk: | Vulnerability 2 & 3

Testing | Verify the default security settings on the Local Machine Zone are
Procedure: | strengthened.

1. Go the system registry by START > RUN... > type regedit.

2. Follow the current path in the registry tree to view the settings for
the Local Machine Zone:
HKEY_ _LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndows\ Cu
rrent Version\Internet Settings\Zone\O
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NOTE: If you use the Security Zones:

Use only machine settings option to apply Group Policy to all
users, the Local Machine Zone settings should be configured in
HKEY_LOCAL_MACHINE. However, if you permit users to set
their own Internet Explorer security settings, configure the registry
values at HKEY CURRENT_USER.

3. Verify the following recommended registry values are configured:
The following table lists the appropriate registry value names and the

default and recommended (strengthened) registry values for certain
types of potentially damaging operations.

. Recom-
Registry Default Ui
Value Registry Reqi _ '

egistry URL action Zone Settin

Name Value Value 9
(Type) Data Data
1200 . URLACTION_ACTIVE Run ActiveX Controls
(DWORD) 0 (enabled) | 3 (disabled) X_RUN and plug-ins

URLACTION ACTIVE Initialize and SCFipt

1201 1 (prompt) 3 (disabled) | X_OVERRIDE_OBJE | ActiveX controls
(DWORD) oT s

T_SAFETY not marked as safe
1400 URLACTION_SCRIPT . .
(DWORD) 0 (enabled) | 1 (prompt) “RUN Active scripting
1406 0 (enabled) | 1 (prompt) URLACTION_CROSS | Access data sources
(DWORD) Promph 1 pOMAIN_DATA across domains
1CO00 URLACTION_JAVA_P L
(Binary) 00 00 02 00 | 00 00 00 00 ERMISSIONS Java permissions

This slightly modified table is from the Knowledgebase Article 833633. The table
lists the recommended Microsoft values, as described in the article.

Test OBJECTIVE: YES SUBJECTIVE:
Nature:

Evidence:

Findings:
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IV. At the Perimeter: Content Filtering

SANS defines active content filtering and monitoring as:

Tools that perform active content monitoring examine material entering a
computer/network for potentially damaging content, cross-referencing
what they scan with continuously updated definitions libraries. [29]

An organization can utilize content filtering technologies to create a “defense in depth”

strategy that protects against intrusion via Internet sites.
positioned at the network’s perimeter can help to:

» Reduce malicious content from entering the network

> Protect users who unintentionally visit inappropriate or insecure web sites

> Prevent users from intentionally accessing web sites that do not adhere to the
company’s acceptable use policy [25].

Content Filtering: Compliance with IE Policies

An active content filtering

2. Obtain a system-generated report of the current content
filtering device’s configuration, and identify, at a minimum, how
ActiveX and Java code is filtered at the network perimeter.

3. Compare both configuration standards to assess if the content
filtering device conflicts with the company’s browser

configuration standards.

ltem #: | 13
Title: | Content Filtering: Compliance with IE Policies
Reference: » “Configuring Watchguard Proxies: A Guide to Supplementing
Virus Protection and Policy Enforcement.” [25]
» Personal experience
Risk: | Vulnerability 2 & 3
Testing 1. Obtain a copy of the browser configuration standards for the
Procedure: organization.

Test Nature:

OBJECTIVE: YES

SUBJECTIVE:

Evidence:

Findings:
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Content Filtering: Log Retention

In the event of a compromise, malicious code or virus outbreak, system administrators
may commonly review device logs in an attempt to identify the cause of the problem.
Similar to retaining an IDS or firewall logs to provide a history of network traffic, content
filtering device logs may be retained to provide an audit trail of events.

ltem #: | 14
Title: | Content Filtering: Log Retention
Reference: » “Configuring Watchguard Proxies: A Guide to Supplementing

Virus Protection and Policy Enforcement.” [25]
» Personal experience
Risk: | Vulnerability 2 & 3

Testing 1. View online or obtain a system-generated report detailing the

Procedure: content filtering device’s auditing parameters are enabled.

2. Verify that the archived log files are logically restricted from
modification from any unauthorized individuals, including those
with privileged rights to modify the device’s configuration.

3. Verify that the log data is archived in such a way that it cannot
be modified, such as copying the files to write-once media.

4. Randomly sample a minimum of 15 calendar dates spanning
the company’s required retention period, dating back from the
performance of this audit. Correlate the time stamps on the
content filtering device’s activity log to validate that logging was
occurring throughout the period of reliance.

Test Nature: OBJECTIVE: YES SUBJECTIVE:
Evidence:
Findings:
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PART 3: Conduct the Audit Testing, Evidence & Findings
ltem #: | 1
Title: | Security Policy
Evidence: 1. PASS: The Widgets ‘N More “Acceptable Internet use” policy, last

revised in June 2003 was obtained.

a. PASS: Per discussion with the Information Systems
Manager and the Human Resources Manager, all
permanent and temporary employees or contractors must
sign a hard copy of the “Acceptable Use Policy” prior to
obtaining a network User ID.

NOTE: An assessment of the effectiveness of the processes

of policy communication throughout the organization is not in

scope for this audit program.

b. PASS: The policy defines that Internet Use must be used
only for approved business purposes. The policy clearly
states that the Internet must not be used for personal use.

c. PASS: The policy prohibits the ability to any files from
public URLSs.

d. FAIL: The policy does not explicitly define permissible
downloads. However, per interviews with the Information
Systems Manager, the company’s de facto standard is to
allow file downloads from Intranet and Trusted Sites, which
encompass engineering research and business partner web
sites.

e. FAIL: The company does not have documented browser or
content filtering configuration standards.

f. PASS: The policy does indicate that all Internet use is
subject to audit, and all Internet usage may be monitored.

g. FAIL: A required business justification must be
documented on a “Request for Internet Access” form and
approved by the user’s supervisor. However, there is not a
process in place to document exceptions. For example, an
accountant may request the ability to download statement
files from the company’s bank’s web site. This request and
approval process is not a formally documented procedure.

h. PASS: Documented server administration policies,
distributed to the Windows system administrators, state that
Internet browsing and downloaded is not permitted on the
server unless it is reasonably required for system
maintenance purposes.

I. FAIL: Company guidelines for acceptable use do not
encourage users to not “click on” suspicious or unknown
links given in email or on web page to eliminate security
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risks, such as installing unknown viruses. However, the
policy does not give detailed guidance on how users should
handle digital signatures, certificates and cookies. (NOTE:
This audit will NOT address an audit of security and IE
configuration for privacy settings.)

Findings:

Exceptions noted:

1. Widgets ‘N More does not maintain a comprehensive “acceptable
use policy” that addresses user behavior when surfing the Internet.
The company has not documented minimum browser
configuration standards.
A procedure has not been created that addresses the appropriate
protocol for handling exceptions to the acceptable Internet use
policy.

2.

3.

Item #:

2

Title:

IE browser updates and patches are up-to-date

Evidence:

1. PASS: A general statement in the company’s IT security policy does
state that all critical security patches must be applied, at a maximum,
within 3 business days. All applicable cumulative security updates or
system upgrades (i.e. service packs) must also be applied timely.

| reviewed Microsoft’s web site and identified the following critical
patches that were released in the last 30 days include:

Jul 13,
2004

Vulnerability in HTML Help Could
Allow Code Execution (840315):
MS04-023

Affected Software: Internet
Explorer 6

Internet Explorer 6

SP1

Critical

Jul 13,
2004

Vulnerability in Task Scheduler
Could Allow Code Execution
(841873): MS04-022

Affected Software: Internet
Explorer 6

Internet Explorer 6

SP1

Critical

Feb 2,
2004

Cumulative Security Update for
Internet Explorer (832894): MS04-
004

Affected Software: Internet
Explorer 6

Internet Explorer 6

SP1

Critical

Excerpt from Microsoft’s Security Bulletin search results.
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24 Security Bulletin Search - Microsoft Internet Explorer

File Edit Wisw Favorites  Tools  Help ﬂ'
'l - A ~ i 1 o
2% 25 ) ) . 5 - |y ) as
@ Back @ Iﬂ @ (0 | Search i Faverites @ Media {! e A== 7}| ._“i
Address ‘@ Rkt s micrasoft, com technet fsecurityfcurrent , aspsx v| &0 Links *
Techhst Site Map Select the Froduct T echnol gy and Service Pack OU are running ko “iew Ehe SECUrity bullebins Ehak are availabie for your system. ~

{More information on how ko use this Feature is available in the Search Tool FACH.
TechNet Warldwide

Product/
Technology:

Service Backs |Imernet Explorer 6 SP1 b

| Internet Explorer B >

[ show only bulleting that contain updates that have not been replaced by a more recent update,

Hpﬂat? Severity critical [ tmportant [ Moderate. [ Low
anng: Results may display bulleting with severity ratings different from the selected update, Read why.,

Bulletin release date: 'AII—V

Bulletins 1 - 9 of total 9 Bulletins found | —

a Date Bulletin Description Affec_.ted Sl Bt B.u”Etm
Service Packs Severity

Vulnerability in HTML Help Could Allow Code Execution
Jul 13, 2004 {840315): M504-023
i

Internet Explorer 6 SP1 Critical
Affected Software: Internet Explorer 6

Vulnerability in Task Scheduler Could Allow Code
Jul 13, 2004 Execution (§8M873): MSD4-022

Internet Explorer 6 SP1 Critical
Affected Software: Internet Explorer 6

Cumulative Security Update for Internet Explorer
Foboa,pogy. [832898) M0 1004 Irternet Explarer & SP1 Critical
aAffected Software: Internet Explorer &
Cumulative Security Update for Internet Explorer »

-Ej 0 Internet
Screenshot of Microsoft Security Bulletin Search results page.

TEST OPTION A: FAIL

The following registry settings were verified to prove that these two
updates were applied on the system:

e 840315
e 841873

The following excerpts were taken from a registry key values
exported in a text format:

Key Nane: HKEY LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows
NT\ Cur r ent Ver si on\ Hot Fi x\ KB840315

Cl ass Nane: <NO CLASS>

Last Wite Tine: 7/ 19/ 2004 - 6:17 PM

Key Nane: HKEY _LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows
NT\ Cur r ent Ver si on\ Hot Fi x\ KB841873

Cl ass Nane: <NO CLASS>

Last Wite Time: 7/19/ 2004 - 6:18 PM

However, | could not validate that the Cumulative Security Update
(832894) released in February 2004 was not installed through review
of the registry (see figure below)
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: [ FontDP1 Naris T
L FontMapper [aB)(Defaury REG_SZ
D Fonts
1] FortSubstitutes
7 GRE_Initialize
=442 HobFis
. @[] kpat4a4
@ [ keaz1557
= [ keez3lEe
@[] rpazasen
@[] kBazaman
@[] kBaz410S
@[] kesz414n
RS RCE-DEN Reoistry Editor
| (23 kBa25119
. =3 keszes3a .
= (] kBazEg42 \E) Finished searching through the reqistry,
@[] keaze03s
@ [ kpazaT4 Rl
=[] kpeasTaz . —
@[] kea3To0l
@[] kBa39e4s
@[] kBE3964s
@[] kBe40315
@[] kBad0374
w0 kBa1873
- m [ kBedz7I3
(O O o) C = || =i 3

MMy ComputeriHKEY _LOCAL MACHINEVSOFTWARE) Microsoftiwindows NTYCurrentVersionHotFix

This screen shot displays the “Find” results when the registry key “832894” was
searched.

>

TEST OPTION D: FAIL:

To confirm my findings noted in the previous audit step, | also
reviewed the “Add or Remove Programs” menu in the “Start Menu”
to identify all Windows XP Hotfixes that had been applied (see
screenshot below). | could not validate that the cumulative security
update was applied.
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% Add or Remove Programs B@El

e _— =
'J'j:j Currently installed programs: Sort by! | Narme v |
. _ =l
Change or bl A\
Remaove ﬂ%! Wiindows XP Hotfix - KBES24141
Programs

f&! Windows ¥P Hotfiz - KBS25119

': g ﬁ%’ Windows 5P Hotfix - KBS26939
o |1B) windows %P Hatfix - KEB26942
Add Mew |

Programs ﬁ! Windows %P Hotfix - KBS258035

ﬁ! windows %P Hotfix - KBS25741

@I :ﬁ! Windows =P Hotfix - KBS35732
AddjRemove | ; it
o ﬁ! Windows ¥P Hotfix - KBE37001

Components @ Windows %P Hotfix - KBS39643
ﬁ?ﬁ Windows #P Hotfix - KBES39645
@ fﬁ! Windows X Hotfix - KBES40315
Set Program | ; i
el ﬁ! windows XP Hotfix - KBS40374
Defaults 5! windows XP Hotfix - KB841873

suppork information.

To remove this program from vour computer, click Remove,

|15 windows 3P Hotfix - KBS42773

|5 windows XP Hatfix: (SP2) 0819696
:ﬁ! Windows WP Service Pack 1 |

Audit evidence of hot fixes installed on the target system.

Findings: | Exceptions noted:
The most recent IE security update was not applied.

Unprivileged users are prevented from changing IE security policies

Iltem #: | 3
Title: | Unprivileged users are prevented from changing IE security policies
Evidence: 1. PASS: Widgets ‘N More’s IT Security Policy does note that “the

ability to perform administrative or ‘super user’ functions on all
systems must be limited to only management-approved
personnel. All privileged users must have an appropriate
business justification that does not present a segregation of
duties issue, and access must be provisioned with the principle
of least privilege.” It was determined that these policy
statements were reasonable based on guidance generally
accepted by the information security community, from such
sources as NIST, SANS, and CobiT.

2. FAIL: The Security tab is visible to the unprivileged user, and
browser did accept a change made to the Security configuration.

- 46 -
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Ow-©0 R@

.j / ) Search \ rFavontes @Medla &3

¢ address i@ http: v sans, orgftop20)

vl GO Links

About SAN

Free Webcast - July 28, 2004: Los Alamos National Laboratory on Intrusion Prevention Systems: A Real World Case Study

ies (Updated) ~ The Experts Consensus

P001-2003, SANS Institute
| to top20@sans.org,

The —— - - — — - - =
| General | Secuity iF‘rwacy || Content | Connections || Programs | Advanced|
Select a Web content zone to specily its security settings
= . @ Security Settings
THE TWENTYMOST,CRITICAL Interhet
INTERN SECURIV
o i Settings:
Internet| ~
————— Jum| This 2ong |¥] Download signed ActiveX controls 3
Haveri Disable =
Introduction Ensble
The SANS Top 20 Internet Sed Security level f Prompt
Down\oad unsigned ActiveX controls
The wast majority of worms an Cust Disable
vulnerabilities in a small numbe Cu Enable
opportunistic. They take the e - Prampt
known flaws with the most affe ol W] Intislize and script Activest controls not marked as safe
organizations not fizing the pro Disablz
the Internet for any vulnerable Enable
such as Blaster, Slammer, and pmmpt
unpatched vulnerabilities, SR BRI o M
i | 5
Three years ago, the SANS Ing Reset custom settings
{NIPC) at the FBI released a d
Security Yulnerabilities, Thous. Reset to: | Medium el [ Reset ]

Top Twenty lists that followed GAE and two ¥
they could close the most dangerous holes firg|
examples above Blaster, Slammer, and Code R4

list.

Wehcasts

Top 20 List

silable by dlicking here,

POF | Printer Friendly Version =>

lease (POF)
Presentation (PDF)
Dverview (PDF)
S@Might Top 20 Presentation (PDF)
at Test for the Top 20
K June 21, 2004)
canning Requirements
A Case Study
10 List Archive
| ©ct, 01 | July 00

ton, DC - Jul. 26, 04

e, Australia - Jul, 28, 04
ton, DC - Aug. 1, 04
ton, DC - Aug. 1, 04
ton, DC - Aug. 2, 04

E, MO - Aug. 5, 04
Canada - Aug. 9, 04

+ Virginia Beach, Y& - Aug. 29, 04
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Findings:

Exceptions noted:
Users are not restricted from modifying security configuration of the
Internet Explorer.

User Authentication

Item #: | 4

Title:

User Authentication is Disabled or Allows Prompt for Logon Credentials

Evidence:

TEST for ANONYMOUS LOGON SETTING: PASS
1. When accessing the test web site, was prompted with a user ID
and password window. After successfully authenticating,
received this message from the browser:
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M gemal. dk - BrowserSpy - HTTP Basic Authentication - Microsoft Internet Explorar

File Edit Wew Favorites Tools Help ,-g'
e Back - J B @ i:j j'.,\ Search \i\? Favorites emedla @ E}_/;:;V __t‘; i LLJ 3
Address @ http:ffgemal. dkibrowser spy/password-warks. html V| Go Links >
~|
gemal.dk - gemal's psyched site 3
You're here; Home - BrowserSpy - HTTP Basic Authentication
HOME AND BLOG v .
> Htiris i Blag HTTP Basic
+ Archives | m=mmmeese- = 7
= Catenories Authentication
+ Feeds
BRb.WSEﬂEF‘I’ Success —
+ Start It worked! Your client supports HTTP
Basic Authentication!
MOZ?"LF In Internet Explorer 6.0 SP1 or later you
= Profile files e
5 Dby ard Tast can clear flush all credentials
+ Plug-ins ¢ 5
+ Build The command flushes all credentials in
* dgetmoz the cache, such that if the user requests
+ Gecko Stats s
TRk a resource that needs authentication, the
=+ Lsunchy prompt for authentication occurs again.
=+ Blogupdates
......... 24|
@ 4 Internet

Judging from the browser’s reaction, | was able to verify that
“‘Anonymous Logon” was not enabled.

2. Added the http://gemal.dk domain to the “Intranet Sites” listing.
Again, attempted to access the password prompt page:

BrowserSpy - HTTP Basic Authentication - Microsoft Internet Explorer
Ed g F = Tools felp y
i e Back - @ & D @ (h /_HJ Search ‘i_\\'r Favorites @ Media @ E?{-: - :i\? ¥ i_‘l 3

Address |@ http: figemal. dkfbrowserspyfpassword. html V| Go Links **

~l

e m s B K= Connect to gemal. dk

You're here: Honf (£ &
.

B

BrowserSpy - Password test I

L2

i

HOME ang =
* Home and
+ Archives

+ Categorie
+ Feeds

User niame: |§ | v| orts HTTP

B ROWSEH password: | |
+ Start

gin

[CIremember my password

MOZILLA
+ Profile file
+ Debug an
+ Plug-ins [ K J [ Cancel ]
+ Build rd-
+ 4getrnoz

+ Gecko Stats
+ Linky

+ Launchy

+ Blogupdates

works. html

rrrrrrrrr

&) [TT] S Local intranet

“‘Anonymous Logon” is not enabled in the Intranet Zone. From that
browser reaction, | could deduce that “Anonymous Logon in Intranet
Zone” or “Anonymous Logon with user name and password” is enabled.

[
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3. While logged on to the audited PC as a Local Administrator,
created a user account with the following credentials:

User ID: test

Password: test

4. Logged out of the local computer, and logged back in as the “test”
user ID. Once again, accessed gemal.dk’s web site. When
clicking on the password-works.html link, | was not prompted with
a web prompt. From that browser reaction, | could deduce that
“‘Anonymous Logon in Intranet Zone” or “Anonymous Logon with
user name and password” is enabled.

5. Removed the gemal.dk web site from the Trusted Sites list, which
causes the browser to treat the domain as an Internet site.
Again, | visited the test password-works.html page. | was
prompted for a user ID, as a result. From this reaction, | was able
to determine that the “Anonymous Logon in Intranet Zone” setting
was probably enabled for the Internet Zone.

Findings:

No exceptions noted.

Secure Internet Zone Configuration: ActiveX

ltem #:

5

Title:

Disable All ActiveX Controls

Evidence:

1. FAIL: Widgets ‘N More does not have a documented browser
configuration standard that prohibits or restricts ActiveX
functionality.

2. FAIL: The following is a summary table of the audit test findings:

Pass/Fail | Parameter Expected | Current
Setting Setting

FAIL Download signed ActiveX Disable Prompt
controls

PASS Download unsigned ActiveX | Disable Disable
controls

FAIL Initialize and script ActiveX Disable Disable
controls not marked as safe
for scripting

FAIL Run ActiveX controls and Disable Enable
plug-ins

FAIL Script ActiveX controls Disable Enable
marked safe for scripting

Unable to | Run components not signed | Disable Setting
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Determine | with Authenticode not
available
Unable to | Run components signed with | Disable Setting
Determine | Authenticode not
available
Security Settings Security Settings EIFZ'
Setkings: Settings:
I5] trils and plug-irs ~ g Enable »
ownload signed Activel contrals () Prompt
") Disable = @ Fun Activey controls and plug-ins
(-ﬁ Enahle Q Administrator approved 2
(@) Prompt Disable
[¥] Download unsigned Actives controls (@) Enable
(@) Disable () Prompt
Enahle @ Script Ackivex controls marked safe for scripting
b Prampt Q Disable
@ Initialize and scripk AckiveX controls nok marked as safe f% Enable
t:;' Disable () Prompt
(j) Enable [=% Dowrloads
i* File download
TR i A v e v
£ ¥ £ ¥
Reset custom settings Reset custom settings
Reset ta; !Medium o | [ Reset ] Reset to: !ﬁedium vi [ Reset ]
[ Ok ] [ Cancel ] Ok ] ’ Cancel ]

Screen shots of current settings of audited IE browser.

3. FAIL: | accessed the following web sites and was not presented
with any Security Warning message boxes (see figures below):
> http://www.cnn.com
» http://www.aol.com
» http://www.guninski.com/mscheckf.html

The web sites loaded in IE with no sign of error. Per these testing
results, the “enabled” setting for “Run ActiveX controls and plug-ins”
was verified.

3 CNN.com - Microsoft Internet Explorer. [ [=1E3]
Ble Edt Vew Favortes Tock Hel i
o= A

@Ea[k > ) ﬁ] @] (s ) searth .7 Favorites @ eda £4)
Address [ - v Bo
Links @] Customize Links ] Free Hotmail 4] Windows @] Windows Media &] GIAC Gateway

~

ONLINE
COVERAGE

SEARCH ®heweb O chN.com | ]

Updsted: 07:36 pm . EDT (2336 GMT) July 25, 2004

MORE TOP ST(

Boston rolls out $60 million

+ Sl.com: Lance Al

© SANS Institute 2004,

Securit! plan - Human chain pro
& mnternet ’
Screen shot of IE’s immediate result Screen shot of IE’s immediate result
when the CNN web site was accessed. | when the ESPN web site was
accessed.
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2} http:ffwww.guninski.com/mscheckf.html - Microsoft Internet Explorer El@g]
w

»

© Ele Edt wiew Favorites Took  Help
: Back * x] [&) @) ) search 57 Favorites Media &<}
E 7 ) w) Ll | s '£

: Address i@ http:f frasv, guninski. comfmscheckf . html "l Go
: Links @ Customize Links .g] Frea Hokmail @ ‘windows _g'] Windows Media .g‘l GIAC Gateway

Checling for local files and directory exstence
TWritten by Georgl Guninskd

|CVAUTOEXECBAT

|[ Checkfils

g‘l Done 0 Inkernet

Screen shot of IE’s immediate result when George

Guninski’s ActiveX test page was accessed.

4. FAIL: After entering the AOL web site in IE, | was not presented
with any Security Warning message boxes (see figures below).
Per these testing results, the “enabled” setting for “Script ActiveX
controls marked safe for scripting” was verified.

2N Welcome to AOL.com - Microsoft Internet Explorer Q@@
'l‘l

13

File Edit Yiew Favorites Tools  Help

. ~
@ Back ~ () Iﬂ Ig} _.I\J ’ | Search :'“\’ Favarites
Address i.@ httpf v, aol, comy? VI =
Links & Custamize Urks 4] Free Hotmal &) windows 4] Windows Media

33

-

£, AOLCOM.

Scl

Sunday, July 25, 2004

|| | [signon Today's Features
’ 3 | = =l Conventions 2004
%‘Aﬂ:‘ﬁ!all ‘ AwL’\rﬁamMmsens:nn

Mews and happening
the Democratic Matior

‘ | [ search ]
P 1 More Top Hews
@ Eﬁ-- ... - Bush Likely to Move Quickly on 941
My AOL  You've Got Pictures:  Calendar Panel's ldess
- ACLU Lawesuit Cver Punch Card v
£ | >
&) B Internet

Screen shot of IE’s immediate
result when the ESPN web site was accessed.

5. PASS: Although the audited browser does not have
Authenticode functionality, IE still prohibited the unsigned ActiveX
control embedded at the http://www.newkirk.com/iraroth2.HTM

web page.
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: . - f v !
: @ Back = | <) \ﬂ IE] _I\! 7 ! Search :T/i( Favotites @Media {_‘_} 64~ =" i __‘l
¢ address ] hbtp: v, newkirk, comjirarathz HTM v s
: Links .g"l Cuskamize Links @ Free Hotmail @ Windows :é] ‘Windows Media .g‘] GIAC Gateway

Microsoft Internet Explorer

f ‘Your current security settings prohibit running ActiveX controls on this page. As a result, the page may not display
. carrecty.

Aﬁ Opening page http: v newkirk.comfirarath2 HTM...  [BEREERERER & Internet

Findings: | Exceptions noted:

Although the Internet Zone is configured to prevent unsigned ActiveX
controls from executing, all ActiveX code that is signed or “marked safe”
is allowed. This continues to be a risk because malicious code may
have been embedded, or the authenticated code signer may not have
performed any secure code reviews.

Secure Internet Zone Configuration: File Downloads
ltem #: | 6

Title: | Disable the Ability to Download Files

Evidence: | 1. PASS: Documented policies do state that the company prohibits or
restricts users from the ability to download files from the Internet,
unless an appropriate business justification is approved by
management.

2. FAIL: When | attempted to download an executable file, the browser
did prompt for permission to download a file and allowed me to save
the file to my desktop.
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File Downloaxd

] Some files can harm pour computer. [F the file infarmation: below
lt looks suzpicious, or wou do miok fully trust the zource, do not open or
zave thiz file.

File name: .. ac_WSY0_atomicpongling. exe
File type:  Application

Framm: games-dl.real.com

& Thiz type af file could harm your camputer if it containg
ralicious: code.

"w'ould vou like to open the file or zave it to your computer?

Open m.ave J[ Cancel ] [ More Infao

Findings:

Exceptions noted:
The ability to download files from the Internet is not disabled.

Secure Internet Zone Configuration: Java

Iltem #: | 7
Title: | Disable or Restrict Java Permissions (Microsoft VM)
Evidence: | 1. FAIL: Widgets ‘N More does not have a documented browser

configuration standard that prohibits or restricts Java functionality.
2. Through review of the Security tab of “Internet Options,” validated
that “High Safety” was set for Java security on the browser.
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Security Settings

Sekkings:

Disable
Enable
. Prompk
@ Microsaft YM
@ Java permissions :
Zuskaorm —

[

Disable Java
High safety
Low safety
L) Medium safeky
#&] Miscellanenus
& Acress data sources across domains
Disable

r—-Li-

< | >

£

Reset custom settings

Reset ko I“Medium ‘*‘H Reset ]

[ Ik ][ Cancel ]

3. a. PASS: The Java browser did accept trusted Java code.
b. FAIL: Using Internet Explorer, | visited the Sun’s Java Tester and
JavaTester.org web sites and verified from the web page’s results
that a Java Virtual Machine was installed, and Java is enabled on

the Internet Zone of the browser.

A Java Technology Help - Test Java Virtual Machine - Microsoft Internet Explorer |Zj@[z]
Flle Edit View Favorites Tools Help -':,"
e Back - () lﬂ lﬁ _;\J /" Search \E\Sf Favorites @Msdia @! [—':' __;. |_i _l f‘

Address |@ hittp: fjava.comjen/downloadihelpitestym, jsp v| Go | Links ¥

Test your JUM™

Vou.‘ar,e.rwmim;._{_‘ah.nld.ér version of dava You can dowload the
latesst version of Java from Java.com
“Your Java corfigurslionis.
Javavendor  Misiosaft Carp.
JRE Version: 114
Operating Sypstem: Windows NT
05 version. 5.7

_ By

@ Done  Internet

When | attempted to access the brookscole.com web site, | was
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prompted with the following message:
Security Warning E]

Warning: The authenticity of this content cannot be
verified, therefare it cannot be tristed.

Froblem lizted below:;

& certificate [zigning or izzuer] haz expired.

Do you want to install and run “Parser zsigned on an
unknown datetime and diztibuted by:

Intermational Thomson Publizhing

SIGMED %ITH FERMISSIONS
Full Permizzions

[ Tes Jl' No J[ are |nfo ]

Findings: | Exceptions noted:
Although Java security is restricted, documented policies or standards
for browser configuration do not exist.

Secure Internet Zone Configuration: Active Scripting

Iltem #: | 8
Title: | Scripting is disabled or restricted
Evidence: 1. FAIL: Widgets ‘N More does not have documented browser
security configuration standards that address active scripting
settings.

2. FAIL: When the Guninski test URL was accessed via the
browser, there was no security prompt message returned. The
“Check File” function of the web page, which checks if a file exists
on your local computer, did run without error.
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3 hltp.ﬂww guninski. J:qn,!rrﬁ;hm:kf himi? - Microsoft Internet E;plnm].-, D
= EhE: e FavatlE - ﬁp‘

eBack - J u m lJ /T’ Search “E:l‘.llfFavorites @Media @ )

| Address |=ﬁ hkkp: e guninski, comimscheckf bl ? V| Go i Links 7

Checking for local files and directory extstence
| Written by Georgl Guninsli

g™~ v,
f1| Check file

|CVAUTOEXECBAT
Microsoft Internet Explorer E
L] E File exists
L
i @hl Done & Interret

Findings: | Exceptions noted:
Active Scripting options should be disabled in the Internet Zone.

Trusted Sites Configuration

Item #: | 10
Title: | Trusted Sites are Appropriate
Evidence: 1. FAIL: The organization does not have formal policies and

procedures, or configuration standards that outline the evaluation
and approval process for adding Trusted Sites to the IE security
zone.

2. PASS: From review of the URLSs listed in the Trusted Sites Zone,
it is reasonable to assume that the “Windows Update” web site is
an appropriate trusted site (depending on what your opinion is
about Microsoft).
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Trusted sites

You can add and remove ‘Web sites From this zone, &l Web sites
in this zone will use the zone's security setkings.

&dd this \Web site to the zone:
I Add

Web sites:
hktps s windowsupdate, microsoft, com/f Hemove

[] require server verification (https:} Far all sikes in this zone

[, oK ] ’ Cancel J

3. a) PASS: The Microsoft Windows Update URL was entered in
the browser to verify that the browser recognizes it as a “Trusted
Site.”

<l Microsoft Windows Update - Microsoft Internet Explorer

File Edit Wiew Faworites Tools  Help

eBack = .\) @ @ :h )T' Search *Favorites eMedia @ E_a;jv ._;, % LJ ﬁ

aw

Bddress _ 5
P Windows Update

Home | Windows Catalog | Windows Family | Office Update | Windows Update Worldwide

All Products | Suppart | §

windows Update Welcome to Windows Update

1 Welcame
[ pick updates to install

Get the latest updates available For vour computer's
operating swstem, software, and hardware.

windows Update scans your computer and provides you with

[ Review and install updates
a selection of updates tailored just for you.

Other Options
[ view installation history "
) ) Scan for updates
[ Personalize Windows Update

[ Get help and support

information From your computer,

See Also Read our privacy statement

[ about wwindows Update

orporation, All vights reserved, Terms of use. A

Note Windows Lipdate does not callect ary Form of personally identifiable

(1.2 3]

Protect
your PC

3 steps
to help
EnSUFE
waur PC

is
protected

0 Trusted sites
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b) PASS: In order to assess if other web sites were NOT
included in the Trusted Sites list, | randomly chose three web
sites:

> http://www.cnn.com
> http://www.espn.com
> http://www.whitehouse.gov

3l CNN.com - Microsoft Internet Explorer

: File Edt Yew Favorites Tods Help :;'
F Qe - ) - (%] |B] @0 O search g Favorites @ veda £2) - &3 - &
: -‘\.;I:I'-:::.&'] Fitp v crn.comf v aGn  Links ™

SEABCH (& the web () tNM.com Search Powsied by WAHC

| Home Page Updated: 10043 pm. EDT (D2:43 GMT) July 24, 2004
World
o Protest groups demand

Business st Crnfoney Visibilit!

MORE TOP STORIES | mos

= lLadi police die in checkpoint quobattle | + Video

Sports et ficon

Paolitics

Law

Technology 1 - Bl \h 1 i

Sxianca % Spaca i g SRR | - Sl.com: Yankees-Fed Sox brawl at the ballpark .,
< T " = et >
& g_‘ Tnkernet __2

Findings: | Exceptions noted:

Trusted sites appear to be reasonable. However, the organization lacks
documented policies and procedures for evaluating, approving and
configuring Trusted Sites in IE.

Restricted Sites Configuration

Item #: | 11
Title: | Insecure Sites are Restricted
Evidence: 1. FAIL: The organization does not have formal policies and

procedures, or configuration standards, which outline the
process for identifying sites that should be restricted and for
subsequently reviewing and implementing restricted IE zone
security accordingly.

2. N/A: No Restricted Sites are defined.

3. PASS: Although no restricted domains are explicitly defined,
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the Restricted security zone does indicate a high level of
security, with notably all code and file download functionality
disabled.

Findings: | Exceptions noted:

The organization does not have formal policies and procedures for
identifying restricted sites and, subsequently, configuring the browser
accordingly.
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PART 4: Audit Report or Risk Assessment

I. Executive Summary

The scope of this audit was to assess the security posture of an Internet Explorer
browser installed on a PC workstation at Widgets ‘N More. Prior to the audit, the test
workstation’s hard drive was completed erased, and the company’s standard Windows
XP and Internet Explorer installation was applied. The scope of this review includes

only
>

>

>

The security policies and procedures specific to Internet usage and IE browser

configuration

Security settings of Internet Explorer (in the “Security” tab of IE’s Internet Options

menu)

Content filtering device configuration and logging practices

This audit’s findings revealed that the Internet Explorer browser configuration maintains

a poor security posture.

Although Widgets ‘N More has a documented Acceptable

Internet Use policy, there are opportunities to improve IE configuration standards to
mitigate the risk of browser-based attacks. The following is a summary of the gaps

noted,

© SANS Institute 2004,

in order of highest to lowest risk:

GAP

Lack of policy and browser configuration standards

Risk Rating

High

Poor security restrictions for “Active Content” (i.e.
ActiveX controls, JavaScript and VBScript)

High

IE Security Updates (patches) are not consistently
applied

High

No process is in place for maintaining configuration for
appropriate Local Intranet, Trusted, and Restricted web
sites

High

Users are not restricted from the ability to reconfigure IE
security

Lack of policy and browser configuration standards
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II. Audit Findings

Below is a chart capturing the summary findings from this audit of an Internet Explorer 6
SP1 browser, installed on a PC workstation located at Widgets ‘N More’s corporate

headquarters.

Note that the audit checklist items below denoted with an asterisk (*)

indicate that the browser security settings were acceptable, but the requirement for
documented policy and standards was not met.

Checklist Item Description Pass/Fail

1 Internet Use and Browser Security Policy exists Fail
2 IE browser updates and patches are up-to-date Fail
3 Unprivileged users are prevented from changing IE Fail

security policies
4 User Authentication is Disabled or Allows Prompt for

Logon Credentials

Secure Internet Zone Configuration:
5 Disable All ActiveX Controls Fail
6 Disable the Ability to Download Files Fail
7 Disable or Restrict Java Permissions Fail*
8 Active Scripting is disabled or restricted Fail
10 Trusted Sites are appropriately defined Fail*
11 Insecure Sites are Restricted Fail*

NOTE: The asterisk (*) indicates that the item failed only due to the lack of
documented policy and standards.

Audit Finding #1 — Lack of policy and browser configuration standards

Although Widgets ‘N More does have a documented Internet Acceptable Use policy,
the organization lacks standards for users’ Internet “surfing behavior” and browser
configuration.

Risk - High
Without clear policies and procedures developed to support the organization’s
objectives to prevent or mitigate the risks of browser-based attacks, both system
administrators and users cannot implement consistent security browser security

controls.
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Audit Finding #2 — Poor security restrictions for “Active Content”

Audit test results revealed that the security level for public Internet sites enforces
minimal security restrictions for “active content,” such as ActiveX and JavaScript.
Generally, code from a recognized source (trusted or signed code) may be
executed, although only minimum restrictions are enforced to prevent malicious
code from being downloaded and run on user’s local PCs.

Risk - High

Browser-based attacks and the introduction of malicious code and viruses to an
organization are largely a result of code execution and file downloads by accessing
a web site with Internet Explorer. Although mitigating controls such as content
filtering at the network border, disabling IE’s active content capabilities for public
Internet web sites is strongly recommended.

Audit Finding #3 — IE Security updates are not consistently implemented

Current security patches were applied to the audited IE browser; however, the most
recent “cumulative security update” (released February 2004) was not applied. This
exception indicates a lack of compliance with the organization’s IT security policies.

Risk - High

Attacks against IE browsers may also be a result of known vulnerabilities that exist
on a system where current patches have not been applied. These vulnerabilities are
generally related to flaws in the IE browser design. If the system is comprised due
to browser vulnerabilities, unauthorized access to systems and data may result.

Audit Finding #4 — No process is in place for maintaining security controls for
appropriate Local Intranet, Trusted, and Restricted web sites

There is currently no process in place for identifying URLs to be added to the IE
security zone configuration.

Risk - Medium

In order to ensure that the organization’s business needs are met, required web
sites needed for business purposes may be explicitly configured to allow full browser
viewing functionality.

Audit Finding #5 — Users are not restricted from the ability to reconfigure IE
security

The IE browser configuration settings allow unprivileged (non-administrative) users
the ability to modify IE’s security configuration.

Risk - Medium
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The lack of controls implemented to limit a user from undoing a secure browser
configuration deployment increases the organization’s risk of attack. IE may be
deployed to disable all ActiveX, Java, and file download capability to maintain a high
level of security when browsing the Internet, which generally results in limiting
functionality accessing Internet websites. As a result, users may circumvent security
controls and reconfigure IE to allow for more browsing functionality.

II. Audit Recommendations

Audit Recommendation #1 — Develop, Communicate, and Implement Browser
Security Policies

Widgets ‘N More should consider establishing and communicating the following policy,
procedures and standards:

» Standard browser configuration deployment
» Communication of safe “Internet browsing” practices to users

> Restrictions on “active content” (at the browser and the network border) and file
downloads

» Establish a process for identifying, evaluating and approving trusted websites

A project plan for effective policy development should be limited to the publication of an
official company policy. A standard must be applied in practice throughout the
organization, and compliance with the policy must be enforced. The company should
consider the following action items to include with policy development:

» Develop a plan to communicate the policies to all Internet users (including IT,
business users, payroll and non-payroll employees)

» Obtain evidence that the users have acknowledged the policy. [NOTE: Obtaining
a documented audit trail is critical for such regulatory requirements as Sarbanes-
Oxley, and various US and international privacy acts. Even if Widgets ‘N More’s
current legal and regulatory requirements do not require this level of
documentation, it would be mindful to adhere to these documentation
requirements.]

» Ensure that the standards can be realistically enforced. A post-review process
might be in order if both the system administrators and users cannot adhere to
the recommended browser security configuration standards.

> Establish procedures to monitor on-going compliance with the policy. Controls
should be put in place to prevent or detect policy violations. Periodic audits may
also be considered.
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The cost associated with internal policy development is determined by the amount of
man hours allocated to the project. The initial creation of policies generally is the most
significant and time-consuming phase of policy development; however, annual policy
reviews during a period with little shift in the technology or business environment may
even be completed in the matter of one meeting. Generally, the level of staff
involvement, organizational “politics”, and conflicts with other projects or peak business
periods are critical factors in estimating the level of effort and time associated with
policy development.

Although having security-minded IT and business users help to mitigate the risks from
Internet-based attacks, there is no compensating control for a comprehensive, effective,
and enforced policy.

Audit Recommendation #2 — Establish a Process for Configuring and Deploying
Strong IE Security Controls

To implement and maintain strong security controls when accessing Internet websites,
the organization should consider establishing standard procedures for assessing IE
security settings. Widgets ‘N More should not only address the poor security settings
discovered in this audit, but consider developing a sustainable program for maintaining
a strong defense against browser-based attacks.

System administrators should subscribe to CERT, Microsoft email distribution lists, or
other security advisory services to receive timely updates of new browser patches and
newly discovered IE vulnerabilities. As each alert is received, IT staff should evaluate
alerts the implication on the organization’s environment, in order to take the necessary
action steps (i.e. install a patch, update the browser or content filtering device
configuration, etc.). IT staff should keep current on new viruses and IE vulnerabilities by
researching recent news postings, and by obtaining the appropriate training.
Organizational employees using the Internet should also be trained on safe Internet-
browsing practices.

The organization should perform periodic reviews to evaluate the standard Internet
Explorer configuration that is installed on all company PC workstations and servers. To
configure IE securely, it is recommended that, at a minimum, the following controls be
implemented:

Keep browser security critical patches up-to-date
Disable ActiveX, Java, and Scripting functionality
Always prompt users to authenticate

Disable file downloads

YV V V V V

If the Local Intranet and Trusted Sites security zones are used:
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o If active content is required, allow only allow signed or “safe” code to run

o Only add required, secure URLs with an approved business justification to
the Local Intranet and Trusted Sites zones

IE browser configuration should be evaluated for compliance with the company’s
policies, procedures and standards. Also, this audit checklist presented in this paper
may also be used as a guideline for applying strong IE security controls. If the IT
department maintains computer installation and configuration “minimum baseline
standard” checklists, IE configuration reviews could also be incorporated into this server
or workstation build process.

Just as Windows system administrators must maintain operating system patches and
configuration settings, the same protocol must be followed with Internet Explorer. Staff
time invested in identifying new IE vulnerabilities, and maintaining a high level of
security for browsers installed on the company’s computers, should be a minimal cost if
IE maintenance tasks are integrated with existing system administration processes.

The risks associated with poor security configuration of IE may be mitigated by an
effective content filtering device that examines incoming Internet traffic at the company’s
network border. However, due to network performance trade-offs that result from strict
content filtering rules, a more effective and realistic solution in addressing IE security
risks is to implement strong security policies at the user’s desktop and the network
perimeter.
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