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Abstract:

| will be performing an audit on a Microsoft Internet Security and Acceleration
(ISA) 2004 Server from the perspective of an internal auditor. | will ascertain
whether or not the Microsoft ISA server has been implemented in accordance to
our organization’s internally developed configuration standard. Also, | will be
taking into consideration that this ISA Server is not configured as a firewall, but is
in this one Interface configuration, acting as a reverse-proxy to our Exchange
2003 Environment. It just happens that it also provides some application-layer
firewall capabilities in the process.

Note: Pay particular attention to the scope, as it’s strictly limited to retain focus
throughout this audit process.
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Introduction:

It's ironic that today’s Internet has become more like a battlefield, considering
that the origin of what became the Internet was spawned out of the Advanced
Research Projects Agency (ARPA), an arm of the Defense Department.

General Douglas MacArthur once said “There is no security on earth; there is
only opportunity.” It appears to me that hackers, crackers, or whatever term is
politically correct this week, have taken what this former military leader said a bit
too literally. They seem to think that any system that they can get to is an
opportunity for them. I'm reasonably certain that was not what was meant by
MacArthur's statement, but it seemed to fit the “war” that we as security
professionals are fighting.

The Internet has had an enormous impact on our daily business and personal
lives. It's almost impossible to find an organization that does not have some
reliance on the Internet for conducting business, even if it's only for email.

Today most organizations’ reliance on email in their day to day business has
increased to a point that email is a critical system in many IT operations. To that
end, the typical organization will look for ways to allow their employees to access
their email while they’re away from the office. There are several methods
available today; handhelds, smart-phones, laptops, and the ubiquitous web
browser available just about wherever you may find yourself.

There are many ways of remotely accessing an Exchange 2003 system. The
four main ones are:

1. Virtual Private Network (VPN)

2. Handheld devices (Blackberry or OMA)
3. Outlook Web Access (OWA)

4. RPC over HTTP

Our organization has been using VPN and handheld technologies for quite some
time with older versions of Microsoft Exchange, both of which have been proven
to provide sufficient levels of security controls. Unfortunately, both the VPN, and
handheld options for remote access have their own specific drawbacks when it
comes to usability, administrative, financial, as well as security considerations.

VPN connectivity, before Exchange 2003, was one of the most secure ways of
accessing Exchange remotely as long as it is configured properly. However, it
may not be the most cost effective means of achieving remote access.
Depending on how you deploy your VPN infrastructure, there are many factors
that weigh in. We do provide VPN access for network access, but seeing as that
is not the subject of this paper we will not be going any further down that road.
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In a lot of organizations handheld devices are all the rage. The drawback to
these cutting edge devices is they are rather costly. Not only are the devices and
their monthly wireless bills expensive, but the administrative overhead they place
on IT departments is fairly steep as well. Again, we provide this method of
access for certain individuals, but it's not cost effective to give out handheld
devices to all employees in order to provide remote email access.

When it comes right down to it, not everyone will need full access to all network
resources. For those who don’t, and also don’t warrant the necessity of a
handheld device, there are two other methods of remote access that we've
chosen for our Exchange 2003 users; Outlook Web Access (OWA) or Remote
Procedure Call (RPC) Over HTTP (Actually HTTPS in our case).

According to Microsoft’s “Exchange Server 2003 and Exchange 2000 Server
Front-End and Back-End Topology Guide”" In Chapter 6;

The preferred method of deployment is for the front-end server to
be on the intranet with the back-end servers and to use an
advanced firewall as your perimeter network. You only need to
follow this section if you have certain requirements where you must
place your Exchange front-end server in the perimeter network.

Combining the previous Microsoft quote and a risk assessment (see section 1.2),
our organization has decided to implement a Microsoft Internet Security and
Acceleration (ISA) 2004 Server to help mitigate the security risks involved in
allowing access to an internal system from the Internet. In the configuration our
organization has deployed it will act as both a reverse proxy, and an application
layer firewall.

1. - Research in Audit, Measurement Practice and
Control

1.1 Description of the system

Section A - Scope

| am limiting the scope of this audit to just the ISA 2004 Server and the relevant
portions of the firewall and Exchange Front End Server configuration. If | were to
expand the scope to fully include the firewall and Front End Server it would make
this an exceedingly long process and lose the objectivity of the audit. Also, | am
limiting the physical security aspects to just gaining access to the ISA server. If |
were to include all other factors such as, environment, power etc. it would turn
into a full data center audit, as well.
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Section B — Describe the system and its role in the organization.

Our organization has deployed Outlook Web Access utilizing the Microsoft
Internet Security and Acceleration (ISA) 2004 Server in combination with both
Front-end and Back-end Exchange 2003 Servers.

According to Microsoft's ISA Server 2004 literature® “ISA Server 2004 provides
unique levels of protection for OWA Web sites. With the easy-to-use interface of
ISA Server 2004, organizations can quickly set up a Web publishing rule that
enforces secure forms-based authentication. ISA Server 2004 also stops attacks
against e-mail servers, both through Secure Sockets Layer (SSL) decryption,
which enables SSL traffic to be inspected for malicious code, and through HTTP
filtering, which provides deep inspection of application content. In addition, ISA
Server 2004 uses preauthentication to prevent anonymous user logins, a key
attack vector aimed at internal servers.”

The ISA 2004 Server includes a forms-based authentication (FBA) filter for
screening all communications to the Outlook Web Access server. The FBA filter
will expire connections based on a specified period of time and forces users to
re-authenticate. More importantly the FBA filter prevents the caching of user
credentials to the local browser. Both of these features of the FBA filter mitigate
the two biggest risks in using Outlook Web Access on Internet kiosks and other
publicly accessible web browsers. The FBA filter also forces the use of SSL
encryption, which is not used as often as you would think.

Another key feature of the forms-based authentication is the ability for the ISA
server to act as an intermediary, whereas the user does not connect directly to
the OWA server unauthenticated. The ISA Server actually accepts the
authentication requests and passes the user on to the OWA server only after
they have filled out the authentication form, thus preventing any direct
unauthenticated access directly with the Exchange Front-End Server.

Our organization has put together a standards document for implementing this
solution for us. They have done considerable research and invested a lot of
resources into this standard. It is a 60 page document with a lot of graphics and
screenshots, so | will sum up the main configuration ideas, as well as directing
you to look over diagram 1 to get a visual idea of how it is configured.
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Diagram 1

Our organization has a standard firewall configuration that will not be a part of
this audit, except for its use in the information flow of this system. The firewall
will limit access to the ISA server to only the necessary ports to establish the
communications, as described below. As you can see in diagram 1, the ISA
server resides in a DMZ behind a firewall.

The firewall translates the IP addresses as they come into the DMZ, from public
to private addressing. The access from the ISA server into the Internal network
is not translated, but is locked down to specific IP addresses and ports that can
traverse the firewall from the DMZ to the Internal network.

The ISA 2004 Server works in this unihomed, or single network interface
configuration, as a reverse-proxy or web-cache. When you “publish” a web page
or service, the ISA 2004 server creates a “listener” that listens on a particular IP
address and port that you specify. The listener will proxy® your request on to the
server on our Internal network. The complete process is as follows:

1. A client attempts to open a connection to http://owa.organization.com, we
use this in conjunction with a redirect to simplify the access.
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2. In our case DNS tells us that owa.organization.com is xxx.xxx.xxx.172 and
sends an HTTP request to this address on TCP port 80.

3. The firewall lets this in because there is a rule that permits anything to
connect to TCP port 80 on the xxx.xxx.xxx.172 address and translates
incoming requests on this address to the DMZ IP address of
192.168.xxx.34.

4. The ISA server has a listener on TCP port 80 on 192.168.xxx.34 that
allows only two acceptable URL'’s to be proxied on to the Internal network.
http://owa.organization.com and http://owa.organization.com/exchange
(All others are refused by way of limiting the URL within the HTTP filter on
the ISA listener). These two possible requests are proxied to the
Exchange 2003 Front End Server on IP address 192.168.xxy.103 which is
not translated by the firewall but has a rule to allow 192.168.xxx.34 to
connect to 192.168.xxy.103 on TCP port 80.

5. The Exchange Front End Server has a separate web server instance
listening on 192.168.xxy.103 on TCP port 80 that has only the /default.htm
and /exchange/default.htm files in it. The default.htm file is a simple
redirect to the full HTTPS URL https://owa.organization.com/exchange.

6. The browser then attempts a connection on to the same IP address of
XXX.XXX.XxX.172 on TCP port 443 using the above URL. The firewall lets
this in because there is a rule permitting anything to connect to TCP port
443 on the xxx.xxx.xxx.172 address and translates incoming requests on
this address to the DMZ IP address of 192.168.xxx.34.

7. The ISA server has a listener on TCP port 443 on 192.168.xxx.34. This
listener has the FBA filter enabled on it which forces the user to provide
credentials for authentication before sending on the authentication
request.

8. When the user fills out the authentication form, the request with the
credentials gets proxied on to the Front End server using HTTPS
communications on IP address 192.168.xxy.103. This is allowed by a
firewall rule that permits TCP communications on port 443 between IP
address 192.168.xxx.34 of the OWA listener on the DMZ network and IP
address 192.168.xxy.103 of the OW A web site on the Front End server on
the Internal network.

9. Because of the ISA server based FBA filter, the Front End Server will not
receive any “anonymous” user requests. The form will not send a request
unless the authentication information is filled out. The logon credentials
are passed from the ISA Server to the Front End Server and then to the
Active Directory Domain Controller for authentication to the Exchange
2003 system.

10. After successful logon we have a happy Outlook Web Access user.

11.The FBA filter authenticates you without the use of a cookie so no
authentication information is stored on the machine you establish your
connection on.

12.The FBA filter will logoff the user after a specified timeout period, which
can be set differently for when you are accessing OWA from a public web
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browser, such as an Internet kiosk or Internet café, or when you access
from a private browser, such as home workstation or laptop.

Section C — What is a secure configuration?

The following are the main configuration points from our internal standard for the
secure implementation of an ISA 2004 Server as a connection point for external
email web access:

e Place ISA Server in DMZ behind existing standard firewall. (Audit
checklist # 1)

e Place ISA Server in physically protected environment. (Audit checklist #
2)

e Disable all un-needed services on the ISA Server. (Audit checklist # 3)

e Make sure all patches have been applied. (Audit checklist # 4)

e Disable Microsoft Management Console (MMC) Access. (Audit checklist #
S)

e Only allow Remote Administration access from our internal network.
(Audit checklist # 6)

e Only allow TCP ports for HTTP (80) and HTTPS (443) traffic for OWA IP
address from Internet to DMZ. (Audit checklist # 7)

e Only allow HTTP (TCP port 80) and HTTPS (TCP port 443) traffic for
OWA traffic on 192.168.xxx.34 from DMZ to 192.168.xxy.103 on Internal
Network. (Audit checklist # 8)

e Only allow HTTPS (TCP port 443) to be enabled on the OWA Listener for
the OWA IP address (in this case 192.168.xxx.34). (Audit checklist # 9)

e Only allow the two URL'’s http://owa.organization.com and
http://owa.organization.com/exchange to be accepted on the redirect
listener. Refuse all others. (Audit checklist # 10)

e On Exchange front End Server verify the there are separate Redirect and
Exchange Outlook Websites using HTTP and HTTPS respectively.
Redirect website should have /default.htm and /exchange/default.htm files
only. (Audit Checklist # 11)

¢ Within Forms-Based authentication set timeout to 22 minutes on “public”
browser and 60 minutes for “private”. (Audit checklist # 12)

Note: Due to the scope limit of just the ISA server as a security control for
Outlook Web Access to an Exchange 2003 system, we are going to assume for
this exercise that the Exchange Front End Server has already passed its own
audit. We will however check some items such as, Audit checklist # 11, on the
Front End server as it directly pertains to this audit scope. In a real life audit we
would check the Front End server for physical security, patches, efc.
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1.2 Describe the most significant risks to the system

The ISA 2004 Server itself is in place to mitigate the risks normally associated
with exposing a Microsoft Exchange Server running IS to the Internet. These
risks exist even though the server may reside behind a firewall. There are also
risks inherent in any system that is used to conduct business on a daily basis.

On page 14 of the NIST Special Publication 800-30* document entitled “Risk
Management Guide for Information Technology Systems” it defines Risk as:

‘Risk is a function of the likelihood of a given threat-source’s exercising a
particular potential vulnerability, and the resulting impact of that adverse event
on the organization.”

The following Threat table illustrates the two major threats that face a standard
OWA implementation.

Threat Table

No. | Threat Description | Possible Sources | Likelihood
Attacks on IIS by Hackers,
means of HTTP Virus/Worm
1 | based exploits propogation, High
Attacks on other OS | Hackers,
based services or Virus/Worm
2 | misconfiguration propogation High
Hackers,
Anonymous access Virus/Worm
3 | to OWA Server propogation High
Hackers,
disgruntled
Session hijack on employees,
4 | public browsers competitors Medium

You would think the assets that are affected by the Outlook Web Access solution
are strictly limited to email and its possibility of confidentially risk if that email
were to be compromised. However there are other issues to be considered. If
the OWA Server were to be compromised it could be an access point to all other
systems within a given environment. If a users logon credentials were
compromised they could conceivably be used to access other systems on your
network. With that thought in mind the following assets table will illustrate the
assets that could be affected by a security breach on the OWA server in our
environment.
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| Assets Table

No. Asset

1 Remote Access to email
2 Proprietary Data
3 Confidential Client Data

The last category to explore in the realm of risk is Vulnerability. The following
table will describe the major vulnerabilities of the Exchange OWA system, as well
as evaluate the degree of exposure and the potential impact on the organization
in the event of successful exploitation.

Vulnerability Table

No. Vulnerability Exposure Impact
Data Compromise,
1| Patches not up to date High Server unavailability
Data Compromise,
2 misconfiguration High Server unavailability

1.3 Current State of Practice

With the release of the Microsoft Internet Security and Acceleration 2004 Server
product there has been more activity in providing better security for remote email
access.

I've personally seen fairly large companies using Exchange Outlook Web Access
with no encryption, which in turn sends clear text logon credentials over the
Internet!! The usual answer when questioned on this practice is “It's only E-mail.”
| usually respond with, “The username and password that you’re sending in clear
text over the Internet is also your username and password for logging on to your
corporate network. Do you usually hand that information out to anyone who
asks?

There is a wealth of information on the following sites that pertain to the
configuration and protection of remote email services for Exchange systems.
There are several articles and tutorials on each of these sites.

Microsoft’s ISA Server home page®
http://www.microsoft.com/isaserver

The ISAserver.org Web Site®
http://www.isaserver.org

The MSExchange.org Web Site’
http://www.msexchange.org
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2. — Create Audit Checklist

ITEM #

Item Title

1 Proper Placement of ISA server in DMZ

Reference

NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.1 “Network location is the first and in many
respects most critical networking decision that affects Web server security.”

Risk

Placement of ISA Server on Internal network could expose internal
environment to possible security risks if for any reason the ISA server is
compromised. This is a high risk as it could compromise other internal
servers. The likelihood is also high.

Objective or Subjective

Objective

Testing Procedure

1. Physically verifying the placement of server, by tracing back the
network cable to the specific DMZ switch.

2. Correlating the interface information from the firewall configuration to
match up with the interface configuration on the ISA server.

Audit Item #1 Evidence:

Audit Item #1 Findings:
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ITEM # ltem Title

2 Physical Server Security

Reference
CERT published “Securing Network Servers”, in the section entitled “Allow
only appropriate physical access to computers” it states, “If unauthorized
persons can physically access a computer, the integrity of that system is at
considerable risk. If a system is connected to internal networks, then intruders
can access resources in a way that bypasses all of your network perimeter
defenses.”
http://www.cert.org/security-improvement/practices/p074.html

Risk

There are many risks to be mitigated by having proper physical security.
Such as, theft, tampering, data access, and data compromise. For this audit
we are not going to look at environmental risks, only whether someone can
physically access the system. The environmental risks would fall under a
Data Center audit, which is out of scope for this audit

Objective or Subjective Objective

Testing Procedure

1. Verify that server is in a locked data center

Audit Iltem #2 Evidence:

Audit Item #2 Findings:
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ITEM # ltem Title

3 Disabling of un-needed services on the ISA server

Reference
Thomas Shinder authored a checklist for securing an ISA 2000 Server. It still has merit for
the ISA 2004 server even though there are some major differences in the two.
http://www.isaserver.org/tutorials/ISA _Server Security Checklist Part 1 _Securing the Op
erating System and the Interface.html

“Microsoft Windows Server 2003 Security Guide” for additional information on this.
http://www.microsoft.com/downloads/details.aspx?Familyld=8A2643C1-0685-4D89-B655-
521EA6C7B4DB&displaylang=en

There are a few services that were added to the list by our internal ISA configuration
standard, as well as some services that are disabled by default. They are denoted by
asterisks.

Risk
Every un-needed service introduces the possibility of more vulnerabilities. It's
always prudent to reduce this risk.

Objective or Subjective Objective
Testing Procedure

Check that the following un-needed services are disabled:

Alerter Network DDE DSDM*

Automatic Updates Network Location Awareness (NLA)

Background Intelligent Transfer Service Performance Logs and Alerts

Clipbook Print Spooler

Computer Browser Routing and Remote Access*

DHCP Client Server

Distributed File System Telnet

Distributed Link Tracking Server* Terminal Services Session Directory*

File Replication Themes*

Human Interface Device Access® Uninterruptible Power Supply*

IMAPI CD-Burning COM Service* WebClient*

Indexing Service Windows Audio*

Internet Connection Firewall (ICF) / (ICS) Windows Image Acquisition (WIA)*

Intersite Messaging Windows Installer

Kerberos Key Distribution Center Windows Management Instrumentation
Windows Management Instrumentation

License Logging Driver Extensions

Messenger Wireless Configuration*

NetMeeting Remote Desktop Sharing WMI Performance Adapter

Network DDE

Audit Item #3 Evidence:
Audit Item #3 Findings:
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ITEM # ltem Title

Make sure patches are up to date on ISA Server and
4 check for other vulnerabilities

Reference
For the Windows 2003 underlying operating system, check on the Microsoft
Security Bulletin Search.
http://www.microsoft.com/technet/security/CurrentDL.aspx

For the ISA 2004 Server, check the Windows Security Site and also check the
ISA Server download section on Microsoft’'s web site.
http://www.microsoft.com/isaserver/downloads/2004.asp

Risk

Security patches fix known vulnerabilities to the system.

Objective or Subjective Objective

Testing Procedure

1. For the OS Run Microsoft Baseline Security Analyzer which will check
the current OS patches by comparing what’s installed to the
downloaded mssecure.xml file from Microsoft.

2. Forthe ISA 2004 server, check the Microsoft web site (At the time of
this writing there were ISA 2004 security patches).

3. Run a Nessus Vulnerability scan against the ISA server from the DMZ
network.

Audit Iltem #4 Evidence:

Audit Item #4 Findings:
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ITEM # ltem Title

Disable Microsoft Management Console for remote
5 access.

Reference
There seems to be a serious lack of evidence supporting whether there is any
form of encryption while utilizing the MMC remote administration for the ISA
server. For that reason we will not be using this form of remote administration
until we look further into this issue. We will stick to Terminal Services for remote
administration for its inherent encryption. As of SP2 on Windows 2000 128 bit
encryption is mandatory.
http://www.microsoft.com/windows2000/server/evaluation/news/bulletins/128bit.
asp

Risk

Reduce likelihood of eavesdropping on administrative communications by
ensuring encryption is in use. Protects passwords and configuration “leakage”.

Objective or Subjective Objective

Testing Procedure

1. Verify that Microsoft Management Console (MMC) access is disabled in

the System Policy Editor. . On the ISA server start the ISA Management
Console and click on Firewall Policy then on the right side pane click on
Tasks. Under System Policy Tasks click on Edit System Policy. Then
under the Remote Management folder click on Microsoft Management
Console (MMC) and verify that it is disabled.

2. Attempt to connect using the MMC from the DMZ, Internet and Internal
networks.
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ITEM # ltem Title

Restrict remote admin access to internal network
6 using Terminal Services

Reference

Personal experience is my guidance here. It's common sense to restrict
administrative access to a single administrator computer or a restricted group
of computers.

Risk

Reduce the risk of unauthorized administrative access to the ISA server.

Objective or Subjective Objective

Testing Procedure

1. Verify settings on the ISA server are set to allow Terminal Services
only from administrative Network IP addresses 192.168.xxy.0/24 in our
case. On the ISA server start the ISA Management Console and click
on Firewall Policy then on the right side pane click on Tasks. Under
System Policy Tasks click on Edit System Policy. Then under the
Remote Management folder click on Terminal Server and verify that
it is enabled. Then under the From tab verify that the Remote
Management Computers group is there. Highlight the group and click
Edit to verify the IP addresses in this group.

2. Attempt to connect via Terminal Services from the DMZ, Internet and
Internal networks.

Audit Item #6 Evidence:

Audit Item #6 Findings:
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ITEM # ltem Title

Verify that only HTTP and HTTPS are available to the
7 OWA IP address from the Internet to the DMZ

Reference

NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.2.1 “a firewall that is protecting a Web server
should block all access to the Web server from the Internet except for HTTP
(TCP port 80) and/or HTTPS (TCP port 443)”.

Risk

This system only needs HTTP and HTTPS, TCP ports 80 and 443
respectively to be accessible from the Internet into the DMZ (see diagram 1).
To allow any other protocols and ports from the Internet into the DMZ network
is unnecessary and introduces more risks due to misconfiguration or other
system wulnerabilities.

Objective or Subjective Objective

Testing Procedure

1. Check firewall access-list to verify access from Internet (any) to tcp
ports 80 (www) and 443.

2. From a workstation outside of the firewall use Nessus to verify the
open ports, which should only be TCP ports 80 and 443 on IP address
XXX.XXX.XxX.174. This will also show the difference in a vulnerability
scan from Outside the firewall and one done from the DMZ shown in
test 4.3

Audit Item #7 Evidence:

Audit Item #7 Findings:
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ITEM # Item Title

Verify that only HTTP and HTTPS are open for OWA
traffic from ISA OWA and OWA Redirect listeners on
the DMZ network to the OWA and Redirect Sites on the
8 Internal network.

Reference

NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.2.1 “a firewall that is protecting a Web server
should block all access to the Web server from the Internet except for HTTP
(TCP port 80) and/or HTTPS (TCP port 443)".

Risk

Communications should be locked down as to only the necessary addresses,
protocols and ports (see diagram 1). To allow any other addresses, protocols
and ports from the DMZ into the Internal network is unnecessary and
introduces more risks due to misconfiguration or other system vulnerabilities.

Objective or Subjective Objective

Testing Procedure

1. Using SuperScan from Foundstone.com on the ISA server, verify that
the ISA address of 192.168.xxx.34 can only communicate with the
Front End server IP of 192.168.xxy.103 on TCP ports 80 and 443
ports. Set the source IP address for 192.168.xxx.34, and scan for TCP
and UDP.

2. Verify in the firewall policy that only DMZ IP address 192.168.xxx.34 is
only permitted access to Internal address 192.168.xxy.103 on TCP
ports 80 (HTTP) and 443 (HTTPS).

Audit Item #8 Evidence:

Audit Item #8 Findings:
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ITEM # ltem Title

On ISA server the OWA listener should only be
configured for HTTPS access (TCP port 443) on IP
9 address for hosthame owa.organization.com.

Reference

Personal experience and our internal standards document agree on this one.
The OWA Redirect should be the only listener to allow HTTP
communications. The actual OWA listener should be configured to only allow
HTTPS communications to it. Although both of the Listeners answer on the
same IP address they a logically separate.

Risk

This risk is if for any reason the client were to send logon credentials via
HTTP rather than HTTPS, you could expose those credentials for them to be
easily picked up on. The forms-based authentication will only work with
HTTPS enabled; protecting this authentication process, but it should be
checked anyway.

Objective or Subjective Objective

Testing Procedure
Because both the OWA Redirect and the OWA Listeners share the same IP
address (192.168.xxx.34) we will have to rely on the following tests to verify
this functionality.

1. Verify that the OWA Redirect is the only listener using HTTP by
inspecting the OWA Redirect listener and make sure that the OWA
Redirect is only set to listen on HTTP. Do this In the ISA Server
management console. Highlight the Firewall Policy in the left side
pane; then over in the right side pane under Toolbox — Web Listeners
— OWA Redirect Listener — rightclick and then click on properties.
Under the Networks tab it should be set for 192.168.xxx.34 and under
the Preferences tab it should only have the HTTP enabled using port
80. Then click on Authentication and only “integrated” should be
checked.

2. Follow the same steps in test 1 to verify that the OWA Listener is set to
192.168.xxx.34 under the Network tab, HTTPS (SSL) port 443 under
the Preferences tab. Click on Authentication and verify that OWA
Forms-Based is the only one checked.

Audit Item #9 Evidence:

Audit Item #9 Findings:
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ITEM # ltem Title

Only allow the two URL'’s http://owa.organization.com
1 0 and http://owa.organization.com/exchange to be
accepted on the redirect listener. Refuse all others.

Reference

Personal experience and the Internal configuration document are the source
of this check.

Risk

Because the OWA Redirect listener is set to listen on HTTP port 80, there is
the possibility of someone or something trying to exploit the service by
sending either a buffer overflow or some other malformed http request. By
locking the site down to only allow these two URL'’s we can mitigate that risk.

Objective or Subjective Objective

Testing Procedure

1. On the ISA server verify that the OW A Redirect Publishing Rule set

properly. Under the Firewall Policy view double-click the OWA

Redirect Rule. Then click on the Traffic tab. Click on Paths there

should only be two paths “/” and “/exchange/”.

Verify Error for wrong paths in ISA server

From Browser verify that http://owa.organization.com and

http://owa.organization.com/exchange redirect you properly to the

Forms-Based Authentication page.

1. By trying different incorrect forms of the URL’s verify that you get the
error message “Error Code: 403 Forbidden. The server denied the
specified Uniform Resource Locator (URL). Contact the server
administrator. (12202)” If the “Paths” restriction wasn’t in place it
would pass the “malformed” URL’s to the Front End Exchange Server
and receive a “page not found” error.

W

Audit Iltem #10 Evidence:

Audit Item #10 Findings:
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ITEM # ltem Title

On Exchange front End Server verify the there are
separate Redirect and Exchange Outlook Websites
using HTTP and HTTPS respectively. Redirect website
should have /default.htm and /exchange/default.htm

1 1 files only.

Reference
The sources of this control are personal experience, our Internal Standards
document and the article by Thomas Shinder found at this link®,
http://www.isaserver.org/tutorials/ISA _Server Security Checklist Part 1 Secu
ring the Operating System and the Interface.html, which states “Do Not
Install Applications and Services on the ISA Server”. Even though the ISA
Server is proxying all connections to the Front End Exchange Server, we felt
that it was necessary to separate the Redirect site and the OWA site within the
Front End Server. It was felt to be a security risk to install IS on the ISA server
had to allow this functionality on Front End Exchange Server. The actual
redirect script is housed on the Front End Exchange Server in a separate site
within IS listening on HTTP port 80 only. The OWA site is a separate site
listening on the same IP address but only on HTTPS port 443.
Risk
In order to allow the redirection (a requirement we have to live with) to take
place we have to allow unauthenticated web access to the redirect script. To
have this script be in the same “site” as the OWA code could expose the OWA
site to anonymous connection attempts.
Objective or Subjective ‘ Objective
Testing Procedure
1. On the Exchange Front End Server verify that there are two separate
web “sites” running. Open the Internet Information Services (IIS)
Manager and expand the Web Sites folder. There should be an
owa.organization.com site and an OWA http redirect site. You can
also see in the right pane the address is 192.168.xxy.103 and the TCP
port is set to 80 for the OWA http redirect, and that for the
owa.organization.com site the SSL port is set to 443.
2. In the IIS Manager highlight the owa.organization.com web site and
view the path structure in the right pane.
3. In the IS Manager highlight the OWA http redirect web site and view the
path structure in the right pane.
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ITEM # ltem Title

Within Forms-Based authentication set timeout to 22

12 minutes on “public” browser and 60 minutes for
“private”.

Reference

The timeouts for the Forms-Based authentication are set by default to 22 and
60 minutes for public and private respectively.

Risk

If the timeouts don’t function properly someone could walk up to a session left

open by an OWA user and possibly gain access. The timeout will help
mitigate this risk.

Objective or Subjective Objective

Testing Procedure

1. Verify settings on ISA OWA Listener. Do this In the ISA Server
management console. Highlight the Firewall Policy in the left side
pane; then over in the right side pane under Toolbox — Web Listeners
— OWA Listener — rightclick and then click on properties. Then click
on Preferences and then Authentication then click on Configure to
verify the settings

2. Log into OWA using each of the choices of Public and Private and wait
to see if they timeout properly.

Audit Iltem #12 Evidence:

Audit Item #12 Findings:
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3. — Perform Audit

The top 10 out of the original 12 will be shown in this section.

ITEM # ltem Title

1 Proper Placement of ISA server in DMZ

Reference
NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.1 “Network location is the first and in many
respects most critical networking decision that affects Web server security.”

Risk

Placement of ISA Server on Internal network could expose internal
environment to possible security risks if for any reason the ISA server is
compromised. This is a high risk as it could compromise other internal
servers. The likelihood is also high.

Objective or Subjective Objective

Testing Procedure

1. Physically verifying the placement of server, by tracing back the
network cable to the specific DMZ switch.

2. Correlating the interface information from the firewall configuration to
match up with the interface configuration on the ISA server.

Audit Item #1 Evidence:
Test 1.1:
Physically verified the only network cable connected to the ISA server does, in

fact, connect to the same switch Cisco 3500 Series switch on port 5 that the
Firewall DMZ port is plugged into on port 6.
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Test 1.2:
Interface information obtained from the Firewall configuration:
ip address outside xxx.xxx.xxx.172 255.255.255.192

ip address inside 192.168.xxy.4 255.255.255.0
ip address DMZ-slot:2 192.168.xxx.33 255.255.255.224

Interface information obtained from the ISA 2004 Server

annections
File  Edie Mew Favortes Tools | Sdvanced  Help | :f
) Back &) ¥ | ) Zearch [ Folders | (L
Address It}, Metwork Connections :J G0
.| LANor High-Speed Internet
Network Tasks ® _i_priz 192,168 K 34 Properties
[E] Create anew General I.Advancedl
connection = I Sarver Ad...
W% Disable this network Connect ug’
device Internet Protocol {TCP/IP) Properties
% Repair thi ) B2 Intel
epair this connection careril ]
Iim Rename this connection
&0 Wiew status of this = 'fou can get IP settings assigned autarpaticallv iF sour network supparts
connection This cone: this capability, Q;herwise,._y_ou nieed ko ask your ﬁetwork_.administrator
Change settings of this 7 B0y for the appropriate IF settinigs.
connection O @Ne
Wl .@Filn " abkair an IP address autamatically
7 ; e : ;
Other Places Y B =int . _nge. the following IF aFIdress i
IF-address: 192 168 . .34
B’ Cantrol Panel o
“:‘E! My Hetwork Places = Subriet mask: l 255 , 255 , 255 . 224
i~ Descriptic :
ﬂ My Documents Trani?nis Default gatewsay: 192 . 168 . .33
I My Computer wiide are:
acioss di {7 ohbain DG server addres s auboriatically
L = O i } ;
Details Py I o * Lse the followirig DMS server addresses
pil Preferred DNS saryver: 192 165 . . 1oo
DMZ 192.168.. .34
3 &l e DS s : I i i i
LaM or High-Speed Internst Haghios 2
Enabled
Intel 8255x-based PCI Advanced.., |
Fthernet adanter (1000 Ll
|Inte| 8255x-based PCI Ethernet Adapker: (10100} A

_ OK .CaHCE| | -

Clearly the DMZ-slot2:2 Interface on the firewall and the DMZ interface (only
one) on the ISA server share the same network.

Audit Item #1 Findings: PASS

It was verified by these two tests that the ISA 2004 Server is deployed in an
isolated DMZ segment as shown in diagram 1 in the system description section..
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ITEM # ltem Title

3 Disabling of un-needed services on the ISA server

Reference
Thomas Shinder authored a checklist for securing an ISA 2000 Server. It still has merit for
the ISA 2004 server even though there are some major differences in the two.
http://www.isaserver.org/tutorials/ISA _Server Security Checklist Part 1 Securing the Op
erating System and the Interface.html

“Microsoft Windows Server 2003 Security Guide” for additional information on this.
http://www.microsoft.com/downloads/details.aspx?Familyld=8A2643C1-0685-4D89-B655-
521EA6C7B4DB&displaylang=en

There are a few services that were added to the list by our internal ISA configuration
standard, as well as some services that are disabled by default. They are denoted by
asterisks.

Risk
Every un-needed service introduces the possibility of more vulnerabilities. It's
always prudent to reduce this risk.

Objective or Subjective Objective
Testing Procedure

Check that the following un-needed services are disabled by viewing services.

Alerter Network DDE DSDM*

Automatic Updates Network Location Awareness (NLA)

Background Intelligent Transfer Service Performance Logs and Alerts

Clipbook Print Spooler

Computer Browser Routing and Remote Access*

DHCP Client Server

Distributed File System Telnet

Distributed Link Tracking Server* Terminal Services Session Directory*

File Replication Themes*

Human Interface Device Access® Uninterruptible Power Supply*

IMAPI CD-Burning COM Service* WebClient*

Indexing Service Windows Audio*

Internet Connection Firewall (ICF) / (ICS) Windows Image Acquisition (WIA)*

Intersite Messaging Windows Installer

Kerberos Key Distribution Center Windows Management Instrumentation
Windows Management Instrumentation

License Logging Driver Extensions

Messenger Wireless Configuration*

NetMeeting Remote Desktop Sharing WMI Performance Adapter

Network DDE
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Audit Item #3 Evidence:

Test 3.1:

%2 192.168. . 34 - Remote Desktop

ﬁﬁﬁtartl | & &

File  action

Wigw  Help

= (@

FERR 2|

m Il o

% Services (L

| 2]

Mame |

Status

|. Startup ... |'L4:|giD‘n &

=l

%Winduws Tirme

%.ﬁ.lerter

%Autnmatic Updates
%Backgruund Intellig...
%ClipBDDk
%Camputer Browser
48 DHCP Client

8 Distributed File Syst. .,
884 Distributed Link Tra...
%File Replication
%Human Interface O,
88 TMAPT CD-Burning ©...
%Indexing Service
%Internet Conneckia...
%Intersite Messaging
%Kerberus Key Distri...
%License Lagging
%Messenger
%Netrﬂeeting R.emoate. ..
8 Netwark DDE

8 Netwark DOE DSOM
%Netwurk Location &...
%Perfurmance Logs a...
%Print Spooler
%Rnuting and Remat. ..
%Server

%Telnet

%Terminal SErvices 5.,
%Themes
%Uninterruptible Pow..,
B webClient
%Windnws Audio
%Winduws Irnage Ac...

Skarted

Automatic Local Syskem
Bukornatic
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disahled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled Local Service
Disabled Local Syskem
Disabled Local Service

Local Service
Local Syskem
Local Svskem
Local Syskem
Local Syskem
Mebwork 5. ..
Local Swskem
Local Svskem
Local Syskem
Local Syskem
Local Swskem
Local Syskem
Local Syskem
Local Syskem
Local Swskem
Mebwork 5. ..
Local Syskem
Local Syskem
Local Swskem
Local Syskem
Local Syskem
Mebwork 5. ..
Local Swskem
Local Svskem
Local Syskem
Local Service
Local avskem
Local Syskem
Local Service

Extended }\ Standard

“% Services
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% 192.168. K. 34 - Remote Desktop

File  Ackion

Yiew  Help

¢ -P||||§| » B Il mp

B8y Services (L

Marne

I"Status

| startup ...

¢ | Logon as

8 Distributed File Syst...
884 Distributed Link Tra. ..
%File Replication
%Human Interface O,
8 IMAPI CD-Burning C...
%Indexing Service
%Internet Connectia, ..
%Intersite Messaging
%Kerberus Key Distri. ..
%License Logging
%Messenger
%Netrﬂeeting Remote, .,
8 Network DDE

8% Metwork DDE DSDM
%Netwurk Locakion &, ..
%Perfurmance Logs a...

%Print Spooler
%Rnuting and Remaot. ..

%Server

%Telnet

%Terminal Services 5.,
%Themes
%Uninterruptihle Pow, ..
8 webClient
%Winduws Audio
%Winduws Image Ac...
%Windnws Installer
%Windnws rManagem. ..
%Winduws Managerm, ..

%Wireless Configuration

%WMI Performance 4. ..
Application Laver «

%.ﬁ.pplicatinn Manage. ..
%COI\H Ewent System
88 COM Swstrm Anni,..

| _’I Extended # Standard

Started

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
ranial

Manual

Manual

Marnial

Local System
Local Systern
Local System
Local Svstem
Local System
Local Svstem
Local Systenm
Local Svstem
Local System
Metwork 5.
Local System
Local Svstem
Local System
Local Svstem
Local System
Metwork 5.,
Local System
Local Systern
Local System
Local Service
Local System
Local Svstem
Local Service
Local Service
Local System
Local Service
Local System
Local Svstem
Local System
Local System
Local System
Local 5e

Local System
Local Systern
| ncal Swstenm
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%2 192.168 . 34 - Remote Deskiop

N INDOWS system32' cmd.exe

Microzsoft Windows [Uersion 5.2.37781
C(CYy Copuright 1985-2883 Microsoft Corp.

C:vDocuments and Settings»pete.denticornet
Theze Windows services are started:

COM+ Event System

Cryptographic Sewrvices
Distributed Link Tracking Client
Distributed Transaction Coordinator
DHE Client

Error HReporting Service

Event Log

Help and Support

IPSEC Services

Logical Disk Manager

Microsoft Firewall

Microsoft ISA Server Control
Microsoft ISR Server Job Scheduler
Microsoft ISA Server Storage
MESQLSMEFY

Hetwork Connections

Plug and FPlay

Protected Storage

Bemote fAccess Connection Manager
Remote Procedure Call C(RPC)
Bemote Registry

Secondary Logon

Security fAccounts Manager

Shell Hardware Detection
Symantec Antillirus

Symantec Antilirus Definition Watcher
Symantec Event Manager

Symantec Settings Manager

System Event HMotification

Tazsk Scheduler

TCPAIF MetBIOS Helper

Telephony

Terminal Services

Windows Time

Workstation

The command completed successfully.

C:vDocuments and Settings“wpete.denticol?

Audit Item #3 Findings: PASS

By reviewing the three previous screenshots you can see that all of the Services
that should be disabled, are disabled.
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ITEM #

Item Title

Make sure patches are up to date on ISA Server and
4 check for other vulnerabilities

Reference

Security Bulletin Search.

For the Windows 2003 underlying operating system, check on the Microsoft

http://www.microsoft.com/technet/security/CurrentDL.aspx

For the ISA 2004 Server, check the Windows Security Site and also check the
ISA Server download section on Microsoft’'s web site.
http://www.microsoft.com/isaserver/downloads/2004.asp

Risk

Security patches fix known vulnerabilities to the system.

Objective or Subjective

Objective

Testing Procedure

network.

1. For the OS Run Microsoft Baseline Security Analyzer which, among
other things, will check the current OS patches by comparing what's
installed to the downloaded mssecure.xml file from Microsoft.

2. For the ISA 2004 server, check the Microsoft web site (At the time of
this writing there were no ISA 2004 security patches).

3. Run a Nessus Vulnerability scan against the ISA server from the DMZ

Audit Item #4 Evidence:

Test 4.1:

Note: Please keep in mind that in the previous step we verified that the server
service is disabled. The Microsoft Baseline Security Analyzer can not run without
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the Server service running on the scanned machine. We enabled the Server
service temporarily for this scan.

Computer name: DMZONE\XXXISAO1

IP address: 192.168.xxx.34
lslzf:::lty report  pMZONE - XXXISAOI (10-14-2004 2-54 PM)
Scan date: 10/14/2004 2:54 PM

Security update 50, 1 15 g
database version:

Office update 11.0.0.7005

database version:

Security Severe Risk (One or more critical checks failed.)
assessment:

Security Updates

Score Issue Result
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Check MSXML | products are using a service pack not at the latest version or have other warnings.

fatled " Security Security Update  Description Reason
(pgn- Updates  poxML 3.0 MSXML 3.0 The latest service pack for this product is
ezl SP4 not installed. Currently SP4 is installed.
The latest service pack is SP5.

Check SQL

passed Server/M
SDE Instance MSFW: No critical security updates are missing.
Security
Updates
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Check MDAC
passed Security No critical security updates are missing.
Updates

Windows Scan Results

Vulnerabilities
Score Issue Result
Check Password Some user accounts (2 of 4) have non-expiring passwords.
failed Expiration User
(pf)n- Guest
critical) ISAAdmin

SUPPORT 388945a0

Check Local Account Some user accounts (1 of 4) have blank or simple passwords, or could not
passed Password Test pe analyzed.

User Weak Password Locked Out Disabled
Guest Weak - Disabled
SUPPORT 388945a0 - - Disabled
ISAAdmin - - -

pete.dentico - - -

Check Autologon

passed Autologon is not configured on this computer.

Computer is properly restricting anonymous access.

Check Restrict
passed Anonymous
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Additional System Information

Score Issue Result

Best  Services Some potentially unnecessary services are installed.
practice

Service State
Telnet Stopped

Additional Windows

‘nformationVersion Computer is running Windows 2000 or greater.

Internet Information Services (IIS) Scan Results
Score Issue Result

Desktop Application Scan Results
Vulnerabilities

Score Issue Result

Check passed  IE Enhanced
Security
Configuration
for
Administrators

The use of Internet Explorer is restricted for
administrators on this server.
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Check not performedMacro

X No Microsoft Office products are installed
Security

Test 4.2:

According to Microsoft’'s ISA Server site, at the time of this writing there are no
security updates for the ISA 2004 Server. However, there is a non security
related update that fixes a processor count issue that could cause a licensing
violation on multiprocessor machines. This update has not been installed.

Test 4.3:
Nessus Scan Report
SUMMARY
- Number of hosts which were alive during the test : 1

- Number of security holes found : 0
- Number of security warnings found : 1
- Number of security notes found : 6
TESTED HOSTS
192.168.xxx.34 (Security warnings found)
DETAILS
+ 192.168.xxx.34
List of open ports
o www (80/tcp) (Security notes found)
o https (443/tcp) (Security warnings found)
Information found on port www (80/tcp)
A web server is running on this port
Warning found on port https (443/tcp)
The SSLv2 server offers 4 strong ciphers, but also
0 medium strength and 2 weak "export class" ciphers.
The weak/medium ciphers may be chosen by an export-grade
or badly configured client software. They only offer a
limited protection against a brute force attack
Solution: disable those ciphers and upgrade your client
software if necessary
Information found on port https (443/tcp)
A SSLv2 server answered on this port
Information found on port https (443/tcp)
A web server is running on this port through SSL
Information found on port https (443/tcp)
Here is the SSLv2 server certificate:
Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4102471 (0x3e9947)
Signature Algorithm: md5WithRSAEncryption
Issuer: C=ZA, O=Thawte Consulting (Pty) Ltd., CN=Thawte SSL
Domain CA
Validity
Not Before: Sep 14 18:57:49 2004 GMT
Not After : Sep 14 18:57:49 2005 GMT
Subject: CN=owa.Organization.com, OU=Domain Validated,
OU=Go to https://www.thawte.com/repository/index.html, OU=Thawte SSL123
certificate,
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O=owa.Organization.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:de:c2:1la:cl:cc:09:ba:4d:44:ed:8a:62:fe:61:
61:0a:51:aa:cl1:8b:60:99:fd:69:60:17:b2:a22:95:
d9:63:f5:f0:26:86:a2:fb:04:2c:f1:33:4a:34:d6:
Oe:3a:f7:17:5e:¢c4:40:45:db:94:70:0c:44:ba:20:
8b:14:71:¢c9:6a:a5:37:90:30:0c:d4:34:d4:8c:d2:
02:c7:d6:£f5:11:dc:c9:ea:54:a7:11:5b:82:ca:d0:
b3:1e:d4:c7:07:81:5f:d1:a9:22:10:4e:e3:8e:a7:
89:83:fd:14:3a:0b:aa:62:df:7a:d2:3a:a4:43:9%a:
bf:8b:b9:03:00:8e:b5:97:dd

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client
Authentication

Authority Information Access:
OCSP - URI:http://ocsp.thawte.com
CA Issuers -

URI:http://www.thawte.com/repository/Thawte SSL Domain CA.crt

X509v3 Basic Constraints: critical
CA:FALSE
Signature Algorithm: md5WithRSAEncryption

59:08:f1:c9:af:37:£f5:96:e6:12:5b:e3:9%9a:b4:7b:19:8f:59:
59:83:72:f2:6e:£7:68:db:b0:00:d0:0e:2e:7e:02:3d:£3:20:
80:20:f6:39:37:7c:75:cc:fa:6e:44:£f8:43:15:a1:15:95:55:
55:a29:5d:cf:02:ae:al0:cb:ca:3c:£7:45:1b:c3:80:56:28:23:
dc:03:06:45:4a:ff:65:e3:ca:08:2d:62:8a:b4:9%9a:c7:02:9d:
23:04:¢c8:9¢c:9d:70:f9:42:2e:6a:10:91:2a:91:14:ef:0c:3c:
bd:4f:£f8:07:fc:48:77:15:16:6d:de:be:cl:72:f1:51:2e:96:
93:77

Information found on port https (443/tcp)

Here is the list of available SSLv2 ciphers:

RC4-MD5

EXP-RC4-MD5

RC2-CBC-MD5

EXP-RC2-CBC-MD5

DES-CBC-MD5

DES-CBC3-MD5

Information found on port https (443/tcp)

This SSLv2 server also accepts SSLv3 connections.

This SSLv2 server also accepts TLSvl connections.

This file was generated by the Nessus Security Scanner

Audit Item #4 Findings: FAIL
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While the Microsoft Baseline Security Analyzer in test 4.1 checks several
different items, we primarily are focusing on the security updates. They are not
up to date at the time of this audit. Recommendations on mitigating this issue
will be in the Audit Recommendations section. There are some other findings
within the MBSA scan that | think should be commented on.

e The Automatic Update Service is not configured. MBSA sights this as a
failure, but for a server | don’t believe it is. There should be a testing
procedure in place before a security update gets installed.

e Password expiration is not set for the ISAadmin account, which is the
renamed administrator account. This is in violation with our password
policy and must be addressed.

e Logon Failure auditing should be enabled.

e There are two shares listed, but that is only because we had to start the
Server service, normally this service is disabled.

The Nessus scan in test 4.3 shows tells us the only services it could find on this

host are running on ports 80 and 443. It does give a warning that two weak
ciphers are being offered for clients.

© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



ITEM # ltem Title

Disable Microsoft Management Console for remote
5 access.

Reference
There seems to be a serious lack of evidence supporting whether there is any
form of encryption while utilizing the MMC remote administration for the ISA
server. For that reason we will not be using this form of remote administration
until we look further into this issue. We will stick to Terminal Services for remote
administration for its inherent encryption. As of SP2 on Windows 2000 128 bit
encryption is mandatory.
http://www.microsoft.com/windows2000/server/evaluation/news/bulletins/128bit.
asp

Risk

Reduce likelihood of eavesdropping on administrative communications by
ensuring encryption is in use. Protects passwords and configuration “leakage”.

Objective or Subjective Objective

Testing Procedure

1. Verify that Microsoft Management Console (MMC) access is disabled in
the System Policy Editor. . On the ISA server start the ISA Management
Console and click on Firewall Policy then on the right side pane click on
Tasks. Under System Policy Tasks click on Edit System Policy. Then
under the Remote Management folder click on Microsoft Management
Console (MMC) and verify that it is disabled.

2. Attempt to connect using the MMC from the DMZ and Internal networks.

Audit Item #5 Evidence:

Test 5.1:
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System Policy Editor

Configuration Groups

(2] x]

General |'Frl:-m' I

23 Mebwork Services
DHCP
DS
MNTP

25 Authentication Services
Active Directory
RADILS
RS54 SecurlD
CRL Download

23 Remote Management

Enabling this configuration group enables system policy: rules that
allow remote management of IS4 Server From selected computers
using MM, Click the 'From’ tab to specify the computers,

3 |MicrosnFt Managemenk

Caonsale (MM |

Terminal Server
ICMP (Ping)
=3 Firewall Client
Firewall Client Inskal
23 Diagrostic Services
ICMP
Windaws Metworking
Microsoft Error Repo
HTTP Connackivity v
‘5 Logging

I Enable:

. 5
l | Far remote management ¥ou must assign adrinistrative
""'\1" privileges,

L

Cancel

Test 5.2:

Security and Acceleration Server

File

Action Yiew

|5 Microsoft Internet Secu Microsaft

= T

B

Internet &
Acceleration Snet?verm't
Standard Edition

/ Welcome \

Welcome to Microsoft Internet Security and
Acceleration Server 2004

ISA Server Error,

@ A failure occurred. The task was not activated.

L' LContinue ;] [ Detailz »» ]

Visit the Microsoft Internet Security and Acceleration Server
2004 Website

Get the latest product updates and customer support information located on the
154 Server Web site.

Get our partner products

Wisit aur ISA Server Partner Site to learn about aur partrer praducts and how
these products extend and integrate with IS4 Server,

| |/ Tasks -

Tasks

Conneck ko Local or Remaote
154 Server

@ Open the Microsoft Internet
Security and Acceleration
Server 2004 Online Help

@ Read about securing your 154
Server

file s/ 11T IPr ogram¥20Files/Microsoft % 2015A%:205erver fUI_HTMLs/TaskHandler| TasksHandler. htc#none

Audit Item #5 Findings: PASS
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In Test 5.1 you can see that the Microsoft Management Console is disabled. |
have the ISA 2004 management console installed on my audit laptop, and failed
to connect to the ISA Server from both the DMZ and Internal networks.
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ITEM # ltem Title

Restrict remote admin access to internal network
6 using Terminal Services

Reference

Personal experience is my guidance here. It's common sense to restrict
administrative access to a single administrator computer or a restricted group
of computers.

Risk

Reduce the risk of unauthorized administrative access to the ISA server. The
DMZ network is not a suitable environment for allowing administrative access
to the ISA server. Because of the nature of the DMZ network being accessed
from the Internet the possibility exists that another machine in the DMZ, if
compromised, could access this system.

Objective or Subjective Objective

Testing Procedure

1. Verify settings on the ISA server are set to allow Terminal Services
only from administrative Network IP addresses 192.168.xxy.0/24 in our
case. On the ISA server start the ISA Management Console and click
on Firewall Policy then on the right side pane click on Tasks. Under
System Policy Tasks click on Edit System Policy. Then under the
Remote Management folder click on Terminal Server and verify that
it is enabled. Then under the From tab verify that the Remote
Management Computers group is there. Highlight the group and click
Edit to verify the IP addresses in this group.

2. Attempt to connect via Terminal Services from the DMZ and Internal
networks. Internal should work fine, but connection from the DMZ
network should fail.

Audit Item #6 Evidence:
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Test 6.1.1:

System Policy Editor

Zonfiguration Groups General |me I

25 Authentication Services
Active Directory
RADIUS
RS54 SecurID
ZRL Download

=) Remote Management
Microsaft Manageme

ICMP (Ring)
23 Firewall Client
Firewall Client Install
3 Diagrostic Services
ICMP
‘Windows Metworking
Microsoft Error Repo
HTTP Connectivity v
3 Logging

-

Test 6.1.2:
ytem Policy

n Polic:

Canfiguration Groups

£3 Metwork Services
DHCR
DMS
MTP

=5 Awuthentication Services
Active Direckory
RADILS
RSA SecurID
CRL Download

=] Remote Management
Microsoft Manageme

$ Terminal Server

IMP (Ring)

5 Mebwork Services - ; _ ) _ )
DHCP — Enabling this configuration group enables system policy rules that
allow remote management of 134 Server from selected computers
DhZ using kerminal server, Click the 'From' bab ko specify the computers,
MTP

¥ Enable

o 1

Cancel

From

General

This rule applies ko kraffic From these sources:

’5'-_!, Remote Management Computers

General I

h“l‘ﬂ

=

Marne:

Remoke Management Computers Properties

| To | Zonditior]

P ] rmail. crbyvy, com Ml Use

£ Lis... @] owa.cmbwycom 2 all Use

| § @] owa.crbuna.com A all Use

=]|

Exceptions:

Computers; address ranges and subnets included in this computer
sekbt
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23 Firewall Client — Mame: | 1P Addresses
Firewal Client Install Ha Intermal M... 192.168.129.0/24
3 Diagrostic Services
ICMP
Sfindows hebworking
Microsoft Error Repao:
HTTP Conmeckivity v
3 Logging T
add... Edit... Delete
Description Computers allowed to manage 154 Server
{aptional): remately

o |

Cancel SEply
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Test 6.2: _

emote Desktop Con n._ejf-.t,iun.

Computer:

Remote Desktop Disconnected

e The client could mok connect to the remote computer,

Remate connections migi‘ut-nnt be enabled or the campuker might be too i:uus*;.-' to-accepk new connections,
It is also possible that metwark problems are presenting wour connection.

Please try connecking again later, If the prablem continues bo occur; conkact vour administrakar,

| ok || Heb

Audit Item #6 Findings: PASS

The two tests show that the administrative access to the ISA Server is restricted
to our Internal network where our administrator workstations reside. The first test
(6.1.1) shows the ISA Server administrative settings, and (6.1.2) shows the
restriction to the internal subnet.

Test 6.2 shows that while my audit laptop was plugged into the DMZ network |
could not connect to the ISA server via Terminal Services. | felt it not necessary
to include a test for connecting via Terminal Services from the Internal network,
as all my ISA configuration verifications were done using this method.
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ITEM # ltem Title

Verify that only HTTP and HTTPS are available to the
7 OWA IP address from the Internet to the DMZ

Reference

NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.2.1 “a firewall that is protecting a Web server
should block all access to the Web server from the Internet except for HTTP
(TCP port 80) and/or HTTPS (TCP port 443)”.

Risk

This system only needs HTTP and HTTPS, TCP ports 80 and 443
respectively to be accessible from the Internet into the DMZ (see diagram 1).
To allow any other protocols and ports from the Internet into the DMZ network
is unnecessary and introduces more risks due to misconfiguration or other
system wulnerabilities.

Objective or Subjective Objective

Testing Procedure

1. Check firewall access-list to verify access from Internet (any) to tcp
ports 80 (www) and 443.

2. From a workstation outside of the firewall use Nessus to verify the
open ports, which should only be TCP ports 80 and 443 on IP address
XXX.XXX.XxxX.174. This will also show the difference in a vulnerability
scan from Outside the firewall and one done from the DMZ shown in
test 4.3
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Audit Item #7 Evidence:

Test 7.1

This is the access-list that is applied to the Outside interface.

access-list acl_mdc_outside_access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1
access-list acl_mdc_outside _access_1

Test 7.2

This report gives details on hosts that were tested and issues that were found. Please follow the recommended

steps and procedures to eradicate these threats.

Hosts which were alive and responding during
test

Number of security holes found
Number of security warnings found

Host(s)
owa.organization.com

return to top

Address of Host Port/Service

www (80/tcp)

owa.organization.com
owa. organization.com https (443/tcp)
owa. organization.com

general/tcp

owa. organization.com

general/udp

permit icmp any any echo-reply

permit icmp any any time-exceeded

permit icmp any any unreachable

permit icmp any any parameter-problem
permit tcp any host xxx.xxx.xxx.174 eq www
permit tcp any host xxx.xxx.xxx.174 eq https
permit tcp any host XXX.XXX.XXX.XXX €q WwWw
permit tcp any host xxx.xxx.xxx.xxx eq https
permit tcp any host XXX.XXX.XXX.XXX €q WWwW
permit tcp any host xxx.xxx.xxx.xxx eq https
permit udp any host xxx.xxx.xxx.xxx eq 5500
permit tcp any host xxx.xxx.xxx.xxx eq https
permit udp any host xxx.xxx.xxx.xxx eq radius
permit tcp any host XXX.XXX.XXX.XXX €q Www
permit tcp any host xxx.xxx.xxx.xxx eq tacacs

Nessus Scan Report

Scan Details

1

Host List

Possible Issue
Security hole(s) found

Analysis of Host
Issue regarding Port

Security warning(s) found
Security notes found
Security hole found

Security notes found
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Type Port

Warning wWww
(80/tcp)

Informational www
(80/tcp)

Informational www
(80/tcp)

Informational www
(80/tcp)

Informational www
(80/tcp)

Informational www
(80/tcp)

Informational https
(443/tcp)

Informational https
(443/tcp)

© SANS Institute 2004,

Security Issues and Fixes: owa.organization.com

Issue and Fix

It seems that it's possible to disdose fragments
of source code of your web applications which
should otherwise be inaccessible. This is done by
appending +.htr to a request for a known .asp (or
.asa, .ini, etc) file.

Solution : install patches from Microsoft (see MS00-044)
Risk factor : Serious

CVE : CVE-2000-0457, CVE-2000-0630

BID : 1193, 1488

Nessus ID : 10680

A web server is running on this port
Nessus ID : 10330

The following directories were discovered:
/exchange

While this is not, in and of itself, a bug, you should manually inspect
these directories to ensure that they are in compliance with

company
security standards

Nessus ID : 11032
The remote web server type is :

Microsoft-115/6.0

Solution : You can use urlscan to change reported server for IIS.

Nessus ID : 10107

The remote host appears to be running a version of IIS which

allows remote

users to determine which authentication schemes are required for

confidential
webpages.

Specifically, the following methods are enabled on the remote

webserver:
- IIS NTLM authentication is enabled

Solution : None at this time
Risk Factor : Low

CVE : CAN-2002-0419
Nessus ID : 11871

Here is the nikto report:

- Nikto 1.30/1.15 - www.cirt.net

+ No HTTP(s) ports were found open on the server
YO XXX XXX 174"

Nessus ID : 10864

A SSLv2 server answered on this port

Nessus ID : 10330

An unknown service is running on this port through SSL.
It is usually reserved for HTTPS

As part of GIAC practical repository.
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Informational https
(443/tcp)

Informational https
(443/tcp)

Vulnerability general/tcp

© SANS Institute 2004,

Nessus ID : 10330

Here is the TLSv1 server certificate:

Certificate:

Data:

Version: 3 (0x2)

Serial Number: 4102471 (0x3e9947)

Signature Algorithm: md5WithRSAEncryption

Issuer: C=ZA, O=Thawte Consulting (Pty) Ltd., CN=Thawte SSL
Domain CA

Validity

Not Before: Sep 14 18:57:49 2004 GMT

Not After : Sep 14 18:57:49 2005 GMT

Subject: CN=owa.xxxxxx.com, OU=Domain Validated, OU=Go to
https://www.thawte.com/repository/index.html, OU=Thawte
SSL123 certificate, O=0wa.x000xxx.com

Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:de:c2:1a:cl:cc:09:ba:4d:44:ed:8a:62:fe:61:
61:0a:51:aa:c1:8b:6b:99:fd:69:60:17:b2:a2:95:
d9:63:f5:f0:26:86:a2:fb:04:2c:f1:33:4a:34:d6:
Oe:3a:f7:17:5e:c4:40:45:db:94:70:0c:44:ba: 20:
8b:14:71:¢9:6a:a5:37:9b:30:0c:d4:34:d4:8c:d2:
02:c7:d6:f5:11:dc:c9:ea:54:a7:11:5b:82:ca:d0:
b3:1e:d4:c7:07:81:5f:d1:29:22:10:4e:e3:8¢e:a7:
89:83:fd:14:3a:0b:aa:62:df:7a:d2:3a:a4:43:9a:
bf:8b:b9:b3:00:8e:b5:97:dd

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication
Authority Information Access:

OCSP - URI:http://ocsp.thawte.com

CA Issuers -

URI:http://www.thawte.com/repository/Thawte SSL_Domain_CA.crt

X509v3 Basic Constraints: critical

CA:FALSE

Signature Algorithm: md5WithRSAEncryption
59:08:f1:c9:af:37:f5:96:e6:12:5b:e3:9a:b4:7b: 19:8f:59:
59:83:72:f2:6e:f7:68:db:b0:00: d0:0e: 2e:7e:02:3d:f3: 20:
8b:20:f6:39:37:7c:75:cc:fa:6e:44:f8:43:15:a1:15:95:55:
55:a9:5d:cf:02:ae:a0:cb:ca:3c:f7:45:1b:c3:80:56:28:23:
dc:b3:06:45:4a:ff:65:e3:ca:08:2d:62:8a:b4:9a:¢7:02:9d:
23:b4:¢c8:9¢:9d:70:f9:42:2e:6a:10:91:2a:91:14:ef:0c:3c:
b4:4f.f8:07:fc:48:77:15:16:6d:de:be:c1:72:f1:51:2e:96:
93:77

Nessus ID : 10863
This SSLv2 server also accepts TLSv1 connections.

Nessus ID : 10863

Your machine answers to TCP packets that are coming from a
multicast
address. This is known as the 'spank’ denial of service attack.

An attacker may use this flaw to shut down this server and

saturate your network, thus preventing you from working properly.

Solution : contact your operating system vendor for a patch.
Filter out multicast addresses (224.0.0.0/4)

Risk factor : High
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Nessus ID : 11901

Vulnerability general/tcp
Your machine answers to TCP packets that are coming from a
multicast
address. This is known as the 'spank’ denial of service attack.

An attacker may use this flaw to shut down this server and
saturate your network, thus preventing you from working properly.

Solution : contact your operating system vendor for a patch.
Filter out multicast addresses (224.0.0.0/4)

Risk factor : High
Nessus ID : 11901

Vulnerability general/tcp
Your machine answers to TCP packets that are coming from a
multicast
address. This is known as the 'spank’ denial of service attack.

An attacker may use this flaw to shut down this server and
saturate your network, thus preventing you from working properly.

Solution : contact your operating system vendor for a patch.
Filter out multicast addresses (224.0.0.0/4)

Risk factor : High
Nessus ID : 11901

Warning general/tcp
The remote host uses non-random IP IDs, that is, it is
possible to predict the next value of the ip_id field of
the ip packets sent by this host.

An attacker may use this feature to determine traffic patterns
within your network. A few examples (not at all exhaustive) are:

1. A remote attacker can determine if the remote host sent a packet
in reply to another request. Specifically, an attacker can use your
server as an unwilling participant in a blind portscan of another
network.

2. A remote attacker can roughly determine server requests at
certain

times of the day. For instance, if the server is sending much more
traffic after business hours, the server may be a reverse proxy or
other remote access device. An attacker can use this information to
concentrate his/her efforts on the more critical machines.

3. A remote attacker can roughly estimate the number of requests
that
a web server processes over a period of time.

Solution : Contact your vendor for a patch
Risk factor : Low
Nessus ID : 10201

Informational general/udp For your information, here is the traceroute to 12.39.241.174 :
***Blanked out***
Nessus ID : 10287

This file was generated by Nessus, the open-sourced security scanner.
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Audit Item #7 Findings: PASS

In the firewall access-list you can see that incoming ICMP is disabled, and that
the only open ports for our host owa.organization.com on IP address
XXX.XXX.XxX.174 are TCP ports 80 and 443, which show up in the access-list as
www and https respectively.

In the Nessus scan you will note that only TCP ports 80 and 443 have been
found, although the scan did seem to think found some security holes. | think
those holes are mostly false alarms, and will be addressed in the Audit Report,
but it doesn’t change the scoring for this audit test. This audit test was to
determine if the firewall properly filters access to the ISA server from the Internet,
which it does.
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ITEM # Item Title

Verify that only HTTP and HTTPS are open for OWA
traffic from ISA OWA and OWA Redirect listeners on
the DMZ network to the OWA and Redirect Sites on the
8 Internal network.

Reference

NIST Special Publication 800-44 entitled “Guidelines on Securing Public Web
Servers” tells us in Section 8.2.1 “a firewall that is protecting a Web server
should block all access to the Web server from the Internet except for HTTP
(TCP port 80) and/or HTTPS (TCP port 443)".

Risk

Communications should be locked down as to only the necessary addresses,
protocols and ports (see diagram 1). To allow any other addresses, protocols
and ports from the DMZ into the Internal network is unnecessary and
introduces more risks due to misconfiguration or other system vulnerabilities.

Objective or Subjective Objective

Testing Procedure

1. Using SuperScan from Foundstone.com on the ISA server, verify that
the ISA address of 192.168.xxx.34 can only communicate with the
Front End server IP of 192.168.xxy.103 on TCP ports 80 and 443
ports. Set the source IP address for 192.168.xxx.34, and scan for TCP
and UDP.

2. Verify in the firewall policy that only DMZ IP address 192.168.xxx.34 is
only permitted access to Internal address 192.168.xxy.103 on TCP
ports 80 (HTTP) and 443 (HTTPS).

Audit Item #8 Evidence:

Test 8.1:
SuperScan Report - 10/18/04 21:23:56
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X-Powered-By: ASP.NET
Date: Tue, 19 Oct 2004 14:09:55 GMT
Connection: close

Total hosts discovered 3
Total open TCP ports 6
Total open UDP ports 0

Test 8.2:

The following lines from the access-list are highlighted to show the limited access
of the Listeners on 192.168.xxx.34 in the DMZ to the OWA site on
192.168.xxy.103 in the Internal network.

access-list acl_mdc_DMZ-slot:2_access_1 permiticmp 192.168.xxx.32 255.255.255.224 any echo-reply

access-list acl_mdc_DMZ-slot:2_access_1 permiticmp 192.168.xxx.32 255.255.255.224 any unreachable

access-list acl_mdc_DMZ-slot:2_access_1 permit udp 192.168.xxx.32 255.255.255.224 host 192.168.128.125 eq domain
access-list acl_mdc_DMZ-slot:2_access_1 permit udp 192.168.xxx.32 255.255.255.224 192.168.xxy.100
255.255.255.254 eq domain

access-list acl_mdc_DMZ-slot:2_access_1 permit udp 192.168.xxx.32 255.255.255.224 host 192.168.130.23 eq domain
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 host 192.168.xxy.103 eq www

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 192.168.xxy.104 255.255.255.254 eq www
access-list acl mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 host 192.168.xxy.103 eq https

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 192.168.xxy.104 255.255.255.254 eq https
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.35 host 192.168.xxy.103 eq www

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.35 192.168.xxy.104 255.255.255.254 eq www
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.35 host 192.168.xxy.103 eq https

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.35 192.168.xxy.104 255.255.255.254 eq https
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.37 host 192.168.xxy.103 eq www

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.37 192.168.xxy.104 255.255.255.254 eq www
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.37 host 192.168.xxy.103 eq https

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.37 192.168.xxy.104 255.255.255.254 eq https
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.36 host 192.168.xxx.3 eq 5506

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.36 host 192.168.xxx.3 eq 5560

access-list acl_mdc_DMZ-slot:2_access_1 permit udp host 192.168.xxx.36 host 192.168.xxx.3 eq 5500

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.36 host 192.168.xxx.3 eq 2000

access-list acl_mdc_DMZ-slot:2_access_1 deny ip 192.168.xxx.32 255.255.255.224 10.0.0.0 255.0.0.0

access-list acl_mdc_DMZ-slot:2_access_1 deny ip 192.168.xxx.32 255.255.255.224 172.16.0.0 255.240.0.0
access-list acl_mdc_DMZ-slot:2_access_1 deny ip 192.168.xxx.32 255.255.255.224 192.168.0.0 255.255.0.0
access-list acl_mdc_DMZ-slot:2_access_1 deny ip 192.168.xxx.32 255.255.255.224 152.146.0.0 255.255.0.0
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp 192.168.xxx.32 255.255.255.224 any eq ftp

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp 192.168.xxx.32 255.255.255.224 any eq www

access-list acl_mdc_DMZ-slot:2_access_1 permit icmp 192.168.xxx.32 255.255.255.224 any

access-list acl_mdc_DMZ-slot:2_access_1 permit udp 192.168.xxx.32 255.255.255.224 any eq ntp

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp 192.168.xxx.32 255.255.255.224 any eq https

Audit Item #8 Findings: FAIL

In Test 8.1 | sourced the scan from the IP address 192.168.xxx.34 and did a
scan of the whole class C network that the Exchange Front-End server resides
on. We can see that the source IP address can see two other IP’s that it should
not. When you correlate that test with Test 8.2 you can see why.

In test 8.2 you can see highlighted in yellow the two lines in the configuration
necessary for this to work. | have highlighted in green two un-necessary
openings that should be closed. These two lines allow IP’s 192.168.xxy.104 and
104 to be seen by the source IP of the ISA Server.
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ITEM # ltem Title

On ISA server the OWA listener should only be
configured for HTTPS access (TCP port 443) on IP
9 address for hosthame owa.organization.com.

Reference

Personal experience and our internal standards document agree on this one.
The OWA Redirect should be the only listener to allow HTTP
communications. The actual OWA listener should be configured to only allow
HTTPS communications to it. Although both of the Listeners answer on the
same IP address they a logically separate.

Risk

This risk is if for any reason the client were to send logon credentials via
HTTP rather than HTTPS, you could expose those credentials for them to be
easily picked up on. The forms-based authentication will only work with
HTTPS enabled; protecting this authentication process, but it should be
checked anyway.

Objective or Subjective Objective

Testing Procedure
Because both the OWA Redirect and the OWA Listeners share the same IP
address (192.168.xxx.34) we will have to rely on the following tests to verify
this functionality.

1. Verify that the OWA Redirect is the only listener using HTTP by
inspecting the OWA Redirect listener and make sure that the OWA
Redirect is only set to listen on HTTP. Do this In the ISA Server
management console. Highlight the Firewall Policy in the left side
pane; then over in the right side pane under Toolbox — Web Listeners
— OWA Redirect Listener — rightclick and then click on properties.
Under the Networks tab it should be set for 192.168.xxx.34 and under
the Preferences tab it should only have the HTTP enabled using port
80.

2. Follow the same steps in test 1 to verify that the OWA Listener is set to
192.168.xxx.34 under the Network tab, HTTPS (SSL) port 443 under
the Preferences tab. Click on Authentication and verify that OWA
Forms-Based is the only one checked.

Audit Item #9 Evidence:
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Test 9.1:

OWA Redirect Listener Properties E OWA Redirect Listener Properties [ 2]

General  Metwarks lPreFe"rences I R54 SecurlD I

Selected netwarks For this listener:

Tame | Selected IPs

D =h-External

e Internal

D =tk Local Host

O -4 guarantined YPH Clients
O =%wPn Clients

[ =% &l Metworks {and Lacal ...
D :*Lsunll Protected Metworks

<Al IP addresses =
192,168, .34

<all IP addresses =
<all IP addresses =
<all IF addresses =
<pll IF addresses =
<pll IF addresses =

fddress. |

Help about network listeners

General | Metwerks  Preferences | Rsa securin |

HTTP

HTTP pork: ! a0
~55L
[ Enable 550
551 porty e

Cepbificate: I

Seleth, i

Configure allowed authentication rethads:

Authenticakion. .. |

Configure advanced properties:

Advanced, .. |

o1

Cangel |

Apply

Canicel

Apply

Test 9.2:

OWA Listener Properties O¥#A Listener Properties 2]

General Metwarks IPr_eFerences I RS54 Securll !

Selecked networks For this liskener :

Mame | Selected IPs
O -4-External <ill IP addressesz
=l Internal 192,168, 34

<l IP addresses:
<Al IP addresses:>
<Al IP addresses=
<Al IP addresses >
<Al IP addresses:

O =% Local Host

O -4 Quarantined ¥PN Clients
= WPN Clients

All Metworks (and Local ...
5. All Protected Metworks

Help about network listeners

General I Mebworks  Preferences IRSA SecurID i

]
rask
v Enahle 551
S5L port: 443
Certificate: Iowa, o Select; .. |

Configure-allowed authertication mekhods:

Authentication, .. |

Configure advanced properties:

advanced... |

Cancel

=1
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Test 9.2: gont’d

{OWA Listener Properties

Generall Mebwark o mm=F

~HTTR
[ Enable HTTE

Specify authentic.
connecking bo the

Configure allow
Authentic:

Configurs adva

Adyanc

HTTE popk: Helpabout authe
Method
= D ?Digest
¥ Enable 551 O 7 1rkegrat
S5L piork: D f Basls |
O % =50 cexti
G
Certificate: o Fo
= w— ik
] I —

[ Require all use
= Authentication ¢
Select & default

Select RADIUS 5

Canfigure S

I T
o i vﬂl

ichener

: 0W A Forms-Based Authentication [ 7]

This Feature allows users bo connect to the WA server using Forms-based
[conkie) authientication. This tvpe of authentication prevents a client browser
from caching clignt credentials,

Uisers will be required ba re-authenticate after they closs the brawser or log off
frani a session. Users will also re-authenticate when the session has beenidle
for langer than the specified timeout,

= . These settings will apply to all Web listeners configured to use OWA
.,3?) Forms-based authentication.

= Idle Session Timeouk
Configure the idle session timeout For:
Clierits on public machines: @ B IMinutes :J
Clients an private machines: I &0 ::.i IMinutes :]

~ E-mail Aktachments

Black e-mail attachrments for:
[ Clients on public machines

I Clients on private machines

v Logoff Owa when the user leaves WA site

QI I Zancel:

Audit Item #9 Findings:

All of the tests show that the Listeners are configured in compliance with the
standards document. However, if you note in the E-mail attachments section of
this configuration page that there exists the possibility of blocking e-mail
attachments on public or private machines. This is another item that is worth
looking into. See Audit Report for more details.
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ITEM # ltem Title

Only allow the two URL'’s http://owa.organization.com
and http://owa.organization.com/exchange to be
1 0 accepted on the redirect listener. Refuse all others.

Reference

Personal experience and the Internal configuration document are the source
of this audit check.

Risk

Because the OWA Redirect listener is set to listen on HTTP port 80, there is
the possibility of someone or something trying to exploit the service by
sending either a buffer overflow or some other malformed http request. By
locking the site down to only allow these two URL'’s we can mitigate that risk.

Objective or Subjective Objective

Testing Procedure

1. On the ISA server verify that the OW A Redirect Publishing Rule set
properly. Under the Firewall Policy view double-click the OWA
Redirect Rule. Then click on the Traffic tab. Click on Paths there
should only be two paths “/” and “/exchange/”.

2. From Browser verify that http://owa.organization.com and
http://owa.organization.com/exchange redirect you properly to the
Forms-Based Authentication page.

3. By trying different malformed URL'’s, verify that you get the error
message “Error Code: 403 Forbidden. The server denied the
specified Uniform Resource Locator (URL). Contact the server
administrator. (12202)” If the “Paths” restriction wasn’t in place it
would pass the “malformed” URL’s to the Front End Exchange Server
and receive a “page not found” error.

4. By trying the malformed URL’s above against the Front-End Server
from the Internal network you can see the error message is different

than from Test 10.4. The Front-End Server gives 404 errors. In order
accomplish this test you have to “trick” your audit workstation into thinking
the host owa.organization.com is really the Internal server address of
192.168.xxy.103. You can do this by adding the line “192.168.xxy.103
owa.organization.com” in your “hosts” file. This line may vary in different OS’s.

Audit Iltem #10 Evidence:
Test 10.1:
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[83 0 A Redirect Properties HE I

General | Action | Fem | To | Twafic | Listensr | f—
0 PublicMame  Paths |Bridgihg'l Izers I Schedule I'Link-T-ranslal'llﬁn n
This ruls applies to 're}que_sts for these erternal paths. Before

e formarding & request, 154 Server modifies the external path and maps
it tor thie coresponding internal path on the weh SEIYEL. '

F
"""" | ! Faths must be distinct from ea‘g::huiher. A.paih t:anr)u:ft be a prefiz of d
Al arather path. This is tuefor external and intemal paths. Lo
Esteinal Path | Internal Path |
{zame ag intermaly !
<zame az internal: fexchanges Edit

Berioye

It

Enample: /patha™ and ApathB are distinct esternal and internal.
paths - ’ ' ;

k. l ‘Cancel Sppli

Test 10.2:

23 Microsoft Outlook Web Access - Microsoft Internet Explorer [Zl@”zl
File Edit “iew Favorites Tools  Help .z"
@ Back = \) |ﬂ @ f_h /D Search ‘i\? Faworites @ [,’2 - .._5;; F J ﬁ @ “:E%

Address @ https: [Farpard e comiCookishuth, di?GetLogoniWrapper ?url=%2Fexchangsfreason=0 hd Go | Links

Googlev| _Vj &SearchWeb b @ EISZEIocked ff:j il E'Options |

Domainuser name: ! |

Password: | | [Logon ]

Client {what's this? )

(%) Premium

() Basic
Security (what's this? )

(&) Public or shared computer
{7 Private computer

@ Dane é O Inkernet
Test 10.3:
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The page cannot be displayed - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help --;';5

@Back * ‘.\,_-j \ﬂ \g ;_'.:] /:j Search k:;I'\_IﬁFa\u'orites i
Address |@ http:fiowa. .com/default, htm VE Go Links ™

Google = ~| 5 Searchweb - @ £ 52 blocked E Options >

Rl
The page cannot be displayed

Explanation: There is a problem with the page you are trying to
reach and it cannot be displayed.

Try the following:

s Refresh page: Search for the page again by clicking the
Refresh button. The timeout may have occurred due to
Internet congestion,

» Check spelling: Check that you typed the Web page
address correctly, The address may have been mistyped.

» Access from a link: If there is a link to the page you are
looking for, try accessing the page from that link,

Techniesl Information (for support personnel)

Error Code: 403 Forbidden, The server denied the specified
Uniform Resource Locator (URL), Contact the server
adrninistrator, {12202}

@ Done B Internet
Test 10.4

The page cannot be found - Microsoft Internet Explorer

File Edit Wiew Fawvorites Tools  Help

= — = " — 1 =
. Y 3 g &) =8 ;
@ Back L » ,;,: -,_lj e Search 7. Favorites ‘@'
= 3] SR
Address @http.ﬁowa. .com,l'notdeF.auIt.htm History 50 Links
Googlev | ~ | & Searchweb - #  [91 blocked &
~
The page cannot be found
The page you are looking for might have been removed, had its name changed, or
is termporarily unawvailable.
Please try the following:
» Make sure that the Web site address displayed in the address bar of your
browser is spelled and formatted correctly,
» If you reached this page by clicking a link, contact the web site
administrator to alert thern that the link is incorrectly formatted,
i f another link,
HTTF Error 404 - File or directory not found.
Internet Information Services (IIS)
Technical Information {for support personnel}
* 5o to Microsoft Product Support Services and perform a title search for the
words HTTP and 404,
» Open IIS Help, which is accessible in IIS Manager {inetrngr), and search Iy
for topics titled Web Site Setup, Common Administrative Tasks, and
About Custom Error Messages, P
B

N
@ Done & Internet
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Audit Item #10 Findings: PASS

Test 10.1 shows the allowed URL'’s via the “Paths” parameter within the OWA
Redirect Web Publishing Rule. Test 10.2 shows the Forms-Based Logon page
after typing in the two valid URL’s using HTTP Redirect. Test 10.4 shows that
any different forms of the URL’s fail with a “403 Forbidden” error. That “403”
error is coming from the ISA Server not the Front End Server, this is shown in
test 10.4 where you should receive a “404” error.
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ITEM # ltem Title

On Exchange front End Server verify the there are
separate Redirect and Exchange Outlook Websites
using HTTP and HTTPS respectively. Redirect website
should have /default.htm and /exchange/default.htm

1 1 files only.

Reference
The sources of this control are personal experience, our Internal Standards
document and the article by Thomas Shinder found at this link,
http://www.isaserver.org/tutorials/ISA _Server Security Checklist Part 1 Secu
ring the Operating System and the Interface.html, which states “Do Not
Install Applications and Services on the ISA Server”. Even though the ISA
Server is proxying all connections to the Front End Exchange Server, we felt
that it was necessary to separate the Redirect site and the OWA site within the
Front End Server. It was felt to be a security risk to install IS on the ISA server
had to allow this functionality on Front End Exchange Server. The actual
redirect script is housed on the Front End Exchange Server in a separate site
within IS listening on HTTP port 80 only. The OWA site is a separate site
listening on the same IP address but only on HTTPS port 443.
Risk
In order to allow the redirection (a requirement we have to live with) to take
place we have to allow unauthenticated web access to the redirect script. To
have this script be in the same “site” as the OWA code could expose the OWA
site to anonymous connection attempts.
Objective or Subjective | Objective or Subjective
Testing Procedure
4. On the Exchange Front End Server verify that there are two separate
web “sites” running. Open the Internet Information Services (IIS)
Manager and expand the Web Sites folder. There should be an
owa.organization.com site and an OWA http redirect site. You can
also see in the right pane the address is 192.168.xxy.103 and the TCP
port is set to 80 for the OWA http redirect, and that for the
owa.organization.com site the SSL port is set to 443.
5. In the IS Manager highlight the owa.organization.com web site and
view the path structure in the right pane.
6. In the IS Manager highlight the OWA http redirect web site and view the
path structure in the right pane.

Audit Iltem # 11 Evidence:
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Test 11.1:

I Internet Information Services (I1I5) Manager Ei=i g3

‘:g File  Action  Wew Window Help

| =1&1x]

= AEFRE @ 2]rm

l

Eg Intermet Information Services Description I State ! Host header walus | IP address  # I Part: I 551 Pork | i
EXFEOL {local computery | oua, .com Runiring 192168, 103 @088 443
_J Application Paols & owa hitp redirect Running owa. coom 197,068, .03 80

Test 11.2:

"8 Internet Information Services {(IIS) Manager

¥9 Fle  Action | Yiew  Window  Help | =] =]
¢ EE XEEB(@ 2] 8o
E:g Internet Information Services Mame | Path | Skatus
E;@ﬂ ) E>_<FE_DI {local computer) B Exadmin 11 ABackifficeStorage
[H-—J P.|:l|3|IIZE-ItIDI'| Fools AExchangs W1 BackOfficeStorage), 1B
H—I-J e Sites - @ ExchWeb E:\Pragram Files\ExchsrvriExchiveb
. E W msaADMPWD E:WINDOWS | systema2)inetsriisadmpind
'.-El‘g OWA hitp redirect 1:;?Microsnft-Server-F\cti\-’eSvnc E:'\Program F?Ies'l,Exchsrvr'l,OMF\'l,Sync
£ et OMA E:'\Program Files\Exchsrr i OMA\Erowse
EEI_,_J Wb S B s g Public . \BackOfficeStarage) '\Public Folders
&@Rpc E:\WINDOWS  System32IRpcProxy
< | jid
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Test
11.3:

'[ Internet Information Services {II5) Manager

ﬁ:ﬂ File Action Wiew window Help

= | BmEFHD 22> m

lﬁ”g Igternet Information Services Marne I Path |-5t.‘atus
=g EAFEO0D (local computer) |4 evehange E:\Inetpublova Redirect
E_,_J Application Pools i_'_;] defaulk. i
=) web Sites i
: Eg owa, .com

-l O htkp redirect

OWA http redirect Properties ElE3

Dacuments I Directory Security I HTTP Headets | custom Errors |
Weh Site: I Petformance I ISAFT Filkers Horme: Directory

B_,_J Web Service Extensions

The contert Far this resource should come Fram:
& & direckary located on this computer:

L gﬁare located on another conpuker
i & redirection b a URL

Local path: I E:'\InetpubdOd Redirect Erowse. .. |
1 Seript soUrce access v Log wisits

¥ Read [V Inde: this resaurce:

[ rite: :

[ Directory browsing

application settings

Application rame: I Default Application Rermove |
Skarting poink <O Rt redifect s —

' Configuratior. .. |
Execute permissions: |5cripts anly j
Application pool: IDeFauIt.ﬂppPDDl :i Unload |

o4 I Cancel | Apply | Help |

Audit Item # 11 Findings: PASS

The three tests for Audit Item # 11 show everything is in compliance with the
internal standards document. However, you should note on test 11.1 that
according to the screen capture there is a TCP port 8088 associated with the
owa.organization.com web site. This is due to the fact that you cannot leave this
field blank. According to the author of the internal standards document it was
decided to go with an arbitrary number, rather than leave it at port 80. This TCP
port is not allowed through the firewall, as you can see in Audit Item # 8.
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4. — Audit Report

4.1 Executive Overview

This audit was commissioned to determine if the ISA 2004 Server used for
protecting connections to an Exchange 2003 Front-End Server is configured
according to the internally created implementation standard. Opportunities for
improving security were also taken into consideration.

Certain assumptions will have to be taken into consideration for this audit. Most
importantly is the limitation of the scope to the ISA 2004 Server. While the
firewall, Exchange Front-End server and Data Center are touched on for the
parts that they play in the implementation of this system, they are not fully
audited. Each of these items that are touched on for this audit could be
expanded into a full audit, but that might cause us to lose focus on our objective.

There is no policy to consult for this particular device or implementation. All | had
to rely on for this audit was an internal implementation standard, personal
experience, and research available on a few web sites listed in the references
section at the end of this document.

After careful scrutiny of the implementation standard our organization has put
together on the ISA 2004 Server for protecting remote access to an Exchange
2003 system, a checklist of 12 items was developed to perform the audit. Most
of these audit checks contain multiple tests to execute.

Of these 12 audit checks, 2 of them fail to meet the standard and 3 uncovered
some potential issues for the authors of the implementation standard to research.
The failures were caused by lack of policy and procedural documentation for the
maintenance of the system and not following through and tightening up after
testing phase. The implementation standard was well thought out and covered a
good portion of the security considerations that should be looked at for an
implementation such as this.
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4.2 Findings

The following table represents the basic findings of the audit.

| Audit Findings

Audit
Reference

Audit Test

Pass or
Fail

Risk Level

Proper Placement of ISA serverin DMZ

Pass

High

Physical Server Security

Pass

High

Disabling of un-needed services on the
ISA server

Pass*

Medium

Make sure patches are up to date on
ISA Server and check for other
vulnerabilities

Fail

High

Disable Microsoft Management Console
for remote access.

Pass

Medium

Restrict remote admin access to internal
network using Terminal Services

Pass

High

Verify that only HTTP and HTTPS are
available to the OWA IP address from
the Internet to the DMZ

Pass*

High

Verify that only HTTP and HTTPS are
open for OWA traffic from ISA OWA and
OWA Redirect listeners on the DMZ
network to the OWA and Redirect Sites
on the Internal network.

Fail

High

On ISA server the OWA listener should
only be configured for HTTPS access
(TCP port 443) on IP address for
hostname owa.organization.com.

*

Pass

High

10

Only allow the two URL'’s
http://owa.organization.com and
http://owa.organization.com/exchange to
be accepted on the redirect listener.
Refuse all others.

Pass

Medium

11

On Exchange front End Server verify the
there are separate Redirect and
Exchange Outlook Websites using
HTTP and HTTPS respectively.
Redirect website should have
/default.htm and /exchange/default.htm
files only.

Pass

High

12

Within Forms-Based authentication set
timeout to 22 minutes on “public”
browser and 60 minutes for “private”.

Pass

High

*Even though the audit point was passed there is some further consideration on these points.
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The review of the audit points will be taken in numerical order, not in order of
importance. There are a few points denoted by asterisks that while testing,
uncovered concerns worth looking into further.

Audit Item # 3: PASS*

This audit point showed the services that were disabled at the time of the audit.
They match the internal standards document, therefore passing the audit point. |
would like to point out that there might be some room for reducing the existing
number of services. As you can see in the below screen-shot there are still quite
a few services running.

%2 192.168.JJ8. 34 - Remote Deskiop

DOWS' system32' cmd.exe

Microsoft Windows [Uersion 5.2.37981
{C> Copyright 1985-2883 Microsoft Corp.

C:xDocuments and Settings\pete.denticoXnet start
These Windows services are started:

COM+ Event System

Cryptographic Services
Distributed Link Tracking Client
Distributed Transaction Coordinator
DNS Client

Ervor Reporting Service

Event Log

Help and Support

IPSEC Seruvices

Logical Disk Manager

Microsoft Firewall

Microsoft ISA Server Control
Microsoft ISA Server Job Scheduler
Microsoft ISA Server Storage
MSSQLSMSFY

Network Connections

Plug and Play

Protected Storage

Bemote Access Connection Manager
Remote Procedure Call (RPC>
Remote Registry

Secondary Logon

Security Accounts Manager

Shell Hardware Detection
Symantec Antilirus

Symantec Antil s Definition Watcher
Symantec Even nager

Symantec Settings Manager

System Event Motification

Task Scheduler

TCP-IF NetBIOS Helper

Telephony

Terminal Services

Windows Time

Workstation

The command completed successfully.

C:xDocuments and Settings\pete.dentico>_

Recommendation:

Further review by the authors of the implementation document might still find a
few more services that could be disabled, possibly the “Plug and Play”, “Help and
Support”, “Remote Registry” and a few others. This should be reviewed on a test
machine and may help to reduce the possibility of vulnerabilities that can be

leveraged against the system.

Costs: Labor for testing
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Audit ltem # 4: FAIL

This audit point was checked to establish if security updates are regularly being
performed on the system. As you can see in the following excerpt from the
MBSA scan the system has not been updated to the latest patches.

Score Issue Result
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Not all of these security updates would actually affect this system due to the
disabling of services shown in Audit point 3, and the restriction of running
applications on the ISA server as described in the reference for Audit point 11.
This does not excuse the absence of proper security update scheduling, but it
does show a Defense-In-Depth® approach to security by not relying on just
patching alone to protect from vulnerabilities.

Also the Nessus vulnerability scan reported one security warning as shown
below. This is not considered a high security risk, but should be addressed.

Warning found on port https (443/tcp)
The SSLv2 server offers 4 strong ciphers, but also
0 medium strength and 2 weak "export class" ciphers.
The weak/medium ciphers may be chosen by an export-grade
or badly configured client software. They only offer a
limited protection against a brute force attack
Solution: disable those ciphers and upgrade your client
software if necessary

Information found on port https (443/tcp)
Here is the list of available SSLv2 ciphers:
RC4-MD5
EXP-RC4-MD5
RC2-CBC-MD5
EXP-RC2-CBC-MD5
DES-CBC-MD5
DES-CBC3-MD5

Recommendations:

There is no procedural documentation for the maintenance and monitoring of this
system. Through discussion with the authors | have determined that they are in
the process of evaluating an automated security patch management system.
While this only addresses the security updates, there needs to be further
investment into an ongoing plan for system maintenance.

Costs: Labor to draft plan

Further, for the SSL weak cipher it needs to be determined where this is to be
enforced. Currently SSL is enabled on both the ISA and Front-End servers, but
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neither are enforcing strong ciphers (128 bit encryption). On the ISA server you
can enable it by double clicking the OWA Site publishing rule in the ISA Server
management console and clicking on the Traffic tab. There you can see the
checkbox to force 128 bit SSL encryption (shown below).

OWA Site Properties E }

Fublc Mame I Fathz | Eridgingl Lzers I Schedule! Lirik; Translatiu:uni
General I Achion i Frorm i To Traffic i Liztener.

This rule applies to traffic of the follawing protocols:

LiHTTRS

I ity HTTF userstoruse HTTPS mstead

[ Require 128-bit encryption forHT TRS tratfic

0K | Cancel Aapll

Costs: Labor time to test

Audit Item # 7: PASS*

This item passed the criteria it was supposed to check, but in doing so the
Nessus scan showed that there were some security concerns. See excerpt of
Nessus scan results below:

Warning www
(80/tcp) It seems that it's possible to disdose fragments
of source code of your web applications which
should otherwise be inaccessible. This is done by
appending +.htr to a request for a known .asp (or
.asa, .ini, etc) file.

Solution : install patches from Microsoft (see MS00-044)
Risk factor : Serious

CVE : CVE-2000-0457, CVE-2000-0630

BID : 1193, 1488

Nessus ID : 10680

Vulnerability general/tcp
Your machine answers to TCP packets that are coming from a multicast
address. This is known as the 'spank’ denial of service attack.
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An attacker may use this flaw to shut down this server and
saturate your network, thus preventing you from working properly.

Solution : contact your operating system vendor for a patch.
Filter out multicast addresses (224.0.0.0/4)

Risk factor : High
Nessus ID : 11901

Warning general/tcp
The remote host uses non-random IP IDs, that is, it is
possible to predict the next value of the ip_id field of
the ip packets sent by this host.

An attacker may use this feature to determine traffic patterns
within your network. A few examples (not at all exhaustive) are:

1. A remote attacker can determine if the remote host sent a packet
in reply to another request. Specifically, an attacker can use your
server as an unwilling participant in a blind portscan of another
network.

2. A remote attacker can roughly determine server requests at certain
times of the day. For instance, if the server is sending much more
traffic after business hours, the server may be a reverse proxy or
other remote access device. An attacker can use this information to
concentrate his/her efforts on the more critical machines.

3. A remote attacker can roughly estimate the number of requests that
a web server processes over a period of time.

Solution : Contact your vendor for a patch
Risk factor : Low
Nessus ID : 10201

| believe after checking these that they are all false alarms. The first is dated in
2000 and only applies to IIS version 4 & 5. This solutlon is using IS 6 on the
Front-End Server. Further, the Nessus plugin note'® for this test goes on to say,
“Solution : .htr script mappings should be removed if not required.”

In this screen-shot from the Front-End server you can see that while sorted by
extension there is no .htr listed.

-I|_1fq Appllcatlun Configuration g.-l
‘-':g Eile  Action l I I
Mappings | options | bebugaing
= = | B E
I Status
O1EXFE £
Applica Exters... | Executable Path | werbs a
\Web Sil .config E:YWINDOW S\ Microsaft . NET\Framew. .. GET,HEA..
[ o .C5 EWIMDOW S Microsof b MET\Framew. ..  GET,HEA..
- arnm. .Csproj EYWINDOW S\ Microsoft . NET\Framew... GET,HEA..
3 O .ide EYWINDOW S system32hinetsrihtkp, .. GET,POST
i ,__;? rrid Jicx E:YWINDOW S\ Microsaft NET\Framew... GET,HEA.. =
-
- . web Se L5 | | ¥
add... I Edit... I Rerove |
wfildcard application maps [order of implementation):
Insett... I
Editii,
REmE !
=t =B ] I Mase e I
_f_!— (214 I Cancel I Help l l ..’J
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The next result comes from the Nessus scan and states “Your machine answers
to TCP packets that are coming from a multicast address. This is known as the
'spank’ denial of service attack.” | believe this to be a false alarm as well.
According to the following excerpt from the Cisco configuration example'! entitled
“Tunneling IP Multicast Packets Through a PIX Firewall”

Background Theory
As explained in the PIX documentation, the PIX Firewall does not pass multicast packets, even though many

routing protocols use multicast packets to transmit their data. Cisco considers it inherently dangerous to
send routing protocols across the PIX Firewall.

As for the last warning in the scan report that states “The remote host uses non-
random IP IDs”. This is a relatively low priority concern and | propose no
recommendations.

Audit Item # 8: FAIL

This audit item checked failed for the proper filtering of traffic from the DMZ to the
Internal network as it applies to this system. All that is necessary is for IP
address 192.168.xxx.34 in the DMZ to have TCP ports 80 and 443 permitted to
the Internal address of 192.168.xxy.103. As you can see in the firewall config
there are two lines highlighted in yellow, which allow this to happen properly.
What should be noted is that the two lines highlighted in green allow the IP
address of 192.168.xxx.34 to communicate to two other IP addresses
(192.168.xxy.104&105) on TCP ports 80(www) and 443(https).

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 host 192.168.xxy.103 eq www
access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 192.168.xxy.104 255.255.255.254 eq www

access-list acI_mdc_DMZ—sIot:2_access_1 permit tcp host 192.168.xxx.34 host 192.168.xxy.103 eq https

access-list acl_mdc_DMZ-slot:2_access_1 permit tcp host 192.168.xxx.34 192.168.xxy.104 255.255.255.254 eq https

After discussing this result with the author of the configuration document and the
firewall administrator, it was determined that the openings were there for testing,
but never removed.

Recommendations:

In order for this sort of situation to not happen again, it is my recommendation
that the firewall administrator should take note of any openings in the firewall for
the purposes of “testing” and periodically review the firewall configurations. They
should harass the “testers” frequently in order to close these holes as soon as
the testing is done. (Although | suggest harassing in a nice way;)

Costs: None

Audit Item # 9: PASS*

This item passed for compliance to the Configuration document. OWA Forms-
Based authentication gives us the option to choose the type of machine we are
connecting from in the logon screen, either “Public” or “Private. That allows us to
have a separate timeout for either choice. We have implemented a timeout of 22
minutes for “Public” workstations and 60 minutes for “Private”.
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Another feature of the Forms-Based authentication is the ability to disable e-mail
attachments for either “Public” or “Private” workstations. This is shown below.

DWA Forms-Based Authentication | 2]

This Feature allows users ko conniect ko Ehe OWA server using Farms-based
[cookie) authentication, Thistype af authentication presents a client browser
fFram caching client credentials.

Lisers will be required ta re-authenticate after they close the browser or fog off
from & session. Users will also re-authenticate when the session has been idle
For longer than the specified fmeout,

® ., These settings will appl toall Web liskeners configured to use S
"‘1() Farms-based authentication,

Idle Session Timeowt
Configure the idle session Hmeout For;

Cligntsan public machings: @ :—;j IMinutes _:j

Clients on private machines: j &0 ::j !Minutes _v_j

[~ E-mail Attachrments

Bloick e-mail attachments for:

[T Clients on:public machines

[T Clients on private machines

v Log off owa whien the user leaves OWA site

(] 4 I Zaniel |

In the current configuration document they are both unchecked. | would caution
that allowing the ability to view or save e-mail attachments is quite risky when
using “Public” workstations, or any workstations outside of your control. When
you open an attachment in Outlook Web Access, the attachment is cached
locally to view. This cached file is left behind for anyone with access to the
system to see. |ran a few experiments and found it quite easy to view the files.
In one case when going in the Temporary Internet Files folder to view the
attachment it caused the opening of the browser to logon to the OWA server. |t
was quite easy to bypass with the WinHex tool, by opening up the local drive and
viewing the file as shown below.
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Filename®
|;:| flg-empty[1].qif
l_:j fontcolar[ 1], gif

_] horme[1].is
,_] icon-appt[1].gif
|_'| icon-kask[ 1], gif
,_] juskify-c[ 1], gif
|} justify-Ir1].gif
l_] logaoz[1]. gif

|1 logoff[1].qif
;_] nb-bkgd[ 1], gif
_] newfldr[ 1], qif
L rip_bk[1].1pg
;_'] notes[1].aqif
|_] options[1].qif

£
Off=et

:_‘] frrn_composenote[1].js

Size

&5 bytes
159 bytes
14.1 KB
1.4KE
276 bytes
269 bytes
73 bytes
73 bytes
2.3EKE
314 bytes
152 bykes
274 bytes
1.0KE
255 bytes
241 bytes

Oattachment¥e20test] 1], doc
,___] owya, et 1], Rk

0.9 KB

— |Pg]|

00258955712

00258955840

002589559648

00258955904 al drive

00258955776 Thi=s i= &a test to prove

from an OWA attachment

that I can pull data from the hard driwve
wiewing, because i1t caches it to the loc

Ei

gif

Created
101592004 16:50:13
10/19/2004 16:58:27
10/15/2004 16:58:26
10/19/2004 16:49:45
10/15/2004 16:50:12
101972004 16:50:12
10/19/2004 16:58:27
10/13/2004 16:553:27
10/19/2004 16:50:12
10/159/2004 16:50:13
10/19/2004 16:50:12
10/19/2004 16:50:13
10/13/2004 16:43:49
10/19/2004 16:50:12
10f15/2004 16:50:12
10/19/2004 16:59:32

LC:ADocuments and SettingsédministratoriLocal Settings\T emporany [ntemet Files'Content. [ESAGGEPHUSS

Modified
1071972004 16:50:13
10/19/2004 16:58:27
10/19/2004 16:58: 26
1071972004 16:49:45
10/19)2004 16:50:12
10/19/2004 16:50:12
1071972004 16:58:27
10/19/2004 16:55:27
1071972004 16:50:12
10/19/2004 16:50:13
1041972004 16:50:12
1071972004 16:50:13
10/19/2004 16:49:49
1071972004 16:50:12
10/19/2004 16:50:12

1041972004 16:59:34

10/19/2004 16:49:53

44 files, 0 directories

Accessed

1019020,
1019/20...
10/19/20...
10/19/20...
10/19/20...
1041920,
10/19/20...
101920,
101920,
10/19/20...
1019020,
10/19/20...
101920,
10/19/20...
10/19/20...
10719/20...

10019/20...

F R

R > FrFFrPrFrrrerrrrror

Now if this was a confidential document it would be very easy for someone to
gain the contents of this file, which could be very dangerous. It also brings up
the point of user security awareness training. If the users are aware of the risks
involved in viewing attachments on public workstations perhaps they would be

less inclined

to do so.

Recommendations:
| would highly recommend that the blocking of attachments for “Public”
workstations be reviewed and implemented. Also as users are given access to
the Outlook Web Access they should receive some training on the perils of

viewing e-mail and or e-mail attachments on “public” workstations.

4.3 Conclusion
The use of an ISA 2004 server to protect Outlook Web Access in an Exchange
2003 environment is an elegant solution, provided it's implemented properly.

The authors of our internal configuration document were thorough and covered
most of the considerations for a secure implementation. Some important security
considerations were brought to light by the process of this audit. Most
importantly is the consideration of maintaining and monitoring a system once it’s

put into production. This is one of the shortcomings of a lot of good

implementation plans and | can’t stress the importance of continued diligence
after the initial implementation of any technology or system.
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