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Abstract

The following paper is comprised of a security assessment of a small
CPA firm (XZ CPA, LLC) that has deployed QuickBooks Accounting
Edition on a Microsoft Windows 2000 Terminal Server for use by their
customers via the Intemet. The paper looks at the threat and
vulnerabilities the current configuration poses to the firm and to the

customers’ information.

The audit was conducted to evaluate the current security posture of the
terminal server and to provide information for the firm to decide on
whether it needs to pursue alternative means to provide 24/7
availability to its customer book-keeping records. The paper will
evaluate the terminal server configuration, the QuickBooks application

configuration, and any protective measures, if any, in place.

1. Section 1 will describe the systems environment; define the scope
of the audit to be performed, risks, and tools.

2. Section 2 will detail agreed on audit checklists to be conducted
against the server.

3. Section 3 will document the results of each checklist item.

4. Section 4 will provide the overall risk assessment and findings,

including any recommendations.

il
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Section 1: Research - Audit, Scope, Risks and Tools

1.1.Environment to be audited
XZ CPA, LLC is a small accounting firm located in Colorado Springs, Co. The firm
provides a wide variety of financial services to a number of small and medium sized
businesses situated in the Colorado Springs Metro area. The owner of XZ CPA, LLC
contracted a local computer company to deploy a Microsoft 2000 Terminal Server with
QuickBooks 2002 Accounting Edition installed to allow customers to access their
accounting books on a 24/7 availability basis from the Internet. The Terminal Server was
deployed in early 2002 and has a small number of companies currently utilizing it from the

Internet.

The initial discussions with the owner detailed the desire to expand the offering to all of
his current QuickBooks customers in order to reduce the time he spends traveling to each
customer site to update and audit that respective company accounting records. In
response to some customer’s questions concerning the security of such a configuration,
the owner requested an evaluation of the current configuration and deployment of the
Terminal Server and to make recommendations for changes to address security

concerns.

The Server is a small single processor AMD server running Microsoft Windows 2000
Server SP4. Temminal Services is enabled in Application Mode with five Terminal
Services Client Access Licenses.

System Information using the “Computer Management” MMC:

[System Summary]
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ltem Value

OS Name Microsoft Windows 2000 Server

Version 5.0.2195 Service Pack 4 Build
2195

OS Manufacturer Microsoft Corporation

System Name SERVER1

System Manufacturer Intel Corporation

System Model GS81010A

System Type X86-based PC

Processor x86 Family 6 Model 8 Stepping 3

Genuinelntel ~697 Mhz

BIOS Version 04/19/00
Windows Directory C:\WINNT
System Directory C:\WINNT\system32
Boot Device \Device\HarddiskO\Partition1
Locale United States
User Name XXXXXXXXXXXXAXXXX
Time Zone Mountain Daylight Time
2
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Total Physical Memory 522,544 KB
Available Physical Memory 245,468 KB
Total Virtual Memory 3,110,260 KB
Available Virtual Memory 2,657,648 KB
Page File Space 2,587,716 KB
Page File C:\pagefile.sys
Page File D:\pagefile.sys

The Internet connection is filtered though a NetGear FVS-318 Router/Firewall to create a
DMZ. The Terminal server shares the DMZ with a Web Server. There is another firewall
device on the network protecting a backend customer network that is currently out of
scope of the audit and auditor has been requested to not scan any other devices or that
backend network.
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Figure 1. Current Network configuration
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Both the Terminal Server and the NetGear FVS-318 are managed by an independent
computer consultant on behalf of XZ CPA. Physical and logical access to the server will

be coordinated through the consultant is order to perform this evaluation.

1.2.Scope of the Audit
XZ CPA has requested the audit be limited solely to the Microsoft Terminal Server and its

“Internet” presence.

1.2.1. Limitations of scanning and testing
Scanning and testing will be performed only from within the DMZ that the Microsoft
Terminal Server resides and from a predefined Internet location. All scans are to be
performed directly against the single server and Internet IP address in coordination with
the client's computer consultant and during agreed upon time windows to avoid possible
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loss of availability to customers. Ingress filter testing will be allowed against the single
Internet IP. Egress Filtering will not be done at the request of the client.

Scanning against any other servers, networks, device or IP address is strictly forbidden.

1.3. Risks to the system
1.3.1. Overview
Evaluating the risks and threats to this configuration requires an understanding of both
the use of the system and what type of data is being accessed.

In this case, the use of the system is a remote user using the Microsoft Windows Terminal
Services client or Remote Connection client to connect to the Terminal Server via a RDP
session from the Internet. Each user has a unique account ID with an expiring password
and specific NTFS permissions to the assigned QuickBooks data directory and account
home directories. Information entered is normal accounting books transactions
associated with that respective businesses operations. No File sharing, Telnet, FTP, or

other remote access services are configured or allowed.

The end users are not currently utilizing the VPN capabilities of the NetGear FVS-318,
however there is a single VPN configured for use by the computer consultant to perform
normal system maintenance. Interviews with the computer consultant indicated that the
original deployment defined the use of the NetGear ProSafe VPN Client, but was never
implemented due to current customers not willing to purchase the software.

Risk shall be determined by evaluating the Threat, Vulnerability, and Likelihood.
(RISK=THREAT + VULNERABILITY + LIKELIHOOD)

Auditor uses a 1-30 scale where 1 represents the lowest risk and 30 represents the
highest risk. If a “Threat” or “Vulnerability” rating is not applicable to an evaluated item, a

zero will be used.

Each Threat, Vulnerability, and Likelihood will be given a 1-10 rating in determining the

quantitative threat score. The sum of the ratings will determine the RISK score for that
5
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item. For each check with multiple items that are evaluated, the total of all risks will be

averaged by dividing the sum of all the risk scores by the number of items (Total Risk =

Sum of Risks / Number if items checked).

evaluated for a risk score.

1.3.2. Threats

Items meeting the test criteria will not be

Threats to the system are weighted based upon the amount of damage that can be done.

A scale of 1-10 is used. 1 being a low potential of damage and 10 representing a high

damage potential.

Threat

Capacity to do Damage

Administration Errors

Data Loss

Data Theft

Data corruption

Data destruction

Loss of Availability (Denial of Service)

Physical

Theft (Data and Hardware)

Destruction (Data and Hardware)

Data Loss

Loss of Availability (Denial of Service)

Hackers

Data Loss

Data Theft
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Data corruption

Data destruction

Loss of Availability (Denial of Service)

User Error

Data Loss

Data Theft

Data corruption

Data destruction

Loss of Availability (Denial of Service)

Viruses

Data Loss

Data Theft

Data corruption

Data destruction

Loss of Availability (Denial of Service)

MalWare

Data Loss

Data Theft

Data corruption

Data destruction
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Loss of Availability (Denial of Service)

1.3.3. Vulnerabilities
Threats to the system are weighted based upon the amount of damage that can be done.
A scale of 1-10 is used. 1 being a low potential of damage and 10 representing a high

exposure.
Vulnerabilities Potential Impact
Misconfigured Unauthorized access can lead to data loss, alteration, theft,
Software and/or loss of availability

Introduction of MalWare and Viruses
Poor Software Unauthorized access can lead to data loss, alteration, theft,
Access Controls and/or loss of availability

Introduction of MalWare and/or Viruses
Poor Firewall Unauthorized access can lead to data loss, alteration, theft,
configuration and/or loss of availability — Not part of SOW

Unauthorized Remote | Unauthorized access can lead to data loss, alteration, theft,

Access and/or loss of availability
No or Poor Unauthorized access can lead to data loss, alteration, theft,
Documentation, and/or loss of availability

including change

management Unauthorized changes to the configuration can lead to data loss,
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alteration, theft, and/or loss of availability

Unable to restore systems/software/data to original or updated
configuration in a reasonable period of time resulting in loss of

company image/reputation

Not part of SOW

No or poor Unable to restore systems/software/data to original or updated
software/configuration | configuration in a reasonable period of time resulting in loss of

backups company image/reputation

Unable to restore systems/software/data to original or updated
configuration in a reasonable period of time resulting in loss of

customer data

Not part of SOW

Physical - Destruction/damage to the server or supporting networks
can lead to loss of availability

Theft of the server can result in loss of data, potential loss

of customer proprietary information, and loss of availability

Unauthorized access can lead to data loss, alteration,

theft, and/or loss of availability

Not part of SOW

1.4.Current State of Practice

The following references, tools and utilities are useful during the course of the audit.
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1.4.1. Tools and Utilities
1.4.1.1. Nessus
Nessus is a very powerful vulnerability scanner. Nessus is installed on a SuSe 9.0
Laptop and controlled via the Windows Client, for use in this audit.

http://www.nessus.org

1.4.1.2. Security Configuration and Analysis Snap-In
This is part of the Security Configuration Editor (SCE) MMC that is used in conjunction
with the Security Templates to analyze and configure systems settings. It is extremely
useful for conducting comparisons between existing and desired settings. It also

significantly reduces the time and effort required to conduct base system setting checks.

http://www.microsoft.com/windows2000/en/advanced/help/default.asp?url=/windows2000

/en/advanced/help/snap secmanager.htm

More detailed information concerning the Snap-In can be found in the Microsoft Windows
2000 Security Hardening Guide, Chapter 6.

http://www.microsoft.com/technet/Security/prodtech/win2000/win2khg/06tmplts.mspx

1.4.2. Control References
Control References | used for the development of checklists for the Microsoft Terminal

Server.

1.4.2.1. Microsoft Terminal Server Checklist guides and references
What better source than the OEM of the product? Microsoft has a convenient URL for
accessing many of the checklists and recommendations for hardening Microsoft Servers.
| placed an extremely heavy reliance on the checklists available from Microsoft. | would
suggest downloading the hardcopy of the guide.

http://www.microsoft.com/technet/security/topics/hardsys/default.mspx

10
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1.4.2.2. Checklist - Lachniet
Another person by the name of Mark Lachniet very nicely posted one of his security
checklists. Many of his URL references within this checklist are no longer valid, but it is a
great starting point.

http://mtip.net/aware/MarkLachnietChecklist.pdf

1.4.2.3. Checklist — Corp-Sec
Corp-Sec is a Non-Profit group that provides checklists and other information as Open-
Source. | also used these checklists to cross-reference and expand the checklists
developed in conjunction with the Microsoft provided checklists.

http://www.corp-sec.net

1.4.2.4. Windows 2000 and 2003 Server Physical/lL ogical Security Primer
| found this online reference to be a wonderful resource for basic physical security

recommendations.

http://www.windowsecurity.com/articles/\WWindows-2000-2003-Server-Physical-Security-
Part1.html

11
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Section 2: Audit Checklist
2.1.Physical
2.1.1. ltem PH1: Physical
Reference: | Robert J. Shimonski :Windows 2000 and 2003 Server

Physical/Logical Security Primer at

http://www.windowsecurity.com/articles/\'Nindows-2000-
2003-Server-Physical-Security-Part1.html

Security Disciplines for Objective 1: Support at

http://it.ojp.gov/documents/asp/disciplines/section1-2.htm

Personal Experience

Risk Lack of Physical security

Damage and/or destruction of the server (Intentional

or accidental)

Loss and/or compromise of customers accounting

data

Loss of Productivity

Testing Locate the server and evaluate the physical security of the
Criteria/ room.

Compliance

Criteria Environmentally controlled?

Locked Room?

Access Control to room?

Is room monitored?

12
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Backup AC Power?

A Yes answer to all the questions will indicate Compliance

2.2.Server Hardening

2.2.1. Item SH1: Unneeded Windows Components Removed

Referenc | Corp Sec — Practical Security for the Corporate World at
e: http://www.corp-sec.net/Hardening/win2k h.htmi
Microsoft Windows 2000 Security Hardening Guide at
http://www.microsoft.com/downloads/details.aspx?familyid=
15e83186-a2c8-4c¢8f-a9d0-a0201f639a56&displaylang=en
Risk Leaving unneeded windows components installed poses a
risk of users abusing the services.
Future application vulnerabilities may pose risks to the
server
Abuse of non-business related applications
MalWare
Testing | Tests and what determines compliance
Criteria /
Complia Check that the following applications have been removed or
nce not installed.

© SANS Institute 2005,

13

As part of GIAC practical repository

Author retains full rights.



Criteria

Desktop Wallpaper

Document Templates

Communications (Chat, etc)

Games

Multimedia

IS (Including FTP, NNTP, SMTP, FrontPage
Extensions, Visual Interdev RAD)

Index Services

A YES to the above checks will indicate Compliance.

Test

Nature

Objective

To check this setting, use the “Add/Remove Programs” wizard in the Control Panel.

© SANS Institute 2005,
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B3 Control Panel [ [O] x|

File Edit ‘iew Favorites Tools Help |

= Back * = - | @hsearch  [4Folders £3 | =B »x @ | -

Address I@ Control Panel j @GD

Mame | Comment -
%AddIRemove Hardware Installs, removes, and troubleshooks hardware

[Remove Programs Installs and removes programs and Windows components

[# Administrative Tools Configures administrative settings For your computer

ﬁ Automatic Updates Configures Automatic Updates

@ Dake)Time Sets the date, time, and time zone For vour computer

Customizes your deskkop display and screen saver

@ Fax Fax Properties

QﬂaFolder Cptions Customizes the display of files and Falders, changes file associations, and makes network
Faonts Displays and manages fonts on your computer

%Gaming Cptions Adds, removes, or changes settings for game controllers

ﬁInternet Cptions Configure vour Internet display and connection settings,

%Keyboard Customizes vour kevboard settings |
i;-".:i]Licensing Changes licensing options

@Mail and Fax Micrasoft Windows Messaging Profiles

%} Mouse Customizes your mouse setkings

Metwork and Dial-up Connections  Connects to okher computers, networks, and the Internet

& Phone and Modem Oplions Configures your telephone dialing rules and modem properties -
< | _'IJ
|Insta||s and removes programs and \Windows components | | 5

Click the “Add/Remove Windows Components” button on the left of the wizard.

emove Programs !EI E
Currently installed programs: Sort by:l MName - I

Bl i Change/Remove

[ Adobe Reader 6.0 Size 43.5MB
B8 IntellR) PRO MNetwork Connections Drivers
w Linksys Print3erver Driver Size 432KB
E Livelpdate 1.6 (Symantec Corparation) Size 2.92ME
! ﬁ! Microsoft \MET Frarmewoark (English) «1.0.3705
SRS BA Microsoft Data Access Components KBS 70669 Size FZ.9MB
B¥ Microsoft Cffice 97, Professional Edition Size a0, 1MB
ﬁ Microsoft WGk Q333959
% Markan Antivirus Corporate Edikion Size 20.5MB
(%3] Outlook Express Q23353
A8l nAfFactar j

Close |

Check for installed components (IIS, Network Services, etc)

15
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Windows Components Wizard [ x| |

Windows Components
You can add or remove components of Windows 2000,

To add or remove a compaonent, click the checkbox. A& shaded box means that only
part of the component will be installed. To see what's included in a component, click

Detailz.

[ B Certificate Services 1.4 M

[ E P Indexing Service 0.0 MB

| %Internet |nformation Services [[15] 21.6ME
F2mR T

1 2=t ananement and boritaninn T ool

Dezcrption:  Includes Windows Acceszones and Utilities for pour computer.

Total dizk space required: 0.0 kB Dietails |
Space available on disk: AEYS.2 MB —
¢ Back I Mext » I Cancel |

Check under “Accessories and Utilities” — Accessories should have some items
selected. Highlight Accessories and click details.

]|

To add or remove a component, click the check box & shaded box means that only part
af the component will be instaled. Ta zee what's included in a companent, click Details.

Accessories and Utilities

Subcomponents of Acceszones and Ltilities;

.fi'-.n::n::ess-:lries
[ & Communications
O EI Games

[ 48, Multimedia

Dezcrption:  Usze the Accessibility %izard bo configure your system to meet pour vizion,
hearing, and makbility needs.

Total digk space required: 0.0 B Dietails
Space available on dizk: BE79.2 MB -
] Cancel
16
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Detemmine what is installed under Accessories:

AcCcessories E |

To add or remove a component, click the check box. A shaded box means that anly part
af the component will be installed. Tao zee what's included in a component, click Details.

Subcomponents of Accessares:

&y Character Map 0.9 MB
Clipboard Yiewer 0.2 ME
Desktop walpaper 0.5 ME
Docurnent Templates 0.0MEe

%% Mouse Pointers 0.2 MB

W Object Packager 01Me =l
Dezcription:  Enables you to perform calculations.

Total digk zpace required: 0.0 kB Details.. |

Space available on dizk: hE/9.2 MB

ar

] I Cancel |

Manually document deviations from the recommendations.
2.2.2. Iltem SH2: File ACL

Referenc | Corp Sec — Practical Security for the Corporate World P22
e: at http://www.corp-sec.net/Hardening/win2k h.html
Risk Improper File ACL’s on sensitive system directories and

files can result in unintended access to system

components.
MalWare installation
Access to system configuration data
Compromise, alteration, or destruction of data

Unauthorized activities (Bypassing of security

mechanisms, corruption of the operating system,

© SANS Institute 2005,
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installation of unauthorized software)

Testing
Criteria/
Complia
nce

Criteria

Using the Security Configuration and Analysis Snap-in —
compare the following desired settings to the existing

configuration using the pre-developed security template.

NTFS Permissions settings

C:\

Administrators (Full Control)

System (Full Control)

Authenticated Users (Read & Execute)

C:\boot.ini, c:\ntdetect.com, c:\ntldr

Administrators (Full Control)

System (Full Control)

Authenticated Users (Read & Execute)

C:\Program Files

Administrators (Full Control)

System (Full Control)

Authenticated Users (Read & Execute)

© SANS Institute 2005,
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%systemroot%\repair

Administrators (Full Control)

System (Full Control)

Remove all others

%systemroot%\security

Administrators (Full Control)

System (Full Control)

Remove all others

%systemroot%\system32\config

Administrators (Full Control)

System (Full Control)

Remove all others

%systemroot%\system32\dlicache

Administrators (Full Control)

System (Full Control)

Remove all others

%systemroot%\system32\logfiles

© SANS Institute 2005,
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Administrators (Full Control)

System (Full Control)

Remove all others

A YES to the above checks will indicate Compliance

Test
Nature

Objective

Permissions can be checked manually or by a command script.
Run the following commands to determine current permissions on the respective

directories.

cacls c:\

cacls c:\boot.ini

cacls c:\ntldr

cacls c:\ntdetect.com

cacls c:\winnt\repair

cacls c:\winnt\security

cacls c:\winnt\system32\config
cacls c:\winnt\system32\dlicache
cacls c:\winnt\system32\lodfiles

The output

will look something like this.

c:\winnt\repair BUILTIN\Users:R
BUILTIN\Users:(Cl)(IO)(special access:)GENERIC_READ

GENERIC_EXECUTE

BUILTIN\Power Users:C
BUILTIN\Power Users:(OI)(CI)(10)C
BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(I0)F
NT AUTHORITY\SYSTEM:F

NT AUTHORITYASYSTEM:(OI)(CI)(IO)F
BUILTIN\Administrators:F

CREATOR OWNER:(OI)(CI)(IO)F

2.2.3. ltem SH3: Computer Configuration - Audit Policy and Event Log

Referenc

e:

Corp Sec — Practical Security for the Corporate World at

http://www.corp-sec.net/Hardening/win2k h.html

© SANS Institute 2005,
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Microsoft Windows 2000 Security Hardening Guide Version
1.3 Checklist Chapter 5, Section 5.2 Local Policies page 24
at
http://www.microsoft.com/downloads/details.aspx?familyid=
15e83186-a2c8-4c8f-a9d0-a0201f639a56&displaylang=en

Personal Experience

Risk If auditing is not enabled, then activities will not be logged.
Unauthorized access attempts will not be logged
Unauthorized user activity will not be logged
Possible  attacks/hacking attempts will not be
logged/detected
Log size to small to retain events for a reasonable period of
time

Testing | Using the Security Configuration and Analysis Snap-in —
Criteria /| compare the following desired settings to the existing
Complia | configuration using the pre-developed security template.
nce

Criteria Event Log;

Application Log : 5120 MB or greater, Overwrite as

needed

Security Log : 10240 MB or greater, Overwrite as

needed

System Log : 5120 MB or greater, Overwrite as

© SANS Institute 2005,
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needed

Restrict Guest Access to the Application Log —
Enabled

Restrict Guest Access to the System Log — Enabled

Restrict Guest Access to the Security Log — Enabled

Audit Policy:

Audit account logon events — Success, Failure

Audit account management — Success, Failure

Audit directory service access - Failure

Audit logon events — Success, Failure

Audit object access — Failure

Audit policy change — Success, Failure

Audit privilege use — No auditing

Audit process tracking — No auditing

Audit system events — Success, Failure

A match or more stringent setting to the above checks will
indicate Compliance.

22
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Test
Nature

Objective

Permissions can be checked manually using the Windows File manager. However, to
make the process repeatable and to provide a mechanism to implement the changes
desired the auditor should use the “Security Templates MMC” to construct a template that
the Security configuration and Analysis Snap-In can use to perform a comparison to the
existing system configuration.

It is suggested that the template be based upon the Basicsv.inf security template as a
starting point. Then using the Security Templates MMC set each parameter desired to be
checked to the desired settings. By saving the template, the auditor can reuse the
template in other audits.

Items that cannot be checked via a security template should be checked manually or via

a script file (depending on the complexity of the check).

Example of the Security Template MMC:

:m Main_MMC - [Console Root'Security Templates',C:\WINNT Security’, Templates]

Jﬁn Consale  Window  Help

DS | T |=l8lx

|J Action  iew  Favories |J o = | | | B2

Tree I Favorites | Narne | Description
21 Consolz Root o @basicdc Default Security Settings. Requires environment vars DSDIT DSLOG an
-2 Local Computsr Policy — @basicsv Default Secority Settings, User RightsiRestricted Groups not inchuded. o
Local Users and Groups (Local) Bbasmwk Default Security Settings, User RightsiRestricted Groups not incuded, 1
E§ Security Templates compativg Assumes clean-install NTFS fileireg acls, Relaxes ACL's For Users, Empti
E|-- E:lWINNTISecuritleempIates hisecdc Assumes clean-install NTFS filelreg ACLs, Includes SecureDC sethings w
#-| @ basicdc @hisecws Increases SecureWWs Settings, Restricts Power User and Terminal Sery
basicsy notssid Removes the Terminal Server User SID from Windows 2000 Server
basicwk @Ucfiless Optional Component File Security. Many of the files may not be installer
compatves @ocfilesw Optional Component File Security, Many of the files may not be installe:
hisecdc securedc Assurnes clean-install NTFS filelreq ACLs. Secures remaining areas.
fisecus SECUrEWS Assurnes clean-install NTFS file\reg ACLs. Secures remaining areas. Erng
e @setup security Qut of box default security settings

ocfiless

ocfilesw

securede

SECUFEWS

sefup security

Term_Server_Audit

Account Policies

+ Password Policy
Account Lockaut Palicy
Kerberos Policy

v =g Local Policies

|- g Event Log

+-_8 Restricted Groups

o8 System Services

o-[Z@ Reqistry

-8 File System

-]

ETerm_Servar_Audit

4]

G3MA Terminal Server Audit Criteria

| 2

Now access the appropriate section of the template to set the desired settings you wish to

test

Event Logs:
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J'ﬁ] Consale  ‘window  Help - - |J 0O & |;|i|5|

|J Action  Wiew  Eavorites |J e o= ‘ | > | ? |

Tres I Favorites | Policy  # | Computer Setting |
basicey Maximum application log size 5120 kilobytes
basicwk, Maximum security log size 10240 kilobytes
compatws Maximum syskem log size 5120 kilobytes
hisecdc Restrict guest access to application log Enabled
hisecws Restrict guest access to security log Enabled
notssid Restrict guest access to system log Enabled
orfiless Retaln application log ok defined
acfilesw Retain security lag ot defined
securedc Retain system Ing Mot defined
BRI Retentlen method for application log As needed
setup security - .

etention method For security log As needed
Term_Server_Audit I——— o "
= &9 ccount Poldes \tion metha 1 log e
Passord Policy bt down the computer when the security a... Disabled
Account Lockout Policy
Kerberos Policy

Local Policies
Audit Palicy
User Rights Assignment
Security Options
= 5 Ewenk Log
ﬁ Settings For Event Logs
-8 Restricted Groups
-8 System Services
-8 Registry
-8 File System
Security Configuration and Analysis
WINS

| |
Audit Policy:

Jrﬁ’u Console  Window  Help

H Action  Miew  Favorites H Lo ‘ | > | EX |

Led

Tree I Fawarites | Palicy  / | Computer Setting |
basicsy Audlt account logon events Success, Failure
basicwk, Audit account management Success, Failure
compatiws Audit direckary service access Failure
hisecdc Audit logon events Success, Failure
hisecws Audit obiject access Failure
nokssid Audlt policy change Success, Failure
acfiless [RE]awdit privilege uss
ocfilesw iy
securedc
SECUMEHS
setup security
Term_Server_Audit

Ei"@ Account: Policies
- Password Palicy
Account Lockout Palicy
[ Kerberos Policy
=} 5 Local Policies

Audit Palicy
User Rights Assignment

Security Options

Ewvent Log

5 Settings For Event Logs
=28 Restricted Groups
E-_8 system Services
m Reqistry
=8 File System

% Security Configuration and Analysis

- WINS -

2.2.4. Item SH4: Computer Configuration - User Rights

Reference: | Corp Sec — Practical Security for the Corporate World at
http://www.corp-sec.net/Hardening/win2k h.html
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Microsoft Windows 2000 Security Hardening Guide Version 1.3
Chapter 5, Section 5.2.2 Logon Rights and Privileges Page 27 at
http:/Awww.microsoft.com/downloads/details.aspx?familyid=15e83186-
a2c8-4c8f-a9d0-a0201f639a56&displaylang=en

Personal Experience

Risk Improper User Rights can result in unintended access to system

components.
MalWare installation
Access to other users data
Compromise, alteration, or destruction of data

Unauthorized activities (Shutdown the server, change system

time, installation of unauthorized software)

Testing Using the Security Configuration and Analysis Snap-in — compare the
Criteria/ following desired settings to the existing configuration using the pre-
Compliance | developed security template.

Criteria

Access this computer from the network — Authenticated Users,
Backup Operators, Administrators, TSA Users (define group)

Client users Group called “QB Users” for TSA Users
Act as part of the operating system — “Blank”

Add workstations to domain — “Blank”

Bypass traverse checking — Authenticated Users, Users,
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Backup Operators, Administrators

Change system time — Administrators

Deny logon through Terminal Services - ASPNET

Logon locally — Administrators, Backup Operators, TSE Users

(remove Users, and TsinternetUser)

Client users Group called “QB Users” for TSA Users

Profile single process - Administrators

Shutdown the system — Administrators, Backup Operators

A YES to the above checks will indicate Compliance

Test Nature | Objective

By this point, it will be assumed the auditor knows how to access the Security Templates
MMC.

To set the User Rights to test, Go to “Local Policies, User Rights” and define all the
desired test settings.
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"Hi Main_MMC - [Console Root'Security Templates\, C:\ WINNT! Security’ Templates', Term_Server_Audit'Local PoliciesUser Rights ... [ E3 |

J% Console  Window  Help |J D Dm H | ‘;Iilll
|J Action  Wiew  Favorites |J e o= | | > | % |

Tree I Favorites |

Policy  / | Computer Setting =
Access this computer fram the netwark SERVER1VQE_Users,Backup Operators, Authenticat. .
F\ct as part of the operating system Mot defined
F\dd workstations to domain Mot defined
Eack up files and directories Mot defined
Eypass traverse checking Users, SERVER14OB_Users,Backup Operators, Authe.
Change the system time Administrators
Create a pagefile Mot defined
Create a token object Mot defined
Create global objects Mot defined
Create permanent shared objects ot defined
Debug programs Mot defined
Deny access to this computer From the network Mot defined
Deny logon as a batch job Mot defined
Deny logon as a service Mot defined
Deny logon locally SERYER1\QB_Users,Backup Operators, Adminiskratar:
Enable computer and user accounts ko be tru,., Mot defined
Force shutdown from a remote syskem Mot defined
Generate security audits Mot defined
Impersonate a client after authentication Mot defined
Increase quokas Mot defined
Increase scheduling priority ot defined
Load and unload device drivers Mot defined
Lock pages in memary Mot defined
LUg on as a batch job Mot defined
Leg On as a service Mot defined

E?Lnn on locally Mot defined | _|L|
4 *

basicsy
basicwk
compatws

ocfilesw
secureds
SECLNEWS
setup security
Term_Server_audit
EI'@ Account Policies
+]- (2l Password Policy
-- Account Lockout Policy
: Kerberos Policy
Local Policies
+-- ze] Audit Policy
= User Rights Assignment
: Security Options
[—]5 Event Log
5 Settings For Event Logs
{28 Restricted Groups
-8 System Sarvices
-8 Registry
-8 File System
Security Configuration and Analysis
-] WIS

-

=

e

R

2.2.5. Item SH5: Computer Configuration - Security Options

Reference: | Corp Sec — Practical Security for the Corporate World at
http://www.corp-sec.net/Hardening/win2k h.html

Microsoft Windows 2000 Security Hardening Guide Version 1.3
Chapter 5, Section 5.2.3 Modify Security Options Page 30 at

http://www.microsoft.com/downloads/details.aspx?familyid=15e83186-

a2c8-4c8f-a9d0-a0201f639a56&displaylang=en

Personal Experience

components.

MalW are installation

Risk Improper Security Options can result in unintended access to system
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Access to other users data
Compromise, alteration, or destruction of data

Unauthorized activities (Share and account enumeration,

unauthorized shutdown, removable media access, etc.)

Exposure of internal network resources

Testing
Criteria /
Compliance

Criteria

Using the Security Configuration and Analysis Snap-in — compare the
following desired settings to the existing configuration using the pre-
developed security template.

Additional restrictions for anonymous connections — Do not

allow enumeration of accounts and shares

Allow system to be shutdown without having to log on -
Disabled

Digitally sign server communication (when possible) - Enabled
Do not display last name in logon screen - Enabled

LAN Manager Authentication Level — Send LM & NTLM — use
NTLM security if negotiated

Message Test for users attempting to log on — “Warning
message for users attempting access” Check with client for

wording.
Message Title for users attempting to log on — WARNING!

Number of prvious logons to cache — 0 logons

© SANS Institute 2005,
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Rename administrator account — To client standard

Rename guest account — To client standard

Restrict CD-ROM access to locally logged-on user only —
Enabled

Restrict floppy access to locally logged-on user only — Enabled

Smart card removal behavior — Lock Workstation

Strengthen default permissions of global system objects -
Enabled

Unsigned driver installation behavior —Warn

Unsigned non-driver installation behavior - Warn

A matching or more stringent setting to the above checks will indicate
Compliance

Test Nature | Objective

Using the “Security Templates MMC” define the settings desired under “Local Policies,
Security Options”
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':m Main_MMC - [Console Root'Security Templates',C:\WINNT Security’, Templates', Term_Server_audit'Local Policies',Security Op... [H[E] B3 |

Jnﬁ] Console  Window  Help |J = | |;|i|l|

|J Action  View  Favorites |J s o= | ‘ > | E%

Tres IFaverites |

Policy  #

| Computer Setting

=]

-

ClE

[
[
[

basicsy
basicwk
cormpatws
hisecde
hisecws
notssid
ocfiless
ocfilesy
securedc
SECUPEIHS
setup security
Term_Server_audit

=-E¢ Account Policies

-

-

Password Policy
Account Lockout Policy
Kerberos Policy

Local Policies

- Audit Palicy

- User Rights Assignment

Security Options

R

JE)

{E3)

=)

]

[=]-- gl Event Log

)

ﬁ Settings For Event Lags
- [Z8 Restricted Groups

128 System Services

78 Registry

[

78 File System

----- 5B security Configuration and Analysis
WINS

De nat display last user name in logon screen
LAN Manager Authentication Lewvel
Message text for users attempting to log on
Message title Far users attempting ta lag an

Prevent users from installing printer drivers

Rename administrator account
Rename guest account

Smart card removal behavior

nsigned driver installation behavior
ned non-driver installation behavior

Led

Number of previous lagans ta cache {in case ...
Prevent system maintenance of camputer ac...

Prompt user bo change password befare expi...
Recevery Console: Allow aubomatic administr...
Recevery Console: Allow floppy copy and ac. ..

Restr\ct CD-ROM access to locally logged-on ...
Restr\ct floppy access to locally logged-on us...
Secure channel: Digitally encrypk or sign sec...
Secure channel: Digitally encrypt secure cha...
Secure channel: Digitally sign secure channel. ..
Secure channel: Require strong {Windows 20...
Secure system partition (For RISC platfarms ...
Send unencrypted password ko connect kot
Shut daown syster immediately if unable tola...

| Strengthen default permissions of alobal syst...

Enabled

Send LM & NTLM - use NTLMyZ session security if n. .

0 lagans
Disabled
Enabled
14 days
Disabled
Disabled

Godway_leave_me_alane
wWe_do_nat_take_boarders

Enabled
Enabled
Disabled
Enabled
Enabled
Disabled
Mat defined
Disabled
Disablzd
Lock Waorkstation
Enabled

wharn bt allow installation

Wharn but allow installation

2.2.6.

Iltem SH6: Computer Configuration — Registry Settings

Reference:

Corp Sec — Practical Security for the Corporate World at http://www.corp-

sec.net/Hardening/win2k h.html

Microsoft Windows 2000 Security Hardening Guide Version 1.3 Chapter
5, Section 5.2.4 Additional Security Settings Page 46 at
http://www.microsoft.com/downloads/details.aspx?familyid=15e83186-

a2c8-4c8f-a9d0-a0201f639a56&displaylang=en

Mclure, Scambray, Kurtz. “Hacking Exposed: Fourth Edition” 2003 ISBN:

0-07-222742-7
Personal Experience

Risk

Improper Security Options can result in unintended access to system

components.
MalW are installation

Access to other users data
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Compromise, alteration, or destruction of data

Unauthorized activities (Network Browsing, removable media

access, etc.)

Exposure of internal network resources

Testing
Criteria  /
Compliance
Criteria

Using Regedt32.exe — compare the following desired settings to the
existing configuration.
Check that the following registry settings are defined.
Remove OS2 and POSIX Subsystems
Hive: HKEY_LOCAL_MACHINE\System
Key: \CurrentControlSet\Control\Session Manager\Subsystems
Value: various
Value Type: REG_MULTI_SZ
Remove all entries
Restrict Null Session Access
Hive: HKEY_LOCAL_MACHINE\System
Key: \CurrentControlSet\Services\LanmanServer
Value Type: REG_DWORD
Value Name: RestrictNullSessAccess
Value: 1
Restrict null Session access over named pipes and shares
Hive: HKEY_LOCAL_MACHINE\System
Key: \CurrentControlSet\Services\LanmanServer
Value Type: REG_MULTI_SZ
Value Name: NullSessionPipes
Value Name: NullsessionShares
Delete all entries
Hide computer from the network browse list
Hive: HKEY_LOCAL_MACHINE\System
Key: \CurrentControlSet\Services\LanmanServer
Value Type: REG_DWORD
Value Name: hidden
Value: 1
Disable 8.3 Filename Creation
Hive: HKEY_LOCAL_MACHINE\System
Key: \CurrentControlSet\Control\Filesystem
Value Type: REG_DWORD
Value Name: NTFSDisable8dot3NameCreation
Value: 1
Syn Attack Protect
Hive: HKEY LOCAL MACHINE\SYSTEM
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Key: CurrentControlSet\Services\Tcpip\Parameters\
Name: SynAttackProtect

Type: REG_DWORD

Value: 2

TcpMaxPortsExhausted

Hive: HKEY_LOCAL_MACHINE\SYSTEM

Key: CurrentControlSet\Services\Tcpip\Parameters\
Name: TcpMaxPortsExhausted

Type: REG_DWORD

Value: 5

Change TcpMaxDataRetransmissions

Hive: HKEY_LOCAL_MACHINE\SYSTEM

Key: CurrentControlSet\Services\Tcpip\Parameters\
Name: TcpMaxDataRetransmissions

Type: REG_DWORD

Value: 3

Dead Gateway Protection

Hive: HKEY_LOCAL_MACHINE\SYSTEM

Key: CurrentControlSet\Services\Tcpip\Parameters\
Name: EnableDeadGW Detect

Type: REG_DWORD

Value: 0

Router Discovery

Hive: HKEY_LOCAL_MACHINE\SYSTEM

Key:
CurrentControlSet\Services\Tcpip\Parameters\Interfaces\[InterfaceNa
me]

Name: PerformRouterDiscovery

Type: REG_DWORD

Value: 0

Disable ICMP Redirects

Hive: HKEY_LOCAL_MACHINE\SYSTEM

Key: CurrentControlSet\Services\Tcpip\Parameters\
Name: EnableICMPRedirect

Type: REG_DWORD

Value: 0

Disable IP Source Routing

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters
Name: DisablelPSourceRouting

Type: REG_DWORD

Value: 2

TCP/IP KeepAlive Time

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters
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Name: KeepAliveTime

Type: REG_DWORD

Value: 300000

Disable External Name Release

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters

Name: NoNameReleaseOnDemand

Type: REG_DWORD

Value: 1

Enable PMTU Discovery
Note from Corp-Sec : Disabling PMTU discovery sets the default
MTU to 576 for all foreign networks. In a properly segmented
environment, this setting can cause 3X the amount of packets
sent between VLANSs.

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters

Name: EnablePMTUDiscovery

Type: REG_DWORD

Value: 0

TcpMaxConnectResponseRetransmissions

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters

Name: TcpMaxConnectResponseRetransmissions

Type: REG_DWORD

Value: 2

TcpMaxConnectRetransmissions

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters

Name: TcpMaxConnectRetransmissions

Type: REG_DWORD

Value: 3

Security Filters

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Services\Tcpip\Parameters
Name: EnableSecurityFilters

Type: REG_DWORD

Value: 1

Disable LMHASH creation

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Control\LSA
Name: NoLMHASH

Key based setting, no Value required
Disable All Autorun

Hive: HKEY_LOCAL_MACHINE
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Key: Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

Name: NoDrive TypeAutoRun

Type: REG_DWORD

Value: OxFF

Key based setting, no Value required

Key based setting, no Value required

Harden NTLM SSP

Hive: HKEY_LOCAL_MACHINE

Key: System\CurrentControlSet\Control\LSA

Name: NtimMinClientSec and NtimMinServerSec

Type: REG_DWORD

Value: 0x20080030

Permissions on the Registry (do these Manually)
Using the Security Configuration and Analysis Snap-in — compare the
following desired settings to the existing configuration using the pre-
developed security template.

If setting the permissions - Allow Inheritance is disabled, copy

the permissions when resetting the Key/Value permissions

Hive: HKEY_LOCAL_MACHINE

Key: Software\Microsoft\Windows\CurrentVersion\Run

Administrator (Full Control)
SYSTEM (Full Control)
Creator Owner (Full Control)
Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Windows\CurrentVersion\RunOnce

Administrator (Full Control)
SYSTEM (Full Control)
Creator Owner (Full Control)
Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Windows\CurrentVersion\RunOnceEx
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Administrator (Full Control)
SYSTEM (Full Control)
Creator Owner (Full Control)
Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Windows\CurrentVersion\Uninstall
- Administrator (Full Control)

SYSTEM (Full Control)
Creator Owner (Full Control)
Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Windows\CurrentVersion\AeDebug
Administrator (Full Control)

SYSTEM (Full Control)
Creator Owner (Full Control)

Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Windows\CurrentVersion\WinLogon
Administrator (Full Control)

SYSTEM (Full Control)

Creator Owner (Full Control)
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Authenticated Users (Read)

Hive: HKEY_LOCAL_MACHINE
Key: Software\Microsoft\Rpc

Administrator (Full Control)

SYSTEM (Full Control)

Authenticated Users (Read)

A matching or more stringent setting to the above checks will indicate
Compliance
Test Nature | Objective

To check/set the Permissions on a Registry Key, use the Security template to compare

to:
Begistry: Begistry:

-l policies d
Reinstal
Fieliability
RunOnce
RunOnceEx
Setup
SharedDLLs
Shell Extensions
ShelCompatibility
ShellScrap

’ ShelServiceObjectDelapload LI

 MACHINE
¢ USERS

Selected key: Selected key:
CLASSES_ROOT IMAEH INELSOF TwitR ESMicrozoftywindows\Curenbferzion\Run

ak I Cancel | ak I Cancel |
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Security for MACHINE', SOFTWARE' Microsoft', Windows',... 5l [E3

Secuity |
Mame | add.
@ A dmin [SER =
m Authenticated Users &l
€7 CREATOR OWNER
€7 SvSTEM
Permizsions: Al Deny
Full Control O
Read O
Enecute O
Wiike O
Delete O

Advanced... |

|7 Allovs inheritable permizsions fron parent to propagate ta this

object

[ o ]

Cancel | Aol |

For the Registry contents.

contents.

Manually check the entries or create a script to dump the

Using Regedt32, browse to each desired Key and read the Value:

Example of trying to find the
HKLM\CurrentControlSet\Services\LanmanServer\RestrictNullAccess Key Value:

"= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

wgegistry Edit Tree VYiew Security Options ‘Window Help

-3 lanmanwarkstation
-3 lbrifdc

I Licenselnfa
LicenseService

assenger
nrmdd
nrsme
odem
ouclass
ouhid

G0 MSPCLOCK,
-G bMSFOM
-G MSTEE
-3 hMup

G0 NABTEFEC
G0 NAVAP
G0 MNAVAPEL
-G8 NAYVENG
-G8 NAYER1G
-3 More? 10
-G NDIS

© SANS Institute 2005,
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Descrigtion : REG_57 : Provides BPC support and file, print, and named pipe sharint

DisplayMName : REG_SZ : Server
ErrorControl : REG_DWORD : 0x1

ImagePath : REG_EXPAMND_SZ : % SystemBPoot®\System32\senvices.exe

OhjectMame : REG_SZ : LocalSystem
RestrictMullSessiccess : REG_DW/ORD : 0x1
Start: REG_DWORD : 0x2

Type : REG_DWORD : 0x20
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2.2.7.

Item SH7: Account Policies, PassProp and Protected Tools

Reference: | Corp Sec — Practical Security for the Corporate World
Windows 2000 Server Hardening Checklist v3.0 Page 11 at
http://www.corp-sec.net/Hardening/win2k h.html
Personal Experience

Risk Improper Security and Password Options can result in
unintended access to system components.

- Malware installation
Unintended utility replacement
Compromise, alteration, or destruction of data
Unauthorized activities (Telnet, FTP, Network
Browsing, Registry editing, etc.)
Exposure of internal network resources

Testing Protect the Administrator account from continual logon

Criteria /| attempts by allowing lockout.

Compliance | Auditor should check by running PassProp.exe with no

Criteria parameters.

You can obtain the PassProp utility from the

Windows 2000 Resource Kit.
Using the Security Configuration and Analysis Snap-in —
compare the following desired settings to the existing
configuration using the pre-developed security template.
Password Policies

15 passwords remembered

Maximum Password Age = 90 Days

Minimum Password Age = 5 days

© SANS Institute 2005,
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Minimum Password Length = 8 characters

Password must meet complexity requirements =
Enabled

Store password in reversible encryption for all users

in the domain = Disabled

Account Lockout Policy
Account lockout duration = 30 minutes

Account lockout threshold = 5 attempts

Reset account lockout counter after = 30 minutes

The following tools should have their permissions set
to:
Administrator Group (Full Control)

Remove all others

If the Windows 2000 resource kit has been installed (and is
required by the systems administrators), locate the directory
that the Administrator has installed it and set the directory
and all files to the above permission settings.

In the Winnt Subdirectory
RegEdit.exe

In the Winnt\System32 directory:
append.exe

attrib.exe

cacls.exe
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change.exe

chcp.com

chglogon.exe

chgport.exe

chgusr.exe

chkdsk.exe

chkntfs.exe

cipher.exe

cluster.exe

cmd.exe

command.com

compact.exe

convert.exe

cscript.exe

dcpromo.exe

debug.exe

dfscmd.exe
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diskcomp.com

diskcopy.com

doskey.exe

edlin.exe

exe2bin.exe

expand.exe

fc.exe

find.exe

findstr.exe

finger.exe

forcedos.exe

format.com

ftp.exe

hostname.exe

iisreset.exe

ipconfig.exe

ipxroute.exe
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label.exe

logoff.exe

makecab.exe

mem.exe

mmc.exe

mode.com

more.com

mountvol.exe

msg.exe

nbtstat.exe

net.exe

net1.exe

netsh.exe

netstat.exe

nslookup.exe

ntbackup.exe (May need to have Backup Operators

as well)

ntdsutil.exe
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ntsd.exe

0s2.exe

passprop.exe

pathping.exe

ping.exe

posix.exe

print.exe

query.exe

rasdial.exe

rcp.exe

recover.exe

regedt32.exe

regini.exe

register.exe

regsvr32.exe

replace.exe

reset.exe
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rexec.exe

route.exe

routemon.exe

router.exe

rsh.exe

runas.exe

runonce.exe

secedit.exe

setpwd.exe

shadow.exe

share.exe

snmp.exe

snmptrap.exe

srvmgr.exe

subst.exe

sysedit.exe

syskey.exe
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taskmgr.exe

telnet.exe

termsrv.exe

tftp.exe

tintadmn.exe

tintsess.exe

tintsrv.exe

tracert.exe

tree.com

tsadmin.exe

tscon.exe

tsdiscon.exe

tskill.exe

tsprof.exe

tsshutdn.exe

usrmgr.exe

winmsd.exe
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winver.exe

wmimgmt.msc

wscript.exe

Xcopy.exe

(Based on the tooal list from Corp-Sec Hardening Checklist
P11 with some additions by myself)

Matching or more stringent settings to the above checks will
indicate Compliance

Test Nature | Objective

To check if Passprop has been set correctly. Open a DOS Command Prompt and just
type PassProp without any command switches.

4 CWINNT sy stem 32 cmd.exe

Cisrpassprop

Password must be complex

The Administrator account may be locked out except for interactive logons
on a domain controller.

LER N

Set the desired test settings in the template under the Account Policies section.
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"Hi Main_MMC - [Console Root'Security Templates\,C:\ WINNT! Security' Templates', Term_Server_Audit' Account Policies]

J% Console  Window  Help |J D Dm H | ‘;Iillll

|J Action  Wiew  Favorites |J = | | > | @ |
Tree I Favorites | Mame / | Descripkion |
1| & basicsy ;I @Password Policy Password Policy
hasicwk @Accuunt Lockouk: Policy Account Lockout Policy
compatws @Kerberos Policy Kerberos Policy
hisecde
hisecws
nokssid
ocfiless
+-| @ ocfilesw
| & secured:
Bl @ securews
: sebup security
=-

[+ gg] Auodit Policy
-- User Rights Assignment
Security Options

[—]5 Event Log

5 Settings For Event Logs
(-8 Restricted Groups

-8 System Services

-8 Registry

=]

- File System
@ Security Corfiguration and Analysis
-] WIS

Ll

For the remaining File permissions, these can be checked by using the cacls utility to list
out the file permissions of each file:
cacls c:\winnt\system32\append.exe

Would display something like

c:\winnt\system32\append.exe BUILTIN\Users:R
BUILTIN\Power Users:R
BUILTIN\Administrators:F
NT AUTHORITY\ASYSTEM:F
Everyone:R

This would be done against each file listed.
This is best done by a batch file and output the results to a text file for comparision and
documentation.

Appendix A contains the contents of the batch file | will run for this check.

2.2.8. Item SHS8: Terminal Server Specific

Reference: Corp Sec — Practical Security for the Corporate
World - Windows 2000 Terminal Server
Hardening Checklist v3.0Page 17 at
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http://www.corp-sec.net/Hardening/win2k h.html

Personal Experience

Risk

Improperly configured terminal server settings
can lead to unauthorized access, monitoring,

and data corruption

Testing Criteria /
Compliance Criteria

Terminal Services MMC

Under RDP Connections Properties

General Tab

High Encryption selected

Sessions Tab

End Disconnected Session = 30 Minutes

Active Session Limit = Never

Idle Session Limit=1 hr

When a session limit is reached or
connection is broken = End session
Client Settings Tab

(Note: Users need Printer and Clipboard
Mapping in this configuration, we would
normally disable these services)

LPT port mapping = Disabled
COM port mapping = Disabled
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Pemissions

Specific deny access to the local
Administrator account and the ASPNET

account (if present)

Grant Pemission to the specific user

groups allowed to access this server.

Test Nature

Objective

This check is easier and faster to just do manually.

Open the Terminal Services Configuration MMC from the Control Panel

Select RDP Connection and right-click to select “Properties”

RDP-Tcp Properties

Remote Contral | Client Settings I Metwork Adapter | Permizzions
General | Lagon Settings I Seasions | E riviranment

.. ROP-Tcp

Type: Microzoft RDF 5.0

Transpart; tcp

LComment: ||

Encryplion
Encruption level: High j

All data sent between the client ahd the server is protected by
encryption bazed on the server's mawimurn key strength.

W Use standard Windows authentication

k. I Cancel Apply

K E3
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2.3. Internal Scan for Open Ports and Services
2.3.1. Item IPS1: Internal Nessus Scan

Reference: Nessus scanning on Windows Domain Version 1.0 — Sunil
Vakharia at http://sunil.host.sk/ or

http://www.nessus.org/doc/nessus windows scanning.pdf

Nessus at http://www.nessus.org/documentation.html

Risk Offering unintended services or misconfigured services

can pose a threat to the server, data, and users.

MalW are/Backdoor software could be installed or

accessed without the users knowledge (MalWare)

Data theft and/or corruption

Loss of availability of the server (DOS)

Testing Criteria / Conduct a “safe” port scan against the server from a
Compliance Criteria | network location on the DMZ.

Use Nessus to identify and check for open port
vulnerabilities in “Safe Check” to prevent unintended

damage to the system.

Note that Egress Filter testing is not being performed

per client request.

Nessus Laptop will be connected to the DMZ network and
will perform a “Default Scan” with Safe Check selected

(see below image).
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Test Nature

Both Objective and Subjective

Using the Windows Nessus Control console. Identify the Target IP and insure you select

“Safe Checks”
2l 2l
Taraets | Options | Pait ssen | Conriection | Flugins | Comments | Terasts.  Options | Port soan | Connection | Plugine | Comments |
Currerl target It - Marimum simultansols——| - Gefstal scan optibns—————
Hiost, 19216885 Hmmmﬁ,d v E.n EtrlE[.‘ﬂu-an mndanm
= ™ Doreverss BHS lookups
RO 5 e th o
=i IV Fizsolve unkhoin setvices
Path b £l
If’cgi-tl'rri
~Interface optians
_ I Remeve fifished hosts from sean status view
mpart,.. [ Add... | Edit.. [ ~Hemove | T Doy shiow eysculion optios disloa at $ession execution
ok | Concet | wy | 0| Concel SRl
Define your Port Scan Settings:
2l 2l
Teiosts | Options  Poit scan | Connection | Plugins | Camments | Temmets | Options | Foit soen | Connestion | Pluains  Comments |
~ Pt range to 2cai ; Cormmaints for this sessian
™ Wellknown services 'Cﬂnf}gum SEVICEE I Bazic scan torIntemal Sabe Scan uzing Messus wiNmap Plugins ﬂ
C Pivi (1-1024)
o ;
|1-55535
Fort seanners
Name [Shws || Diable |
x Exclude toplevel domainwild..  Disabled
'f Nmap: Enabled
o Ping the temate host Enabled
P seari for LaBrea lampitted hoste  Disabled -
W SHMP oot sean [isahied = -
ok | Concet | T o | ool | s |
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2.4 External (Internet based) Scan for Open Ports and Services
2.4.1. ltem EPS1: External Nessus Scan

Reference: Nessus scanning on Windows Domain Version 1.0 — Sunil
Vakharia at http://sunil.host.sk/ or

http://www.nessus.org/doc/nessus windows scanning.pdf

Nessus at http://www.nessus.org/documentation.html

Risk Offering unintended services or misconfigured services
can pose a threat to the server, data, and users.

MalW are/Backdoor software could be installed or

accessed without the users knowledge (MalWare)

Data theft and/or corruption

Loss of availability of the server (DOS)

Testing Criteria / Conduct a “safe” port scan against the server from an

Compliance Criteria | Internet location’.

Use Nessus to identify and check for open port
vulnerabilities in “Safe Check” to prevent unintended
damage to the system.

Nessus Laptop will be connected to the Internet at a
remote location and will perform a “Default Scan” with
Safe Mode selected (see below image) against the single

external IP address as provided by the Client.

This test will evaluate the Ingress Filtering.
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Comparisons of results of Internal scan to be done.

Test Nature Both Objective and Subjective

| will be using the identical scanning parameters as the internal scan with the exception of

the target IP address.

Using the Windows Nessus Control console. Identify the Target IP and insure you select

“Safe Checks”

Session Properties - XY External Scan

Taraets | Options | Part scan | Connection | Plugine | Comments |

Curent target list:
Host 83593.99.99

? IX! Session Propetties - XY Scan Intermal

Security checks per hst: ¥ Safe checks
128

Terasts  Oiptioni | Poit soan | Conniection | Pllgine | Tomments |

- Masimum simaltansaus——| - Gefsial sean opfions

Heists seanned ¥ Enabile plugin depsndencies
= I™ ‘Do reverse DNS lookups

i¥ Dptimize the test
=1 ¥ Resalvie uhknoii sevices

Paih i £lGlz

If’cgi-h'rri

~Intartace optiars

1™ Hemove firished hasts from scan status view

™ Dion't shiw essculionoptions dialng at session exectiarn

I oK | conest |

Apply

Define your Port Scan Settings:

© SANS Institute 2005,

Session Properties — XY Ekternal Scan ? |=;j

Tataets | Options.  Forl scan |.E§pnnad1'n‘r1| Flugine | Comments |

- Poit range to/30ah

Configurs sevices.. I

B
& pee
|1-6553E

Poil seannsis

Name | Statws | j Enghle '

¥ Exclude toplevel domain wild.,. Disabled

N Ninap Efiabled i
o Ping the temate host Enabled

P seari for LaBrea lampitted hoste  Disabled

M GNP ot <o Niaind =]

[ ok | cencet | ey
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Section 3: Results - Audit, Measurements, and Controls

3.1.Physical

3.1.1. Item PH1: Results - Physical

Findings

Environmentally controlled?
YES
Locked Room?
YES
Access Control to room?
YES, but no visitors log or physical guards
Is room monitored?

YES, keypad security system with motion

sensors and fire sensors

Backup AC Power?

YES, UPS and manual backup generator

Items that | feel should be addressed:

Improvements to the Access Controls are recommended. Lack of a visitor's log, video

surveillance, or a physical security guard can lead to access by someone that could have

obtained the security pad code AND Key to the door. Interviews with the computer

consultant indicated that only four people hold keys to the room and the keypad access

code is changed every 90 days.

© SANS Institute 2005,
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Risk (9) = Threat (5) + Likelihood (1) + Vulnerability (3)

This item will be rated as a

Improvements to the Backup AC power are recommended. With the advent of winter in

the Rocky Mountain area, long power outages can occur. Road conditions may prevent

support personnel from reaching the site to connect the generator before the UPS fails.

Risk (18) =

Threat (5) + Likelihood (5) + Vulnerability (8)

This item will be rated as a Medium

Total Risk (13) = (26/2)

The Physical Security Risk rating will be assigned a MEDIUM rating for this evaluation.

3.2.Server Hardening

3.2.1. Item SH1: Results - Unneeded Windows Components Removed

Findings

Two services are installed that need to be considered for

removal or moving to another server:
DNS
WINS

All original items to check are confirmed as not installed.
Therefore the original check item would have PASSED.
However, DNS and WINS may pose a potential risk when
installed on an internet accessible Terminal Server. As a
result, | will add this to the assessment and rate the RISK
score as MEDIUM.

© SANS Institute 2005,
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Accessories installed:

Games, Multimedia, communications, and Accessibility Wizard are not installed.

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be installed. Tao zee what's included in a companent, click Details.

Subcomponents of Accessories and Utilities:

O Accessibilit}l Wizard -
[ &b Communications

O E' Games

[ 88, Multimedia

Description:  Includes Windows accessories and enhancements for your computer.

Total disk space required: 0.0 MB Details... |
Space available on disk: REYE.E MB
Ok I Cancel |

Document Templates and Desktop Wallpaper are not installed.

To add or remaowve a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Accessories:
g

[] & Character Map
Clipboard “iewer 0.2 MB
[ [ Desktop wallpaper 0.5MB
[ [#] Document Templates 0.0MB
[ 1% Mouse Pointers 0.2 MB
(] ¥ Object Packager oimMe xl

Description:  Enables you to perform calculations.

Total disk space required: 0.0 MBe Details...
Space available on disk: BE7E.E MB —I
ok I Cancel |

Unexpected items installed.

56

© SANS Institute 2005, As part of GIAC practical repository Author retains full rights.



Networking Services |

To add ar remove a component, click the check box. & shaded box means that only part
af the component will be inztalled. To see what's included in a component, click Details.

5 uhgimpn:unents af Metworking Services:

D-:umain Mame Systemn [DMNS] 1.1 kB ;I
O Dynamic Host Configuration Protocol [DHCP) 0.0KB
| Internet Authentication S ervice 0.0mME
O LloS Admizzion Control Service 0o0ME
O Simple TCPAP Services 0.0mB
(] = Site Server ILS Services 1.5 ME
Winduws Internet Mame Service [WiNS) 0.9 HKB j

Dezcrption:  Enables DCOM [Distributed Component Object Model] ta travel awver
HTTF wia the Internet Information Server [115).

Total dizk space required: 0.0kEe
Space avalable on disk: BE73.6 kB

Detals...

] Cancel

Varieties of risks are posed by WINS and DNS on a Terminal Server. Users can use the
access to determine the internal network configuration, IP’s, workstations, other servers,
and services. The Firewall to the backend network should prevent most of this activity.
However, the DMZ is shared with at least one other server used as a Web Server for the
consultants company. An interview with the consultant indicates that other clients are
hosted on this Webserver. | will recommend de-instaling WINS and DNS and the
Terminal Server be placed on an isolated DMZ. To gain access to the DNS and WINS
information, an attacker would first need to obtain access to the Terminal Server itself
through an RDP session. External scans did show that WINS and DNS services are not
accessible directly from the Internet.

RISK (12) = Threat (5) + Vulnerability (5) = Likelihood (2)
The Risk of WINS/DNS installed on the Terminal server will be rated as a

3.2.2. Item SH2: Results - File ACL

Findings | The most significant threat to the server and the data the
server maintains is from the Users themselves.
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Therefore, we considered that even one item failing is
considered a Failure of this check. Unauthorized access or
changes to many of these file makes the system very
vulnerable to users making changes to the server that can
resultin loss of data, unintended release of information or a
total Denial of Service condition.

The Risks to the system is that any user on the system may
be able to change system files creating a system that will
not boot, boot improperly, or change system boot
parameters. MalWare installation to protected or sensitive
directories can occur. Inadvertent changes can occur by a
user exploring the directories out of simple curiosity
(personal experience has proven this out).

Total Risk (21) = Threat (7) + Vulnerability (10) = Likelihood
(4)

This Item will be rated as a HIGH risk.

o
&

o

[

Q

i

cacls c:\boot.ini

cacls c:\ntldr

cacls c:\ntdetect.com

cacls c:\winnt\repair

BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(IO)F
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NT AUTHORITY\SYSTEM:F
NT AUTHORITYASYSTEM:(OI)(CI)(I0)F
BUILTIN\Administrators:F

cacls c:\winnt\security

BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(10)F
NT AUTHORITY\SYSTEM:F

NT AUTHORITYASYSTEM:(OI)(CI)(I0)F
BUILTIN\Administrators:F

cacls c:\winnt\system32\config

BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(O)F
NT AUTHORITY\SYSTEM:F

NT AUTHORITYASYSTEM:(OI)(CI)(I0)F
BUILTIN\Administrators:F

cacls c:\winnt\system32\dlicache
c:\winnt\system32\dlicache BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(10)F
NT AUTHORITY\SYSTEM:F
NT AUTHORITYASYSTEM:(OI)(CI)(IO)F
BUILTIN\Administrators:F

cacls c:\winnt\system32\logfiles
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BUILTIN\Administrators:F
BUILTIN\Administrators:(OI)(CI)(10)F
NT AUTHORITY\ASYSTEM:F

NT AUTHORITY\SYSTEM:iOIiiCI)(IO)F

3.2.3. ltem SH3: Results - Computer Configuration - Audit Policy and Event Log

Findings | All checks to this item passed or exceeded the desired
settings.

Audit Policy settings — Passed

Event Log Settings - Passed

Audit Log settings all passed:

"t Main_MMC - [Console Root\Security Configuration and Analysis'Local Policies',Audit Policy]

[_[=1x]
| % Console window elp INsR=N =R ST
H Action  Wiew  Favorites |J € = | ‘ x @ |

Tree | Favorites |

policy /. [ Database Setting | Computer Setting |

[#HAudit account logon events Success, Falurs Success, Faiure

L1 Console Root
(8 Audit account management Success, Falure Success, Faiure

[-#8 Local Computer Policy
Local Users and Groups (Local) Aud\t directory service access Failure: Failure:
-5 Securty Templatss (22 4udit logon events Success, Falure Success, Falure
- security Configuration and Analysis (B2 audit obiect access Failure Failure
F g Account Policies [E2audit policy change Success, Falurs Success, Fallurs
(23 Audit privilsge use Mo auditing Mo auditing
iy (83 4udit process tracking Mo auditing Mo auditing
hts Assignment [824udit system events Success, Falure Success, Falure
Securty Options

Event Log
Restricted Grodps
System Services
Registry

File System
-] wins

Event Log Settings all Passed
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|4y console

indow  Help

ettings for Event Logs]

H Action View  Favorites |J & o=

Tre | Favries |

Palicy  #

[ Database Setting [

Computer Setting |

L1 Console Root:
Local Computer Policy
Local Users and Groups ({Local)
Security Templates
Security Configuration and Analysis
Account Policies
S} Local Policies
Audit Palicy
User Rights Assignment
Security Options
£ g Event Log

{18 Restricted Groups
(& system Services
(& Registry

(& File System

G wins

Mazximum application log size
Mazimum security Iog sizs

Mazimum system log size

Reestrict guest access to applicatio...
Restrict guest access to security log
Reestrict guest access to system log
Retention method for application log
Restention method For security Iog
Retention method for system log
Shut dowan the computer when the...

5120 Kobytes
10240 kiobytes
5120 Kobytes
Enabled
Enabled
Enabled

As needed

s needed

As needed
Disabled

5120 Kiobytes
10240 Kiobykes
5120 Kiobytes
Enabled
Enabled
Enabled

As needed

As needed

As needed
Disabled

\ \
3.2.4. Item SH4: Results - Computer Configuration - User Rights

Findings

This Item - Passed

Users Rights — All checks are green!

H Action  Wiew  Favorites |J € = |

m X B2

Tree | Favorites |

policy /. [ Datahase Setting

[ computer setting [

L1 Console Root

Local Computer Policy

Local Users and Graups (Local)
Security Templates

= Security Configuration and Analysis

Account Policies
=3 Local Policies

Audit Policy

Security Options
& Event Log

& Restricked Groups
(& system services

(8 ct &< part of the operating system
(8% 4dd workstations ta domain
8]Back up files and directories

ypiass traverse checking

hange the system time

[BDeny access to this computer from ¢, .,
(80eny logon as & batch job

[B8]Enable computer and user accountst...
oree shutdawn from a remote system
(8% Generate secury audits
[8%)1mpersanate a client after authentic. .,
nerease quotas

B8] increass scheduling priority

(28] Losd and unload device drivers

ack pages in memory

(8L on a5 a batch job

[8%)Log on a5 a service

og on locally

[B8]Manage auditing and security og
[R8)Madify Firmware ervironmert values
rofile single process

[88)Profile system performance

emove computer From docking station
[B¥]Replace a process level token
[R8]Restors Files and dirsctories

hut down the system

(88)3ynchranize directory service data
(8] Take awnership of files or other objects

Mot defined
Mot defined
Mot defined

Users, SERVERT1GB_Use..

Administrators
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined

Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Mot defined
Administrators, Backup
Mot defined
Mot defined
Adinistrators
Mot defined
Mot defined
Mot defined
Mot defined
Backup Opetators, Admi...
Mot defined
Mot defined

ccess this computer From the network  SERVER11GB_Users,Bac..  SERVERLIQB_Users, .

Backup Operators,...
. Users,SERVERIQE. ..

idministr ators

Adrministrators

SERVICE, Administra...

Administratars

Administrstors

SERVICE, Administra. ..
Administrators
Administrators
Administratars

SERVER L1ASPNET
SERVER 11ASPNET
administrators Back. ..
Administrators
idministrators
idministrators
idministrators
idministrators

Backup Operators,...
Backup Operators,...

Administrators

© SANS Institute 2005,

61

As part of GIAC practical repository

Author retains full rights.



3.2.5. ltem SH5: Results - Computer Configuration - Security Options

Findings | The Administrator account *IS* changed to goaway —
Passed

The Guest Account is not changed, but is disabled — Failed
Risk (9) = Threat (1) + Vulnerability (1) + Likelihood (7)
The risk will be rated as a LOW

All other checked passed.

The Guest account is not changed. Little Threat or Vulnerability due to other security
settings and the account disabled status. Likelihood that an attacker will try to access the
account is higher simple because it is a default account. Recommend changing the guest
account name to a relatively obscure name.

= Mai \ i ser Rights Assignment]

[_[=1x]
| % Console window elp INsR=N =R ST
H fAction  Wiew  Favorites |J € = | ‘ 2 |

Tree | Favorites |

Policy | Database Setting [.computer Setting___|
[ Access this computer From the network  SERVER1\QB_UsersBac... SERVER1IQB Users...
()ct &= part o the opersting system Mt defined

(8% 4dd workstations ta domain Mot defined

[8%)Back up files and directories Mot defined Backup Operators, ..
8218y pass traverse checking Users,SERWER1YGE_Use... Users, SERVERT1GE. ..
(82 Changs the system tme Admministrators administrators

(8] Create a pagefie Mot defined idministrators

[ create a token object Mot defined

(] Create global abjects Mot defined SERVICE, Adrinistra. .
[8%] Create permanent shared objects Mot defined

28] 0ebua pragrams Mot defined administrators
[R8)0eny access to this computer from ... Mot defined

Deny lagon 35 a batch job Mot defined

eny logon as a service Mot defined

eny logon locally

[R8]Enable computer and user accounts t... Mot defined

[R8]Force shutdown From a remote system Mot defined idministrators

(8% Generate secury audits Mot defined

8] 1mpersanate a clent after authentic... Mot defined SERVICE, Adrinistra. .
([88)1ncrease quotas Pot defined administrators

B8] increass scheduling priority Mot defined administrators

(28] Losd and unload device drivers Mot defined Adrministrators
[R)Lack pages in memory Mot defined

(2]Log an 3 a batch job Mot defined SERVERLASPRET
[8]Log an as a service Mot defined SERVERLASPRET
[#)L0g on locally administrators, Backup administrators,Back. ..
[B8]Manage auditing and security og Mot defined administrators
[R8)Madify Firmware ervironment valuss Mot defined idministrators

L1 Console Root

& Local Computer Policy
(+1-#7 Local Users and Groups (Local)

- Security Templates
=-[ security Configuration and Analysis

#ccount Policies
- &g Loral Policiss
H audi Policy
User Rights Assignment
Security Options
& Event Log
& Restricked Groups
(& system services
(@ Registry

{8 File System
-] wins

i

rofile single process Administrators Administrators
[88)Profile system performance Mot defined idministrators
[8%)Remave computer from docking station  Mat defined Administrators
[B¥]Replace a process level token Mot defined
[R8]Restors Files and dirsctories Mot defined Backup Operators, ..
(8533hut down the system Backup Cperators, Admi...  Backup Operators, ...
(88)3ynchranize directory service data Mot defined
(8] Take awnership of files or other objects Mat defined Administrators
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curity Canfiguration and Analysi ]

window  Help

H Action  Wiew  Favorites |J & -

0B 2 |
policy /. [ Datahase Setting [ computer Setting | ]
A Allow syskem to be shut down withau,,, Disabled Disabled

Tree | Favorites |

L1 Console Root

51-#0 Lacal Computer Folicy llawied b eject remavable NTFS medis  Administrators Admiisty stors
Local Users and Groups (Local) amount of idle time required before .., 15 minutes 15 minutes
-5 Security Templates it the access of global system obj... Disabled Disabled
£33 security Configuration and Analysis e use of Backup and Restore priv... Disabled Disabled
g Account Polcies automatically Iog off users when log. . Enabled Enabled
28] Lacal Palicies Clear virtual memory pagefile when s... Disabled Disabled
Audit Policy Digitally sign client communication (al,.. Disabled Disabled
User Rights Assignment Digitally sign client commurication {w... Enabled Enabled
Security Options Digitally sign server communication {... Disabled Disabled
£ Event Log Digtally sign server commurication ... Disablsd Disabled
% 25::;?2::«7:::5 Disable CTRL-+-ALT+DEL requirement ... Disabled Disabled
08 sty Do et display last user name inlogo. . Enabled Enabled
-G8 Flle system LA Manager Authentication Level — Send LM & NTLM - use M...  Send LM&NTLM - u...
-] wins Message text For users attempting t...
Message title For users attempting ta. ..
Mumber of previous logans to cache .. 0 logans 0 logens
Prevent system maintenance of com... Disabled Disabled
[83Prevent users from instaling printer ..,  Enabled Enabled
([8¥9Prompt user to change password bef .. 14 days 14 days
Recovery Console: Allow automatic a... Disabled Disabled
Recovery Console: Allow Floppy copy... Disabled Disabled
Rename administrator account Godway_leave_me_slone  goway
Rename guest account wie_dn_not_take_board... Guest
Restrict CO-ROM access to locally log... Enabled Enabled
[B2Restrict Floppy access talocally logg...  Enabled Enabled
[#%5ecure channel: Digitally encrypt or s... Disabled Disabled
[8H3ecure: channel: Digitally encrypt sec...  Enabled Enabled
Secure channel: Digitally sign secure ... Enabled Enabled
Secure channel: Require strong [Win... Disabled Disabled
Send unencrypted password ko conn...  Disabled Disabled
Shut down system immediately if una... Disabled Disabled
Snart card removal behavior Lock Workstation Lock Werkstation

Strengthen default permissions of gl...  Enabled Enabled
Unsigr\ed driver installation behavior ‘warn but allow installation  Warn buk allow inst...
[8Unsigned non-criver installation beha... Warn but allow installstion  #Warn bk allow inst...

L4l

3.2.6. ltem SH6: Results - Computer Configuration — Registry Settings

Findings | Item Failed

Users access to the various Registry Keys and/or
Subsystems pose a threat to the server which can result in
the installation of Viruses/Malware or other unauthorized

programs and services.

This can affect server operation, other users operability,
corruption of data, loss of data, or theft of data.

OS2 and POSIX Subsystems — FAILED
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7 Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

w Reqgistry Edit Tree Wiew Security Options ‘Window Help

G2 Frint ;I Debug: REG_EXPAND_SZ:

- E3 FriorityControl Kmode : REG_EXPAND_SZ : % SystemPootsystem32windzk.sys

-3 ProductOptions Optional : REG_MULTI_SZ : Os2 Posix ...

G0 Redbook 0s2: REG_EXPAND_SZ : %SystemPoot®\system32yosiss.exe

G0 SafeBoot Fosix: REG_EXPAND_SZ : % SystemPoot\system3Zipsxss.exe

G0 ScsiPart Feguired : REG_MULTI_SZ : Debug Windows ...

SecureFipeSersers Windows | REG_EXPAND_SZ : %SystemBoots\aystem32icsrss.exe Obje

-3 SecurityProviders

-1 Server Applications

3 ServiceCurrant

-1 ServiceGroupCrder

G0 ServicePravider

=1 Session Manager

|- 30 AppCompatibility

-3 AppPatches

51 D0S Devices

23 Enviranment

- E0 Executive

-2 FileRenameOperations

23 KnownDLLs

-1 Memary Management

£ Power

FCaSFC
 —

1
£1 CESREE
-0 Setup
-3 Stilllmage

G0 SvectomBlocnireas

-1 | ol

Restrict Null Session Access — PASSED
Restrict null session access over named pipes and shares - PASSED
Hide computer from the network browse list - FAILED

= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]
wR_egistry Edit Tree Miew Security Options Window Help

= ||Description : REG_SZ : Provides RPC support and file, print, and |

=l =]

-0 lanmanwarkstation
-0 Ibrfdc
30 Licenselnfa

Displaytame - REG_SZ : Server
ErrorControl : REG_DWWORD : Ox1
ImagePath : REG_ExFAND_SZ:

% SystemBoot i Systern3tiser
LicenseService I
LrmHosts
IpBnds35
ltroderms
hessenger
mnmdd
mnmsryc J
rodem
Mouclass
mouhid
Mounthdgr
MFE
rrraic 35
hFxSmb
MEOTC
hdsfs
MSISerser
-G MSKSSRY

[ L% Ll Y M L 8

Type: REG_DWORD : 0«20

hd Kl | 2

Disable 8.3 Filename Creation — FAILED
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"= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

wﬁegistry Edit Tree Yiew Security Options Window Hel

=l tion BEG-
GraphicsDrivers MitsEncryptionService : REG_SZ - Efs
£ GroupOrderlList Win31FileSystern : REG_DWORD : 0
EOHAL WindbTruncatedExtensions | REG_DWORD : 0x1
23 hivelist

IDCanfigDE

Keyhoard Layout

Keyboard Layouts

Lsa

MediaCategories
Medialnteraces
MediaPraperties
MediaResources

MediaSets L |
Network

MNetworkProvider

Mis

MNTHMS

PP

G2 Print

- C2 PricrityContral

-C2 ProductOptions ~1

R T e

Syn Attack Protection — FAILED
TcpMaxPortsExhausted — FAILED
TcpMaxDataRetransmissions = FAILED
Dead Gateway Protection — FAILED
Disable ICMP Redirects — FAILED

Disable IP Source Routing — FAILED
TCP/IP KeepAlive Time — FAILED

Disable External Name Release — FAILED
Enable PTMU Discovery — FAILED
TcpMaxConnectResponseRetransmissions — FAILED
TcpMaxConnectRetransmissions — FAILED
Security Filters — FAILED

7 Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

w Reqgistry Edit Tree Wiew Security Options ‘Window Help - |ﬁ'|1|
50 TapiSr ~||AnowUnqualifiedQuery : REG_DWORD - 0
=1 Tepip DataBasePath : REG_EXPAND_SZ : % SystemPoot®\System32idriversie

DeadGWDetectDefault : REG_DWORD : 0x1
Darmain: REG_SZ
DontAddDefaultGatewayDefault: REG_DWORD : 0
EnablelCkMPRedirect: REG_DWORD : 0x1

Pe :

£ Security EnableSecurityFilters : REG_DWORD : 0
1 ServicePravider ForwardBroadcasts : REG_DWORD . 0
FCO TDASYMC Hosthame : REG_SZ : serverl
—C1 TODIFX IPEnableRouter: REG_DWORD - 0
FEOTONETE MNamesSerser BEG_S5Z .
G0 TORPIFE MY Hosthame : REG_SZ : serverl
FC1TDSPX PrioritizeRecordData : REG_DWORD : Dx1
FETOTCR Searchlist: REG_ZZ : ancsco.com,jbcpa.netancsco.lol jbopalcl

UseDomainMameDevolution : REG_DWORD : 0x1
G0 TermService
-3 TermServLicensing

FGtga

-2 TintSwr J

5 TrkSwr

G0 Trkiwks

-0 Udis

— e d Kl | B

Router Discovery — FAILED
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7 Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

w Reqgistry Edit Tree Wiew Security Options ‘Window Help ;Iilll
G0 TapiSre »||AddressType : REG_DWORD : D
-3 Tepip DefaultGatewsy : REG_MULTI_SZ:192.168.9.1 ..
-3 Enum DefaultGatewayhetric: REG_MULTI_SZ :1 ..
2 Linkage DhepClassldBin : REG_BINARY
=1 Parametars DhepServer: REG_SZ : 256.255.255.2585
Adapters DisahleDynamicUpdate : REG_DWORD : 0
DMSRegisteredAdap  [|[Domain: REG_SZ : ancsco.lcl
= Interfaces EnableAdapterDomainMameRegistration : REG_DWORD : 0x1

£ {94DIEEC-97C4-
1 {BE19ACTI-BBCA

21 PersistentFioutes

EnableDeadGwWhetect: REG_DWORD : 0x1
EnableDHCP : REG_DWORD : 0
Interfacerdetric : REG_DWWORD : 0x1
IPaddress  REG_MULTI_SZ :192.168.9.5 ..

£ 'Winsaock, IPAutoconfigurationAddress : REG_SZ : 0.0.0.0
1 Performance IPAutoconfigurationtask : REG_SZ : 255.265.0.0
-0 Security |IPautoconfigurationSeed : REG_DWORD : 0
0 ServiceProvider Lease : REG_DWORD : Oxel0
FCO TDASYMC LeaseObtainedTime : REG_DWORD : 0x32715495
—C1 TODIFX LeaseTerminatesTime : REG_DWORD : Ox3e7162a5
FEOTONETE MNamesSerer: REG_SZ:192.168.95
-5 TORIFE MTEContextList: REG_MULTI_SZ : 0x00000002 ...
FC1TDSPX RawlFPAllowedProtocols : REG_MULTI_SZ .0 ..
F TOTCP J Subnettdask : REG_MULTI_SZ : 265.256.255.0 ...
TermDD T1:REG_DWORD : 0x3e715k49d
TermService T2:BREG_DWORD : 0x3e7160e3
TermSerdicensing TCPAllowedPorts : REG_MULTI_SZ : 0 ..
& tga UDPAllowedPorts : REG_MULTI_SZ:0 ..
al L 50 Tt e LILIIUSeZerDBrDadcaSt: BEG_DWORD 0

Disable LMHASH Creation — FAILED
Harden NTLM SSP — FAILED

= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]
n&egistry Edit Tree Yiew Security Options ‘Window Help

tMediaCategories
Medialnterfaces
MediaFroperies
MediaResources
MediaSets
Metwork
MetworkProvider

-3 PriorityCantrol

-3 ProductOptians
Fedbook
SafeBoot

ScsiPort
SecureFipeServers
SecurityProviders
-0 Senver Applications
-3 ServiceCurrent
-2 ServiceGroupCrder
ServiceProvider
G Session Manager
-1 Setup

] Stilllmage

SystemPesources
L 50 Tarrminal Son e

2 ||auditbaseohjects : REG_DWORD : 0

Authentication Packages : REG_MULTI_SZ : msw1_0 ...
Bounds : REG_BIMNARY: 0030000000 2000 00
crashonauditfail : REG_DWORD 0
fullprivilegeauditing : REG_BINARY : 00
Imcompatibilitylevel : REG_DWORD : 0x1

LsaPid: REG_DWWORD : 0x114

restrictanonymous | REG_DWORD : 0x1
SecureBoot: REG_DWORD : 0x1
Security Packages : REG_MULTI_SZ : kerberos msv1_0 schannel ...

~f4] |

=18 ]

MNotification Packages : REG_MULTI_SZ : FPMNWCLNT RASSFM KDCSWC

Disable all Autorun — PASSED
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7 Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]

wﬁegistry Edit Tree Wiew Security Options Window Help

-1 Officelpdate
- policies

23 ManEnum

ActiveDasktop

=

MoActiveDesktop : REG_DWORD : 0x1
MaoDisconnect: REG_DWORD
oFun : A0

NDFlIeASSDmate CBEG_DWWORD : 0x1

ShowSuperHidden : REG_DWORD : 0x1

© SANS Institute 2005,

£ Ratings

£ system
-3 Reinstall
-0 Reliability
~C1 Run
-3 RunOnce
-3 RunOnceEx
-3 Setup
-3 SharedDLLs
-3 Shell Extensions
-3 ShellCompatibility
-3 ShellScrap
3 ShellServiceObjactDelay
] Stilllmage
Syncmgr
3 Telephony
Unimodern
Uninstall

E0WebChack

G0 Welcome

L 5 i mases | |n.—4,=+g| _ILI
»

Registry Permissions

Software\MicrosoftWindows\CurrentVersion\Run — FAILED

Permissions For Run ﬂ E

Security |
Name =] Add
¢ CREATOR DWHER
!ﬁ Power Users [SERVERTSPower Users) ﬂl
€7 SYSTEM

Permizsions: Al Dery
Read O
Full Cartral O O

Advanced... |

~ Allow inheritable permizzions from parent to propagate to this

object
(0] 4 I Cancel Lpply
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Software\MicrosoftWindows\CurrentVersion\RunOnce — FAILED

Permissions for RunOnce E

Securty |

Mame

!ﬁ Administrators [SERWVERT WA dministrators)

€7 CREATOR OWNER
!ﬁ Powser zers [SERVERT\Power U zers)

Advanced... |

u Aillovy inheritable permizzions from parent to propagate ko this

object

€7 SYsTEM

Permizzions: Al Deny
Read O
Full Contral O O

o |

Cancel |

Epply |

Software\MicrosoftWindows\CurrentVersion\RunOnceEx — FAILED

Permissions for RunOnceEx H

Security |

Mame

m Adminigtrators (SERVER1%Administrators)

€7 CREATOR OWNER
ﬁ Power Uszers (SERVER T Power Users)

Bemove |

Add..

Advanced... |

r Allow inheritable permizsions from parent to propagate ta this

ohject

€7 SvYSTEM

@ Users [SERVERT sers]

Permizzions: Allow Deny
Read a
Full Cartral a O

o |

Cancel

&pply
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Software\MicrosoftWindows\CurrentVersion\Uninstall — FAILED

Permissions for Uninstall E

Securty |

Name [ Add...

!ﬁ Administrators [SERWVERT WA dministrators)
€7 CREATOR OWNER ﬂl

!ﬁ Powser zers [SERVERT\Power U zers)

€7 SYsTEM
[SERVER % zers]

Permizzions: Al Deny
Read O
Full Contral O O
Advanced... |

= Aillovy inheritable permizzions from parent to propagate ko this

object
oK I Cancel Apply

Software\Microsoft\Windows\CurrentVersion\AeDebug — PASSED

Key does not exist

Software\Microsoft\Windows\CurrentVersion\WinLogon — PASSED

Key does not exist

Software\Microsoft\Rpc — FAILED

69

© SANS Institute 2005, As part of GIAC practical repository

Author retains full rights.



Permissions for Rpc ﬂ

Security I

Name | hdd.

ﬁs Administrators [SERYER1 \Administrators)

€7 CREATOR D\WNER ﬂl
ﬁi Fower Users [SERVERTPower Users)

€7 SvSTEM

@ Uszers (SERYERT\Uzers)

Permiszions: Allaw Deny
Read a
Full Cantral O a
Advanced. . |

r Allow inhentable permizzions from parent to propagate to this

object

ak. I Cancel | Spply I

3.2.7. Item SH7: Results - Account Policies, PassProp and Protected Tools

Findings

Passprop settings — Passed

Password Policies — Failed

Minimum Password Age 45 days is MORE stringent than
recommendation — Passed

Minimum Password Age 0 days —Would allow a user to
change password immediately. This is commonly used to
bypass the number of passwords remembered. (i.e. User
changes password 5 times and the 6" time sets the
password back to the original password)

Recommend setting this to 5

Risk (8) = Threat (2) + Vulnerability (4) + Likelihood (2)
The risk for this finding is LOW

Recommended more stringent password policy for Minimum
password length. Current setting allows NO PASSWORD.
Many users would use NO PASSW ORD out of
convenience.

This may not threaten system as much as user data, but
system would be under threat from possible DOS if an
attacker used the account to login and use all available TCP
connections.

Risk (26) = Threat (8) + Vulnerability (10) + Likelihood (8)
The Risk for this finding is HIGH

Protected utilities — Failed

Many utilities listed can be used by a user to bypass many
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protected executables. FTP, forinstance, can be used to
download a desired executable that bypasses the local
system executable to attack the system or attack other
systems. This does require more knowledge of the utilities
and what they can do. Interviews with the computer
consultant indicates that the proposed userbase for this
server do have a more complete working knowledge of their
computers than an everyday user.

Therefore, protecting these utilities is more critical on a
Terminal Server and especially one exposed to the Internet.
Granting access to any of these utilities should be carefully
reviewed on a case-by-case basis with a clear
understanding of the purpose of the server.. In this case, a
QuickBooks Bookkeeping system.

Risk (27) = Threat (8) + Vulnerability (10) + Likelihood (9)
The Risk for this finding is HIGH

The Windows 2000 Resource kit is NOT installed — Passed
Total Risk (20.6) = (62/3)

The Total Risk for this Check Item is HIGH

Passprop

4] O WINNT  system 32 crnd.exe

C:vJ>passprop

Passwords may be simple
The Administrator account may be locked out except for interactive logons
on a domain controller.

Can2o

Password Policies
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MC - [Console Root'\Sec
% gonsole

H Action  Wiew  Favarkes H & = |

ity Configurati

Window  Help

IR

Policy _#

Tres | Favorites |

L Console Root
Lacal Computer Palicy
Local Users and Groups (Local)
Security Templates
security Corfiguration and Analysis
=38 Accourt Policies

Local Polcies
Event Log
-8 Restricted Groups
(-8 System Services
-8 Registry
28 File system

S wiNs

[ DatabaseSetting | Computer Setting |

nforce password history 0 passwords remem... 0 passwords remem. .
aximum passward age 90 days 42 days

irimum password age 5days

irifnum password length 4 characters 0 charatters

asswords must mest complexdty r... Enabled Disabled

[#5tore password using reversible e...  Disabled Disabled

0 days

Account Lockout Policy

MME - [Console Root\Security Configuration and Anal:

ccount Lackout Policy]

| adtion  wiew  Favorites |J & = | [ % @ |
Tree IFavthes | Folcy /. [ Datsbase Setting | Computer Setting |
23 Cansole Roat 2 Accaunt lackout duration 30 minukes 30 mindkes
[-#93 Local Computer Policy ccount lockout threshold S invalid logon atte...  Oinvalid logon atte. ..
Local Users and Groups {Local) [BReset account lockaut counter after 30 minutes 30 mindtes

-4
-3 Security Templates
=1 {5 Security Configuration and Analysis
-2 account Policies
Password Policy

- 48] Local Palicies
Ewent Log

& Restricted Groups

{8 System Services

& Registry

& File System

-] WInS

Protected Utilities
Red = Failed

Note: Where there is nothing listed under the filename, which indicates that the respective
file is not installed.

cacls c:\winnt\Rei Edit.exe
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BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\append.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\attrib.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\cacls.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\change.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\chcp.com

BUILTINVAdministrators:F
NT AUTHORITY\ASYSTEM:F

cacls c:\winnt\system32\chglogon.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\chgport.exe

BUILTIN\Administrators:F
NT AUTHORITYNSYSTEM:F
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cacls c:\winnt\system32\chgusr.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\chkdsk.exe

|

BUILTIN\Administrators:F

NT AUTHORITY\ASYSTEM:F

cacls c:\winnt\system32\chkntfs.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\cipher.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\cluster.exe

BUILTIN\Administrators:F
NT AUTHORITYNSYSTEM:F

cacls c:\winnt\system32\cmd.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\command.com

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\compact.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F
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cacls c:\winnt\site m32\convert.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\cscript.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\sitemSZ\dciromo.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnf\system32\debug.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\sEte m32\dfscmd.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\diskcomp.com

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\diskcopy.com

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\doskey.exe
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BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\edlin.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\exe2bin.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\expand.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\fc.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\find.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\findstr.exe

BUILTIN\Administrators:F
NT AUTHORITYNSYSTEM:F

cacls c:\winnt\system32\finger.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F
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cacls c:\winnt\site m32\forcedos.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\format.com

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\site m32\fi.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\hostname.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\iisreset.exe

cacls c:\winnt\site m32\iicorrfii exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\ipxroute.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\label.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\logoff.exe
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BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\makecab.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\mem.exe

BUILTIN\Administrators:F

Everyone:R

cacls c:\winnt\system32\mmc.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\mode.com

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\more.com

BUILTINVAdministrators:F

NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\mountvol.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\msg.exe

BUILTIN\Administrators:F

NT AUTHORITY\ASYSTEM:F
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cacls c:\winnt\site m32\nbtstat.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\net.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\site m32\net1.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\netsh.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\site m32\netstat.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\nslookup .exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\site m32\ntbackui.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\ntdsutil.exe

BUILTIN\Administrators:F
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NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\ntsd.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\os2.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\passprop.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\pathping.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\ping.exe

|

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\posix.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\print.exe

1

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\query.exe
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BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\rasdial.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\rcp.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\recover.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\regedt32.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\regini.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\register.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\regsvr32.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F
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cacls c:\winnt\site m32\reilace exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\reset.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\site m32\rexec.exe

BUILTINVAdministrators:F

NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\route.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\site m32\routemon.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\router.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\site m32\rsh.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\runas.exe

BUILTINVAdministrators:F
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NT AUTHORITY\SYSTEM:F
EveryoneR

cacls c:\winnt\system32\runonce .exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\secedit.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\setfpwd.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\shadow.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\share.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\snmp.exe

cacls c:\winnt\system32\snmptrap.exe

cacls c:\winnf\system32\srvmgr.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\subst.exe

BUILTINVAdministrators:F
NT AUTHORITY\SYSTEM:F
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cacls c:\winnt\system32\sysedit.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F
Everyone:R

cacls c:\winnt\system32\syskey.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\taskmgr.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\telnet.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\termsrv.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tftp.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tintadmn.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tintsess.exe
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BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F

cacls c:\winnt\system32\tintsrv.exe

cacls c:\winnt\system32\tracert.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tree.com

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tsadmin.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tscon.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tsdiscon.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\tskill.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\tsprof.exe

BUILTIN\Administrators:F
NT AUTHORITY\SYSTEM:F
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cacls c:\winnt\system32\tsshutdn.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\usrmgr.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\winmsd.exe

BUILTIN\Administrators:F
NT AUTHORITYNASYSTEM:F

cacls c:\winnt\system32\winver.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnf\system32\wmimgmt.msc

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\wscript.exe

BUILTIN\Administrators:F
NT AUTHORITYASYSTEM:F

cacls c:\winnt\system32\xcopy.exe

BUILTINVAdministrators:F
NT AUTHORITYASYSTEM:F

3.2.8. Item SHS8: Results - Terminal Server Specific
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Findings All checks PASSED

© SANS Institute 2005,

RDP set to High Encryption — PASSED

RDP-Tcp Properties

Remate Control I Client 5 ettings I Metwork Adapter I Permizzsions I

General I Logon Settings I Sessionz I Environment
RDP-Tep

Type: Microsoft RDP 5.0

Tranzport: tcp

LComment: ||
Encryption
Encrpption lewvel: High j

All data zent between the client and the server iz protected by
encryption bazed on the gerver's masimum key strength.

Ird Uze standard Windows authentication

QK I Cancel | Apply

Sessions Tab — PASSED

RDP-Tcp Properties ?
Femote Contral I Client S ettings I Metwork Adapter I Permizsionz I
General I Logon Settings Seszions Environment

Llze thig tab to zet Teminal Services timeout and reconnection seftings.

End a disconnected session: |3D minutes =
Agtive gezsion limit: INever ﬂ
Idle sesgion limit: |1 hour ﬂ

W Overide uzer settings
‘when sezsion limit iz reached or connection iz broken:
" Disconnect from session

& End zezsion

= Overide user settings
Allow reconnection:

= Erom ary. clisnt

! From previous client

QK I Cancel Apply
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Client Settings Tab — PASSED

RDP-Tcp Properties HE

General | Logon Settings I Sessions I
Remote Control Client Settings | MNehwark Adapter

Enviranment
I Permissions

Conhection

[V ilse connection settings from user settings
I™ | Connect client dives at lngan

¥ | Connect client printers at lagon

[ | Defalt to main client printes

Dizable the fallowing:
¥ | Drive mapping
[~ windows printer mapping
¥ LPT port mapping
¥ COM paort mapping
[~ Clipboard mapping
¥ | Sudio mapping

oK I Cancel

Apply

Permissions — PASSED

RDP-Tcp Properties E

E nviranment I

General | Logon Settings I Seszions |
Remate Cortral | Client Settings I Metwork &dapter Permissions
Nare | Add. |
!ﬁ Admin_Femate (SERYERTWAdmin_Femote]
f qoway (SEFVEFIT) _ Bemove |
!ﬁ QB_Users [SERVERTWIE_Users) Default |
€7 SYSTEM
Permizgions: Allow Deny
Full Control a
User Aocess a
Guest Aocess a

Advanced... |

k. I Cancel Apply
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3.3.Internal Scan for Open Ports and Services

3.3.1. Item IPS1: Results - Internal Nessus Scan

Findings

Normal open ports for Microsoft where found.
No unexpected services where identified with
the port scan.

Scan results showed normal internal Microsoft ports all with a LOW severity. External

scan indicated that these ports ARE being blocked by the firewall from being reached

externally. EGRESS scan could not be performed due to client request not to perform

Egress scans.

A recommendation to place this server on an isolated DMZ will be made to address

possible issues presented from the backend network and the hosting faciliies Web

Server. These devices/networks where not scanned under the restrictions of the scope of

work.

The only port exposed to the Internet is Port 3389 for the RDP connection. This will be

addressed in the external scan results.

NESSUS SECURITY SCAN REPORT

Session Name : XY Scan Internal

Open ports:

Service: domain (53/tcp)

Severity: Low

A DNS server is running on this port. If you do not use it, disable it.

Risk factor : Low

© SANS Institute 2005,
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Service: domain (53/udp)

Severity: Low

A DNS server is running on this port. If you do not use it, disable it.

Risk factor : Low

Service: domain (53/udp)

Severity: Low

Risk factor : Low

Service: cap (1026/tcp)

Severity: Low

Distributed Computing Environment (DCE) services running on the remote host can be enumerated by

connecting on port 135 and doing the appropriate queries.

An attacker may use this fact to gain more knowledge about the remote host.

Solution : filter incoming traffic to this port.

Risk factor : Low

Service: epmap (135/tcp)

Severity: Low

Distributed Computing Environment (DCE) services running on the remote host can be enumerated by

connecting on port 135 and doing the appropriate queries.

An attacker may use this fact to gain more knowledge about the remote host.

Solution : filter incoming traffic to this port.

Risk factor : Low
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Service: generalficmp

Severity: Low

Service: ms-wbt-server (3389/tcp)

Severity: Low

The Terminal Services are enabled on the remote host.

Terminal Services allow a Windows user to remotely obtain a graphical login (and therefore act as a local

user on the remote host).

If an attacker gains a valid login and password, he may be able to use this service to gain further access on
the remote host. An attacker may also use this service to mount a dictionnary attack against the remote host

to try to log in remotely.

Note that RDP (the Remote Desktop Protocol) is vulnerable to Man-in-the-middle attacks, making it easy for

attackers to steal the credentials of legitimates users by impersonating the Windows server.

Solution : Disable the Terminal Services if you do not use them, and do not allow this service to run across

the internet

Risk factor : Medium

CVE : CVE-2001-0540

BID : 3099, 7258

Service: netbios-ns (137/udp)

Severity: Low

Severity: Low

Distributed Computing Environment (DCE) services running on the remote host can be enumerated by
connecting on port 135 and doing the appropriate queries. An attacker may use this fact to gain more

knowledge about the remote host.

Solution : filter incoming traffic to this port.
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Risk factor : Low

Service: tip2 (3372/tcp)

Severity: Low

A MSDTC server is running on this port
Service: unknown (1034/tcp)

Severity: Low

Distributed Computing Environment (DCE) services running on the remote host can be enumerated by
connecting on port 135 and doing the appropriate queries. An attacker may use this fact to gain more

knowledge about the remote host.
Solution : filter incoming traffic to this port.

Risk factor : Low

3.4.External (Internet based) Scan for Open Ports and Services
3.4.1. ltem EPS1: Results - External Nessus Scan

External scan identified the services running on the FTP server and also appears to have
fingered the Web Server Operating system. This server was outside of the scope of this
audit and is not owned/operated by XY CPA.

| noticed that the NetGear FVVS-318 did respond to a number of the scan tests. Auditing
the FVS-318 was not part of the Audit, but this may indicate that the Firewall needs to
receive an updated firmware version and tighten down some of its configuration. |

removed the results detailing “holes” attributable to the non-audited devices

The one ltem for Port 3389 for the RDP (Terminal Services) connection. | will
recommend that the VPN capabilities of the F\VS-318 be used to mitigate the “Man-in-the-
Middle” vulnerability.

Session Name : XY External Scan
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Service: ms-wbt-server (3389/tcp)

Severity: Low

The Terminal Services are enabled on the remote host.

Terminal Services allow a Windows user to remotely obtain a graphical login (and therefore act as a local

user on the remote host).

If an attacker gains a valid login and password, he may be able to use this service to gain further access on
the remote host. An attacker may also use this service to mount a dictionnary attack against the remote host

to try to log in remotely.

Note that RDP (the Remote Desktop Protocol) is vulnerable to Man-in-the-middle attacks, making it easy for

attackers to steal the credentials of legitimates users by impersonating the

Windows server.

Solution : Disable the Terminal Services if you do not use them, and do not allow this service to run across

the internet

Risk factor : Medium

CVE : CVE-2001-0540

BID : 3099, 7258
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Section 4: Risk Assessment
Executive Summary

XY CPA requested a baseline security assessment of the XY CPA Terminal Server. The
purpose of the assessment was to determine the current level of security of the server.
The assessment results include both the areas that met the best practices
recommendations and areas that can the modified to improve the security level of the
server. The assessment has taken into account the level of risk that any deficiency
presents to the server. This report will allow XY CPA to determine what modifications are
deemed of highest priority in order to meet its customer’s security concerns.

The assessment found that the XY CPA contracted computer consultant had taken
reasonable steps to secure the server from Internet based attacks. However, there are
many areas where improvements can be made. Most of the recommended modifications
are designed to protect the server from the least considered threat, the end users
themselves.

We will detail the findings in the following sections as well as recommended
modifications.

Assessment Findings

We will begin by reviewing the items rated as high risk as these items should be at the top
of the list to correct. High-risk items should be addressed first and as funding allows
items of lesser risk should be addressed in order.

HIGH RISK ITEMS
COMPUTER CONFIGURATION - REGISTRY SETTINGS

Microsoft (Microsoft, 2003) has made recommendations to change many registry settings
and access permissions in order to protect the server from the users themselves. During
the assessment, these registry items where assessed in comparison to the Microsoft
recommendations, as detailed in the Microsoft Windows 2000 Server Hardening Guide.
Many of the registry changes are designed to protect the server for inadvertent user
actions that can cause damage to the servers’ operating system and potentially threaten
other users’ ability to use the system.

PASSWORD POLICIES

The assessment discovered that the servers’ security policies allow the users to have a
zero length password. In other words, this policy allows a user to have no password
whatsoever. An attacker that obtained the users account name could login and change
the users’ files and accounting information. This risk is quite serious to the XY CPA firm

in the event a client using the terminal server has their accounting data changed, deleted
or stolen.
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PROTECTED UTILITIES

The Microsoft Windows 2000 operating system, by default, allows users to access many
programs and utilities that can pose a serious threat to the server. Users can access
programs that allow them to transfer files to the server, replace permissions on files, or
run applications that could be used to gather information about the network and other
users. Corp-Sec (Corp-Sec, 2004), an independent organization of systems
administrators focused on security, has compiled a list of utilities that should be secured
to prevent undesired activities by the users of your system. Each of these utilities was
checked to determine if a user could execute them. The default permissions where still in
effect on these files thus still allowing users to execute nearly every utility checked.

FILE ACCESS CONTROL LIST

Corp-Sec has identified various files and directories that are not utilities, but are critical to
the core operation of the server. Many of these control how the server boots, saves
restore information, and security databases. The assessment checked these files to
determine if the permissions on these files met the recommended settings. Many of the
files checked allowed regular users to access these files or directories. Access to these
items could allow a user to obtain sensitive information about the server. In the event the
permissions allow the user to modify the files, server failure could result if the user
changes or deletes these files.

MEDIUM RISK ITEMS
UNNEEDED WINDOWS COMPONENTS

In keeping with the recommendations of Microsoft (Microsoft, 2003) and Corp-Sec (Corp-
Sec, 2004), the assessment reviewed what additional accessories and utilities where
installed on the server. None of the commonly installed applications that normally pose a
risk to the server were installed. The assessment did identify that two services were
installed that did not appear to be necessary for supporting the XY CPA clients. Domain
name Services (DNS) and Windows Internet Naming Service (WINS) have been installed.
It was confirmed during the external security scan that neither of these services can be
reached form the Internet. A user on the server could use these services to gain
knowledge of and access to other servers, workstations, and services on the internal
DMZ network.

EXTERNAL SECURITY SCAN

TCP ports 21, 80, and 3389 where identified during the external Nessus scan. The Web
Server located on the same DMZ as the terminal server services ports 21 and 80. That
server is out of the scope of this assessment. Port 3389 is the common TCP Microsoft
Terminal Server RDP port. Earlier verification of the RDP configuration showed that this
service is properly setup for normal user access. The Terminal Services RDP protocol is
that it is vulnerable to the “Man-in-the-Middle” attack.

To summarize, this attack requires an attacker to hijack the DNS address of the server
and redirect normal users to a system that masquerades as the real server. A user will
logon to the masquerading server and then the masquerading server will use those users’
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credentials to access the real server, thus acting as a Middle-Man in the user’s sessions.
An attacker can capture all information being passed between the user and the server.

In order to address client concerns of security from the internet, XY CPA should strongly
consider implementing a VPN and eliminate direct access to the Terminal Server from the
internet.

PHYSICAL

We arranged to visit the computer facilities housing the server. Overall security of the
facility was good. Backup electrical power is currently provided by a dedicated1500 Watt
UPS and a manually connected electrical generator for facility wide emergency power.
The computer consultant must manually connect and start the generator if power is lost to
the facility for more than 1 hr. This will not pose much of a problem during the summer
months, but severe winter storms could prevent the consultant from reaching the facility
before the UPS system fails. Total loss of access to the server would result for however
long the facility is without power.

Low RISK ITEMS
PHYSICAL — ACCESS CONTROLS

The computer facility has relatively good access controls. Iltems that were noted to be
missing where no guards for controlling access to the building, no visitors log
documenting who visited the facility and when, and lack of a video surveillance system.

With no active response security, such as a guard, an intruder could obtain access to the
computer room and steal the hardware before local law enforcement could arrive.

Access logs are necessary for auditing and security review. This also forces additional
verification of a visitor’s purpose for accessing the facility.

INTERNAL SECURITY SCAN

The internal Nessus scans did not reveal any unexpected services running on the server.
The firewall appears to be properly blocking access to the more sensitive Microsoft
services from the Internet. However, many of these services are not necessarily needed
for the proper operation of the server and do pose a slight threat to the intemal DMZ if a
user of the terminal server has the knowledge to access the service to obtain information
about the intemal network.

Assessment Recommendations

The greatest threat to the XY CPA Terminal Server is from the end users or clients. The
majority of these threats are easily mitigated through various file and registry changes to
the server in order to reduce the vulnerabilities.

We have already provided the required script files and Regedit files to implement all the
registry values and file changes recommended to the XY CPA Computer consultant. This
was done to reduce time to implement and to provide the XY CPA computer consultant a
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means to re-verify the settings against the recommended settings. Additional changes to
the registry permissions have also been detailed for the computer consultant to
implement once XY CPA management gives authorization to do so.

HIGH RISK ITEMS
COMPUTER CONFIGURATION - REGISTRY SETTINGS

Changing the registry setting to the recommended values requires no funding other than
labor. The majority of these changes can be automated and be applied in relatively short
order. The only risk to applying these changes is possible conflicts with the QuickBooks
application. Some testing must be performed to insure no adverse effects to the
applications operations results.

PASSWORD POLICIES

Changing the password policy to require at least an 8-character length password is a
simple administrative task that task only a few seconds of time. Customer support to
existing clients currently using passwords of less than eight characters may be needed.
For those clients using no password XY CPA will need to conduct training to instruct
those users of the dangers posed by having no password. Funding for this item will be
labor only.

PROTECTED UTILITIES

Locking down access to sensitive utilities is mandatory to prevent the clients from
threatening the operating system. Inadvertent modifications to the server’'s configuration
can result in loss of service. These utilities can be locked down via the means of a simple
script that the computer consultant can run.

FILE ACCESS CONTROL LIST

Again, this is a simple and relatively low risk item to mitigate. Setting the access
permissions to allow only administrators of the server to make changes will reduce the
server’'s vulnerability to an end user from making changes to sensitive system level files.
A script can be run to set the correct Access Control List properties of the files.

MEDIUM RISK ITEMS
UNNEEDED WINDOWS COMPONENTS

Removal of the Windows Internet Name service and Domain Name Service is highly
recommended. The presence of these services does not necessarily pose a threat to the
server as much as it poses a threat to the remaining systems on the DMZ. There is
requirement for these services to be running for proper operation of the QuickBooks
application and therefore should be removed at the earliest opportunity.

If there is business need for these services within the DMZ or internal backend network, a
separate server running these services needs to be deployed.

EXTERNAL ACCESS

We recommend moving all XY CPA clients to use the VPN to connect to the terminal
server and removing access to the Terminal server directly from the internet. This
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solution eliminates the vulnerability of a “Man-in-the-Middle” attack and further secures
the clients data. This may require XY CPA to absorb the cost of deploying the NetGear
VPN software to the client.

PHYSICAL

XY CPA needs to work with the hosting facility to provide a more reliable means of
emergency power. Local building regulations may restrict deployment of an emergency
electrical generator to provide power in the event of an extended outage. XY CPA and
the hosting facility should research options for providing extended emergency power to
the facility and/or obtain insurance to mitigate the costs or an extended electrical power
outage. This item will pose the most significant cost if implemented.

Low RISK ITEMS
PHYSICAL — ACCESS CONTROLS

XY CPA and the host facility will need to agree on the need to provide an access log to
document visitors to the computer floor.

INTERNAL DMZ

We recommend that XY CPA take advantage of the VPN capabilities of the existing
NetGear FVS-318 Firewall. However, due to the way the NetGear OEM implements its
VPN, additional network changes will need to be implemented. This firewall is designed
for Small Office/Home Office (SOHO) use. Interviews (XY CPA Interviews, 2004) with XY
CPA and the computer consultant indicated that this was not an issue for them and they
were satisfied with staying with the NetGear product.

We are recommending that the Terminal Server be placed on a separate DMZ from the
rest of the server farm located in the hosting facility. This is to reduce the threat from
other systems on the DMZ that may be compromised and used to attack the XY CPA
Server, reduce the threat to VPN clients connected to the Terminal Servers DMZ, and to
reduce the possible threat and liability of XY CPA in the event that the Terminal Server is
ever compromised and is used as an internal attack point against other systems residing
on a shared DMZ.

Isolating the Terminal Server will also mitigate threats to/from the interal network and
other devices on the shared DMZ.
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Figure 2. Recommended Network Configuration
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ADDITIONAL RECOMMENDATIONS

While the following items where not in the original scope of work, we feel the following
points need to be addressed.

Documentation of the Terminal Servers configuration is not maintained in hard copy. The
computer consultant has notes, system information printouts, and remembered steps to
rely on the rebuild the server in the event of a failure. Full system configuration
documentation must be created and maintained in the event the server fails and
especially if the computer consultant is no longer available to rebuild the server.

Egress filter testing needs to be performed to determine if any outbound filtering is
needed. Egress filtering was requested not to be performed during this audit.
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Security audit of the NetGear FVS-318 should be conducted to determine the current
security posture of the device and possible changes to improve any deficiencies.

Backups need to be tested to insure that the end users data can be reliably restored in a
reasonable period of time.

A disaster recovery plan needs to be created and tested. The hosting facility had no
disaster recovery plan for the XY CPA Terminal Server when asked. Current support is
limited to hosting the server on the DMZ.

The NetGear FVS-318 Firewall is owned by XY CPA. However, the hosting facility
appears to be using the firewall to provide services to other customers. XY CPA will need
to revisit the terms of its hosting agreement to allow the firewall to provide a dedicated
DMZ to the Terminal Server. It should be noted that the computer consultant has raised
this issue with the hosting facility before with no resolution. As we detailed earlier, the
shared DMZ poses a threat to the XY CPA terminal server from other systems residing on
the DMZ and from the back-end internal network.

Summary

XY CPA can significantly improve the security posture of the terminal server by
implementing the above recommendations. The majority of our recommendations can be
rapidly implemented at little to no cost.

By doing so, XY CPA can address their clients security concerns and provide a secure
environment to the client no matter where they require access from.

Review of the current hosting configuration will also improve the security of the Terminal
server if a separate DMZ can be created that isolates the XY CPA Temminal Server from
the rest of the hosting facilities networks.

XY CPA should conduct regular security audits of the systems to evaluate and respond to
new threats to the systems. Security is a continuing issue that XY CPA needs to balance

against its normal operations in order to provide its customers with the most secure
environment possible.
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Appendixes
Appendix A — Checking File Permissions for SH2 and SH7

Batch file used to check permissions for certain sensitive files

Save these entries to a file (ex: check_files.cmd) and run the script

Redirect the output to a file for document the results. (i.e.: check files.cmd >
file_check.txt)

Cacls is part of the default Windows Operating system.

cacls c:\

cacls c:\boot.ini

cacls c:\ntidr

cacls c:\ntdetect.com

cacls c:\winnt\repair

cacls c:\winnt\security

cacls c:\winnt\system32\config

cacls c:\winnt\system32\dllcache
cacls c:\winnt\system32\lodfiles

cacls c:\winnt\RegEdit.exe

cacls c:\winnt\system32\append.exe
cacls c:\winnt\system32\attrib.exe
cacls c:\winnt\system32\cacls.exe
cacls c:\winnt\system32\change.exe
cacls c:\winnt\system32\chcp.com
cacls c:\winnt\system32\chglogon.exe
cacls c:\winnt\system32\chgport.exe
cacls c:\winnt\system32\chgusr.exe
cacls c:\winnt\system32\chkdsk.exe
cacls c:\winnt\system32\chkntfs.exe
cacls c:\winnt\system32\cipher.exe
cacls c:\winnt\system32\cluster.exe
cacls c:\winnt\system32\cmd.exe
cacls c:\winnt\system32\command.com
cacls c:\winnt\system32\compact.exe
cacls c:\winnt\system32\convert.exe
cacls c:\winnt\system32\cscript.exe
cacls c:\winnt\system32\dcpromo.exe
cacls c:\winnt\system32\debug.exe
cacls c:\winnt\system32\dfscmd.exe
cacls c:\winnt\system32\diskcomp.com
cacls c:\winnt\system32\diskcopy.com
cacls c:\winnt\system32\doskey.exe
cacls c:\winnt\system32\edlin.exe
cacls c:\winnt\system32\exe2bin.exe
cacls c:\winnt\system32\expand.exe
cacls c:\winnt\system32\fc.exe

cacls c:\winnt\system32\find.exe
cacls c:\winnt\system32findstr.exe
cacls c:\winnt\system32\finger.exe
cacls c:\winnt\system32\forcedos.exe
cacls c:\winnt\system32\format.com
cacls c:\winnt\system32\ftp.exe

cacls c:\winnt\system32\hostname.exe
cacls c:\winnt\system32\iisreset.exe
cacls c:\winnt\system32\ipconfig.exe
cacls c:\winnt\system32\ipxroute.exe
cacls c:\winnt\system32\label.exe
cacls c:\winnt\system32\logoff.exe
cacls c:\winnt\system32\makecab.exe
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cacls c:\winnt\system32\mem.exe
cacls c:\winnt\system32\mmc.exe
cacls c:\winnt\system32\mode.com
cacls c:\winnt\system32\more.com
cacls c:\winnt\system32\mountvol.exe
cacls c:\winnt\system32\msg.exe
cacls c:\winnt\system32\nbtstat.exe
cacls c:\winnt\system32\net.exe
cacls c:\winnt\system32\net1.exe
cacls c:\winnt\system32\netsh.exe
cacls c:\winnt\system32\netstat.exe
cacls c:\winnt\system32\nslookup.exe
cacls c:\winnt\system32\ntbackup.exe
cacls c:\winnt\system32\ntdsutil.exe
cacls c:\winnt\system32\ntsd.exe
cacls c:\winnt\system32\os2.exe
cacls c:\winnt\system32\passprop.exe
cacls c:\winnt\system32\pathping.exe
cacls c:\winnt\system32\ping.exe
cacls c:\winnt\system32\posix.exe
cacls c:\winnt\system32\print.exe
cacls c:\winnt\system32\query.exe
cacls c:\winnt\system32\rasdial.exe
cacls c:\winnt\system32\rcp.exe
cacls c:\winnt\system32\recover.exe
cacls c:\winnt\system32\regedt32.exe
cacls c:\winnt\system32\regini.exe
cacls c:\winnt\system32\register.exe
cacls c:\winnt\system32\regsvr32.exe
cacls c:\winnt\system32\replace.exe
cacls c:\winnt\system32\reset.exe
cacls c:\winnt\system32\rexec.exe
cacls c:\winnt\system32\route.exe
cacls c:\winnt\system32\routemon.exe
cacls c:\winnt\system32\router.exe
cacls c:\winnt\system32\rsh.exe
cacls c:\winnt\system32\runas.exe
cacls c:\winnt\system32\runonce.exe
cacls c:\winnt\system32\secedit.exe
cacls c:\winnt\system32\setpwd.exe
cacls c:\winnt\system32\shadow.exe
cacls c:\winnt\system32\share.exe
cacls c:\winnt\system32\snmp.exe
cacls c:\winnt\system32\snmptrap.exe
cacls c:\winnt\system32\srvmgr.exe
cacls c:\winnt\system32\subst.exe
cacls c:\winnt\system32\sysedit.exe
cacls c:\winnt\system32\syskey.exe
cacls c:\winnt\system32\taskmgr.exe
cacls c:\winnt\system32\telnet.exe
cacls c:\winnt\system32\termsrv.exe
cacls c:\winnt\system32\fftp.exe
cacls c:\winnt\system32\tintadmn.exe
cacls c:\winnt\system32\tintsess.exe
cacls c:\winnt\system32\tintsrv.exe
cacls c:\winnt\system32\tracert.exe
cacls c:\winnt\system32\tree.com
cacls c:\winnt\system32\tsadmin.exe
cacls c:\winnt\system32\tscon.exe
cacls c:\winnt\system32\tsdiscon.exe
cacls c:\winnt\system32\tskill.exe
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cacls c:\winnt\system32\tsprof.exe
cacls c:\winnt\system32\tsshutdn.exe
cacls c:\winnt\system32\usmmgr.exe
cacls c:\winnt\system32\winmsd.exe
cacls c:\winnt\system32\winver.exe
cacls c:\winnt\system32\wmimgmt.msc
cacls c:\winnt\system32\wscript.exe
cacls c:\winnt\system32\xcopy.exe
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