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Abstract 
 
 

A department for a University has launched a project in which several Intrusion 
Detection sensors and port and vulnerability scanning clusters will be logging 
data to a central server.  The overall goal of this project is to have a central 
repository updated in real time of all IP addresses on their network.   This 
database will house information such as IDS alerts, NESSUS scans and NMAP 
scans for these IP Addresses.  As an alert is registered in the IDS sensor or as a 
vulnerability is found from a probe, a lookup can automatically occur finding the 
host and notifying appropriate contacts. 
 
The security of this database especially in regards to its integrity and enforcing 
non-repudiation is critical.  This database is running MySQL version 11.18 
Distribution 3.23.52 on a Dell PowerEdge box with SuSE Linux 8.0. 
 
For the purpose of this audit and since this box is already in production, we will 
assume that the current integrity of the box is clean, in other words it has not 
been compromised.  We will develop an audit checklist to audit this system and 
to help enforce system hardening.  This checklist will include both the operating 
system and the database instance. 
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The System to be Audited 
 
This audit will be conducted against a Dell PowerEdge 2650 running MySQL and 
SuSE Linux 8.0.  Interesting and possibly difficult hurdles that will be faced during 
this audit relate to the lack of information specific SuSE Linux.  SuSE Linux has 
recently begun to get more attention with its recent alliance with Novell.  
 
A brief listing of the database server’s hardware and software is: 
 

• Dell PowerEdge 2650 Chassy 
• 4 GB Ram 
• Dual 3.2 GHz Pentium Processor 
• 2 18GB SCSI Drives  RAID 0 
• 3 36GB SCSI drives  RAID 10 
• 2 Power Supplies 
• CD-Rom 
• Floppy 
• 10/100/1000 NIC 
• MySQL 11.18 Distrib 3.23.52 for pc-linux (i686) 
• Syslog 

 
A topology diagram of the systems that input and extract information into and 
from this database is provided in the next page.  The name of the project this 
database belongs to is CIRCE, (Computer Incident Reconnaissance Collection 
Engine) 
 
This database is to be hardened to only accept connections from scanning 
cluster hosts, IDS sensors, and certain system administrator machines.  To be 
more specific, there will be over 60 IDS sensors, 8 scanning hosts 2 LDAP trees, 
a scheduling server, 2 load balanced web front end servers, 5 developers, and at 
least 4 system administrators needing to touch this database server is some way 
or another. 
 
Because of the criticality of this database to keep this CIRCE system running and 
the importance of the data residing on this system to not be tampered with (thus 
the enforcing of data integrity) or stolen, it is extremely important this system be 
highly available, and secure.   
 
To add to the complication, this system was designed for a decentralized 
environment.  It was intended for departmental system administrators to log into 
the web front end and only see data that resides on CIDR blocks (Classless 
Inter-Domain Routing) that they are in control over.  Therefore, role based 
access and viewing must also be enforced.  
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System Components Overview 
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The Risks  
 
This section will outline and document the risks associated with this system.  
Before we go into definitions and examples of risk, we must also remember that 
this system resides on a major research university network.  Universities are 
notorious for being wide open and having any type of virus infestation, operating 
system and application vulnerability imaginable.  University networks can be a 
script kiddies, hackers, and phreakers playground. 
 
Let’s first layout some key terms that we will be using throughout this document.  
I will reference “Information Security Managers Handbook Volume 4” by Harold 
Tipton and Micki Krause for these terms, although you can find these definitions 
in many reference materials including www.nist.gov and the ISC2 CISSP study 
guide. 
 

Threats:  A threat is a force that could affect an organization or an 
element of an organization.  Threats can be either external or internal to 
an organization. 
 
A threat can be man made or something that occurs in nature, (IE being in 
the heartland, Tornadoes, Wild Fires, etc). 
 
Vulnerability:  A weakness or condition of an organization that could 
permit a threat to take advantage of the weakness to affect its 
performance. 
 
An obvious example, unpatched operating systems on computer 
workstations. 
 
Safeguards:  Or controls, measures that are designed to prevent, detect, 
protect, or sometimes react to reduce the likelihood – or to completely 
mitigate the possibility – of a threat to exploit an organization’s 
vulnerabilities. 
 
A typical safeguard could include firewalls both host based or network 
based, antivirus software, intrusion prevention and security awareness 
could all fall into this category. 
 
After implementing safeguards to take care of threats and hopefully 
address vulnerabilities you are now left with what is called residual risk.  
To clarify, residual risk is the examination of each vulnerability along with 
its existing safeguard. 
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Likelihood:  An overall rating that indicates the probability that a potential 
vulnerability may be exercised. 
 
Being a university with little to no control of network traffic, the likelihood of 
a vulnerability being exercised will be higher than a normal commercial or 
private network environment. 
 
Impact:  The loss resulting from the successful threat exercise of 
vulnerability.   
 

 

Threat Impact Analysis 
 

 
Threat Impact 

 
Wide Open University Network Easy reconnaissance – Increased 

likelihood of probing and scanning for 
vulnerabilities.  Essentially most 
universities are developed with little or 
no security in place, especially heave 
research institutions.  Without basic 
ingress or egress filtering, or simple 
firewalls or packet filters in place, 
scanning and port probing occur 
constantly. 
 
Performance degradation on network 
bandwith 
 
Easy DOS or DDOS target (Denial of 
service or Distributed Denial of 
Service) 
 
 

Academic Freedom Due to this being a major research 
university, users are accustomed to 
doing what they want on the network 
when they want to.  Very little policies 
exist on acceptable use. 

Hardware failure No logging of malicious or nefarious 
activity or vulnerability scanning.   A 
compromise can occur without being 
logged. 
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Key Person Dependency If this database is only managed by 

one individual and that individual is 
gone during a time where the database 
needs to be reindexed, rebuilt, etc 
many problems can occur. 

Power Failure System resides in an older building 
with power issues 

Disaster (either Natural or Human) Building has been attacked “bombed” 
in the past.  Also located in “Tornado 
Alley”. 

 
 

Security Results Database 
 
Implementing security in a network that was intentionally built to be open and 
decentralized has been a challenge.  In a world where arguing the right of privacy 
and academic freedom is a daily occurrence, yet the requirement to keep 
Research Grants, FERPA, HIPAA (Health Information Protection Accountability 
Act), SOX (Sarbanes Oxley), and GLBA (Graham Leach Bliley) covered entities 
secure is scattered throughout. 
 

Role of Security Results Database Information Asset Affected 
Store information on all campus IDS 
alerts, vulnerability audits, and Nmap 
probes.  Also acts as Campus critical 
system syslog server. 

Security monitoring for malicious 
campus activity.  The IDS sensors will 
still be working, but accessing the 
alerts will not be possible. 
 
Also all automatic correlation of 
vulnerable systems to an IP and 
location will be affected.  Tracking 
down vulnerable systems in a 
decentralized environment will take 
much longer than the time we have to 
address the vulnerability. 
 
Centralized syslogging of activity on 
campus critical systems will not be 
possible. 

 
 

Vulnerability Analysis 
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Vulnerability as defined above is a weakness or condition of an organization that 
could permit a threat to take advantage of the weakness to affect its 
performance. 
 
The exposure factor in this case is expressed in a magnitude of either: Low, 
Medium or Hi.  The potential impact being what the impact to the organization 
would be if the vulnerability were exploited.  The potential impact is addressed in 
relation to which of the 3 primary objectives of security is related, Confidentiality, 
Integrity or Availability. 
 
 
Vulnerability Degree of Exposure Potential Impact 
Unpatched Operating 
System 

High • Data loss 
• Integrity of data 
• System vulnerabilities 

now in wrong hands 
Unpatched MySql 
application 

High • Data loss 
• Integrity of data 
• System vulnerabilities 

now in wrong hands 
Denial of service High • No logging of 

malicious or nefarious 
activity on campus 

Weak Passwords MySQL 
Database 

Low • Easy access to 
systems without strong 
passwords 

Weak passwords 
Operating System 

Med • Easy access to 
systems without strong 
passwords 

Lack of System 
Hardening  

High • Integrity of data 
• Data Loss 

Insufficient Logging Low • Data integrity 
o Lack of audit 

trail in case of 
compromise or 
attempted 
compromise. 

o Lack of audit 
trail for change 
control 

Insecure Remote 
Administration 

Low • Data Integrity – 
Hijacked session and 
data manipulation 

• Possible Data 
Availability in case of 
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hijacked session 
turned into a Denial of 
Service 

Insufficient Access 
Controls 

Med • Unauthorized user 
access by session 
hijacking, brute force, 
etc can result in 

o Data Availability 
o Data Integrity 

Lack of Power in Building Med • Due to loss of power 
or building data 
availability can be an 
issue 

Lack of Expertise in 
Database Administration 

Med • Due to improper 
training and 
experience, this 
system can be 
misconfigured and 
allow unauthorized 
access.  System 
integrity, availability 
affected 

Lack of Expertise in 
SuSE Linux 
Administration 

Med • Due to improper 
training and 
experience, this 
system can be 
misconfigured and 
allow unauthorized 
access.  System 
integrity, availability 
affected 

 
 

Current State of Practice 
 

Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
Outlined in this site explains 10 simple steps an admin should perform prior to 
implementing a MySQL server into production.   Many times the issue of 
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convenience versus security is faced in an administrators day to day job function.  
What time frame is the project under, how soon does this system need to be 
“productional”.  This site lists the 10 best practices with “how to’s” for quick and 
easy reference. 
 

1 Set a password for the “root” User and then rename the user 
2 Hide MySQL from the Internet 
3 Protect the MySQL installation directory from access by other users 
4 Don’t store binary data in MySQL 
5 Stick to ANSI SQL 
6 Create your own sequence generation scheme 
7 Do not mix display code and database code 
8 Normalize with zeal, denormalize sparingly. 
9 Use connection pooling in Web servers and application servers 
10 Tune your queries with EXPLAIN SELECT 

 
MySQL Administrator Best Practices 
 
URL:   http://dev.mysql.com/tech-resources/articles/mysql-administrator-best-
practices.html 
 
This site goes on to explain the importance of optimizing the Performance of the 
database server by ensuring you have a well designed database schema and 
fine tuned server to run the MySQL instance.  The site also explains the 
importance of user administration and privilege granting along with disaster 
recovery and the need for a good backup/restore plan.  Finally the site explains 
the need for space management.  Many times databases can fluctuate in size or 
growth anticipation of data is not taken into consideration when designing or 
sizing the server. 
 
 
Making MySQL Secure Against Attackers 
URL:  http://dev.mysql.com/doc/mysql/en/Security_against_attack.html 
 
Auditing a MySQL database Server 
By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 
This document is a good paper providing a checklist to audit a MySQL database.  
Also lists references to other sources for MySQL hardening and administration. 
 
Securing MySQL: step-by-step:  
http://www.securityfocus.com/infocus/1726, Artur Maj, August 28, 2003 

 

Securing Linux 
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The Rookery: Security Tools in Linux Distributions, Part II 
Posted on Monday, October 07, 2002 by Bobby S. Wen 
 
URL: http://www.linuxjournal.com/article.php?sid=6362 
 
This site offers a great explanation of the SuSE linux installation and the different 
security packages available.   It lists applications that are installed by default as 
well as applications that should be (Snort, Nessus, Scanlod, Tripwire, Arpwatch, 
etc).   
 
The site goes on to explain the use of SuSE linux’s YaST2 security setting 
control tool.  A great tool that allows the user to have an interactive graphical 
user interface. 
 
An example or suggested best practice for “Seccheck”.  A SuSE linux tool used 
for checking and assessing host security.  It lists items to be checked both daily 
and weekly. 
 
 
Other Resources on Linux 
 

• http://ccfaq.valar.co.uk/modules.php?name=News&file=article&sid=105 A 
great over on linux permissions 

 
• http://shelob.temple.edu/suse/local/SuSE-Linux-Adminguide-

8.2.0.1x86.pdf 
• http://www.sans.org/rr/papers/32/1294.pdf 

 
• http://www.securitydocs.com/Operating_System/ 

 Offers great hardening guides and best practices information for different 
 operating systems. 
 

• http://www.linuxvoodoo.org/resources/guides/ 
 Provides links to user guides, administrator guides both for the OS and 
 kernel  level. 
 
• http://www.linuxhq.com/guides/index.html 

 Excellent site providing links to information for Getting started, System 
 Administrators, Network Administrators, programmers and discussing the 
 Linux  Kernel. 

• http://www.suse.com/us/private/products/suse_linux/prof/security.html 
• http://www.suse.com/us/private/products/suse_linux/prof/yast.html 
• http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 
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MySQL Database Audit Checklist 
 
 

Checklist Item 1 –  Nonprivileged account for MySQL instance 

 
Reference Auditing a MySQL database Server 

By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 

Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd 
Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
 

Risk Low- Running applications or daemons in a “root” privilege mode 
can allow potential escalation for an unauthorized attacker if they 
were to gain access to the box.  Data Integrity, availability and 
confidentiality are at risk 

Testing Assuming you are at a command or shell prompt on the server, 
check the my.cnf file running under the /etc directory on the 
system.  A simple “cat /etc/my.cnf” should display the results 
needed to make this determination. 
 
The results should be displayed: 
[mysqld] 
User=name  
 
View current processes running on the system as well to ensure 
that the MySQL server instance is running as the specified user 
 
   “ps –aux | grep –I mysql” 

Compliance 
Criteria 

The MySQL server should be running as mysql or another 
unprivileged user 

Test Nature 
– Objective 
or 
Subjective 

Objective 



©
 S

A
N

S 
In

st
itu

te
 2

00
5,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, As part of GIAC practical repository Author retains full rights.
 15 

Evidence  
Finding  
  
 

Checklist Item 2 – MySQL installation Directory security 

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 28, 2003 
 
 

Risk Low – Not having proper permissions on this directory can allow a 
potential unauthorized user to manipulate data. 
 
Data Integrity and Availability are most at risk. 

Testing The MySQL directory on a default installation resides at /usr/local/mysql 
 
Assuming you are at a command or shell prompt of the server, by 
navigating to that directory, (cd /usr/local) and typing “ls –la” you should 
see what permissions reside with what directory 
 
 

Compliance 
Criteria 

The directory should be owned by mysql.mysql  with permissions of rwx 
for the owner (mysql)  rwx------ 

Test Nature- 
Objective or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 3 - Set a password for the “root” User  

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd 
Edition  
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07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 28, 
2003 
 
Auditing a MySQL database Server 
By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 
 

Risk High - running an application without a password can easily allow 
an unauthorized user to gain additional access to information 

Testing This can be accomplished a couple of ways, assuming you have 
console access to the database server or are on a system that 
has remote access to the system. 
 

1. Running this from the shell prompt of the server:   
             mysql -h host -u user -p 

2. Run the query below against the mysql.user table (case 
sensitive) 

 
              SELECT User, Host FROM mysql.user WHERE 
Password = “; 

Compliance 
Criteria 

Zero rows should be returned from this query 

Test 
Nature- 
Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 4 – Hide MySQL from rest of world  

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd 
Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
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Risk High– Having this system exposed allows potential unauthorized 

access resulting in Availability and Integrity issues 
Testing 2 tests should be run from 2 locations.   

 
1 run Nmap from an IP or a host that is allowed (or should 

be allowed) to talk to the database server.  This Nmap 
instance is to verify that only specific services are 
running.   

 
                Running a simple NMap against this host to look for   
                 MySQL will take care of this.  (flags are case sensitive) 
 
                 From a shell prompt or a command prompt type 
 
                    Nmap –sS –O –v –p 1-65535 (IP of system) 
 

2. From a shell prompt or a command prompt from a 
random location and a different IP address than the one 
used above run the following command: 

Ping (IP of system) 
Compliance 
Criteria 

A default installation of MySQL runs on port 3306.  The Nmap 
result should only list 3306 and SSH port 22 for secure remote 
administration. 
 
The second test should time out if you are on a host that is not 
supposed to talk directly to this system.  Messages received may 
be “request timed out”, Destination Host Unreachable”, etc 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  

 

Checklist Item 5 – UnPatched MySQL Application    
    

Reference Personal Best Practice 
 

Risk High – Unpatched sytems can allow unauthorized users to 
exploit a vulnerability.  Integrity and Availability 

Testing You can check which version of MySQL you are running by 
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going to the bin directory and executing 
 
Mysqladmin version 

Compliance 
Criteria 

The MySQL version should be up to date and patched.  
 
You can verify any vulnerabilities or what the newest version is 
by looking at www.securityfocus.com/bid or 
http://dev.mysql.com/downloads/ for new updates or security 
patches 

Test Nature – 
Objective or 
Subjective 

Objective 

Evidence  
Finding  
  

 

Checklist Item 6 – Personnel MySQL database administration 
experience   

Reference Personal Experience 
Risk High – Inexperienced or untrained admin can configure 

a box improperly or insecure allowing an unauthorized 
user to gain access.  Data Integrity, Confidentiality and 
Availability can be affected. 

Testing Interviewing the current Database administrator to check 
on past database experience, training attended, 
certifications, etc 

Compliance Criteria Proof of past projects, current training, certifications 
should be presented. 

Test Nature – 
Objective or 
Subjective 

Subjective 

Evidence  
Finding  
  
 

Checklist Item 7 – MySQL Global Option File 

 
Reference  

Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 
28, 2003 
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Risk Med – Restricting rights on this file is crucial as it holds 

specific configuration information for the MySQL database, 
including directory layout, and possible passwords. 
 
Data Integrity, confidentiality and availability can be affected 

Testing Navigate to the my.cnf file under the /etc directory.  
Performing a simple “ls –la “ command should display 
permissions for this file 

Compliance 
Criteria 

The directory should be owned by mysql.mysql  with 
permissions of rwx for the owner (mysql)  rwx------ 

Test Nature – 
Objective or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 8 – Renamed MySQL root account 

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd 
Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
Making MySQL Secure Against Attackers 
URL:  
http://dev.mysql.com/doc/mysql/en/Security_against_attack.html 
 
Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 28, 
2003 
 
 

Risk Med – Running applications or daemons in a “root” privilege mode 
can allow potential escalation for an unauthorized attacker if they 
were to gain access to the box.  Data Integrity, availability and 
confidentiality are at risk 

Testing The mysql.user table should not have an entry for root 
Running a query against this table should return zero results.(case 
sensitive) and assuming you have console access to the database 
server or are on a system that has remote access to the system. 
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Select mysql.user, Host From user Where User =’root’ 

Compliance 
Criteria 

The selected query should return no results 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  

 

Checklist Item 9 – No anonymous accounts 

Reference Making MySQL Secure Against Attackers 
URL:  
http://dev.mysql.com/doc/mysql/en/Security_against_attack.html 
 
Auditing a MySQL database Server 
By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 
 

Risk Low – Allowing anonymous connections to a database and server 
greatly reduces any security in place.  Data integrity and availability 
are at risk 

Testing Assuming you have console access to the database server or are on 
a system that has remote access to the system run the  query below 
against the mysql.user table to ensure that all accounts do not have 
an empty user field.   
  
            SELECT {user, Host}FROM mysql.user WHERE user =”; 

Compliance 
Criteria 

The selected query should return no results 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 10 – Remove Default users /db 



©
 S

A
N

S 
In

st
itu

te
 2

00
5,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, As part of GIAC practical repository Author retains full rights.
 21 

 
Reference  

Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 
28, 2003 
 

Risk Med – By having extra databases installed in a default 
configuration, allows another vector in which an unauthorized 
person can attempt to exploit. 
 
Data Integrity, availability are at risk 

Testing Assuming you have console access to the database server or 
are on a system that has remote access to the MySQL 
system you can enter the following command: 
 
 once logged into MySQL, type show databases; 
 

Compliance 
Criteria 

Only the relevant and used databases should be returned.  
Default database such as test should not be listed.  Other 
databases no longer used should not be available or listed as 
well. 

Test Nature – 
Objective or 
Subjective 

Objective 

Evidence  
Finding  
  
 
  
  

SuSe Linux Audit Checklist 
 

 

Checklist Item 11 – Host communication restrictions 

  
Reference http://www.securityfocus.com/printable/infocus/1419 
Risk High – Without restrictions in place for allowing or 

denying which hosts can talk to this system, 
potential unauthorized access can be made.  An 
attacker can run exploits from any source.  System 
Availability and Integrity are at risk 

Testing Several areas can be examined.  Assuming you are 
at a command or shell prompt on the server, 
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1. Typing “cat /etc/hosts.allow” or “cat 

/etc/hosts.deny” 
2. Typing “netstat -rn” in case any host routes 

are implemented instead of a default route 
are great examples. 

3. Ping from random hosts.  Go to a prompt on 
a workstation and type “Ping xxx.xxx.xxx (IP 
of Database Server)” 

 
Compliance Criteria 1. Look for statements similar to  

“Example 2: grant access from local net, 
reject with message from elsewhere. 
# in.telnetd : ALL EXCEPT LOCAL : ALLOW 

     # in.telnetd : ALL : \ 
#    twist /bin/echo -e "\n\raccess from %h 
declined.\n\rGo away.";sleep 2 
# 
# 
# Example 3: run a different instance of 
rsyncd if the connection comes  
#            from network 172.20.0.0/24, but 
regular for others: 
# rsyncd : 172.20.0.0/255.255.255.0 : twist 
/usr/local/sbin/my_rsyncd-script” 

2. The “netstat –rn” command should return the 
routing table on the system.  Look to see if a 
default route is in place.  This can be found by 
looking for a “0.0.0.0” in the destination field 
followed by an address in the gateway field.  If a 
default gateway is listed, static routes are 
probably not in place and this system is 
probably accessible anywhere on the network.  
Also look for specific routes.  These are 
displayed by having a full IP in the destination, 
followed by the gateway address and finally the 
subnet address.  If specific routes are listed, it is 
likely that an attempt has been made to only 
allow specific hosts to talk to this system. 

3. Pinging from random hosts will give you a 
variety of replies.  A “reply from” means 
successful communication to this host, ie this 
host is allowed to talk to this server.  Other 
replies may be “request timed out” or 
“destination host unreachable”.  Either the host 
is not allowed to talk to this server or the 
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location where you are pinging from does not 
know how to get to the destination.   
 

If you can successfully ping a host, make 
sure that the IP range you are pinging from is 
supposed to be talking to this system. 

Test Nature – Objective 
or Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 12 – System hardening – Services 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
The Rookery: Security Tools in Linux Distributions, Part II 
Posted on Monday, October 07, 2002 by Bobby S. Wen 
 
URL: http://www.linuxjournal.com/article.php?sid=6362 
 
 

Risk High – Having unnecessary services running allows many more 
potential areas to be exploited.   

Testing Several areas can be examined. 
 

1. Using the SuSE Linux YaST tool (typing yast2) from a 
prompt: 
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a. You can navigate to the install remove software 

section to look for unneeded software running 
b. One could also examine the /etc/inet.d file.  Simply 

typing 'grep -v "^#" /etc/inetd.conf .  This will show all 
services that will be set to run. 

c. Typing “netstat –an” at a prompt will also list what 
ports your machine is listening for connections on. 

 
Compliance 
Criteria 

Results of these tests should imply that only SSH (port 22) and 
MySQL port 3306 is running on this system.    Other services such 
as FTP (port 21), SMTP (port 25), etc should not be running on this 
server. 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 13 – System Patched / Updated 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
http://www.suse.com/us/private/products/suse_linux/prof/security.html 
http://www.suse.com/us/private/products/suse_linux/prof/yast.html 
http://shelob.temple.edu/suse/local/SuSE-Linux-Adminguide-
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8.2.0.1x86.pdf 
 

Risk High – Unpatched sytems can allow unauthorized users to exploit a 
vulnerability.  Integrity and Availability are at Risk 

Testing With SuSE Linux you can run the YaST Tool to check for system 
updates.   
 
Simply typing “yast2 online_udate .auto.get security” at a command 
or shell prompt on the server 
 
 
 
 

Compliance 
Criteria 

No patches should be found or need to be installed if this system is 
fully patched.  If a list of patches to be installed is returned, this 
system is not patched. 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 14 – Limited user Accounts 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 
Risk Med – Provides another vector that an unauthorized user can try to exploit.  

Another account to manage 
Testing Using SuSE Linux’s YaST tool, you can simply type yast2 at a command or 

shell prompt and navigate to the Security and Users section.  You can view 
groups and system groups along with user ID’s on the system 
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Compliance 
Criteria 

All accounts on this system should be valid and in use.  Verify that user 
accounts belong to active users and are still in use. 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
  
 

Checklist Item 16 – System Logging 

Reference http://www.securityfocus.com/printable/infocus/1419 
Risk Med – System logging is crucial to identifying system anomalies and 

assisting with system forensics. 
Testing Examine the /etc/syslog.conf file by typing “cat /etc/syslog.conf” at a 

command or shell prompt on the server. 
 
A sample syslog output looks like 
 
/etc/syslog.conf - Configuration file for syslogd(8) 
# 
# For info about the format of this file, see "man syslog.conf". 
# 
 
# 
# 
# print most on tty10 and on the xconsole pipe 
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# 
kern.warn;*.err;authpriv.none    /dev/tty10 
kern.warn;*.err;authpriv.none   |/dev/xconsole 
*.emerg                          * 
 
# enable this, if you want that root is informed 
# immediately, e.g. of logins 
#*.alert                                 root 
 
 
# 
# all email-messages in one file 
# 
mail.*                          -/var/log/mail 
 
# 
# all news-messages 
# 
# these files are rotated and examined by "news.daily" 
news.crit                       -/var/log/news/news.crit 
news.err                        -/var/log/news/news.err 
news.notice                     -/var/log/news/news.notice 
# enable this, if you want to keep all news messages 
# in one file 
#news.*                         -/var/log/news.all 
 
# 
# Warnings in one file 
# 
*.=warn;*.=err                  -/var/log/warn 
*.crit                           /var/log/warn 
 
# 
# save the rest in one file 
# 
*.*;mail.none;news.none         -/var/log/messages 
 
# 
# enable this, if you want to keep all messages 
# in one file 
#*.*                            -/var/log/allmessages 
 
# 
# Some foreign boot scripts require local7 
# 
local0,local1.*                 -/var/log/localmessages 
local2,local3.*                 -/var/log/localmessages 
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local4,local5.*                 -/var/log/localmessages 
local6,local7.*                 -/var/log/localmessages 
 

Compliance 
Criteria 

This system also serves as the centralized syslog server so there would be 
no need to redirect messages to another server. 
 
Ensure that logging has not been commented out.  An example is shown 
below.  Note the “#” symbol showing it is commented out. 
             

#  kern.warn;*.err;authpriv.none    /dev/tty10 
#  kern.warn;*.err;authpriv.none   |/dev/xconsole 
*.emerg                          * 

 
 

Test Nature 
– Objective 
or Subjective 

Objective 

Evidence  
Finding  
  

Checklist Item 18 – User staffing/training 

 
Reference Personal Experience 
Risk High – Inexperienced or untrained admin can configure a box 

improperly or insecure allowing an unauthorized user to gain 
access.  Data Integrity, Confidentiality and Availability can be 
affected. 

Testing Interviewing the current Database administrator to check on 
past database experience, training attended, certifications, etc 

Compliance Criteria Proof of past projects, current training, certifications should be 
presented. 

Test Nature – Objective 
or Subjective 

Subjective 

Evidence  
Finding  
  
 

Checklist Item 19 – System hardening – File Permissions 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
http://ccfaq.valar.co.uk/modules.php?name=News&file=article&sid=105 
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The Rookery: Security Tools in Linux Distributions, Part II 
Posted on Monday, October 07, 2002 by Bobby S. Wen 
 
URL: http://www.linuxjournal.com/article.php?sid=6362 
 
 

Risk Med – Having lax file permissions on system files can allow an 
authorized or unprivileged user to view information in another directory 
they shouldn’t have access to. 

Testing Typing “ls-la” at a command or shell prompt on the server 
           Or  
Other areas to look at are the permissions.easy , 
permissions.local, permissions.paranoid and the 
permissions.secure files on the system. 

Compliance 
Criteria 

Ensure that permissions are set so that access is only given to the 
users that need access.   
 
The graph below (courtesy of 
http://ccfaq.valar.co.uk/modules.php?name=News&file=article&sid=105) 
outlines several examples you may be see while conducting this test.   
 
For example:   
 
Permissions Description Commands Required 

-rw-r--r-- For a file that only you will be editing. It allows 
everyone to read it, but only you may edit it. 

chmod 644 filename 

-rw-rw-r-- 
For a file that you and the members of the group will 
edit. It allows everyone to read it, but only you and the 
group may edit it. 

chmod 664 filename 

-rw-rw-rw- 
This one is bad. It allows absolutely anyone to edit 
your file. Avoid this one at all costs! unless needed of 
course 

chmod 666 filename 

drwxr-xr-x 

For a directory in which only you can create and delete 
files. It allows everyone to find files inside of it, but only 
you can add files, rename them, or remove them. (In 
many cases, the owner of a file can remove it 
regardless of the directory's permissions, but this is a 
special case.) 

chmod 755 directoryname 

drwxrwxr-x 

For a directory in which you and the group can create 
and delete files. It allows everyone to find files inside of 
it, but only you and the group can add, rename, or 
remove files. (The same special case applies as for the 
previous example.) 

chmod 775 directoryname 

drwxrwxrwx This one is bad. It allows absolutely anyone to mess 
with your files. Avoid this one like the plague! 

chmod 777 directory / 
filename  

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence  
Finding  
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Conducting the Audit – Testing and Findings 
 

Checklist Item 1 –  Nonprivileged account for MySQL instance 

 
Reference Auditing a MySQL database Server 

By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 

Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd 
Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
 

Risk Low- Running applications or daemons in a “root” privilege mode 
can allow potential escalation for an unauthorized attacker if they 
were to gain access to the box.  Data Integrity, availability and 
confidentiality are at risk 

Testing Assuming you are at a command or shell prompt on the server, 
check the my.cnf file running under the /etc directory on the 
system.  A simple “cat /etc/my.cnf” should display the results 
needed to make this determination. 
 
The results should be displayed: 
[mysqld] 
User=name  
 

Compliance 
Criteria 

The MySQL server should be running as mysql or another 
unprivileged user 

Test Nature 
– Objective 
or 
Subjective 

Objective 
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Evidence 

 
Finding An account called “mysql” exists and is not privileged 
  
 

Checklist Item 3 - Set a password for the “root” User  

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 
Securing MySQL: step-by-step: 
http://www.securityfocus.com/infocus/1726, Artur Maj, August 28, 2003 
 
Auditing a MySQL database Server 
By Jeff Hoover  URL:  
http://www.giac.org/practical/GSNA/Jeff_Hoover_GSNA.pdf 
 
 

Risk High- running an application without a password can easily allow an 
unauthorized user to gain additional access to information. 

Testing This can be accomplished a couple of ways. 
 

1. Running this from the shell or command prompt of the server:   
             mysql -h host -u user -p 
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2. Running the query below against the mysql.user table (case 
sensitive) 

 
              SELECT User, Host FROM mysql.user WHERE Password 
= “; 

Compliance 
Criteria 

Zero rows should be returned from this query 

Test 
Nature- 
Objective 
or 
Subjective 

Objective 

Evidence 

 
Finding Both the mysql and root users have passwords 
  
 

Checklist Item 4 – Hide MySQL from rest of world  

 
Reference Ten MySQL Best Practices 

by George Reese, coauthor of Managing & Using MySQL, 2nd Edition  
07/11/2002   URL: 
http://www.onlamp.com/pub/a/onlamp/2002/07/11/MySQLtips.html 
 

Risk High– Having this system exposed allows potential unauthorized access resulting 
in Availability and Integrity issues 

Testing 2 tests should be run from 2 locations.   
 

1  run Nmap from an IP or a host that is allowed (or should be allowed) 
to talk to the database server.  This Nmap instance is to verify that only 
specific services are running.   
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                Running a simple NMap against this host to look for   
                 MySQL will take care of this.  (flags are case sensitive) 

 
From a shell or command prompt type: 

 
                            Nmap –sS –O –v –p 1-65535 (IP of system) 
 

2.   From a shell prompt or a command prompt from a random location and a 
different IP address than the one used above run the following command: 

Ping (IP of system) 
Compliance 
Criteria 

A default installation of MySQL runs on port 3306.  The Nmap result should only 
list 3306 and SSH port 22 for secure remote administration. 
 
The second test should  time out if you are on a host that is not supposed to talk 
directly to this system.  Messages received may be “request timed out”, 
Destination Host Unreachable”, etc 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence 

 
 
 
 
Ping Host 1 – Should be able to talk to host 
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Ping Host 2 – Should not be able to talk to host 
 

 
Finding This system is accessible from the world.  Nmap and Pings were successfully 

accomplished from different IP addresses and different Internet Service 
Providers. 

  
 

Checklist Item 5 – UnPatched MySQL Application    
    



©
 S

A
N

S 
In

st
itu

te
 2

00
5,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, As part of GIAC practical repository Author retains full rights.
 35 

Reference Personell Best Practice 
 

Risk High – Unpatched sytems can allow unauthorized users to exploit a vulnerability.  
Integrity and Availability are at risk 

Testing You can check which version of MySQL you are running by going to the bin 
directory and executing 
 
Mysqladmin version 

Compliance 
Criteria 

The MySQL version should be up to date and patched.  
 
You can verify any vulnerabilities or what the newest version is by looking at 
www.securityfocus.com/bid or 
http://dev.mysql.com/downloads/ for new updates or security patches 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence 

 
Finding The version of MySQL is out of date.  The current version of MySQL is 5.0.1.  A 

major vulnerability exists with this current version.  
http://www.linuxdevcenter.com/pub/a/linux/2002/12/16/insecurities.html 

  
 

Checklist Item 11 – Host communication restrictions 

  
Reference http://www.securityfocus.com/printable/infocus/1419 
Risk High – Without restrictions in place for allowing or denying which 

hosts can talk to this system, potential unauthorized access can 
be made.  An attacker can run exploits from any source.  System 
Availability and Integrity are at risk 

Testing Several areas can be examined.  Assuming you are at a 
command or shell prompt on the server, 
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1.  Typing “cat /etc/hosts.allow” or “cat /etc/hosts.deny” 
2.  Typing “netstat -rn ” in case any host routes are 

implemented instead of a default route are great 
examples. 

3. Ping from random hosts.  Go to a prompt on a workstation 
and type “Ping xxx.xxx.xxx (IP of Database Server)” 

 
Compliance 
Criteria 

1. Look for statements similar to  
“Example 2: grant access from local net, reject with 
message from elsewhere. 
# in.telnetd : ALL EXCEPT LOCAL : ALLOW 

     # in.telnetd : ALL : \ 
#    twist /bin/echo -e "\n\raccess from %h declined.\n\rGo 
away.";sleep 2 
# 
# 
# Example 3: run a different instance of rsyncd if the 
connection comes  
#            from network 172.20.0.0/24, but regular for 
others: 
# rsyncd : 172.20.0.0/255.255.255.0 : twist 
/usr/local/sbin/my_rsyncd-script” 

2. The “netstat –rn” command should return the routing table 
on the system.   

Look to see if a default route is in place.  This can be found 
by looking for a “0.0.0.0” in the destination field followed by 
an address in the gateway field.  If a default gateway is listed, 
static routes are probably not in place and this system is 
probably accessible anywhere on the network.  Also look for 
specific routes.  These are displayed by having a full IP in the 
destination, followed by the gateway address and finally the 
subnet address.  If specific routes are listed, it is likely that an 
attempt has been made to only allow specific hosts to talk to 
this system. 
3. Pinging from random hosts will give you a variety of 

replies.  A “reply from” means successful communication 
to this host, ie this host is allowed to talk to this server.  
Other replies may be “request timed out” or “destination 
host unreachable”.  Either the host is not allowed to talk to 
this server or the location where you are pinging from 
does not know how to get to the destination.   

 
If you can successfully ping a host, make sure that the IP range 
you are pinging from is supposed to be talking to this system 

Test Nature Objective 
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– Objective 
or 
Subjective 
Evidence 

1. 

2. 

 
Finding No communication restrictions exist.  This system is accessible 
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via SSH from any host 
  
 

Checklist Item 12 – System hardening – Services 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
The Rookery: Security Tools in Linux Distributions, Part II 
Posted on Monday, October 07, 2002 by Bobby S. Wen 
 
URL: http://www.linuxjournal.com/article.php?sid=6362 

• http://shelob.temple.edu/suse/local/SuSE-Linux-Adminguide-
8.2.0.1x86.pdf 

 
 
 

Risk High – Having unnecessary services running allow that many more 
potential areas to be exploited. 

Testing Several areas can be examined. 
 
1. Using the SuSE Linux YaST tool (typing yast2) from a prompt: 

 
a. You can navigate to the install remove software 

section to look for unneeded software running 
b. One could also examine the /etc/init.d directory.  

Simply typing ‘ls –la | more ‘ in the init.d directory .  
This will show all services that will be set to run. 

c. Typing “netstat –an” at a prompt will also list what 
ports your machine is listening for connections on. 
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Compliance 
Criteria 

Results of these tests should imply that only SSH (port 22) and 
MySQL port 3306 is running on this system.    Other services such 
as FTP (port 21), SMTP (port 25), etc should not be running on this 
server. 

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence   vulture:/etc/init.d # ls –la | more 
total 263 
drwxr-xr-x   11 root     root         1664 Sep 17 09:50 . 
drwxr-xr-x   36 root     root         3992 Dec  7 12:32 .. 
-rw-r--r--    1 root     root         6960 Apr 15  2003 README 
-rwxr-----    1 root     root         1640 Apr  2  2003 SuSEfirewall2_final 
-rwxr-----    1 root     root         1625 Apr  2  2003 SuSEfirewall2_init 
-rwxr-----    1 root     root         1868 Apr  2  2003 
SuSEfirewall2_setup 
-rwxr-xr-x    1 root     root         3653 Oct 16  2002 atd 
-rwxr-xr-x    1 root     root         3517 Aug 30  2002 boot 
-rwxr-xr-x    1 root     root         2274 Aug  8  2002 boot.clock 
-rwxr-xr-x    1 root     root         4149 Aug  5  2002 boot.crypto 
drwxr-xr-x    2 root     root          512 May 19  2004 boot.d 
-rwxr-xr-x    1 root     root         2854 Mar 15  2002 boot.idedma 
-rwxr-xr-x    1 root     root         2980 Oct 30  2003 boot.ipconfig 
-rwxr--r--    1 root     root          764 Oct 16  2002 boot.isapnp 
-rwxr-xr-x    1 root     root         1549 Nov  4  2002 boot.klog 
-rwxr-xr-x    1 root     root         1786 Jul  8  2002 boot.ldconfig 
-rwxr--r--    1 root     root          414 May 20  2004 boot.local 
-rwxr-xr-x    1 root     root         5329 Oct 30  2003 boot.localfs 
-rwxr-xr-x    1 root     root         2582 Aug 21  2002 boot.localnet 
-rwxr--r--    1 root     root         3156 May  4  2004 boot.lvm 
-rwxr--r--    1 root     root         1442 Jun  2  2004 boot.md 
-rwxr-xr-x    1 root     root         1416 Apr 15  2003 boot.proc 
-rwxr-xr-x    1 root     root          942 Oct 16  2002 
boot.restore_permissions 
-rwxr-xr-x    1 root     root         1479 Jul  4  2003 boot.swap 
-rwxr-xr-x    1 root     root         1053 Oct 16  2002 boot.sysctl 
-rwxr--r--    1 root     root         3914 Oct 16  2002 cron 
-rwxr--r--    1 root     root         5095 Oct 16  2002 fbset 
-rwxr-xr-x    1 root     root         3459 Oct 16  2002 gpm 
-rwxr-xr-x    1 root     root         5784 Sep  4  2003 halt 
-rwxr--r--    1 root     root          379 May 20  2004 halt.local 
-rwxr--r--    1 root     root         1369 Oct 16  2002 hotplug 
 
Timer 
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    tcp        0      0 0.0.0.0:3306            0.0.0.0:*               LISTEN       
    off (0.00/0/0) 
    tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN       
    off (0.00/0/0) 
    tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN   
   

Finding This system appears to have minimal services running.  MySQL, 
SSH and SMTP are the only services running.  All of these services 
are required for the application to run. 

  
 

Checklist Item 13 – System Patched / Updated 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
http://www.suse.com/us/private/products/suse_linux/prof/security.html 
http://www.suse.com/us/private/products/suse_linux/prof/yast.html 
http://shelob.temple.edu/suse/local/SuSE-Linux-Adminguide-8.2.0.1x86.pdf 
 

Risk High – Unpatched sytems can allow unauthorized users to exploit a vulnerability.  
Integrity and Availability 

Testing With SuSE Linux you can run the YaST Tool to check for system updates.   
 
Simply typing “yast2 online_update .auto.get security” at a command or shell 
prompt on the server 
 
 
 
 

Compliance 
Criteria 

No patches should be found or need to be installed if this system is fully patched.  
If a list of patches to be installed is returned, this system is not patched. 

Test Nature 
– Objective 
or 
Subjective 

Objective 
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Evidence 

 
Finding This system is in need of patching.  Several security patches are not installed. 
  
 

Checklist Item 14 – Limited user Accounts 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing

_Linux.html 
Risk Med – Provides another vector that an unauthorized 

user can try to exploit.  Another account to manage 
Testing Using SuSE Linux’s YaST tool, you can simply type 

yast2 at a command or shell prompt on the server and 
navigate to the Security and Users section.  You can 
view groups and system groups along with user ID’s on 
the system 
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Compliance Criteria All accounts on this system should be valid and in use.  

Verify that user accounts belong to active users and are 
still in use. 

Test Nature – 
Objective or 
Subjective 

Objective 

Evidence 
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Finding Very few users exist on this system.  Normal system 
accounts and groups exist, only 2 admin accounts and a 
root account exist. 

 

Checklist Item 18 – User staffing/training 

 
Reference Personal Experience 
Risk High – Inexperienced or untrained admin can 

configure a box improperly or insecure allowing an 
unauthorized user to gain access.  Data Integrity, 
Confidentiality and Availability can be affected. 

Testing Interviewing the current Database administrator to 
check on past database experience, training 
attended, certifications, etc 
 
Interview with HR Manager, review administrators 
application and Resume 

Compliance Criteria Proof of past projects, current training, certifications 
should be presented. 

Test Nature – Objective 
or Subjective 

Subjective 

Evidence Interviewed HR, reviewed Resume and Interviewed 
staff 

Finding Both staff members responsible for managing this 
system have well over 5 years of Linux and MySQL 
administration.  They only have 1 year of SuSE 
Linux administration. 
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Checklist Item 19 – System hardening – File Permissions 

 
Reference http://www.justlinux.com/nhf/Security/Securely_Installing_Linux.html 

http://www.securityfocus.com/printable/infocus/1419 
http://ccfaq.valar.co.uk/modules.php?name=News&file=article&sid=105 
The Rookery: Security Tools in Linux Distributions, Part II 
Posted on Monday, October 07, 2002 by Bobby S. Wen 
 
URL: http://www.linuxjournal.com/article.php?sid=6362 
 

• http://shelob.temple.edu/suse/local/SuSE-Linux-Adminguide-
8.2.0.1x86.pdf 

 
Risk Med – Having lax file permissions on system files can allow an authorized or 

unprivileged user to view information in another directory they shouldn’t have 
access to. 

Testing Typing “ls-la” at a command or shell prompt on the server 
           Or  
Other areas to look at are the permissions.easy , permissions.local, 
permissions.paranoid and the permissions.secure files on the 
system. 

Compliance 
Criteria 

Ensure that permissions are set so that access is only given to the users that 
need access.   
 
The graph below (courtesy of 
http://ccfaq.valar.co.uk/modules.php?name=News&file=article&sid=105) 
outlines several examples you may be see while conducting this test.   
 
For example:   
 
Permission

s 
Description Commands Required 

-rw-r--r-
- 

For a file that only you will be editing. It allows everyone to 
read it, but only you may edit it. 

chmod 644 filename 

-rw-rw-r-
- 

For a file that you and the members of the group will edit. It 
allows everyone to read it, but only you and the group may edit 
it. 

chmod 664 filename 

-rw-rw-
rw- 

This one is bad. It allows absolutely anyone to edit your file. 
Avoid this one at all costs! unless needed of course 

chmod 666 filename 

drwxr-xr-
x 

For a directory in which only you can create and delete files. It 
allows everyone to find files inside of it, but only you can add 
files, rename them, or remove them. (In many cases, the 
owner of a file can remove it regardless of the directory's 
permissions, but this is a special case.) 

chmod 755 directorynam
e 

drwxrwxr-
x 

For a directory in which you and the group can create and 
delete files. It allows everyone to find files inside of it, but only 
you and the group can add, rename, or remove files. (The 
same special case applies as for the previous example.) 

chmod 775 directorynam
e 
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drwxrwxrw
x 

This one is bad. It allows absolutely anyone to mess with your 
files. Avoid this one like the plague! 

chmod 777 directory / 
filename  

Test Nature 
– Objective 
or 
Subjective 

Objective 

Evidence 

 
Finding Directory permissions setup on the MySQL directory appear to be sufficient and 

restricted to appropriate accounts. 
  
 

 
 
 

Audit Report 
 

Executive Summary 

 
The focus of this audit was to asses the current state of a SuSE 8 Linux box 
running MySQL.  This box contains Intrusion Detection alerts, port mappings and 
vulnerabilities that are mapped to individual IP addresses on a university’s 
network.  This server is also storing syslog information for campus critical 
systems to log to.  This box is crucial to any forensics and incident handling for 
this University. 
 
In order for any of this information to be trusted, this audit was aimed to verify 
any Integrity issues that may exists or expose vulnerabilities that could 
compromise the availability, Integrity or confidentiality of the data on this system. 
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Ten tests were performed on the system in question to verify the integrity and 
security of the system.  For the most part, it was apparent that due diligence was 
performed in the setup of this system.  However there are a couple of areas of 
concern in regards to system maintenance, administration and system 
hardening. 
 
It should be noted that most of these issues can be addressed with little to no 
cost to the University and can be addressed fairly quickly.  Although not within 
the scope of this audit, the University should rethink about running their syslog 
box on another dedicated syslog server. 

Findings 

 
Checklist 
Number 

Description Subjective/Objective Pass/Fail 

1 NonPrivileged 
account for 
MySQL 

Objective Pass 

3 Set a Password 
for the “root” 
user 

Objective Pass 

4 Hide MySQL 
from rest of the 
world 

Objective Failed 

5 UnPatched 
MySQL 
Application 

Objective Failed 

11 Host 
Communication 
Restrictions 

Objective Failed 

12 System 
Hardening 

Objective Pass 

13 System Patched Objective Failed 
14 Limited User 

Accounts 
Objective Pass 

18 User 
Staffing/training 

Subjective Pass 

19 System 
hardening 

Objective Pass 

 
 
 
 
Finding Details: 
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Checklist Item 1 –  Nonprivileged account for MySQL instance 
 
Running applications or daemons in a “root” privilege mode can allow potential 
escalation for an unauthorized attacker if they were to gain access to the box.  
This is especially a concern in regards to databases.  MySQL uses a 
configuration file called my.cnf which tells the program or daemon what to run the 
process under.  Examining this file illustrated that there is a mysql user id that is 
configured. 
 
The illustration below illustrates the “cat” command we issued against the my.cnf. 
 

 
 

Checklist Item 3 - Set a password for the “root” User  

 
Running an application without a password can easily allow an unauthorized user 
to gain additional access to information.  A simple query can be run within 
MySQL to verify that a password is required or exists. 
 
The screen shot below shows the result of the query, and verifies that there 
indeed is a password for the root account. 
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Checklist Item 4 – Hide MySQL from rest of world 
 
Having this system exposed allows potential unauthorized access resulting in 
Availability and Integrity issues.  Without any mechanisms in place, probes and 
brute force attempt can easily be performed against this system. 
 
To test to see if this system is hidden, port probes were conducted from various 
locations.  Unfortunately this system appears to be accessible anywhere.  The 
screen shot below shows the results of our probes. 
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Ping Host 1 – Should be able to talk to host 

 
 
Ping Host 2 – Should not be able to talk to host 
 



©
 S

A
N

S 
In

st
itu

te
 2

00
5,

 A
ut

ho
r r

et
ai

ns
 fu

ll 
ri

gh
ts

.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2005, As part of GIAC practical repository Author retains full rights.
 50 

 

Checklist Item 5 – UnPatched MySQL Application 

 
Keeping a system patched and updated is one of the best first lines of defense in 
keeping an attacker out.  Leaving systems unpatched allowed an attacker to 
exploit vulnerabilities which can lead to Integrity issues with the data and system. 
 
A query was run against MySQL to examine which version is currently installed.  
A comparison was then made against the MySQL website to see what is the 
most current version.  A Google search was also performed to search for any 
vulnerabilities with the current version of MySQL.  One was found, which appears 
to be critical. 
 

Checklist Item 11 – Host communication restrictions 
 
Having this system exposed allows potential unauthorized access resulting in 
Availability and Integrity issues.  Without any mechanisms in place, probes and 
brute force attempt can easily be performed against this system. 
 
To test to see if this system is hidden, port probes were conducted from various 
locations.  Unfortunately this system appears to be accessible anywhere.  The 
screen shot below shows the results of our probes. 
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3.  

4. 

 

Checklist Item 12 – System hardening – Services 
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Having unnecessary services running on a system, increases the potential for an 
attacker to exploit another application or service.  By reducing the amount of 
unneeded services running on a server, overall exposure of the box is limited 
 
Several locations on the server were examined to determine what services are 
set to run and what is installed.  The screen shot below shows the result of a 
“netstat –ano” command.  This command shows what services are currently 
listening for connections.  Overall this system is tightened down, it appears that 
only 3 services are listening for remote connections on this system.  All 3 
services are required for this application to run correctly. 
 
.  Timer 
    tcp        0      0 0.0.0.0:3306            0.0.0.0:*               LISTEN       
    off (0.00/0/0) 
    tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN       
    off (0.00/0/0) 
    tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN   
 
 

Checklist Item 13 – System Patched / Updated 
 
Keeping a system patched and updated is one of the best first lines of defense in 
keeping an attacker out.  Leaving systems unpatched allowed an attacker to 
exploit vulnerabilities which can lead to Integrity issues with the data and system. 
 
SuSE linux comes with a utility called YaST.  By running the following command, 
we were able to check and verify what patches are not installed:  “yast2 
online_update”.   
 
The output below shows that many security patches are currently not installed.  
There are numerous vulnerabilities that this system is at risk to. 
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Checklist Item 14 – Limited user Accounts 
 
A key to a secure system is limiting the amount of users that exist on the system.  
The less users that exist, reduces the overhead for maintaining the accounts.   
 
Using SuSE Linux YaST tool, one can simply view the users, groups and system 
accounts currently on the system.  In reviewing this system, it appears that there 
is a very limited amount of accounts on this system. 
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Checklist Item 18 – User staffing/training 
 
Managing a server, especially a database server takes skill.  An untrained or 
inexperienced admin running a database server can accidentally misconfigure 
the box leaving it open for a compromise.   The integrity and availability of the 
data is at risk. 
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This item is purely subjective to the auditor.  Numerous interviews were held with 
Human Resources, the system administrator, the administrator’s supervisor.  The 
administrators resume was viewed as well. 
 
The result of the interviewed illustrated that these administrators had good 
experience in the realm of system and database administration.  Both 
administrator’s however were fairly new to SuSE linux. 
 

Checklist Item 19 – System hardening  

 
Having lax file permissions on system files can allow an authorized or 
unprivileged user to view information in another directory they shouldn’t have 
access to. 
 
Several areas on the SuSE Linux operating system can be examined to see how 
secure the file permissions were set, including examining the permissions.local, 
permissions.easy, permissions.hard and permissions.paranoid file. 
 
In regards to this audit we also examined the MySQL directory by performing an 
“ls-la” command. 
 
It appears that the file system and MySQL directories have the appropriate 
permissions applied to them. 
 
The screenshot below shows the output from the ls-la command against the MySQL 
directory. 
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Recommendations: 
 
The recommendations to the findings above can be broken up to two areas 
enforcing the concept of defense in depth.  The recommendations below outline 
the need for restricting and hiding the server and system patching.  These 
recommendations can come at a minimal cost to the university. 
 

1. This system should be put behind a Network based firewall.  This firewall 
should be configured to only allow specific hosts in and also restrict 
outbound access from this host.  This Firewall should also perform NAT 
(Network Address Translation) to further hide this server 

2. On the server itself, further restrictions should be set.  Route restrictions 
should be put in place so that only specific hosts can talk to this system.  
This can be accomplished in a multitude of ways.  Modifying the system 
route table, editing host.deny or hosts.allow files or this operating system 
also comes with a host based firewall.  This firewall should be enabled 
and configured regardless if any of the options previously stated are used. 

3. The Operating system is in severe need of updating.  This can be 
accomplished simply by running the command “yast2 online_update”.  The 
update process itself can be automated. 

4. The MySQL instance on this server is in need up upgrading as well.  As 
stated above, there is a vulnerability with this server. 

 

Costs: 
 
The hardware that this application runs on is very well suited and should not 
need to be modified in anyway.  The only cost to the university, for the 
documented recommendations, should be with the cost of the firewall, network 
cables, as well as the “man hours” needed to implement the recommendations 
listed above.  This is also assuming that the licensing for the Operating system is 
legitimate. 
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