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Abstract

The use of a Windows 2000/2003 Active Directory Domain has become an industry
standard. The domain user authentication process is relied upon to protect the
information assets stored on the servers (and workstations) within the enterprise or
organization. In many cases it is the only level of authentication that is in use.

This paper describes some of the vulnerabilities that may be present due to a
combination of mis-configured security settings, weak or missing passwords, and poor
attention to user management. The purpose is to then describe several of the risks
associated with these combinations, detail the tests that can be performed to measure
the extent of the risk, and show the results of actual tests performed.
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1: Identification

The specific system used in this audit process and results is a Windows 2000 domain in
a regional financial institution. All names and addresses have been changed or
obscured for privacy purposes. The domain consists of approximately fourteen (14)
servers and one hundred (100) workstations on a “flat” Wide Area Network of eight (8)
locations. Each location has its own Domain Controller and there are two (2) DC’s at the
operations center where the onsite portion of this audit took place.

While the results shown here are specific to the financial institution in question,
experience has shown that the elements of the audit are representative of most small
organizations using the Windows 2000/2003 Domain model. It should be noted that the
introduction of multiple domains with trust relationships significantly (possibly
exponentially) increases the complexity of audit. The complex system is not addressed
in this paper, but the concepts and tests used are most certainly applicable.

The following is a diagram of the network in which the Active Directory domain exists:
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Figure 1.1 Network Diagram
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This domain protects the institution’s confidential information including, but not limited
to, customer name, address, driver’s license images, and other personal data,
proprietary institution processes and financial information, and employee personal
information such as name, address, social security number, family data, and limited
medical information. Impact on the institution of a compromise and unauthorized access
to this information is shown in the chart below:

Unauthorized access to:

Possible Result

Possible Consequence

Customer Information

Identity theft
Lawsuit

Public Relations and stock value risk
Officer liability under Sarbanes Oxley
Gramm-Leach-Bliley Act violation
FDIC insurability issue

Financial Information

Sold to competitor Profit impact

Stock value risk

Employee Information

Identity theft
Lawsuit

Possible HIPPA violation

Figure 1.2 Chart of Risks

The scope of this audit is limited to the single domain, a representative Domain
Controller, and associated domain users and groups. There are several ways that
domain authentication could be compromised:

Access method

Causal Weaknesses

Method

Hack from Public
side of firewall

« Weak firewall
«Domain controller accessible from public side

« Buffer overflows
«Scans

Hack from network

« Most likely vulnerability

« Physical access to network switches weak

- Wireless access available

« Hubs rather than switches

- Physical access to workstations not protected

« Scanner sniffing passwords
- Key loggers
- “Shoulder surfing”

Hack directly on
domain controller

- Physical security weak

« Scanner sniffing passwords
- Key loggers

Valid user probing
the network

- Configuration of user / group assignment
« Group Policy configuration error
« Failure to maintain old user accounts

« User discovers elevated
rights either purposely or
accidentally

- User attempts access with
another user’s credentials

Figure 1.3 Chart of Vulnerabilities
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There are many resources that discuss best practices in setting up security on a
Windows 2000/2003 domain. One example that is clear and concise is University of
Washington School of Medicine’s Security procedures’. These should, of course, be
adjusted to fit the organization’s overall Risk Assessment and Mitigation strategy.
Another good source on best practice is Kathy Ivens’ “Getting Started with Windows
Administration”®. Financial institutions should insure that Operating System access
meets or exceeds the gwdellnes set forth in the FFIEC Information Security - IT
Examination Handbook?>. Lastly, one of the primary reasons for detailed auditing of the
Windows 2000/2003 domain user accounts comes from Microsoft TechNet’s “10
Immutable Laws of Security”*:

Law #5: Weak passwords trump strong security

The purpose of having a logon process is to establish who you are. Once the operating
system knows who you are, it can grant or deny requests for system resources
appropriately. If a bad guy learns your password, he can log on as you. In fact, as far as
the operating system is concerned, he is you. Whatever you can do on the system, he can
do as well, because he's you. Maybe he wants to read sensitive information you've stored
on your computer, like your e-mail. Maybe you have more privileges on the network than
he does, and being you will let him do things he normally couldn't. Or maybe he just wants
to do something malicious and blame it on you. In any case, it's worth protecting your
credentials.

Always use a password—it's amazing how many accounts have blank passwords. And
choose a complex one. Don't use your dog's name, your anniversary date, or the name of
the local football team. And don't use the word "password"! Pick a password that has a
mix of upper- and lower-case letters, number, punctuation marks, and so forth. Make it as
long as possible. And change it often. Once you've picked a strong password, handle it
appropriately. Don't write it down. If you absolutely must write it down, at the very least
keep it in a safe or a locked drawer—the first thing a bad guy who's hunting for passwords
will do is check for a yellow sticky note on the side of your screen, or in the top desk
drawer. Don't tell anyone what your password is. Remember what Ben Franklin said: two
people can keep a secret, but only if one of them is dead.

Finally, consider using something stronger than passwords to identify yourself to the
system. Windows 2000, for instance, supports the use of smart cards, which significantly
strengthens the identity checking the system can perform. You may also want to consider
biometric products like fingerprint and retina scanners. 4

https //security.uwmedicine.org/Docs/Procs/MSWebsite Win2000ServerSecurity.htm
http Ilwww .windowsitpro.com/Windows/Article/ArticlelD/40721/40721.html
3 http Ilwww ffiec.gov/ffiecinfobase/html_pages/it_01.html#infosec
http /liwww .microsoft.com/technet/archive/community/columns/security/essays/10imlaws.mspx
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2: Risk Analysis

In Calculating Your Security Risk, Peter Tippett, Chief Technology Officer of Reston,
Virginia-based TruSecure™ Corp. defines Risk as “Threat Times Vulnerability Times
Cost™.

A comprehensive guide to Risk Assessment methodology can be found in Microsoft
Corporation’s Security Risk Management Guide Chapter 4: Assessing Risk®, and
defines risk in a similar fashion.

The structure of the risk assessment, no matter the source, is very similar:
> ldentify and rate the potential threat
> l|dentify and rate the potential vulnerability
» |dentify and rate the cost of loss or compromise of the asset that would be
exposed

If any of the three are zero, the risk becomes zero. An unpatched Web server
connected directly to the Internet, a situation that seems to be very risky, can still have
zero if there is no data stored on the server and it is the only device connected. (One
could argue that there is still the risk of legal responsibility for its use in a distributed
attack, or the cost of having to rebuild the server, but that would be stretching it a bit).
The point is that all three must exist for risk to be present, and the magnitude of the risk
is directly related to the magnitude of the three elements- Threat, Vulnerability, and
Cost. The definition of each element follows.

A threat is an event that may “negatively impact an asset, represented by loss of
confidentiality, integrity, or availability of the asset”®. It is always associated with some
frequency of likelihood of occurrence, and because of that is more easily measured. It
does not have to be an overt attempt at intrusion. Unintentional use of a mis-configured
system or an employee’s naive curiosity or ignorance also poses threats.

A vulnerability is a weakness that has the potential to be exploited affecting an asset in
some way. lts magnitude can be measured as the likelihood of success of a threat or
attack. Negative impact on an asset may be in the form of:

* A competitive advantage obtained

* A legal liability situation

* A regulatory compliance issue

* Influence on the availability of the asset thus affecting revenue or productivity

 Impact on Business or Organizational reputation

* Actual damage to the asset requiring repair or replacement

The magnitude of the vulnerability is related to the following factors:
« Attacker population- The probability of exploit normally increases as the
attacker population increases in size and technical skill level.
* Remote vs. local access- The probability normally increases if a vulnerability
can be exploited remotely.
+ Visibility of exploit- The probability normally increases if an exploit is well known
and publicly available.

5 http://www .theciostore.com/watchit_product.asp?id=196
6 http://www.microsoft.com/technet/security/topics/policiesandprocedures/secrisk/srsgch04. mspx#EAAA
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» Automation of exploit- The probability normally increases if an exploit can be
programmed to automatically seek out vulnerabilities across large
environments.

Microsoft suggests the following rating system based on the probability of vulnerability:
'Probability Definitions for Vulnerabilities

High
Large altacker population- “script-kiddie /hobbyist
Remolely executable

Anonymous privileges needed
Externaliy-published expioitation method
Automated

"S"if any apply
Medium
'Medium altacker populabion - exper/specialist
Non-remolely executable
User leve! privileges required
Not publicly-published exploitation method
Non-automated

“3" if any apply

Low

Small attacker population - insider knowledge
Non-remotely executable

Administrator level privileges required

Not pubixcly-published exploitation method

Non-automated

1" irain apply
Figure 4.15 Risk Analysis Worksheet: Evaluating Vulnerability (SRMGTool3)°

The cost is the estimate of the consequences of a successful exploit (threat to a
vulnerability). Direct costs would be the replacement of the damaged information,
hardware, and software. Also included in direct cost would be the actual cost of lost
business, remediation of the exploit, legal ramifications due to lawsuits or regulatory
sanctions, repair to customer or stockholder relations by the Public Relations
department. Indirect or difficult to measure costs would be those associated with lost
productivity, stockholder and customer confidence, and future business opportunities.

In the Information Technology world, risk is therefore highest when there is a
potentially frequent threat on a system with known, easily and automatically exploited
vulnerabilities, holding (information) assets that are valuable and sensitive to the
business or organization responsible for them. Rarely, if ever, will we be able to assess
the risk as zero. Some risk must be present if there are assets of value stored on our
network where there are multiple people with legitimate access requirements. Risks
should be mitigated in a fashion appropriate to their magnitude.
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In applying this concept of risk to user accounts in a Windows 2000/2003 domain, we
find there are some serious risks associated with users with elevated or mis-configured
rights. In figures 1.2 and 1.3 we reviewed the potential risks and vulnerabilities to the
financial institution regarding a compromise to their Windows 2000/2003 domain. Those
risks could have a serious and detrimental effect on the business. Breach of Gramm-
Leach-Bliley and Sarbannes-Oxley could have personal liability repercussions to the
officers and Board members. This has a way of making the security of the Windows
2000/2003 domain a very personal issue to the management of the institution.

Three selected impacts and vulnerabilities for testing and audit are as follows:

1- Employees with either inappropriate access configured for their own user ID or
knowledge of another (possibly terminated) employee’s password.

2- Improperly configured Group Policy Objects could inadvertently apply rights to
users or workstations that yield undesired elevated rights.

3- A valid user, or other person with access to the physical network, could attempt
to crack the user IDs and passwords of other users.

Industry experts say that between 60 and 80 percent of exploits occur from inside the

network. We spend tens of thousands of dollars (and more) on firewalls and Intrusion

Detection and Intrusion Prevention systems (IDS/IPS), and very little on simple review
of internal network configurations.

Windows 2000 and Windows 2003 are built on a domain authentication scheme that is
solid in its foundation. Security related improvements have been significant from the
Windows NT 4.0 days, and they continue to improve. Each of these impacts revolves
around the underlying data held on the network servers and workstations of the
institution. Each vulnerability is caused by a different set of circumstances.

2.1 Review User Accounts and Groups

First, user access to the network information store is limited based upon the user ID and
associated group memberships of that user. Rights of all kinds are assigned either
directly to a user or to a group of users. Rights are either to resources on a particular
computer, or globally on the domain (all member machines). Typically, the local
Administrator group and the Domain Administrator group are the groups with the most
authority to access and change the underlying security framework of the network. Other
groups have either more (as in the Enterprise Admin or Schema Admin group) or less
(as in the Everyone group) authority to access and change the rights.

Periodic reviews of user accounts on the domain are essential to maintaining a good
security framework. Even if an organization has an extremely tight, rigorous audited
process of adding, deleting, and changing users and definition and assignment of
authority to users and groups, it is important to review the current status of users and
group assignments periodically.

The accounting corollary is that of the difference between a P&L and balance sheet. We
can have a great P&L, where our sales are through the roof, but the balance sheet
shows that all sales are going into Accounts Receivable (and are not being collected).
The balance sheet shows that we have a problem. Review of the user accounts can
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show a problem that is not evident by reviewing the user, group, and rights assignment
processes. Too many user accounts with Domain Admin rights or Dial-In rights, old
accounts that were set up as application service accounts and never deleted, users that
are simply no longer using the system (and therefore, possibly shouldn’t have an
account), accounts that were simply missed or mis-keyed in the entry of the add, delete,
or change are all examples of issues that can be caught in a user/group review.

The current policies for user logon windows, remote access, password change
frequency, and add/delete/change users should be the backdrop of this review. They
will, presumably, define the appropriate risk mitigation strategy for these areas.

2.2 Review Group Policy Objects and Assignment

Included within all Active Directory networks, beginning with Windows 2000, is
Microsoft's Change and Configuration Management (CCM) system for Windows. The
central component of this system is the Group Policy, which is managed by configuring
Group Policy Objects (GPOs). Group Policy Objects are collections of Group Policy
settings. GPO'’s are stored at the domain level, and they affect users and computers
that are contained in sites, domains, and organizational units. In addition, each
computer has exactly one group of policy settings stored locally, called the local Group
Policy object. The Group Policy Object Editor is the Microsoft Management Console
(MMC) snap-in that is used to edit Group Policy objects (GPOs). The two kinds of
Group Policy objects are local and nonlocal. ’

Microsoft defines GPQO’s as follows:

“The infrastructure within Active Directory directory service that enables directory-based
change and configuration management of user and computer settings, including security
and user data. You use Group Policy to define configurations for groups of users and
computers. With Group Policy, you can specify policy settings for registry-based policies,
security, software installation, scripts, folder redirection, remote installation services, and
Internet Explorer maintenance. The Group Policy settings that you create are contained in
a Group Policy object (GPO). By associating a GPO with selected Active Directory system
containers--sites, domains, and organizational units--you can apply the GPQO's policy
settings to the users and computers in those Active Directory containers. To create an
individual GPO, use the Group Policy Object Editor. To manage Group Policy objects
across an enterprise, you can use the Group Policy Management console.” ¢

" http:/Awww.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-
us/Default.asp?url=/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/gpe_gpo.asp
® http:/Awww.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-
us/Default.asp?url=/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/Storage.asp
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Local Group Policy objects are stored on individual computers. Only one local Group
Policy object exists on a computer. Local Group Policy object settings can be
overwritten by nonlocal settings if they are in conflict; otherwise, both groups of
settings apply. Nonlocal Group Policy objects, which are stored on a domain
controller, are available only in an Active Directory environment. An organizational
unit (OU) is the smallest scope to which a Group Policy object (GPO) can be linked,
or over which administrative authority can be delegated. (An organizational unit is an
Active Directory logical container into which users, groups, computers, and other
organizational units are placed.) ” The Group Policies are applied in a layered effect,
with deny restrictions taking precedence. Group Policy Inheritance can be blocked,
so the actual resulting Group Policies that affect a user can become quite complex.

Group Policy objects, other than the local Group Policy object, are virtual objects.
The policy setting information of a GPO is actually stored in two locations: the Group
Policy container and the Group Policy template. The Group Policy container is an
Active Directory container that stores GPO properties, including information on
version, GPO status, and a list of components that have settings in the GPO. The
Group Policy template is a folder structure within the file system that stores
Administrative Template-based policies, security settings, script files, and information
regarding applications that are available for Group Policy Software Installation. The
Group Policy container is a directory service object. It includes sub-containers for
computer and user Group Policy information. The Group Policy container contains
the following data:
« Version information- Used to verify that the information is synchronized with Group Policy
template information.
. Status information- Indicates whether the Group Policy object is enabled or disabled for
this site
- List of components- Specifies which extensions to Group Policy have settings in the Group
Policy object.

The Group Policy template folder contains subfolders, including, but not limited to,
the following:

« Adm- Contains all the .adm files for this Group Policy template.

« Scripts- Contains all the scripts and related files for this Group Policy template.

« User- Includes a Registry.pol file that contains the registry settings that are to be applied to
users. When a user logs on to a computer, this Registry.pol file is downloaded and
applied to the HKEY_CURRENT_USER portion of the registry. The User folder contains
an Applications subfolder.

 User\Applications-Contains the application advertisement script files (.aas) that are used
by the operating system-based installation service. These files are applied to users.

« Machine- Includes a Registry.pol file that contains the registry settings that are to be
applied to computers. When a computer initializes, this Registry.pol file is downloaded
and applied to the HKEY_LOCAL_MACHINE portion of the registry. The Machine folder
contains an Applications subfolder.

« Machine\Applications- Contains the .aas files that are used by the operating system-based
installation service. These files are applied to computers.®

® Microsoft Corporation
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As you may imagine, the use of Group Policy Objects can get quite complex. In fact, the
lack of a way to view which Group Policy actually delivered a particular setting to a user
or workstation was a serious shortcoming (certainly for auditors) in Windows 2000. With
the introduction of Windows XP and Windows 2003 came the Group Policy
Management Console which “allows management of Group Policy across sites,
domains, and organizational units within one or more forests™ It installs on a Windows
XP or 2003 workstation or server and can review the effects of all GPO

We will focus here on the two possible errors in administration that affect the GPO
delivered to a particular user- A mis-configuration of a GPO that delivers incorrect rights
to a user, or an assignment of an incorrect GPO to an unauthorized user. It is possible
that a more restrictive GPO is delivered to a user than is authorized. Usually, this is
discovered because the user is denied access to a file or service required to perform
his/her job. It is highly unusual for a user to highlight the fact that he/she has been
granted rights to which he/she is not authorized. The latter is the true risk of GPO mis-
configuration.

2.3 Review Password Strength

Any person with physical access to the network has a window to crack the passwords of
the domain. Most small to mid-sized organizations are not sophisticated enough to have
the controls in place to prevent or foil such an attempt. A process can be added to any
computer that captures keystrokes as they occur, a program can be loaded and run that
will attempt to crack the domain passwords just by pointing it at a domain controller.

So, our security mission is twofold. We need to put controls into place to reduce the
possibility of key logger and cracking programs being introduced to our network. Testing
for this particular vulnerability is not addressed in this paper.

Secondly, we need to insure that our passwords are strong enough to withstand a
cracking attempt for a period of time. The length of time that any password needs to be
capable of withstanding an attack is the maximum amount of time between forced
changes of passwords, or until the attack is detected, isolated, and stopped.
(Vulnerability window = Identification time + Remediation time). The password policy,
the implementation of password security (password length, complexity, and change
frequency), and the testing of passwords should all be reviewed to determine risk.

2.4 Risk Summary

Since we initially began this section defining risk as Threat * Vulnerability * Cost, our
three impacts all have high risk. While the organization and its Information Services staff
may argue that the threats and vulnerabilities associated with the three impacts- user
and/or group mis- configuration, Group Policy Object mis-configuration, and password
hacking, are mitigated in some way, it cannot be argued that the cost of potential loss or
compromise of the assets on the network make this a very important audit area.
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3: Testing

This section presents testing for the three areas of impact selected above. It assumes a
certain level of familiarization with installing programs, working with users and groups,
and Active Directory concepts.

3.1 Review User Accounts and Groups

A review of the users and groups defined on the domain can be undertaken using the
following steps:

- Use a tool to capture user and group information from the domain controller
- Organize the output for ease of analysis
- Identify the users with elevated rights (Remote Access, etc.) and verify authority
- Identify users belonging to groups with elevated rights and verify authority
The simplest tools for reviewing users and groups are Somarsoft's DUMPSEC (formerly
DUMPACL) and Hyena. The 2.8.2 version of DUMPSEC was used for this testing.
Preparation:
- Use a workstation or laptop with network access to the domain controller

Insure you have administrative access to the domain (either as a Domain Admin
or have the step of data collection performed by a Domain Admin under your
supervision)

Download and install DUMPSEC from the systemtools.com site'

Insure a copy of Microsoft Excel is available for the analysis of collected data

A fairly advanced knowledge of Excel (or a staff member who can assist) is very
helpful.

Data Collection
- Launch DUMPSEC

- Using the Report “Select a Computer” type the name of the domain controller
(e.g. \\dc1)
¢:Somarsoft DumpSec (formerly DumpAcl) - \\ (local)
File Edit Search NMESEEH View Help

[ Path (exception di  Select Computer...
Refresh FS

Permissions Report Options...

Durmnp Permissions for File System...

Dump Permissions for Registry...

Durmnp Permissions for Printers

Durnp Permissions for Shares

Dump Permissions for Shared Directory...
Dump Permissions for All Shared Directories

Dump Users as column...

Dump Users as table...

Dump Groups as column...

Dump Groups as table. ..

Dump Users as table fast (names only)

Dump Policies
Dump Rights .mm Computer K

Dump Services... ‘

10 Copyright 1994-1998 Somarsoft, Inc., Distribution point http://www.systemtools.com/somarsoft

Page 13 of 65
© SANS Institute 2005 Author retains full rights.



- Select Dump Users as column

[

Path dirs and files)

[_Path (exception dirs and files

Dump Users as Column Dump Users as Column
Ayaiable ieds Selected fislds: Ayailsble fiekds:
[T . Add> | TS Add > PsadCarBeChangsd o
FulName 4| I—I PsndLastSetTime
ccouilype G < Remove
o Aot tled
VoveUp | Move Up o RodD:
4 cctEpitesTme
Move LasiLoganT ime
| | oreDow [{f b0l
LogonHours
" Sid
ok RasDialn
FRasCalback

Cancel | PSRN

4cctocked)ut

v r aczounts

v Show nomal user acoounts T~ Show computer sccounts

JStod D i e e sl ot vt T~ Show "tue lat logon time (Le. search all logen sesvess)

- Highlight the Groups field in Available fields and press Add->. This will move it to
the Selected field column. Repetitively press the Add-> key until all fields have
been selected. Then press OK. The report should populate:

Administrator

~
Groups Administrators (Local, Administrators have complete and unrestricted access to the computer/domain)
FullName
AccountType User
Comment Built-in account for administering the computer/domain
HomeDrive
HomeDir
Profile
LogonScript
Workstations
PswdCanBeChanged VYes
PsudLastSetTime  7/22/2004 2:58 PH
PsudRequired Yes
PsudExpires No
PsudExpiresTime  Never
AcctDisabled No
AcctLockedOut No
AcctExpiresTime  Never
LastLogonTime 1/208/28085 1:59 PH
LastLogonServer  bwcg-162
LogonHours A1l
sid $-1-5-21-13991908424-3886189598-1179759684-500
RasDialin No
RasCallback None
RasCallbackNumber
ASPNET
Groups Users (Local, Users are prevented from making accidental or intentional system-wide changes. Thus, Users can run certified
FullName ASP.NET Machine Account
AccountType User
Comment Account used for running the ASP.NET worker process (aspnet_up.exe)
HomeDrive
HomeDir
Profile
LogonScript
Workstations
PswdCanBeChanged No
PswdLastSetTime 3/24/2005 3:50 PH
PsudRequired No
PswdExpires No
PsudExpiresTime  Never
AcctDisabled No
AcctLockedOut No
AcctExpiresTime  Never
LastLogonTime Never
LastLogonServer bucg-162
LogonHours A1l
sid §$-1-5-21-13991908424-3886189598-1179759684-1886
RasDialin No ¥
< >

- Save the report using File Save Report As

Samin [ Dubes <] - Bk @B
@lEoupCol acl allser-C
[lGraup-Table.del #lUser-

Tzble.d:|

Col.del

It is a good idea to save each report as Native DumpSec format first. This
will preserve the report so that it can be accessed later as required. Also,
save the report in Comma Separated Cols- it will be used in Excel for
analysis and presentation.

© SANS Institute 2005
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- Perform the same steps for the Dump Groups as column....

|-~ Somar mpSec m UMP -\ <-Somarsoft Dump

Path (exception dirs and Files) [ Path ion dirs and files)

Dump Groups as Column @ Dump Groups as Column g

R T e Avaictiofelds Saiested felcs:

st

Movelp Mawe Up
Move Dosn Mave Daws |

v Shows rerme user azcourls [ Shaw cemputar acceunts
~ Shownem veer azcouls 1™ Shom compuier sccourts

v
~ Ireuades giebsl greup Hiom mester daman]
n=hades globa group o maxstes demain)

Both the User report and the Group report can be printed directly from DUMPSEC.
However, review of the printed documents is extremely difficult since the key items are
potentially spread throughout hundreds of pages of output. Analysis of the results is
simplified with the use of Excel or another spreadsheet program.

The key elements of the user file that should be captured are:
- User
- FullName
- AcctDisabled
- PswdExpiresTime
- PswdLastSetTime
- LogonHours
- LastLogonTime
- RasDialin

The key elements of the group file that should be captured are:
- Group Type
- Group Name
- User

Opening the user file (user-col.txt) in Excel yields the following view:

Text Import Wizard - Step 1 of 3 dd Text Import Wizard - Step 2 of 3 ?X
The Text Wizard has determined that your data is Fixed Width, This screen lets you set the delimiters your data contains, You can see
If this is correct, choose Next, or choose the data type that best describes your data. how your text is affected in the preview below.

Original data type

Choo: pe that best describes your data: Delimiters

[[] Treat consecutive delimiters as one
- Characters such as commas or tabs separate each field. Tab [] semicolon

- Fields are aligned in columns with spaces between each field. [space [ Other: Text qualfier: " v

Start import at row: 1 & File origin: 437 : OEM United States v
Data preview

Preview of file C:\Documents and Settings\cclauss BLUEWATERCG)Desk...\User-Col.txt,

|L[L/28/2005 10:11 AM - Somarsoft DumpSec (formerly Dumpicl) - \ih{# L/28/2005 10:11 AM - Somarsoft DumpSec (formerly Dumpicl) = \\har|”®
|2 PsexrNane UserName

12

|4 bc=1355 RasidminUserGetInfo pc=1355 RasAdminUserGetInfo

|S fdministrator v fdministrator v
< > < >

() (o) (o) (i)
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Text Import Wizard - Step 3 of 3 @

This screen lets you select each column and set Column data format
the Data Format.

‘General' converts numeric values to numbers, date O Text
values to dates, and all remaining values to text, O pate; | MDY v

O Do not import column (skip)

Data preview

AM - Somarsoft DumpSec (formerly Dumphcl) - \\ha

rc=1355 RasAdminUserGetInfo
Administrator

- —

Al Uiy D) cobarey DOMPREL e [ oo Ak eme Al caTn DL

The information in this tab now needs to be manipulated with some formulas and
copying (Edit Copy and Edit Paste Special Values- which is similar to a standard
copy/paste except formulas are translated into their corresponding values).
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By creating a worksheet that refers to the Users-DUMPACL sheet, a final row can be
developed that refers to all of the required information needed.

- £ =F(LEFT(Users-FullA37.1)<>" *1 ")
] [ | 0 [ E | F I [ H | ] J
Fullvame AcciDisables | PswisxpresTime PswilastSerime LogonHours LestLogonTme _ RasDiain

T/24/03 1045 Al

led [ UserStats [ Worlirea ) CalcSheet { Usérsul f

Each column’s formula refers to the detail worksheet with the actual file from
DUMPSEC in such a way that the line with Record = 1 has the complete information
about the user as follows:

A =IF(LEFT('Users-Full''A37,1)<>"",1,"")

B =IF(LEFT('"Users-Full'lA36,1)<>"",'Users-Full''A36,B34)

C =IF('"Users-Full''$A36=C$1,'Users-Full''$B36,C34)

D =IF('Users-Full''$A36=D$1,'Users-Full''B36,D34)

E =IF('"Users-Full''$A36=E$1,'Users-Full''$B36,E34)

F =IF('Users-Full''$A36=F$1,'Users-Full''$B36,F34)

G =IF('Users-Full''$A36=H$1,'Users-Full''$B36,H34)

H =IF('Users-Full''$A36=1$1,'Users-Full''$B36,134)

We can now simply copy the entire sheet, paste special values into a WorkArea sheet,
and then sort on the Record column. The rows with the “1” will have all the user data
required for analysis.

Another technique used here is to create duplicate worksheets with the same data.
They are created in pairs. One that holds the raw information and is sorted in a
particular sequence, and the other that points to the relevant information on an
underlying sorted sheet. Each raw data sheet is then sorted into the sequence
appropriate to the analysis being performed. This allows us to create very professional
looking presentation sheets simply, quickly, and as a by-product (rather than an
additional effort) of the analysis.
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Four sets of sheets are created:
- User Statistics- all users are presented for review
- Disabled Users- to review those accounts that may require deletion
- Dial-In- To review user accounts that allow remote access to the network
- Password Age- To review the oldest accounts and consequently most
susceptible to unauthorized access.

Each is created by copying the main user statistics sheet, sorting it into the appropriate
sequence, and then limiting the printed document to the pertinent information.

Perform a similar analysis for the user groups. Open the Groups-col.txt file in Excel
(using commas as delimiters). Create a sheet that points to the worksheet with the
actual file from DUMPSEC. The columns and their formulas are as follows:

Group Type =IF(LEFT('Groups-Full''$A4,1)<>" " IF('Groups-
Full''$C4="Global","Global",IF('Groups-Full''$C4="Local","Local","error")),A1)

Group Name =IF(LEFT('Groups-Full'!$A4,1)=""B1,'Groups-Full'!$A4)

User =IF(LEFT('Groups-Full''$A4,1)="",RIGHT('Groups-Full''$A4,
LEN('Groups-Full'l$A4)-3),"™)

GroupTypeName =+A2&" - "&B2

This creates two columns that contain the user and a grouptypename (which is the
group type (“Local” or “Global” concatenated with the actual group name). This will allow
for an Excel PivotTable function to be performed and the counts of each group to be
easily calculated automatically. Cut and Paste Special Values the User and
GroupTypeName columns into a worksheet, and then sort to get the blank user names
out of the analysis. Using a presentation sheet, as before, makes a good management
overview table.
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- Perform the Data PivotTable

0s0 e A-User Review-200 oup
Window Help Adobe POF
. -zl 28 sort... &
TR | subtotals...
Al Cut 'n paste values = PivotTzble and 2ivotChart Report .
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Select Layout
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Click and drag the fields on the right to the table image:
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Data analysis couldn’t be simpler, thanks to the Excel PivotTable !
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Adjust column widths for ease of viewing
2 ' i

Make a presentation format sheet similar to the following. Use Edit Copy and Edit Paste
Special to bring the groups and total counts forward to the presentation sheet. This
time, not only Edit Paste Special Values, but also select Transpose. This will turn the
group column headings into row headings and the totals will correspondingly align.

o i
i
G

Asyy Bank
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The presentation sheet for the Users / Groups should be set up similar to this:

After this step, the testing phase is complete. The results need to be documented and
analyzed in light of the existing user policies and organizational requirements as follows:

Review the Disabled users to see how long they have been disabled (last login).
Determine if the reason for the account’s existence is legitimate. It should be
understood that the existence of a disabled account, while potentially legitimate,
needs to be reviewed (especially if it is given elevated rights of any kind). It
would be possible to enable the account, perform activities under that account
login, and then return the account to a seemingly innocuous disabled state.
Also, the existence of too many disabled users might indicate an issue with the
add/delete/change user account process that you may wish to investigate.

- Review the Dial-in accounts and their last login in light of the organization’s
Remote Access policy. Determine if there is a legitimate reason for the account
and if the last login seems reasonable. These accounts allow remote access to
the network (thus extending the network beyond its physical borders). Again, if
elevated rights exist in combination with Dial-In, the account should be
scrutinized.

- Review the password age and analyze the last login in light of the organization’s
password change policy. Determine if it appears to comply with policy and if any
anomalies exist.

- Finally, review the entire account list (usually in conjunction with the group
analysis). This review is usually best done in conjunction with an operational
manager, familiar with the employee population. Review the log on hours at this
time, as well.

- Review the members of the groups with elevated security permissions, like
Domain Admins and Enterprise Admins. Insure they are, indeed, authorized the
associated access.

- Review the need for the number of accounts with high-level authorization. Most
organizations have far too many Administrative-level accounts.
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3.2 Review Group Policy Objects and assignment

Group Policy Objects (GPO) are a very powerful configuration structure. They allow
policies of all types to be applied to Active Directory Organizational Units (OU). This
means that groups or classes of users and workstations can have policies set so that
each individual object doesn’t need to be fully configured itself. It can merely be
associated with an OU that has a GPO set for it. Prior to Windows 2003, it was very
difficult to audit GPOs since they are cumulative in effect. A particular user logging on to
a particular workstation could have GPOs applied from the OU of the user (and the
GPO of any parent container of that user OU) and a GPO from the OU of the
workstation (and the GPO of any parent container of that workstation OU). With the
introduction of Windows XP and 2003, Microsoft simplified this task by including the
Group Policy Management Console.

The Group Policy Management Console (GPMC) is a Microsoft Management Console
(MMC) snap-in and provides a single solution for managing all Group Policy-related
activities. It also includes a set of “scriptable” interfaces for automating GPO tasks.

The good news is that it also works with Windows 2000. It does, however, require a
Windows XP or 2003 machine to run the GPMC snap-in. The only limitation is that the
advanced modeling feature is not available on Windows 2000. This means that any user
that has already logged on to a workstation can have the resultant GPO reviewed on a
Windows 2000 machine. Modeling can be used in Windows 2003 to see the resultant
GPO set that would be applied if a particular user logged on to a particular computer- a

very powerful auditing tool.

From the GPMC help file is a simple description of this powerful tool:
New ways to do familiar tasks
The following table lists common Group Policy tasks. Using Group Policy Management
Console (GPMC), the procedures for performing these tasks are different from the way you
performed these tasks in the past, without the Group Policy Management snap-in. Previously
Administrators used Active Directory Users and Computers and Active Directory Sites and
Services to manage Group Policy. Now you use GPMC to perform all Group Policy-related

tasks.

If you want to

Create a Group

Policy object (GPO)

and a link to it

Create an unlinked
GPO

Edita GPO

© SANS Institute 2005

On a computer without GPMC

On the Group Policy tab for a site,
domain, or organizational unit, click
New.

Navigate to the Group Policy
properties tab for a site, domain, or
organizational unit, click Add. On
the All tab, right-click, and then
click New.

Navigate to the Group Policy
properties tab for a site, domain, or
organizational unit, select the
GPO, and then click Edit. This
opens Group Policy Object Editor.
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With Group Policy Management snap-in

In GPMC, right-click the relevant site,
domain, or organizational unit and then click
Create and link a GPO here. For more
information, see Create or delete a Group
Policy object and Link a Group Policy object.

In GPMC, navigate to Group Policy
Objects, right-click it, and then click New.
For more information, see Create or delete a
Group Policy object.

In GPMC, navigate to Group Policy
Objects, right-click the GPO, and then click
Edit. For more information, see Edit a Group
Policy object.

Group Policy Object Editor MMC snap-in
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11

Link an existing
GPO to a site,
domain, or
organizational unit

Use security groups
to filter the scope of

policy

Delegate
permissions on
GPOs

Determine
Resultant Set of
Policy with Group
Policy Results
(logging mode)

Simulate Resultant
Set of Policy using
Group Policy
Modeling

Add a WM filter

Navigate to the Group Policy
properties tab for a site, domain, or
organizational unit, click Add, and
then select a GPO.

Edit the access control entry (ACE)
permission option for Apply Group
Policy on the Security tab in the

Properties dialog box for the GPO.

Navigate to the properties of a
GPO, click Permissions for
Authenticated Users, and select
the check boxes that correspond to
the permissions you want to give.

In Resultant Set of Policy snap-in,
right-click Resultant Set of Policy,
and then click Generate RSoP
Data. Select Logging Mode in the
Resultant Set of Policy Wizard.

In Resultant Set of Policy snap-in,
right-click Resultant Set of Policy,
and then click Generate RSoP
Data. Select Planning Mode in the
Resultant Set of Policy Wizard.

Navigate to the Properties of a
Group Policy object, and click the
WMI Filter tab.

is still used to edit GPOs and is opened
when you click Edit in GPMC.

In GPMC, navigate to a site, domain, or
organizational unit, right-click it, and then
click Link an existing GPO here. For more
information, see Link a Group Policy object.

In GPMC, click a GPO or GPO Link, select
the Scope tab, and then use the Add and
Remove buttons to control the groups,
users, and computers on which the GPO
applies. For more information, see Filter
using security groups.

In GPMC, click the GPO, click the
Delegation tab, and then click the Add or
Remove buttons. For more information, see
Delegate Group Policy tasks.

In GPMC, right-click Group Policy Results,
and then click Group Policy Results
Wizard. For more information, see
Determine Resultant Set of Policy with
Group Policy Results.

In GPMC, right-click Group Policy
Modeling, and then click Group Policy
Modeling Wizard. For more information, see
Simulate Resultant Set of Policy using Group
Policy Modeling.

In GPMC, right-click WMI Filters and click
New. For more information, see Create,
import, export, copy, and paste WMI filters.

A review of the GPO applied to selected users at selected workstations can be
undertaken using the following steps:

- Use the GPMC to access the user and workstation
- Print the result for documentation of the test

- Analyze the resultant GPOs applied in the area of concern (security, internet
access, etc.)

- Report on any suspicious areas

Preparation:

- Use a workstation or laptop with network access to the domain with Windows XP
installed.

- Select the representative users and workstations to be reviewed. This selection
should be from selected groups of users. The intent is to see if a user with
restricted network access has the correct GPOs applied.

- Download and install GPMC from the Microsoft site (certain XP service packs
may be required prior to installation):
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" Microsoft Corporation, Group Policy Management Console- Help Text

Welcome to the Microsoft Group Policy
Management Console with SP1 Setup
Wizarnd

ProrIne s Tmn N

X

Microsoft Group Palicy Management Consale with SP1 X

GO O el of RS Q05450 i 0w o © ¥ 0o Wl T OFE e

Data Collection:

Select the Domain

Save the resultant file
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Start GPMC (version 1.0.2 used here)

Select a user and a workstation
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Print and review the output (display with browser):
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This is an example of the format of the output from the tool. The actual result

will contain the GPOs applied to the particular user and computer being

reviewed. It is important to understand the sections specific to your purpose. In

this particular case we are reviewing the Account Policies being applied.

© SANS Institute 2005

Page 26 of 65

Author retains full rights.



A review of the resultant output should include looking for any delegated
administrative control or elevated rights (allowing the ability to enable and
disable GPO inheritance). Look for anything that blocks policy inheritance also.
If a mis-configuration, or intentional deny of policy inheritance exists, it may
allow a user to perform actions that the higher-level Group Policy is preventing.
This is a double negative: we want to insure that the policy is being applied to
the lower level object, therefore we want to make sure the policy inheritance is
not denied.
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3.3 Review Password Strength

There are several tools available to assess password strength. @Stake’s LOphtCrack™
and Open Source John the Ripper are two very popular password “cracking” programs.
It is essential that it is understood that the legitimate uses of these two programs are
twofold:
- Assess password strength so that the result may be documented, compared to
the organization’s policy, and appropriate remediation steps put into action.
- Recover lost or unavailable passwords when no other alternative method is
possible.

@Stake’s LC4 was used for this testing (LC5 is the current version). In addition, there
are basically two options for assessing password strength. The program can be set to
run against the Windows Domain Controller directly, passwords can be captured by
“sniffing” on the network, or the “SAM” file (Windows Security Accounts Manager file)
can be captured with a utility program (pwdump3) and assessed offline. Regardless of
the method used, it must be assumed that the passwords have been compromised and
appropriate actions taken. The utility program is method in the testing process used
here.
A review of the password strength can be undertaken using the following steps:
Review the organization’s Password Policy (if it exists)
Use a tool (pwdump3) to capture SAM file from a Domain Controller

Use a stand-alone computer with LOphtCrack™ installed to perform the
password vulnerability assessment

Export the resultant “cracked” file

Organize the output for ease of analysis

Prepare presentation of user list with “cracking statistics”
Prepare summary presentation of “cracking statistics”

Preparation:
- Use a workstation or laptop with network access to a Domain Controller

A Domain Administrator’s account and password must be available for the utility
used to capture the SAM file.

- A secured method of transport and, preferably, a secured stand-alone
workstation with the LOphtCrack™ program installed should be used for
password vulnerability testing.

- Download the pwdump3 utility
- Insure a copy of Microsoft Excel is available for the analysis of collected data

- A fairly advanced knowledge of Excel (or a staff member who can assist) is very
helpful.
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Data Collection:

- Run pwdump3 as follows. The resultant file in this example is pwd.txt in the root
of C:\

<« Command Prompt _1 .

IC : \Pgms\PWDump>pwdump3

puwdump3 <(rev 2> by Phil Staubs, e-husiness technology,. 23 Feb 20601
opyright 2001 e-business technology, Inc.

his program is free software based on pwpump2 by Todd Sabhin under the GNU
eneral Public License Uersion 2 (GNU GPL)>, you can redistribute it and/or
odify it under the terms of the GNU GPL, as published by the Free Software
[Foundation. NO WARRANTY, EXPRESSED OR IMPLIED, IS GRANTED WITH THIS
[PROGRAM. Please see the COPYING file included with this program <(also
vailahle at www.ebiz—tech.com/pudump3> and the GNU GPL for further details.

sage: PUDUMP3 machineName [outputFilel [userName]l
IC : \Pgms\PWDump>puwdump3 \\dcl c:\pud.txt administrator

pudump3 <(rev 2> by Phil Staubs, e-business technology, 23 Febh 2001
opyright 2801 e-business technology, Inc.

his program is free software based on pwpump2 by Todd Sabin under the GNU
eneral Public License Uersion 2 (GNU GPL>, you can redistribute it and/or
odify it under the terms of the GNU GPL, as published by the Free Softuware
[Foundation. NO WARRANTY, EXPRESSED OR IMPLIED, IS GRANTED WITH THIS
[PROGRAM. Please see the COPYING file included with this program (also
vailable at www.ebhiz—tech.con/pudump3) and the GNU GPL for further details.

Please enter the password >IOO6eo0ex
ompleted.
:\Pgns\PW/Dump>

- NOTE: If the program fails, the most common reason is that the administrative
share (ADMINS$) has been disabled. Several “workarounds” exist (including
creating the share, running the program, and deleting the share), but are outside
the scope of this document.

- Secure the file (in a password protected zip file, for example), delete it from the
local machine, and transport it to the computer where the LOpht program will be
run.

- Place the file on the LOpht computer and Begin a new session
FEEFqIlllllIlIIIIIIIIIIIIIIIIIIIIIIIII4ﬂﬂ FFg;!!:=:!!llllIIIIIIIIIIIIIIIIIIIIIIII4ﬂﬂ

ST p— [ p—
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- Import the file

%
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- Set the session preferences. Here is where you can try different settings to see
how they affect the speed and cracking capabilities of the program.

-

e —
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Begin the Audit
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- Scroll up and down until the majority of the passwords have been cracked, or the
time permitted has been reached (this one ran for approximately 4 days):
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- “File Save As” will prompt to pause the session.
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- “File Export Session” will present the same prompts to pause the session, and
allow the results of the session to be saved in a txt file for analysis:
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- “File Export Password File” will present the same prompts to pause the session,
and allow the results of the session to be saved as a dictionary file for later use
in sources for password cracking:
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- Import the password file into an Excel spreadsheet.

C Microsoft Excel - GENA-User Review-2005-PasswordAudit xis
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The results can be analyzed using several techniques. A summary of the number of
passwords cracked by each method is an impressive presentation for management.
It really shows the results in a meaningful way. In order to do this, each account’s
time to crack should be categorized in groups similar to the following:

a- Under 1 minute
b- Under 1 hour
c- Under 4 hours
d- Under 8 hours
e- Under 24 hours
f- 1-2 days

g- 2-3 days
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h- 3-4 days
i- 4-5 days
j- 5-6 days
k- 6-7 days
I- over 7 days
Combine this with the LOpht categories of cracking:

Brute Force

Dictionary
Hybrid
User Info
Not Cracked
And a table of meaningful results can be presented:
A B \ c | D ‘ E \ F G | H
1 | Auditing Firm 01/28/05
28 AnyBank
3 Password Cracking Statistics
4]
5 IAII User Accounts
Ed| Crack Method
7 |TimeFrame Brute Force | Dictionary Hybrid User Info NAA Grand Total
8 | NiA

9 |a- Under 1 minute

10 [b- Under 1 hour

11 |c- Under 4 hours

12 |d- Under 8 hours

13 |e- Under 24 hours

14 |f- 1-2 days

15 |g- 2-3 days

16 [h- 3-4 days

17 |i- 4-5 days

18 |j- 5-6 days

19 |k- B-7 days

20 |- over 7 days

21 |Grand Total
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The detailed user list can be presented as follows:

Char Pt Wt W TR W) N C e E !
Al v A Auditing Firm
A B | c D | | J
1 ,M%ting Firm
2/ AnyBank
3 Password List
5 | S | Username Laruman Password L’g;‘"| Method Cat
6 | 1|Administrator |PASSWORD Hybrid b- Under 1 hour
7 | 2|mlacy |PECANPIE Brute Force e- Under 24 hours
8 |  3|ArcSene |ARCSERVE User Info a- Under 1 minute
9 | 4akiel LEE12134 Brute Force g 2-3 days
10| 5|backup |BACKUP X User Info a- Under 1 minute
11| 6 backup_svc |REFIP X Brute Force b- Under 1 hour
7 |ekay DAISY X Dictionary a- Under 1 minute
8 eerasmus |TRUSTY X Dictionary a- Under 1 minute
9 ekipp |PS14310 X Brute Force g- 2-3 days
10/ ekinghom JENNY X Dictionary a- Under 1 minute
11|mkingston HARLEY X Dictionary a- Under 1 minute
12 mkimberley |CONRB X Brute Force b- Under 1 hour
13 adiana IMUFFIN X Dictionary a- Under 1 minute
14 ekercher |PASSWORD Dictionary a- Under 1 minute
15 ekennard |BLIZZARD Dictionary a- Under 1 minute
16/CSR * missing * N/A NAA
17|CSR2 * missing * /A N/A
18/CSR3 ™ missing ~ N/A N/A
19|CSR4 * missing * N/A NAA
20/CSR5 |™ missing * N/A N/A
21 mdicdorus |PSALM333 Hybrid b- Under 1 hour
22|dkeese |CORABA X Brute Force 'b- Under 1 hour
23 ekeen | DIANE X Dictionary a- Under 1 minute
24|mkieman |WINTER X Dictionary a- Under 1 minute
25|akerr |OUTBACK X Brute Force |f-1-2 days
26|akent DSKDSK4 X Brute Force g- 2-3 days
27 \mkennicot CLOCKS X Brute Force b- Under 1 hour
28| mkinsley |PASSWORD Dictionary a- Under 1 minute
29/ ddyonysius | SNOWMOBILE Dictionary a- Under 1 minute
30|akinghom |BOZOB X Brute Force b- Under 1 hour
| 3¢ 31|mkelly |GIRLY X Brute Force b- Under 1 hour
3 32 emailad TRUSTY X Dictionary a- Under 1 minute
38| 33|emaildump EMAILDUMP User Info a- Under 1 minute
39| 34|adiotrephes JOHN X Dictionary a- Under 1 minute
40 35 exch-backup-agent PASSWORD Hybrid b- Under 1 hour
36| exch-nav-agent |REFIP X Brute Force b- Under 1 hour
37 EXCH-SERVICE-ACCOUNTREFIP X Brute Force b- Under 1 hour
38|aking |STUPID381 Hybrid b- Under 1 hour
39|Bank HSB X User Info a- Under 1 minute
40 Bank1 HSB1 X User Info a- Under 1 minute
41/finloan |HSBLOAN X User Info a- Under 1 minute
42/Internal * missing * NAA NAA
43|alambourne |ZANEA X Brute Force b- Under 1 hour
44| mkirkaldy HOLIDAYS Dictionary a- Under 1 minute
45| mkinsley HUNTING X Dictionary a- Under 1 minute
46| mkent GRACIE X Brute Force b- Under 1 hour
47 | dkinnear |KIOSK X User Info a- Under 1 minute
48| mkimberley |LIPPY X Brute Force b- Under 1 hour
49|abaptiste 1120865 X Brute Force c- Under 4 hours

The table combined with the user list allows the auditor to review the actual password
cracking times against the password policy to see if the organizations’ security goals are
being met. In addition, this review, combined with the user and group review above
allows the auditor to review the highest risk group (usually Domain and Enterprise

Admins) in more de
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4: Audit

The results presented here are from an actual review of a financial institution’s Active
Directory Domain. All domain names, users, groups and other identifying characteristics
have been changed (a considerable effort), but recommendations have been developed
based on the results shown here.

4.1 Review User Accounts and Groups

The DUMPACL utility was used to create a user-col.txt and group-col.txt file from the
Domain Controller following the steps outlined in 3.1. The detailed results are as
follows:
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[ E [ [ I
o 76415 Al Hevar To
et Accourt Mo I7EA260139 Al 3637637568 No
Guse! Azcourt Mo 36079.38125 Al Near Mo
[ 1 WA Sened \l/ah Application Mar ager account Ho 30446 67222 Al Hiser Ho
(81 1/hvAM Sener \7ah Application Merager sccount Ho 35AE 6525 All Newer to
[62 1 /WAM Seness Launc I3 Process Account Mo 3821568433 Al Never Ho
(83 1 WAN Seners to 75414737 Al Hever Ho
1 AN Server? Mo 37536.773%1 Al Heear Ho
% 1 AN Sernd Ho 024 Al Hisar Ho
|6 1 WAM Sened Mo 376215 All Mewar Mo
[57. 1 slamboume Mo 38355,29007 Al 6370.25306 No
(83, 1 mkirkaldy Mo 3033736557 Al X2E319 No
59 1 mnsley Hilas Kinsley No 3632235903 Al 30036466 No
0 1 mlent Mark 1ot Mo 34352 35625 Al 3364 35139 No
(7t 1|skimear Douglas Kinnear Ho Never 37707229 Al 3367 675 No
(72 1 mkimberiy Marin Kimberley Mo 243237014 3834237014 Al 36380, 36044 o
73 ikbt Yes 3767263472 753263472 Al Never Ho
iz} 1 sbaptiste Alfred Baplisle Mo TA07.71319 30317.713°9 Al 330035792 No
7% 1 mkennicol Marl Kanmcol Ho 3699 34375 3831534375 Al 373 181 Mo
|7 1 akelsey Alen Kalsey Mo 38329 67533 Al 3343 560 No
[77] 1lexelso Sewerd Kalso Mo 3832038333 Al %377.72153 No
[78 1 skimberley Alban Kimberley Mo 30352.35303 Al 263733625 No
9 1 elamport Egdart Lamport Mo 38313.40754 All JE379.54068 Mo
@1 miampon Manve! Lamport Mo 36376 32351 Al 70 8 Mo
{8 1lewid Emile Kid Ho 3831032708 Al 3360 31380 Mo
(3 1lckimble Desmone Kimole Ho 38337 42035 Al 337036514 No
(B3 1 ckimear Oudizy Kinnear Ho 33343 375 Al 630042153 No
£l 1/ mkeys. Moins Kays to 033.34722 Al
% 1apras Apy RAS account Ho 38324 85833 Al
® 1 agarepl Apa Replication Aczaunt Ho 37772 99533 Al
£l ndt Apa Vandor Yes 36105 43125 Al
i 1 vendor /Application Vendar Yes 373835375 All Mevar YVes
1 skrkaldy Arthony Kirkaldy Ho 06427, 965872 3033735972 Al 230031318 No
D1 mham Marln Koham Mo AT 66208 33265273 Al 6039722 Mo
lat 1 Reces Secaplionist Ho Never 36327 34533 Al 3360 194 No
[32]  1|skinsley Anqus Kinsley Mo 41127292 38321 27232 Al 37866722 No
E 1/ chsiguin Dudizy Keigoin Ho 20465, 45625 38376.41453 Al 2638031544 No
1/53n8y Absalom Lshey Mo 0435, 37847 30345.37047 Al CI7IEEET No
1 rast ot Ho Haver 3243 65275 Al T3 6666 No
% 1 mikempster Morns Kernpstar Mo 35468 3066 38378 33839 Al 3379 36842 Mo
137 1 skendrick Allan Kendrick Ho 3505 33472 I 33472 Al 3380 34563 No
(38 1 mkiham Martin Kiha Mo 36203.43669 3830343830 Al 3637647647 No
B 1 ecomelive Eghraim Comelius No = 3031136035 Al 329,394 No
100, 1 skalsey Andraw Kalsey Mo 4103472 30IA0.3N72 Al F6379.76403 No
01 satements Statemunts Mo Havir 38170 38472 Al Mz Ho
HD2 1 Supeniscr Lgeresar Yes Never 10463531 Al Newar Ho
(193] 1/ckierstes Dan Keerstes Mo 36398 35764 38328.35754 Al 26370.43658 No
{134 1 sismpon Alan Lampart Ho 2041137639 30321.37628 Al 2377.26101 No
05 1 ekmney Enc Kinney Mo BA7 31163 38357 3293 Al 530031460 No
A6 1 Syne Agent Account Sync Agent Accounl Mo Have 365 425 Al Mewsr Ho
W07 1leka Sogar Kay Mo 435 TEA0 3835 33472 Al 3360 3104 Mo
[103 1 exendiick Svelyn Kendrick Ho 243231736 3834231735 Al 36377.36€75 No
B IR Teller branch | Mo 36202.75278 Sun(G-24)Mon(s-24)T. T 240F 1524 505 16) 26300.31369 No
o e Tallar branch 2 Ho 510465754 Mon(5-24)Tua(’-24Wedi5-24)T hus 24]F 1(5-24) S >-1) ZE030.E18 No
111 178 Toller branch 3 Mo 36175,72917 Mon5-245Tue(s 22wedis-24)Thu( 24)F 11524554 5 16) 6380 625 Ho
2 1TRe h4 Ho R0 BR131 Mon5 241Tue(S 241w edS-241Thuts 241F 115 2415615 16] 3321 F65R No
2 B RS TR K] B
CIE £l
E] | ¥ I E E [ I = T
nanns Teller branch & Mo Hever 37027 35435 Mon(5-24)Tue(5 22 Wed (S 24)Thu(s 24)F 115 24)Sa15-16) 3320 644 No
(118 T'scomelius Angus Cameliva tlo 30466 36042 38376 31875 A 3377 52556 No
(115 1 mkeith Marcn Kaith Mo Hever 3805153953 All ZE380 311 Mo
[ 1 TsintemetUser Tslntemstlser itlo Never F53362232iA1 Never o
17 1lelamb Eewin Lamb o 33348.325°A1 0373.70694 No
8 1 VDE_ADMN i 36521 47639 Al 3621769792 No
9 1 Vincs Vinca Login i Haver 35149.995°4 Al Nevar Ho
12 |
121 |
122 i

- Copy to a new sheet, sort by Disabled account, and delete the remainder.
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- Copy to a new sheet, sort by Password Expires (primary sort) and Password Last
Set Time (secondary sort).
o |
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- The presentation Sheets contain formulas that point to the underlying raw data
sheets.

Auditing Firm
AnyBank
Disabled Users
|lnformation as of: 26-Jan-06
Seq User FullName Password Expires Pwd Last Set Logon Hours Last Logon Dial in ?

1| 10838CCC-2F01-4969-A SystemMailbox{10838CCC-2k01-4969-A51C-EEDBTCFDF74F} 2Unknown Never All Never No
2 | AdminSch Microsoft Schedule+ Free/Busy Connector 2Unknown Never All Never No
3 | auditor Auditors 2/18/03 9:31 AM 9/19/03 10:31 AM | Mon(5-24)Tue(| 10/7/03 3:31 PM_ No
1| Fedline Fedline Machine Never 2/15/99 1:23 PM All Never No
5| Guest Never 3/7/00 9:50 AM All Never No
6| kebtgt 2/21/03 3:14 PM 1172302 3 14 PM | All Never No
7 | Supervisor Supervisor Never 11/5/98 3:17 PM Al lever No
8 | vendor Application Vendor Never Al Yes
9| vndr App Vendor Never 11/6/98 10:21 AM All Yes
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Observations on Disabled Users:

- Guest account has been disabled, not deleted

- It appears that two vendor accounts are present, but disabled

- An auditor account is present, but disabled

- A Fedline user account is disabled

- It appears that each of these accounts is manually controlled with no password
expiration.

- Purpose for each account should be determined to see if they are consistent with
the institution’s policies.

Auditing Firm
AnyBank
Dial In Users

Information as of: 26-Jan-05

Seq User FullName Disabled ?| Password Expires Pwd Last Set Logon Hours Last Logon Dial in ?
1 | Administrator Administrator No Never 7624/03 10:45 AM Al /2805 9:17 AM Yes
2 | appras App RAS account No 12/3/04 1:24 PM Ail 03 9:21 AM Yes
3| Intemal No 9/9/02 11:03 AM All Ves
1| mlacy Malcolm Lacy No 118 M Ail 5 10:58 AM Yes
S | vendor Application Vendor Yes 1 02 PM | Ail Yes
6| vndr App Vendor Yes 11/6/98 10:21 AM Al Yes

Observations on Dial In Users:

These are the most dangerous accounts since they have authority to access the system

remotely. The first four are active accounts that should be scrutinized.

- Administrator account has not been renamed

- Appras and Internal accounts appear to be generic account (generic user accounts
are not good practice. They evade tracking individual responsibility for events in a
forensic audit.)

Auditing Tirm

AnyBank
Password Age
a3 of. 28-Jan05
User FullName Password Fxpires Pawd Lust Set Togon Taurs Last Logon Dialin ?| |
1 CSR's Branch 2 Never 1175795 346 PM. All 12/9/04 5:49 AM No
2 Teller braeh 2 1175795 3:47 PM MoniS-24;Tuef| 221704 9:19 AM No
3 CSR's Branch 4 1179795 3:53 PM. All 121304 8:58AM | No
4 Leller branch 4 117998 3:53 PM. Mo 5-24; T uer, No
] CSR's Branch 3 117695530 PM_| Al No
6| TLRS Teller branch 5 1171695 530 PM | MonS-24:1ue( No
7 | backup Backup for servers 11/25/98 12:29 PM | Al No
8| ArcServe ArcServe Account 1 S I1:324AM | AN No
9| ¥ Winca Login ¥98 11:53 PM | All No
10| Syne Agenl Acoount Syne Agenl Aceount 175799 10: 12 AM All No
11| CSR CSR's Branch | 2/11/99 5:59 PM Al No
2] TLR Teller braneh | 2/11:99 6:01 PV Star?S-24:A forsf No
13 | Recep Receptionist 6/16/99 §:15 AM All No
11| TUSR_Serverd Taileriet, Guesl Account 10:13799 4:07 Pid_|_AIl No
15 | IWAM Serverd Web Application Manager account 1013799 408 PM_ | Al No
16 | Bank Bank 3/16:00 9: 36 AM Al
17 | IUSR_Serverd Internet Guest Account 3/23/00 3:53 PM All No
18 | IWAM Serverd Web Application Manager account Al No
19| VBE ADMIN Al No
20 | EXCH-SERVICE-ACCOUNT| NAV for Microsoft Exchange Al No
1| backup svc backup_sve 111901 2:28 PM Al No
2| TLRS Teller branch 5 SA601 B3 AM MoriS-2:43Tued|  12/804 8:52 AM No
3 | CSR3 CSR's Branch 5 31601 8:33 AM Al 172605 7:46 AM No
1| Tulernal /9702 11:03 AM All leve Yex
25 | Tslnemell ser Tslnternetliser 11723702 2:57 PM_ | All No
25 |_TUSR Server? Toilere Cosesl Aceonnit 7125702 6:37 Pd_|_AlL No
27 | IWAM Server? Internet Guest Account All No
28 | 1USR Server6 Internet Guest Account Al No
29 | IWAM_Server6 Tnfernet Guest Account All No
30| IUSK Servers Internet Guest Account Al No
31| IWAM Server® Internet Guest Account Al J No
32| 1USR DCL Internet Guest Account A 128705 7:49 AM. No
33 | TWAM DCL Internet Guest Account A 172405 9:01 AM No
34 |_exchonav-agent Txch-NAV-Agenl 1723703 1:59 PM A 107103 11:60 AM | No
35 | Bankl Bankl 3/3/03 2:50 PM Al Never No
36 | appropl App Replication Aceamnt 573103 1:S1PM | Al Never No
37 | dkinnear Donglas Kimnear 6/27103 5:21 PM. All 1/15/05 §:51 AM. No
35 | Admimistlor Adurinsinalor 72703 1095 AM_|_ Al 7726:03 017 AM Yox
39 | _emaldump cmail dump /1703 11:47 AM. All 506/03 5:19 PM No
40 | finloan tinloan /3703 .09 AM Al 973703 9:31 AM No
A1 | mketh March Keith IS0 1257 PM_| All 1728703 5:09 AM No
42 | IUSR Server2 Internet Guest Account 472704 9:09 AM Al Never o
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Auditing Firm

Observations on Password Age:

AnyBank
Password Age
w o, 26-Jan5
Seq User FullName Password Expires Pwd Last Set Logon Hours Last Logon | Dial in 2/
13 | TWAM Server? Tntermel Guest Account Never 12/04 9:09 AM Al Never No
11 | statements Slatements r 7/2/04 9:14 AM All Never No
45 | exch-backup-agent Exchange Backup Agent r &12/0412:12 PM Al §11/0412:26 M No
16 | TUSR ServerS Tulermel G ounl v §/16/01 1:25 PAL Al Never No
17 | TWAM ServerS Taunch T1S Process Aceounl r §/16/04 4:25 PAM All Never No
48 | rtest st r Y13/04 3:40 M Al 913/04 344 PM No
19 | cmailad cmuilad r 11/10/01 3:10 PAMT_ | Al Neve No
50 | TUSR Server§ Tulernel Gues! Ace r 11711701 9:36 AM_| Al No
51| IWAM Server$ Internet Guest Account r 11/13/04 9:36 AM Al Never No
52| appras App RAS sccounl v 12/3/04 124 PAM Al 12/24/03 9:21 AM_| Yes
53 | krbigt 03314 PM 11723/023:14 PM_| Al Never No
54 | auditor Auditors 131803 93T AM | 919031031 AM | Mon(3-24)Tue(] 10/7/03 3:31 PM No
55 | mkenmicot Martin Kenmicot 273/05 9-05 AM 11/5/04 9:05 AM Al 1/24/05 8:31 AM No
56 | mkilham Martin Kilham 2/10/05 10:32 AM 11/12/04 10:32 AM | All 1/24/05 11:29 AM_ No
57 | akendrick Allan Kendrick 2/13/05 5:02 AM 11/15/04 5:02AM | Al 1/25/05 5:18 AM No
58 |_ekercher Eustace Kercher 2/13/05 8:42 AM. 11/15/04 8:42 AM_|_All 1/27/05 9:36 AM No
59 | dkiersted Dan Kiersted 2/15/05 8:35 AM 11/17/04 8:35 AM All 1/27/05 10:33 AM No
60 | mkennicot Martin Kennicot 2/16/05 5:15 AM. 1171804 515 AM | Al 1/21705 5:41 AM No
61 | ekid Emile Kid 2/17/05 7:51 AM 11/19/04 7:51 AM All 1/28/05 7:32 AM No
62 | ecomnelius Ephraim Comelius 2/18/05 5:50 AM 1172004 8:50AM | All 12/5004 9:28 AM No
63 | adiotrephes ‘Archibald Diotrephes 2/20/05 9:39 AM 11722/04 934 AM | Al 1/28/05 9:15 AM No
64 | elamport Egbert Lamport 2/20/05 9:47 AM. 11/22/04 947 AM | Al 1/27/05 1:13 PM No
05 | mkimberley March Kimberley 2/24/05 8:37 AM 11/26/04 8:37 AM Al 1/26/05 5:27 PM No
66 | sbaplisic Alfred Baptiste 2/24/05 5:07 PM 11726/04 5:07 PAL_|_All 1/28/05 9:33 AM No
67 | akelsey Andrew Kelsey 2/27/05 8:02 AM. 11/29/04 8:024M | Al 1/27/05 6:49 PM No
68 | ekelso Edward Kelso 2/27/05 9:12 AM 112904 9:12 AM Al 1/25/05 5:19 PM No
69 | ddyouysins Douglas Dyonysius 2727/05 9:42 AM. 11720/04 942 AM | Al 1/20/05 911 AM No
70 Angus Kinsley 2/28/05 6:33 AM 11/30/04 6:334M | Al 1/26/05 4:44 PM. No
71 Alan Lamport 2/28405 9:02 AM. 11/30/04 9:02 AM All 1/25/05 8:41 AM No
Page20f2

The top of this list should be reviewed for users who no longer require system access.
We should also look for users who have not changed password for an extended period

of time.

- Many of the accounts on the list are generic accounts (not best practice), and
should be reviewed for purpose and validity.

- Too many accounts’ (including recep) passwords have not been changed since
1999. This is either poor policy or mis-configuration of system policy applied to this

user.

- In general, quite a bit of attention should be placed on reviewing the accounts on

this list.
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Auditing Firm

AnyBank
User Statistics
[otomion ve of- Z5Jan 05
User FullName Disabled 2| Password Expires Last Logon Dialin?| |
1-1969-4 Systen Mailbus {1 G83SCCC-2K01-1969-431C-EEDRICEDE Ves nimown Never No
Administrator No Never L2805 9:17AM Yes
Microsof Schedule+ Free/Busy Cumieclur Yes "nkmown Never No
Malcolm Lacy No SAEN05 9: 12 AM L27/05 3058 AM Yes
ArcServe Account No Never Never No
Anatole Kiel No 04 2:00 PAL Al L2608 1120 AM No
Auditors Yes 9:19/03 10.31 AM Mon(5-24Tne(] 10:7/03 3:31 PM No
¥ | buckup Fiachup for servers No Al Naver No
9 | backup sve backup_sve No Never 119701 2:28 PM Al Never No [ |
10 | skay Trncst Kay Ne g 1271470393610 | No
(11 [ ccrasnus Fdzar Erasmus No Al No
Tugene Kipp Ne g No | |
Elisha Kinghorn No Al No
Malcolm Kingston Ne g No | |
March Kimbetley No A o
Adrinn Disna No Alf 50 AN o
Tustace Kereher No A Li27/05 9:36 AM o
kiel Kennard No Al 27/05 10:43 AM o
No All No
No Al No
No All 12505 TARAM No
No All 12:13/04 8. 58 AM No
SRS No D1 AT AL Al 12605 716 AM No
mdiodorus No 05 11:01 AM Al No
dkeese Donald Keese Ne 5 8§:22AM A No
ckeent Fustace Keern No 3 805 AM 18IS AM | A 7 No
wkicnan Michac] Kicman No 421705 9: 41 AM 05 S:91 AM Al 12805 $:05AM Na
akerr Adam Kerr No A10/04 5:03 AN g 1:27/05 3:38 PM No [ |
akent Alick Kent No 13704 6:36 AM B L27705 32:52 PM No
mkenni Martin Kennicot Ne 5/04 9:05 AM A 1:24705 $:31AM No [ |
Mark Kinsley No 1/3/05 9:37 AM Al 173705 1:11 PM No
[ 32 | ddvonysius Douglas Dyonysius No 11:29/04 9:42 A A 1:20/05 9:11 AM No e
33 | akinghom Alfred Kinghom Ne L2105 0:31 AM Al Li25/05 2:38 PM No
[ 30 [ mkelly Muimiliun Kelly No 4 T2 RS AM No
35 | emailad emailad No Al Never No
[ 36 | emailbunp. eml dump No A RIGH03 5:19 PM No
adiolrephes Archibald Divtrephes No 4 12505 9:15 AM No
ackup-agent Fxchange Backup Agent No A ®1170412:26 PM__| No
exchanv-agent Fncli-NAV-Agenl No Al 03 100 AM | No
EXCH-SERVICE-ACCOUNT | NAV for Microsoft Exchange No Al 12805 10:05 AM No
Fedline Fedline Muchine Yes F A Never No
Alfred King No 04 2:09 PM All 04 2:10 PM. No
Yes 0 9:50 AN g r No
Bunk No (02 9:36 AM All 05 1055 AM
Page of3
Auditing Tirm
AnyBank
User Statistics
[Iuformation a: of: 203n 05
User FullName Pwd Last Set Dial in 2
Bank! Dankl 03 2:50 PAL No
finloan finloan 9:3/03 9:09 AM No
Internal 99/0211:03 AM Yes
1USR_DCT Inlernel Guest Aucount 121003 2:26 PAM No
TUSR_Server2 Tnternet Guest Account 4/2/04 9:09 AM No
1USK_Server3 Inlernel Guest Aucount 10713799 407 PM No
IUSR. Serverd Internct Guest Aocount 0 3:53 PM Al Never No
IUSR_Servers Internel Guest Account KR16/04 4:25 PM Al Never No
TUSR Scrver§ Internct Cucst Aovount Q03 11-30 AM Al No | |
TUSR_Server Internet Guest Account 11725002 6:34 PAM A No
TUSR Scrver8 Internet Guest Aocount 1. M 9:36 AM A No i 7]
TUSR_Serverd Internet Guest Account 120003 12:00 PAM A No
WAM_DC1 Internet Guest Avcount /03 2:26 PM As U3 9:01 AM No
TWAM_Server2 Inlernel Guest Acount L2011 909 A A Nevar No
IWAM Serverd Web Application Manager account 10713799 4.08 PM Al Never No
W 4 Web Application Manager account 00 3:54 PM Al Never No -
IWaM Launch IIS Process Account 16/04 4:23 PM. A Never No
TWaM Tnternet Guest Account 172003 11:30 AM Al Never No | |
IWAM_Server? Inlernel Guest Acount 4 Naver N
TWAM_Server§ Internet Guest Account A, Never No
IWAM_Server) Inlernel Guest Aucoun! A Na
alamboume Allan Lambourne Al No
mkirkaldy March Kirkaldy A Na
mkinsley Miles Kinsley A No
mkent Mark Kent A No
dkinncar Trouslas Kincar Al No
mkimberley Mustin Kiniherley A No | |
rblgt il No
bnplisie Alfved Ruplisie ET] Mo
mkennicot Martin Kennicat A No
akelsey “Alan Kelsey 3l No | |
kclso Ldward Kelso Al No
akimberley Alban Kimberley A No
ehmiport Esberl |Laniorl A Nu
mlamport Manuel Lamport. P No
ekid Emile Kid u 05 7:51 AM 1 75 AM A o
kimble Dicsmeond Kimble ‘o 05 1019 AM 703 10:194M | A 3 9:20 AM o
dkinnear Dudley Kmnear 0 :22/05 9:00 AM A3 9:00 AM Al 1 AM ol
Moris Keys Yo 305 $:20AM 213704 8:20AM | A 2805 817 AM o
App RAS account {1 /04 1:24 PM. A, 12/24403 9:21 AM Ves
App Replication Account X0 S3103 1134 PM | Al No
App Vendur Yes 11698 HE2EAM | 4 Yes
vendor Application Vendor Yes Never 1323702 12:54 PM | Al Never Yes
skirkaldy Aullony K irkaldy Nu 3167005 B:38 AM. 12716707 BARAM__| il Riths 741 AM N
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Auditing Tirm

Observations on User Statistics:

AnyBank
Uscr Statistics
2 ant
User FullName Disabled ?| Password Expires Pwd Last Set Logon ITours Last Logon Dial in ?|
kilham Martin Killian No 42005 3:40 P 1221000 3:40 PAL | AN 12805 9:32 AM No
Recep Receptionist No Never 6/16/99 8:15 AM Al AM No
akinsley Anzus Kinsley No 1730504 6:33 AM |4l 44 PM No
Dudley Keigwin Ne Al 12 74043 No
alahey Absalom Lahey No Al L2105 4:46 PM No
rest rest No 913/04 3:40 PM All 9/13/04 3:44 PA No
mkempsier Maurris Ketmpster No L26/05 8:08 AM Al 127305 8:03 AM No
akendrick Allin Kendrick No TS0 BAZ AN | Al 15 8: T8 AM No
mkilham Martin Kilham No L1204 10:32AM | Al 112405 11:29 AM No
ccornelius Tphraim Cornclius No 11720/04 8:50 AM. A 12/8:04 9:28 AM No
akelsey Andrew Kelsey No 132904 $:02 AM A No
statements Statemenls No 72004 914 AM Al No
Supervisor Supervisor Yes Never 1175/98 3:47 PM Al 3 No
dkiersled D Kiersled No Al 05 10:33 AM No
alamport Alan Lamport No 7 No
ekinney Fric Kinney No 13405 7255 AM No
Syne Agent Account Sync Agent Account No 15/9910:12 AM No
chuy No L4005 502 AW No
ckendrick Lvelyn Kendrick Ne 1221504 7:37 AM. No
TLR Teller branch 1 No 241/99 6:04 PM No
TLR2 Teller branch 2 No 11/5/98 3:47 PA 2 No
TLR3 Teller branchs 3 No 111698 5:30 PA_| Mo No
TL.RA Teller branch | No Mon{ 11/30/04 9:21 AM No
TLRS Teller branch & No A £2/804 8:52 AM No
acornelius Angus Conelius No $24:05 5:39 AM A 172505 1:20 PAL. No
mbsith March Keith No Never Al 5 5:04 A0 Ne
TsIntemetlUser Tslnternetlser No Never Al No
116 | elamb Edwin Lumb No 748 AM All 4:58 PM No
(117 | VBE_ADMIN No Ali RIKO 145 PM No
118 | Vinca Vinca Login Ne 1273098 1153 PM | Al Never No
19
120
Page3of3

This gives a picture of key information about each user. Reviewing it allows us to get a
“feel” for the user population. As mentioned before, a key issue with this audit is the

practice of using a significant number of generic user IDs.
A significant number of generic user accounts

A significant number of accounts where the password never expires

A significant umber of accounts that are allowed to logon All hours (24x7x365
should be an UNUSUAL requirement.
It appears that no review process of user accounts exists. This should be checked
against policies and processes of the organization.
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- Perform the import of the Group-Col.txt
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- Cut and Edit Paste Special Values into a raw data area. Sort the users and and
delete blank lines.
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- Perform a Data PivotTable on the data area with user as the row, GroupType as the
Column, and count of users as the data element.
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- Format the presentation sheets to point to the underlying table. Copy and Edit Paste
Special Values and Transpose the results of the totals into the second presentation
sheet.

_Auditing Fimm

Any]

z

|Global - igentifiadmin ?

Joichal - Group Policy]
|Creator Owners

|Clchal - Accounting
Glcbal - App10ps
|Gichal - Appildsers
|lcbel - Erench ]

|- ocal - DnsAdming
Ernerprise Servers

| Jsers
Clchal - Domain

Jcming

|Clchal - Comain

[Cuests
|Global - Comain

Jsers

|GIchal - Enterprise

JAdmins

J5lcbal - Exchange

|oornain Servers

|Cichal - Exchange

|Services
|Clcbel - NetScape

| Jcers

|Global - SMSMSE

Admins

| ocal -
|- ccal - Exchange

|Gicbal - Infernet
Jrccess

5lcbal - Lending
Clcbal - Manual
ocitors

| ocal - Replicator

|Global - Schema

[Glcbal -
Aaministration
|Gystems.
Jrcmins
Acministrators
|_ocal - Baciup.
|operators.
|-ocal - Guasts
| ocal - Print
[operators
|operators
|-ocal - Users

| [eicbal- Email Users
| [5Icbal - Informaticn

|- ccal - Server

backup_sve T E T 1 1
Bank 1
Cankl

CSR 1
CSR2
CSR3
CSRA
CSR5

dayortysius 1 1
ERE 1 ]
ckaigiin 1 1 1 1 1 1 1 i
EEEEEE] 1
| 1
T

ckimtle
ckinnear 2.
Doman Admins 1 1 1 1 1
Doman Guests 1
Domain Users
ecomelius 1 il 1
earasmus 1 1 1
chay 2 1 1 E
ekeen
ekelso 1 1 4
encrick 1 | 1 4
|Ekennard | 2
ckercher 1 4
EZE 1 3
Skinghom 1
Sanney i T
Sip
EEw i I
clamport
ernailad
emaildump
Enteronse Admins 1
Exchenge Dorman Servers 1
exch-backup-agent | T 1 |
exch-nav-agent | 1
EXCH-SERVICE-ACCOUNT, 1
Fedine
n1loan 1 1 | |
Guest 1
Internsl i ) 1 ¥ | 1 L 1 1 1 1 ] |
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_Auditing Fim

d
:

[Global - Email Users

[Global - Group Policy]
[Creator Owners
jGlcbal - identifizdmin
[Glcbal - Informatico
Enterprise Servers
|_ccal - Replicator

[S¢stems
Global - NetScape

| Jsers

jGiobal - Accounting
Global - App10ps
fGlobal - Appilsers
|Gichal - Enterprise
Admins

Clobal - SMSMSE
Adrming

|.ccal - DnsAdmins

{Global - Bvanch 1

JUsers

>lobal - Dornain

Adrmins
olcbal - Domain

Guests
Global - Domain

Lsers
Giobal - Exchange

Domain Servers
5icbal - Exchange

[Services

Gicbal - Lending
Global - Schema
Admmins.
Administraiors

| ccal - Backup.
.ccal - Exchance

[Oparators.

| ccal - Guests
|_ccal - Print
operators

. ccal - Users
[Grand Total

[Global - Manuat

Global - Internet.
Fditors

Administraton
JAccess
operators

_ccal -

foicbal -

"~ Focal- Server

USR_DC1
USR_Server2
JSR_Serverd

JSR_Serverd
USR_Servers

|Fkenpster
[mkennicot
mkent 1
mkeys
[Pkeman 1
| T 3
mkimberley

mkingstce T
ks oy T
mkirkaldy 1
mlacy 1 1
mlamooet 1
Recep
riest
lziements
perviscr
nc Agent Account

o
=[n

oo als] ol =]

vericior 1 ! 4
Vinca 1 1 1
[vndr 1 1

Grand Total IEEEEEEEEREEEEEEEEEEEEEE e
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Auditing Firm

AnyBank
Groups
Global - Accounting 9 Global - Domain Users T
Global - Administration 6 Clobal - Email Users 55
Global - App1Ops 5 Global - App1Users 18|
Global - App1Users 18 Global - Lending 18|
Global - Branch1 Users 5 Local - Administrators 18|
Global - Domain Admins 16 Global - Domain Admins 16
Global - Domain Guests 1 Local - Guests 16
Global - Domain Users 117 Local - Backup Operators 10
Global - Email Users 55| Global - Accounting 9
Global - Enterprise Admins 1 Global - Administration 6
Global - Exchange Domain Servers 1 Global - App1Ops 5
Global - Exchange Services 2 Global - Branch1 Users 5
Global - Group Palicy Creator Owners 1 Clobal - Internet Access 5
Global - identifiadmin 3 Global - identifiadmin 3|
Global - Information Systems 3 Global - Information Systems 3
Global - Internet Access 5 Global - Manual Editors 3
Global - Lending 18 Global - Exchange Services 2
Global - Manual Editors 3 Global - NetScape Users 2
Global - NetScape Users 2 Local - Server Operators 2
Global - Schema Admins 1 Global - Domain Guests 1
Global - SMSMSE Admins 1 Clobal - Enterprise Admins il
Local - Administrators 18 Global - Exchange Domain Servers 1
Local - Backup Operators 10 Global - Group Policy Creator Owners 1
Local - DnsAdmins 1 Global - Schema Admins 1
Local - Exchange Enterprise Servers 1 Global - SMSMSE Admins 1
Local - Guests 16 Local - DnsAdmins 1
Local - Print Operators 1 Local - Exchange Enterprise Servers 1
Local - Replicator 1 Local - Print Operators 1
Local - Server Operators 2 Local - Replicator 1
Local - Users 1 Local - Users 1
Grand Total 324 Grand Total 324

Observations on User / Group Statistics:

This gives a picture of the groups of authenticated users. Reviewing it allows us to see

the number and specific users assigned to key groups. It should be reviewed with a

member of operational management.

- There is only one (1) Schema and Enterprise Admin. This does not allow for a
backup if that user should become locked out.

- There are sixteen (16) Domain Admins (16% of the accounts). This is not best
practice. Domain Admins have the “keys to the kingdom” and can change other
Domain Admin’s rights. Many sources recommend (renaming “Administrator”)
creating Administrative accounts for individual's to use when Domain Administration
tasks (or Enterprise or Schema extensions) are being performed. This allows better
tracking of those tasks and prevents inadvertent changes while logged in with a
regular (lower-level authority) account.
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4.2 Review Group Policy Objects and Assignment

Running the GPO Management Console against the domain on a laptop with
administrative access yielded the following GPO resultant report:

e
ot om i Py e oncend

Growp Policp bjects
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FUEET
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This gives a picture of the policies that are delivered to a particular user (Administrator)
when logging onto a particular computer (Sony Vaio). Here you can see the Security
Group membership, the applied and denied Group Policies, and the Group Policy
responsible for each setting applied.
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Observations on Group Policy Objects:

- Notice that the Default Domain Policy is the “winning GPO” for several of the
security related policies.

- Overall, it appears that Group Policy Objects are only being used for a minimum
number of the settings that are available. A review of the Security settings section
reveals that the “Default Domain Policy” was the only policy applied here. It
indicates that:

- 3 passwords are remembered

- Maximum password age is 90 days

- Minimum password age is 0 days

- Minimum password length is 4 characters

- Password complexity requirement is Disabled

- Account lockout duration is 1440 minutes (24 hours)
- Account lockout threshold is 5 attempts

- Reset account lockout counter after 1440 minutes

- The minimum password length of 4 is weak. Enabling password complexity requires
the password to contain at least three of the four categories of upper case letters,
lower case letters, numbers, and special characters (which is disabled). Because
the minimum password age is 0 and 3 passwords are remembered, a user can
change his/her password four times in succession back to the original password on
the fourth change.

- Lockout will occur after the fifth incorrect attempt at a password in any given 24
hour period. The counter will reset 24 hours after the last invalid attempt. This
should be sufficient for most accounts, but consideration should be given to an
infinite reset time (requires manual reset by a Domain Administrator) for accounts
with higher levels of authority. This can be accomplished by keeping Domain
Administrators and other groups with elevated authority in a separate
Organizational Unit with its own Group Policy Object.
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Group Policy Modeling was run against several users, two examples are shown here for
illustration:

Group Palicy Modeling
domainame\ekinney
Delacalecled o
Summary
Computer Configuation Summaty
Ne daa avalable.

6.3 M

User Configuration Summary
General
Uses neme. demanarelehimey
s cerlarer ¢ daneinas i
Deman ac.donainams com
Shawdrk o o
Lanphork o

EE EEL

Group Policy Dbjects
Apphed GPOz
Name. Link Location flevision
Defaudt Domar Felcy. ad domanare.con 4D (2) 3yrel 2)
Defovit Teler o domanre criest Bianch 4D (2) Syl (2)
Denied GPOs tids
Nome Link Location Neason Denied

Nere

EE

&
&

Simulated securily group membership

WMI Filtess bide
Name Valus Referance 6POLs)
Nere
Componant Status bide
Component Name
Gieep oy I

E

Computer Canfiguration
No daa avaizbie
Uses Configuration
Windaws Settings
Intermet Explorer Maintenance
Connection/Proxy Seltings
Winning GFO Oefal Demsn oty

EEEE

Enade o sirg:
Preteca Server
HITP 19216831 8
Seeurs 19216811 a
FIE 19216871 8
Gogker 19216811 a
Secks 19216871 8
Exceplans D ok use prowy servet or sdctesces begrring wib
D rnk e o sseve or el frisnel] adcresns Enasied

Administralive T emplates hide
Control Panel
Palicy Setting Winning 6PO
Fiohbi. scosss o lhe Cortol Pans Endied Delnt Teles
Start Menu and Taskbar hide
Policy Setting Winning 6P0

Flemave Pur meru fram Start Merus Ensbied Defoust Teler
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Gruop Policy Modaimg

FF F Gk

FE

E

FEEE §

--------

LLLLL

Observations on Group Policy Object Modeling:

ekinney
- Specifically, notice that the “Default Teller” would be the winning GPO for

Administrative Templates that “Prohibit access to the Control Panel” and “Remove
Run menu from the Start Menu”. Also, no “Denied GPQO’s” exist, meaning that there
would be nothing to prevent a GPO from being inherited by this account during log
on.

akinghorn
- Here, notice that the same Default Teller GPO that would block access to the

Control Panel and Run commands is being denied. This user would have those
rights after logon. The “Denied GPO’s” section shows the Default Teller GPO is a
“Disabled Link”. In this case, there should is not a legitimate reason for the denial.
The account should be investigated to determine if the GPO is mis-configured or if
this user (or another user with the rights to modify) has the explicitly denied the
inheritance. In general, no GPQO’s should be denied, so a GPO denial should be a
red flag to the auditor.

Password, account lockout, auditing, user access to services that allow the Run
command and Control Panel, access to removable devices, Proxy settings, and more
should all be delivered with Group Policy Obijects.
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4.3 Review Password Strength
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Observations on User Passwords:

This allows us to determine the time window of risk should passwords be compromised.

- All passwords were cracked within 4 days

- Four (4) Domain Administrator level passwords were cracked in under a minute,
eight (8) in under an hour, and three (3) more in under a day. This means that the
password strength is poor for accounts with a very high level of authority.

- Twenty seven (27) of the 97 accounts (38%) were cracked using a Dictionary.

- Twelve (12) (12%) were cracked using some form of the user account ID

- Thirty seven (37) (38%) were cracked using Brute Force

- Forty seven (47) (48%) were cracked using some combination of user account
information and Dictionary (did not have to resort to Brute Force)
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4.4 Institution Policies related to passwords and users
PURGE POLICY

The Human Resource Department will notify the Information Systems Manager on the
same day, of any and all terminated employees. Upon notification, the Information
Systems Manager will remove immediately, from the Windows NT system, the User ID
and associated passwords of all terminated employees.

PROCEDURES

1. The Human Resource Department will immediately notify the Information
Systems Manager or his subordinate the same day an employee terminates from
the bank.

2. System security procedures will call for the Information Systems Manager or his
subordinate to remove the User ID and Passwords from the network as well as
the e-mail system of the terminated employee immediately upon their separation
from the bank.

3. The Security Officer will remove the terminated employee from accessing the
Application System.

4. The Human Resources department will immediately notify the Information
Systems Manager of any change in employee job function that would require the
removal of Administrator privileges from that employee’s user profile.

PASSWORD POLICY

Passwords are the primary means of correlating the user’s identity to the system
approval control process. Combined with the User’s ID, the password will provide
approved users with initial system access. The password will be selected by the system
user and is to be known only by that person. The format of the password is free form,
as long as it conforms to the following formatting rules.

PROCEDURES
1. Passwords will be comprised of a combination of alpha and numeric characters.
2. Repetitive character strings, such as 1111, 1234, ABCD and AAAA are not to be
used.
3. The size of the password may range from a minimum of six (6) to a maximum of
fifteen (15) characters in length.
4. Passwords are not to reference the names of any spouse, children, pet, first
name or any other such name that may easily be associated with a specific user.
5. Passwords for all system users shall be changed every 90 days.
6. Whenever a password is being changed, the user must select a password
different from that, which was just used.
Passwords may not be duplicated among system users, but must be unique.
Passwords may not be the same as the User ID, except for initial access.

o N
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Observations on Related Policies:

Policy review allows us to put the review of users, groups, Active Directory GPOs, and

Password assessments into perspective of the stated objectives of the institution.

- The removal of users promptly of their termination should be reviewed against the
password age report. It appears there may be several accounts in question.

- Over fifty (50) of the passwords violate the requirement to have a combination of
letters and numbers.

- Over fifty (50) of the accounts have passwords that have not been changed in the
required 90 day window.

- Several of the accounts have passwords that appear to violate the prohibition of
names.
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4.4 Conclusions

This Windows 2000/2003 Active Directory Domain is not secure from an account
configuration and password perspective. If the physical access to the network has any
vulnerability, the entire network and all of its information is vulnerable. Specific
comments that would make the Executive Summary (written in a politically correct way)
with specific recommendations for remediation are:

- Too many accounts have Domain Admin authority

- Password Policy is being violated

- Passwords, in general, are insecure

- Group Policy Objects are not implemented effectively

- Active Directory Password configurations are weak and do not match institution
policy
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