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Abstract
Windows keeps track of everything you do on the system, what you have connected to
the computer and what you have used on the system. Knowing where to look for this
information and what it tells you is one of the great challenges incident responders and
analysts have when looking at computers. This paper documents the registry remnants
that remain from both hardware connections (NIC's) being inserted into the computer, as
well as information within the registry regarding the networks that the computer has

connected too in the past for both Windows XP and Windows Vista systems.
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1. Introduction

The Windows Registry stores all of the information that is needed by the host
operating system. This database contains all of the configurations, settings and options
that are both created initially by the operating system, as well as user configuring settings
and installed software. For example, a 1-year-old Vista system used in this paper has over
800,000 individual keys, as show in a screen capture from the Active Registry Monitor

program (About Active Registry Monitor, 2010) shown in Figure 1.

Scanning Registry... ﬁ
846371 keys scanned
LatiE |

Figure 1 - Registry Key count on Windows Vista

The sheer volume of information stored within the windows registry poses the
challenge of finding the right information on the system. Randomly looking through the
registry is not practical nor will you likely find the correct information quickly using this
approach. Adding to the challenge, Microsoft changes the locations where information is
stored within the Windows registry depending on the operating system release (i.e.

Windows XP to Windows Vista).

Wireless network configuration settings are not exempted from being stored
within the windows registry. Service set identifier’s (SSID’s) of networks that the
computer has connected to, network configuration parameters of those networks, and
details relating to the Network Interface Cards on the system are all stored within the

Windows Registry.
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2. The Windows registry hierarchy
The windows registry is a database that contains the configuration for the system
in question. All of this data is stored in one of six hives on the local system. Microsoft
describes a hive as “a group of keys, sub keys, and values in the registry that has a set of
supporting files that contain backups of its data. “ (Windows Registry information for
Advanced Users, 2008) The five common root keys found on a system are as follows:
e HKEY LOCAL MACHINE or HKLM
e HKEY CURRENT CONFIG or HKCC
e HKEY CLASSES ROOT or HKCR
e HKEY CURRENT USER or HKCU
e HKEY USERS or HKU
These are shown in Figure 2, as seen through the built in Windows regedit
program.
[ Registry Editor . = | ] |

File Edit View Favorites Help

478 Computer Name Type LT
J) HKEY_CLASSES ROOT

-~ . HEKEY_CURREMT_USER

» . |, HKEY_LOCAL_MACHINE
-~ ) HEEY_USERS

+ - | HKEY_CURRENT_CONFIG

Computer

Figure 2 - Root Windows Vista Registry keys
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Each of these root keys could be considered similar to a folder, with items

pertaining to that key stored there. Each root key can and do have numerous sub-keys

stored within them. These sub-keys in turn can store other sub-keys, which can product a

long list of folders to access the data you need. An example of a Windows Vista Registry

key is:

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkList\Profiles

-, {00D8F2CE-C933-4/ |
. 1180072CE-C11D-4
. {1E3C661E-F31E-4E
| {24CB4E2C-C16D-4B

< | 1 | 2

4|

1

& Registry Editor — — o 0
Eile Edit View Favorites Help
-1 NetworkCards &l Name Type Data
4 - NetworkList 28] (Default) REG_S7 (value not set]
i 1) NewMNetworks
. Nla
i | Permissions
. Profiles

| Computer, HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersien\MetworkList\Profiles
N

Figure 3 - Example of a Windows Vista registry key

As shown in Figure 3, the registry key can contain only one item or it could

contain a large number of items, as shown in Figure 4.

. {24CB4E2C-C16D-4

« | 1 | r

4|

1

[ Registry Editor — — [E=R
Eile Edit View Favorites Help
b -l MetworkCards = || Mame Type Data E
4 - NetworkList | Category REG_DWORD 0:00000000 (0)
o :?Nmmks s DateCreated REG_BINARY da07080005001b00140016002b00bd03
o 1 Permissions Ig'_t't] DatelastConnected REG_EINARY da07080005001b 0014001600 2c000300
1 Profiles 3b| Description REG_SZ hhonors
. (00DBF2CE-Co33-4 | 54 IconType REG_DWORD 000000000 (0)
 (180D72CE-C11D4 || #Managed REG_DWORD 000000000 (0)
| (AE3CEGIE.FIE4E || ¥ NameType REG_DWORD 0:00000047 (71)
ﬂﬂprofileName REG_SZ hhonors —

| Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microseft\Windows NT\CurrentVersien\MetworkList\Profiles\{00D&F2CB-C933-4 D2F-9AC5-37¢
L v

Figure 4 - Example of Windows Vista Registry keys
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Regardless of the number of keys stored in any particular location, each key will

be one of major types outlined in Table 1.

Name Data Type Description

REG _BINARY Binary Value Raw binary data. Most hardware component
information is stored as binary data and is displayed
in Registry Editor in hexadecimal format.

REG_DWORD DWORD Value Data represented by a number that is 4 bytes long (a

32-bit integer). Many parameters for device drivers
and services are this type and are displayed in
Registry Editor in binary, hexadecimal, or decimal
format. Related values are

DWORD_LITTLE ENDIAN (least significant byte
is at the lowest address) and

REG DWORD BIG ENDIAN (least significant
byte is at the highest address).

REG_EXPAND SZ

Expandable String Value

A variable-length data string. This data type includes
variables that are resolved when a program or service

uses the data.

REG_MULTI_SZ

Multi-String Value

A multiple string. Values that contain lists or multiple
values in a form that people can read are generally
this type. Entries are separated by spaces, commas, or

other marks.

REG_SZ

String Value

A fixed-length text string.

Table 1 — Major data types for Registry keys (Windows Registry information
for Advanced Users, 2008)

2.1. Windows Vista Wireless Registry Keys

Windows Vista stores wireless settings and configurations in several distinct

locations. The first location to find wireless information is the registry key that stores
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data related to network interface cards (NIC’s). This information is located in the

following location:

HKLM\Y LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\NetworkCards

This can be seen in Figure 5 below.

@" Registry Editor

File Edit View Favorites Help

- ICM
- . Image File Execution Options

. IniFileMapping
. InstalledFeatures
. KnownFunctionTableDlls

. KnownManagedDebuggingDlls

e

. LanguagePack
| LastFontSweep

, MCD

. MCI Extensions

; MCB2

. MiniDumpAuxiliaryDlls
. Multimedia

- | NetworkCards

{0 6
. MetworkList

“

1

r

@

MName Type

ab] (Default) REG_SZ
a_‘ﬂDescriptiDn REG_SZ
ab| ServiceMame REG_SZ

Data

(value not set)

Realtek RTLE187SE Wireless 802.11b/g 54Mbps PCL
{2B33BB4B-6279-42AF-98BA-EAGESATOFERT}

“

M 2

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MNetworkCards\6
L

Figure 5 - Network card registry key

Within this key, the Globally Unique Identifier, or GUID, assigned to the

interface is found. This information is stored in the ServiceName key. In the example in

Figure 5, this value is {2B33BB4B-6279-42AF-98BA-EA6ESA70F8B7}. If there are

multiple cards installed on the system, or if an additional card has been placed into the

computer, each card will be shown here with a unique identifier. Within Figure 5, it is

shown that an additional card, labeled 5, has been installed on this system, and has a

separate GUID assigned to it.

Knowing what the GUID assigned to this network interface, the wireless network

IP address and associated information are stored within the Vista registry is able to be

determined. The registry key associated with this is:
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HKLM\SY STEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{ GUID}
An example of the information stored within this key location is shown in Figure
6, using the GUID found in the previous step. This GUID value is {2B33BB4B-6279-
42AF-98BA-EA6E8A70F8B7}.
egistry Editor - - — - e -~ - =HECH X
Edit View Favorites Help
""" . Enum Name Type Data '
""" ¢ Linkage 2b) (Default) REG_SZ (value not set)
4 b Pa’l”;e"et’s 24| AddressType REG_DWORD 000000000 (0)
e 3{2853';8848_62?9_42AF_QE 24| DhepConnForceBro...  REG_DWORD 000000001 (1)
_____ | 13F6204EC.1674-4618.BF ab| DhepDefaultGateway  REG_MULTLSZ 172195244
lllll 1 {55A30E48-C84D-40D1-8 "*_"1Dhchomain REG_SZ gateway.2wire.net
lllll | (6BSBACSD-AADI-41A2 24| DheplnterfaceOptions  REG_BINARY 2e00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 03
_____ (CEA22ED5-F1D2-4411-B ab| DheplPAddress REG_SZ 17219.5.5 L
..... | DNSRegisteredAdapters “_"]DhcpNameServer REG_SZ 17219.5.244 1
a- | Interfaces “_"]DhcpServer REG_SZ 172.19.5.244
..... | {2B33BB4B-5279-42AF-0i -'*_"]DhcpSubnetMask REG_5Z 255.255.255.0
----- | [3F6294EC-1674-4618-BF || 2P| DhcpSubnetMaskOpt REG_MULTI_SZ 255.255.255.0
----- | {SSA30E48-C84D-4001-8 || 26| Damain REG_SZ
----- | {6B6BACSD-AA03-41A2-f || 24|EnableDeadGWDetect REG_DWORD 000000001 (1)
----- | {CE422ED5-F1D2-4411-B. || % EnableDHCP REG_DWORD 000000001 (1)
----- . PersistentRoutes ‘.'.'o']IsSer\rerNapAware REG_DWORD 0500000000 (0) B
----- . Winsock = 0] Lease REG_DWORD 000015180 (86400)
""" i Performance REG_DWORD Oxbc233a83 (1277377155)
""" i ServicePravider #4| LeaseTerminatesTime REG_DWORD Oxdc26ac03 (L277602819)
i LTCF!Ipﬁ b NarneServer REG_SZ =
1 L2 1| m L2
puter\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{2B33BB4B-6279-42AF-98BA-EAGEE ATOFEBT}

Figure 6 - TCPIP parameters associated with a wireless NI1C

From this example, it can be determined what IP address was assigned to the

computer (172.19.5.5), what the gateway address was (172.19.5.244), and the domain
assigned to the device (gateway.2wire.net). It is also shown that the gateway is the DHCP

server, so it may be safe to assume that this was a home gateway device.

Using another tool that is available to download for free called DCODE, we are able to
decode the time values associated with the various settings. For example, the time that the
lease was obtained is able to be determined using the DCODE tool (Free Tool — DCODE,
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2009). To calculate the date, place the numeric value of the LeaseObtainedTime key into
the tool, and selecting the correct format of UNIX: Numeric Value, we can see that this
DHCP lease was obtained on June 24, at 10:59:15 UTC. This output can be seen in
Figure 7.

Following a similar calculation, it is determined that the lease for that address
expired on June 27 at 01:40:19 UTC. Now it is known that the computer was connected
to this network starting on June 24, 2010 at 10:59:15 UTC. We do not know when the
computer was disconnected, but we do know it was before June 27, as the auto-renew

functionally of DHCP would have renewed the lease prior to expiration.

< DCode v4.02a (Build: 9306) | 5 S
[DCOMmE
r
\ )
Convert Data to Date [ Time Values —
Add Bias: |LITC 00:00 j | Window on top
Decode Format: |Unix: Mumeric Value j

Example: (1170245478

Value to Decode: |1277377155

Date &Time: |Thu, 24 June 2010 10:59:15 UTC

www.digital-detective.co.uk Cancel | Clear |

e - ]

Figure 7 - Date decoding using the DCODE tool

Since it is known what timeframe this interface connected to the network,
determining which network it connected to remains to be discovered. Within the

following registry key:

HKLM\SOFTWARE\WMicrosoft\Windows NT\CurrentVersion\NetworkList\Profiles\
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each of the networks that the computer has connected to is recorded by the system. Each

one is identified by a profileGUID, similar to the device GUID seen previously. Within

this registry key, the SSID of the network is contained within the Description key. When

the computer first connected to the network is recorded in the DateCreated field, as well

as the last time the computer connected, which is recorded in the DateLastConnected

field. Examples of the registry key values and parameters are shown in Figure 8.

ieqgistry Editor
Edit View Favorites Help
, B * || Name
4- E MetworkList ab] (Default)
) NewMetworks o1
: NI ...:lCategor_',.r
A S a o 24| DateCreated
i | Permissions ot
: i %4| DatelLastConnected
Profiles b] -
al
| {00DBF2CB-Co33-4D2F-g || 2o Description
‘.’.'o']Managed

| {180D72CE-C11D-4580-8
| {1E3C661E-F31E-4BB7-0F 8| NameType
|[ {24CB4E2C- C16D-448E-ACB0-3D50222D5E57} |

) {3894B6CA-24CE-4468-A 7
I *

4

Type
REG_SZ
REG_DWORD
REG_BINARY
REG_BINARY
REG_SZ
REG_DWORD
REG_DWORD
REG_SZ

Data

(walue not set)

000000000 (0)

da 070300060006 00 14 00 36 00 09 00 0 00
da07030005000c001500350005003c02
Dolphin

000000000 (0)

000000047 (71)

Dolphin

LU r

puter\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MNetworkList\Profiles\{180D72CE-C11D-4580-838F-EA5235E95265)

¥ —

Figure 8 - Wireless profile settings registry key

The date format recorded within this key is different from the format in the TCPIP

section. These are in a system binary structure, which can be broken up into 4-byte parts.

Each part is in little endian format and corresponds to the following values, in order:

Year, Month, Weekday, Day, Hour, Minutes, Seconds, Thousandths

From the example shown in Figure 8, the Date Created registry key value is:

Da07 0300 0600 0600 1400 3600 0900 €000

To start translating this key, we need to break the key value into 4-byte pieces, as

shown above. After breaking it up into these pieces, each piece will need to be changed to

a format we can use from little endian. To manually convert this value, the 4 bytes pieces
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will need to be converted to a decimal value, and to convert these values, the following is

performed.
Year - da07 changes to 07da =2010
Month = 0300 changes to 0003 = March
Weekday — 0600 changes to 0006 = Saturday
Day - 0600 changes to 0006 = 06
Hour —1400 changes to 0014 = 20
Minutes — 3600 changes to 0036 = 54
Seconds — 0900 changes to 0009 = 09

Thousandths — €000 changes to 00e0 — 224

Based on the above information, the correct date from this translation of the key
value is Saturday March 6, 2010 at 20:54:09.224. This is the first time that the computer
connected to this network. (Computer Forensics/E-Discovery Tips/Tricks and

Information, 2009)
Valid values for this conversation are as follows:
Year — Any valid year
Weekday — Sunday to Saturday, starting from value 0000 to value 0006
Day — from 1 to 31
Hour — from 00 to 23
Minute — from 0 to 59
Second — from 0 to 59
Thousandths — from 000 to 999

To avoid this manual calculation, the DCODE tool provides the ability to translate

this date format also as shown in Figure 9.
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1
< DCode v4.02a (Build: 9306) 5
[(DC@MDE (4
.'f"'\ -
Convert Data to Date [ Time Values \J
Add Bias: |UTC -05:00 ~| T window on top

Decode Format: IWinduws: 128 hit SYSTEM Structure

Example: IDBU}'UBUUU]UUUEUUUEUUUBUUISUUUUUU

Value to Decode: IDEU?USUUUEUUUEUU 140035000300e000

Date & Time: |5at, 06 March 2010 20:54:09.224

www.digital-detective.co.uk Cancel Clear |

Figure 9- DCODE of the DateCreated registry key

By using the tool, or performing the task manually, the last access date is
determined which is found to be Friday March 12", 2010 at 21:53:05.572. From the

information gained from the interface settings, this is before the network connection time

that is being looked for.

Selecting another key, we see the data shown in Figure 10.

legistry Editor B e e T k. E Y [E=N =R
Edit View Favorites Help
] * || Name Type Data
b NetworkList 5] (Default) REG_SZ (value not set)
' :f""“ etworks 28] Category REG_DWORD 000000000 (0)
: P;missions 4] DateCreated REG_BINARY d9 07 07 00 03 00 0F 00 0e 00 09 00 1b 00 81 03
 Profiics el REG_BINARY da 07 07 00 06 0012 00 14 00 22 0012 00 ad 01
ab] Descripti REG_SZ Not - Di ct
e QM?::Z:” REG_DWORD o;;o;;;t;;o (ol)sconne
|| {180D72CE-C11D-4580-8—| | 9 R
|| {IE3C61E-F31E-4BE7-0F || %|NameType REG_DWORD 000000047 (71)
|| {24CB4E2C-C16D-448E-2 f}_ﬂproﬁleName REG_SZ Mot yours - Disconnect
|| {3894B6C4-24CE-4468-A T
1 | b < m | »

puter\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MetworkList\Profiles\{7DC92B46-6951-4446- B8 CB-6E15D5EC0C24 )
l =

- . s

Figure 10 - Wireless profile settings registry key
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Using the same technique, it is found that this network, with the SSID of (Not
Yours — Disconnect), was first connected to this network on Wed, 15 July 2009
14:09:27.897 and the last time the system was connected was on Sun, 18 July 2010
20:34:18.429. This network falls within the range of the dates in question, so it would be
a possibility to consider. The remaining registry keys would need to be examined to

determine if this is the only network that was accessed.

One final piece of wireless network information that is stored within the registry

keys is found in the following registry key location:

HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\NetworkList\Signatues\Unmanaged
\{ProfileGUID}

This registry key contains the MAC address of the wireless access point that the
system connected to. It also contains the DNS suffix assigned to this network, the SSID,
and the ProfileGUID is assigned in this registry. By searching for this GUID, you would

be able to find either this key or the registry key containing the IP address information.

ﬁ" Registry Editor =HEENC X
File Edit View Favorites Help
| [FO07E025-CB57-4044-A203-22E2528C830C)  » || Name Ty p Data
g S'Q”NT“'ES , 28| (Default) REG_SZ {value not set)
4 Manags 4| DefaultGatewayMac  REG_BINARY 00 50 &8 01 64 d9 00 00
¢ L./ 010103000F0000F0AQ0000000FO000F00CS0 - i
u d a_ﬂDescrlptan REG_SZ Dolphin
y nmanages
; 9 ab) DnsSuffix REG_SZ showfloornet

;. 010103000F0000F0080000000F0000F00&5EE

(10103000F0000F0080000000F0000F02152¢_ || 22 FirstNetwork REG_5Z Dolphin
010103000F0000F0080000000F0000F0513 || 22 PrefileGuid REG_SZ {180D72CE-C11D-4580-838F-EAS235E95265)
010103000F0000FO080000000F0000F059BC || f%/Source REG_DWORD 0-00000008 ()
i 010103000F0000 FO0S0000000FO000FOE612(
H N1 01 N2NNNENNNNENARNNNNNANNENNNNENT A E
4 L 3 4 n 3

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'NetworkList\Signatures\Unmanaged\010103000F)000FO080000000 FODDOFOE.

Figure 11 - Wireless access point information
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Once the MAC address is known, pin pointing down the exact access point that
the computer has connected to becomes easier. Geolocation may also be possible using
tools such as those provided by Skyhook (Skyhook, 2010). Skyhook has mapped out
wireless access points within major cities and their associated MAC addresses. If the
geographical location of the access point is important to know, then the use of such a site

to help determine locations may be warranted.

2.2. Windows XP Wireless Registry Keys

Registry analysis on a Windows XP system is easier to do than on Windows
Vista. This is not due to a better registry setup, but rather due to the numerous tools
widely available that have the ability to parse through the hives and pull out the data. One
tool that does an excellent job, puts the data into a useful text file and still provides you

with the locations of the keys is the program regripper by Harlan Carvey. (Carvey, 2010)

XP registry entries for wireless network connections are stored in the following

location (Carvey, 2009) :

HKLM|SOFTWARE\WMicrosoft\WZCSVC\Parameters\Interfaces\{ GUID }

An example of this registry is shown in Figure 12

% Registry Editor,
File Edit Wiew Favarites Help

L1 Windows Messaging Sub & || pame Tvpe Data

(0 windows NT . [aB](DeFaul) REG_SZ {value nok set)

g xfnjc'ws :Dr_tatb"_'e Dte"'c‘ T activesettings REG_EIMARY & 02 00 00 03 00 00 00 00 22 a4 O 16 59 00 00 16 00 00 00 <
= Wf”dD"“s S”fpt, DSH X 28] ContralFlags REG_DWORD 0x0b118002 (155696255)

+ NS SCFIPLIn S| -

21 viindoms Sea':chg [B¥]Lavoutversion REG_DWORD 000000007 (7)

3 wisp (4] static#0000 REG_EIMARY & 02 00 00 03 00 00 00 00 22 a4 Oe 16 5900 00 16 00 00 00 4
=0 wzoswe

=2 Parameters
=27 Interfaces
5 {0EEEA4AD-]
#-I771 MimarSinan [
< > < >

My ComputeriHKEY_LOCAL MACHINEYSOF TWARE Micrasoft\WZCSYCiParametersInterf aces| {0ECEA4A0-EBD2-4DEC-AZE4-26DDAB529 1 FE}

Figure 12 - Windows XP wireless registry example
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Within this registry key, the important information is shown in several locations.
First, the ActiveSettings contains the information for the active wireless profile on the

system. When this key is opened, the SSID of the network is shown. An example is of a

network SSID (Not yours — Disconnect) is shown in Figure 13

Edit Binary Value

Y alue name:
ActiveSettings
"W alue data:
0ooo |Ce 02 00 00 03 00 00 00 E.......
goos 00 22 A4 OE 16 59 00 00 "HoY .
0010 1 00 00 00 4E eF 74 20 Hot
nols 79 eF 75 72 73 20 2D 20 wours -
0020 44 89 73 63 6F 6E 6E 65 Di=conne
noZ8 63 74 00 00 00 00 OO OO0 ot.... ..
Qo030 00 00 00 00 0 OO0 OO o0 ... ..
Qoag 00 00 00 00 0O OO0 OO oo oLl
Qod4o 00 00 00 00 00 00 QO o0 ...
god4s 00 00 0O 00O QOO OO0 OO o0 ... ..
Qoso 00 00 00 00 00 o0 OO o0 Ll
Qoss 00 00 00 00 00 OO0 OO o0 Ll
Q00 01 00 00 00 00 o0 oo oo ... .. ..
k. ] [ Cance

Figure 13 - SSID within the ActiveSettings registry key

The other important information within this key is found within the Static#000
value. This location shows each of the wireless networks that the system has connected to
on this interface. If you open this registry key, you will see the SSID, which is the same

as the active session. This is shown in Figure 14
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Edit Binary Value

Walue narme:
|StaticHO000 |
Walue data:
oooo  C8 02 00 00 03 00 00 oo E..... .. -
goog 00 22 A4 OE 16 §9 00 0O "8 ¥,
0010 1e 0O 0O 00 4E eF 74 20 ... Hot —
oole 79 eF 5 72 73 20 2D 20 wours -
0020 44 69 73 63 BF BE BE 65 Di=conne
go2e 63 74 00 00 0D OO OO QD ot ... ..
0o30 00 00 00 00 O OO QO QD ... ... ..
0038 Di FF FF FF 03 00 00 00 Oy, ...
oo40 20 00 00 00 &4 0O 0O QO B -
0048 00 00 00 00 EO CD 24 o0 ... . als.
0050 10 00 00 00 00 00 0o Qo ...
0058 00 00 00 00 00 00 Qo Qoo ...
0060 01 0O 00 0D 82 84 8B 0T ... ... .. W
ak. l [ Cance

Figure 14 - Static#000 registry details

Most systems have connected to many wireless networks on the wireless interface

installed. A laptop system that has been active for a longer period would likely display

multiple values, such as seen in Figure 15.

& Registry Editor,

File Edit Wiew Fawvarites Help

3 windows Media
[ windows Media Device Ma
[ windows Media Player NS
[ windows Messaging Subsy
(3 windows NT
(13 windows Portable Devices
([ wWindows Script Host
([ windows Scripting Host
3 windows Search
[ wisp
=0 wacsvC
=] Parameters
=27 Interfaces
e | DEGE £t A0-E
[C3 {3FFEYDES-E7
(£ Mimarsinan
3 Mozilla
3 MozilaPlugins
3 Mewsoft
¢ | >

i

<

Marne

[aB](Default)
F\ctiveSettings
ContrDIFIags
Laynut\-‘ersinn
(4] static#0000
[8¥]static#0001
(8] static #0002
(8] static #0003
(8] static #0004
[ Static #0005

Type
REG_SZ
REG_BIMARY
REG_DWORD
REG_DWORD
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY
REG_BIMARY

[rata

{walue not set)
cG0200000300000000119508353e6000
D0x0FS18002 (256909426

000000007 (7)
c30Z200000302000000119505853e6000
c30Z200000300000000119505853e6000
c30Z2000003000000001195085%ae6000
c302000005020000001195085%ae6000
c02000005020000001195085%ae6000
cB020000030000000022a40=1659000

| >

My ComputeriHKEY_LOCAL_MACHINEYSOF TWARE Micrasaft\WZ2CSYCiParametersiInterfaces| {IECEA4AD-ESD2-4DEC-A2E4-2600A65291 FE}

Figure 15 - Typical wireless settings view
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Within figure 15, each of the Static#xxx lines is a separate wireless network that
the computer has connected to. The more entries located here, the more wireless
networks the computer has connected to.

Because the system locks the hives when active, analysis on an active system is
not possible, and so creting a copy is required.

To quickly find and determine all of this information, we can use the previously
mentioned tool Regripper to create a copy of the registry hives. When launching

regripper, you will be presented with a screen similar to the following:

5

8| Registry Ripper, v.2.02 | =HACIHL X
File Help
Hiwe File: | Tores
Report File: | Tores

Plugin File: -

Rip k | Close |

Plugins List Populated.

Figure 16 - Regripper main screen

To run the program, 3 pieces of information are needed: the hive location, the
output filename, and the hive type (plugin file). With this information, click on the “Rip
It” button and the output file will be created. A sample output screen using the system

registry hive is shown in Figure 17.
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3 Registry Ripper, v.2.02 o e
Eile Help
Hive File: |C:"-.Llsers"-dF-!"-.Desl-:tu:up"-xp_hives"-system Browse
Report File: |C:\Users\JR\Desktop'wp_hives\system_report b Browse
Plugin File: |s:.'stem ﬂ
nic_mst2. Done. -

few_config...Done.
usbstor...Done.
devclass...Done.

ide...0one.

shares...Daone.

sve...Done. E
imagedev...Done.

0 plugins completed with emors.

Done.

Figure 17 - regripper output

After the program has completed running, the text file output contains all of the
information that was contained within the hive. It provides the key location, as well as the
details surrounding the data stored within those keys, in text format, with all values
decoded. An examples of information provided in the system hive relative to wireless

settings is as follows:

Network key
ControlSet001\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}
Interface {OE6EA4A0-E8D2-4DEC-A2E4-26DDA65291FB}
LastWrite time Sat Aug 22 14:30:50 2009 (UTC)
Name = Wireless Network Connection
PnplnstancelD =

PCI\VEN_168C&DEV _0013&SUBSYS 3A131186&REV_01\4&5855BE9&0&10F0
MediaSubType =2
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IpCheckingEnabled = 1

Interface {3FFBID68-E701-40DE-ADAC-1F69A4EEA438}
LastWrite time Sun June 13 12:20:55 2010 (UTC)

Name = Wireless Network Connection 2

PnplnstanceID = USB\VID 07B8&PID_6001\5&30589810&0&7
MediaSubType =2

This provides the {GUID} of each interface, what each interface is called, as well
as when each interface was last changed. Details surrounding the IP data for that network

are also found within the report.

Interface {3FFBID68-E701-40DE-ADAC-1F69A4EEA438}

Name: Wireless Network Connection 2

Control\Network key LastWrite time Sun June 13 12:20:55 2010 (UTC)
Services\Tcpip key LastWrite time Sun June 13 16:30:57 2010 (UTC)
DhcpDomain =

DhcplIPAddress =172.18.0.100

DhcpSubnetMask = 255.255.255.0

DhcpNameServer =

DhcpServer =172.18.0.240

Interface {OE6EA4A0-E8D2-4DEC-A2E4-26DDA65291FB}

Name: Wireless Network Connection

Control\Network key LastWrite time Sat Aug 22 14:30:50 2009 (UTC)
Services\Tcpip key LastWrite time Sun June 13 18:27:30 2010 (UTC)
DhepDomain = gateway.2wire.net

DhepIPAddress =172.19.5.6

DhcpSubnetMask = 255.255.255.0

DhcpNameServer = 172.19.5.244

DhcpServer =172.19.5.244
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This provides us with all of the IP address information associated with the

wireless interfaces, collected all together in an easy to read format. Next, performing the

same task with the software hive, the following additional wireless information is found:

2009]

NetworkCards
Microsoft\Windows NT\CurrentVersion\NetworkCards

Intel(R) PRO/100 VE Network Connection [Sat Aug 15 00:32:55 2009]
XPC 802.11b/g Wireless Kit [Sun June 13 12:20:55 2010]
D-Link AirPlus DWL-G520 Wireless PCI Adapter(rev.B) [Tue Aug 11 00:58:08

SSID
Microsoft\WZCSV C\Parameters\Interfaces

NIC: D-Link AirPlus DWL-G520 Wireless PCI Adapter(rev.B)
Static#0000 SSID : rocky - go away :) [Sun June 13 03:47:36 2010]
Static#0001 SSID : Not yours - Disconnect [Sun June 13 18:26:09 2010]

NIC: XPC 802.11b/g Wireless Kit
Static#0000 SSID : Not your AP - go away :) [Sun June 13 16:30:33 2010]
Static#0001 SSID : Not yours - Disconnect [Sun June 13 13:10:15 2010]
Static#0002 SSID : New rocky - go away :) [Sun June 13 14:08:54 2010]

From this information, it can be determined that both network cards were

connected to the same SSID at one point, and, in total, there are 4 different networks that

have been connected. This tool removes the need to go manually into the registry and

calculate values and parameters. An excellent time saver for sure, but if the raw registry

format needs to be examined, an example of the information contained within the TCPIP

parameters is shown in Figure 18
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Registry Editor

File Edit Wiew Favorites Help
(21 Linkage A Mame Type Data
= (1 Parameters (DeFauIt) REG_SZ {walue not set)
% Adapters " (B8 addressType REG_DWORD 00000000 {0
= ?“tjsieg'“ere Adapters [ab]DefaultGateway REG_MULTI 52
NLerraces T T | N
EGatewayMet REG_MULTI_SZ
a|{nEﬁEn4AD-ESDZ-4DEC-A2E4-25[>DA55291FB}la”l a;g_ay aal e BIARY rerodength b "
[ {462BBEAG-3267-4/FE-B30C-6278: || ”;_:L”L E:SI n - ZErO-Iengrn binary vale
(] {9FD7RACS-T45A-4562- 2380 FATY D cpDe aL!tGateway REG_MULTI_37 1?2.19.5.24.4
[:l {830 24568-1A0C-49F5-A000-4048 Dhchomaln REG_SZ gakeway, 2wire.net
(1] {C4348133-8EFA-450A-6253-F2D5 thplpﬁddfﬁss REG_52 172.19.5.6
D {F1606DCF-F35E-4976-BA33-5F 13 DhcpNameServer REG_SZ 172.19.5.244
[ PersistentRoLtes DhchetryStatus REG_DWORD 0%00000000 ()
[ winsodk DhchetryTime REG_DWORD 0x0000a58bd (43137)
(3 Performance DhcpServer REG_5Z 172.19.5.244
(3 security [aB] Dhepsubriettask REG_SZ 55,255,755.0
(23 serviceProvider [2B] DhepsubrietMaskopt REG_MULTI_SZ 255.255.255.0
1 TDPIPE [2B] Domain REG_5Z
g TOTCR [R¥]EnableDeadawWhetect  REG_DWORD 0%00000001 (1)
TermbD [24]EnableDHeP REG_DWORD 0%00000001 (1)
g TE”“SE””CE [aB]1Paddress REG_MULTI SZ 0.0,0.0
= ; et;"'as [aB]1Pautoconfigurationad... REG_SZ 0.0.0.0
]yt g >
2 Tostde [aB]IPAutoconfigurationMask  REG_SZ 255.255.0.0
] Triowks IPP.utDconFigurationSeed RE@_[woRD Oxa370515%e (27420470700
& TSCOD 28] 1s5erverhapaware REG_DWORD 000000000 {0}
] Lidfs [24]Lease REG_DWORD 000015180 (36400)
) ufad-wsé0 [28] LeaseobtainedTime REG_DWORD Dx4c93a592 (12547445941
71 Usathersr LeaseTerminatesTime REG_DWORD 0x4c94F712 (12584830994)
7 UGTHRSWC [ab]ameserver REG_SZ
2 ultrs [ab]NTEContextList REG_MULTI_SZ 000000004
1 Update [ab]RawiPalowedProtocals  RES_MULTI_SZ 0
7 upnphost [B¥]RegisteradapterName  REG_DWORD 0x00000000 {0}
1 ups [8¥]RegistrationEnabled REG_DWORD 000000001 {13
1 usheegp [ab] subnettask REG_MULTI_SZ 0.0.0.0
1 usbehi [a8]T1 REG_DWORD 0x4c944652 (1254767794
i usbhub B2 REG_DWORD Oxdr94cce? (1264620194
g ”szp””t [a] TcPallowedParts REG_MULTI_SZ 0
= ESSBSSC:SR UDPF\IIDWEdPDrts REG_MULTI_SZ ]
S webuha o || B¥]usezeroBroadcast REG_DWORD 0%00000000 ()
F; » s »
MMy ComputeriHKEY _LOCAL_MACHINEVSYSTEM ControlSet001Services! TepipiParametersiInterfaces){0EGEA4AD-ESDZ-4DEC-AZES-26DDAES 21 FBY

Figure 18 - Example TCPIP parameters registry key

2.3. Automating Registry Analysis

A simple tool, Active Registry Monitor (About Active Registry Monitor, 2010),
was used to perform registry comparisons throughout this paper to help determine

registry key locations. With this tool, changes made from one registry scan to the next
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can be compared to view which keys and values have changed. For example, when a new

USB wireless device is connected to a Windows Vista system, the following information

is displayed:

:_] Driver Software Installation

Installing device driver software

LSB2.0 WLAN

—

Searching Windows Update..,

Clase

Figure 19 - Installing a new device on Windows Vista

This installation creates a large number of registry key, and by using the Active

Registry Monitor program, it is easy to determine which keys have changed. In this

example, a new USB wireless NIC was inserted into the computer in question. A scan

was performed prior to inserting the USB device and again immediately after the system

installation was completed. As shown in Figure 21, there were 259 additions to the

registry from this task. Some wireless specific key data is shown in Figures 21 and 22.
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& 1-18/09/2010 7:5127 P (old) 2 - 18/09/2010 8:03:45 P [new) = | B ||
Ao ek EE
Delsted - 10| Added - 253 | Distinction in data - 337
E|® HEQS:E::Y LOCAL_MACHIME Nane Tope Data
B"'&éu_@ SOFT\ARE ab] Description REG_SZ PC 802.11b/a Wieless Kit Diiver
B@ Micrasoft ab] ServiceMName REG_SZ {EBEBACED -AA03-4142-8023-16C89C11 0357}
| B& windows NT
B~ Curentysrsion
-1 MetworkCards
g E
(-8 SystemPestare
‘@1 Toshiba
B SYSTEM
-8 HKEY_USERS
4| 1 | r
RegistiyHEEY_LOCAL MACHINESSOFTWARE \MicrosoftWwindows NTYCurrenfersion\Metwork Cardsh18

Figure 20 - Keys added from installing a new USB Wireless NIC

R 1-18/09/2010 75127 P (old]) 2 - 18/08/2010 8:03:45 P (new) i e |
#eekEESEE S
| Deleted - 10| Added - 253 | Distinction in data - 337 |
=B Services || Mame T Dats
g : i?fiz;EED-AAU3-41A2.5523.1scaacnmm BdAddiessType  REG_DWORD 0400000000 (0)
€1 Eventiog 82l DhepConnForce... REG_DWORD 000000001 (1)
1 NativeWwifie ab]DhcplPAddiess  REG_SZ 0000
21 netht 2] DhcpServer REG_S2 265,265 255,255 |
& PSched — || 2b]DhepSubnetttask REG_SZ 265.0.0.0
1 Remoleocess 2] Domain REG_52
& Tepp 4] EnableDeadGi... REG_DWORD 0400000001 (1)
E-E1 Parsmeters 2a]EnableDHCP  REG_DWORD 000000001 (1)
£ B Adapters 3] IsServerNapdw.. REG_DWORD 0%00000000 (0]
§ B3 {EBEB4CHD-AA03-41A2-8023-16C8ACT1035; Balease REG_DWORD 0x00000000 (0)
-8 Interfaces fia]LeaseObtained.. REG_DWORD 000000000 (0)
L= (EEEE4CSD 8] LeaseTeminate.. REG_DWORD %00000000 (1)
€ Tepiph 2] NameServer REG_S5Z
& tunnel {84 Riegisterddapter.. REG_DWORD 000000000 ()
g VWS\SSUckZ 23] RegistrationEna.. REG_DWORD 000000001 (1)
£ & LastKnownGioodRecavery & REG_DWORD 0400000000 (0)
7 & LssGood — || &gtz REG_DWORD 000000000 (0)
o HEEY |I5FRG - || Bl UseZerbroade.. FEG_DWORD 0400000000 0)
< i v
Fegisip\HKEY_LOCAL_MACHINEAS'YS TEM\ CurentControfS et Servicesh T cpiph ParametershInteracesMEBEE4CED 44034142 8023 16C89C 110357}

Figure 21 - TCPIP parameters created with the installation of a new NIC

With this program, it is possible to determine exactly what registry keys are
changed when certain activities occur on a specific computer. For example, when a
system connects to a network or when a system is connecting to a new network, this tool
can quickly map out all this information to show exactly which registry keys are

impacted and to aid the examiner during future investigations.
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3. Conclusions

A Windows registry contains most of the configuration settings for the specific
computer. With some knowledge of key locations as well as some basic analysis of the
registry keys shown within this paper, an examiner is able to discover wireless network
connection information, including when and where these networks were connected to, the
IP addresses assigned, and the identification of these networks, either by SSID or by
MAC addresses. It has been shown where this information is stored within the registry, as
well as providing some tools that can assist in locating and decoding the various registry
values more efficiently that via manual methods. Understanding the location of the
registry keys, and the means to decode the values contained within provides the incident
responder and analyst a powerful avenue for determining possible vectors for infection as

well as verifying compliance with wireless polices that may be in place.
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