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abstract1

Internet has evolved to be a network where electronic mail were the main 

way of communicating to a network which deals with great amount of 

activities of the daily life of the people, such as to order food, to pay invoices, 

to buy objects, between many other uses, This made possible that the 

crimes that before were made in the real world have been transferred to the 

electronic world, becoming computer crime.

This document details the probatory process of two facts in which the 

forensic investigation methodology was applied: Information robbery of a 

company with technical destiny to the industrial espionage using of 

steganografía and robbery of money by means of the clonación of cards 

debit in a bank.

It was possible to prove on first case the information robbery while in second 

wasn’t possible, because there was a leak on the banking application 

design.

Part one2

Examination details2.1

As a premise, the Forensics Station used to perform the analysis is not 

networked to prevent any possible external intrusion coming from the 

network. The image was obtained from the SANS Web site using the 

following URL: http://www.giac.org/gcfa/v1_5.gz using Microsoft Internet 

Explorer within a networked station with Internet access. After downloading 

and using cygwin and the response toolkit for windows, the image was 

decompressed and md5 hashed, as seen in figure 2.

Then, using a USB Flash drive, the image was uploaded to the Forensics 

Station. The md5 hash was verified again, as seen in figure 3.
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The md5 hashes in both cases are the same as the hash wroted on the 

Chain of Custody form. The image integrity is ok and it’s safe to continue.

Figure 1: Image Filesystem Information
[root@poseidon imagenes]# fsstat -f fat12 v1_5

FILE SYSTEM INFORMATION

--------------------------------------------

File System Type: FAT

OEM Name: mkdosfs

Volume ID: 0x408bed14

Volume Label (Boot Sector): RJL

Volume Label (Root Directory): RJL

File System Type Label: FAT12

Sectors before file system: 0

File System Layout (in sectors)

Total Range: 0 - 2871

* Reserved: 0 - 0

** Boot Sector: 0

* FAT 0: 1 - 9

* FAT 1: 10 - 18

* Data Area: 19 - 2871

** Root Directory: 19 - 32

** Cluster Area: 33 - 2871

METADATA INFORMATION

--------------------------------------------

Range: 2 - 45426

Root Directory: 2

CONTENT INFORMATION

--------------------------------------------



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

Sector Size: 512

Cluster Size: 512

Total Cluster Range: 2 - 2840

FAT CONTENTS (in sectors)

--------------------------------------------

105-187 (83) -> EOF

188-250 (63) -> EOF

251-316 (66) -> EOF

317-918 (602) -> EOF

919-1340 (422) -> EOF

1341-1384 (44) -> EOF

Figure 2: First hash of the image when it was downloaded

Figure 3: Integrity verification after uploading the image to the forensic 

station
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Figure 4: Mounting the image read-only
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The filesystem being analyzed is FAT12. The image has to be mounted read 

only to check the existent files without making any harm to the image (no 

write operations), as seen on figure 4.

To check for dirty word list inside the image, the strings file will be generated:

Figure 5: Generating the strings file from the image
[root@poseidon imagenes]# strings -a -t d v1_5 > v1_5.str

[root@poseidon imagenes]# ls -al

total 1604

drwxr-xr-x    2 root     root         4096 Dec  2 17:07 .

drwxr-xr-x    3 root     root         4096 Nov 28 16:36 ..
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-rw-r--r--    1 root     root        39 Nov 28 16:41 md5sum.txt

-rw-r--r--    1 root     root      1474560 May 20  2004 v1_5

-rw-r--r--    1 root     root    144162 Dec  2 17:07 v1_5.str

[root@poseidon imagenes]#

It’s important now to create the timeline of the floppy to check all the files 

created, modificated or deleted. This will provide information on how facts 

happened:

Figure 6: Floppy TimeLine
Day of 

the Week Month Day Year Time Size Type of 
access Permissions UID GID Sector Name

Sat Feb 3 2001 19:44:16 36864 m.. -/-rwxrwxrwx 0 0 5 /CamShell.dll (_AMSHELL.DLL) (deleted)
36864 m.. -/-rwxrwxrwx 0 0 5 <v1_5-_AMSHELL.DLL-dead-5>  

Thu Apr 22 2004 16:31:06 33423 m.. -/-rwxrwxrwx 0 0 17 /Internal_Lab_Security_Policy.doc (INTERN~2.DOC) 
32256 m.. -/-rwxrwxrwx 0 0 13 /Internal_Lab_Security_Policy1.doc (INTERN~1.DOC) 

Fri Apr 23 2004 10:53:56 727 m.. -/-rwxrwxrwx 0 0 28 /_ndex.htm (deleted) 
727 m.. -/-rwxrwxrwx 0 0 28 <v1_5-_ndex.htm-dead-28>  

Fri Apr 23 2004 11:54:32 215895 m.. -/-rwxrwxrwx 0 0 23 /Remote_Access_Policy.doc (REMOTE~1.DOC) 
Fri Apr 23 2004 11:55:26 307935 m.. -/-rwxrwxrwx 0 0 20 /Password_Policy.doc (PASSWO~1.DOC) 
Fri Apr 23 2004 14:10:50 22528 m.. -/-rwxrwxrwx 0 0 27 /Acceptable_Encryption_Policy.doc (ACCEPT~1.DOC) 
Fri Apr 23 2004 14:11:10 42496 m.. -/-rwxrwxrwx 0 0 9 /Information_Sensitivity_Policy.doc (INFORM~1.DOC) 
Sun Apr 25 2004 00:00:00 0 .a. -/-rwxrwxrwx 0 0 3 /RJL (Volume Label Entry)
Sun Apr 25 2004 10:53:40 0 m.c -/-rwxrwxrwx 0 0 3 /RJL (Volume Label Entry)
Mon Apr 26 2004 00:00:00 727 .a. -/-rwxrwxrwx 0 0 28 /_ndex.htm (deleted) 

36864 .a. -/-rwxrwxrwx 0 0 5 /CamShell.dll (_AMSHELL.DLL) (deleted)
32256 .a. -/-rwxrwxrwx 0 0 13 /Internal_Lab_Security_Policy1.doc (INTERN~1.DOC) 

215895 .a. -/-rwxrwxrwx 0 0 23 /Remote_Access_Policy.doc (REMOTE~1.DOC) 
22528 .a. -/-rwxrwxrwx 0 0 27 /Acceptable_Encryption_Policy.doc (ACCEPT~1.DOC) 
33423 .a. -/-rwxrwxrwx 0 0 17 /Internal_Lab_Security_Policy.doc (INTERN~2.DOC) 

307935 .a. -/-rwxrwxrwx 0 0 20 /Password_Policy.doc (PASSWO~1.DOC) 
727 .a. -/-rwxrwxrwx 0 0 28 <v1_5-_ndex.htm-dead-28>  

36864 .a. -/-rwxrwxrwx 0 0 5 <v1_5-_AMSHELL.DLL-dead-5>  
42496 .a. -/-rwxrwxrwx 0 0 9 /Information_Sensitivity_Policy.doc (INFORM~1.DOC) 

Mon Apr 26 2004 09:46:18 36864 ..c -/-rwxrwxrwx 0 0 5 /CamShell.dll (_AMSHELL.DLL) (deleted)
36864 ..c -/-rwxrwxrwx 0 0 5 <v1_5-_AMSHELL.DLL-dead-5>  

Mon Apr 26 2004 09:46:20 42496 ..c -/-rwxrwxrwx 0 0 9 /Information_Sensitivity_Policy.doc (INFORM~1.DOC) 
Mon Apr 26 2004 09:46:22 32256 ..c -/-rwxrwxrwx 0 0 13 /Internal_Lab_Security_Policy1.doc (INTERN~1.DOC) 
Mon Apr 26 2004 09:46:24 33423 ..c -/-rwxrwxrwx 0 0 17 /Internal_Lab_Security_Policy.doc (INTERN~2.DOC) 
Mon Apr 26 2004 09:46:26 307935 ..c -/-rwxrwxrwx 0 0 20 /Password_Policy.doc (PASSWO~1.DOC) 
Mon Apr 26 2004 09:46:36 215895 ..c -/-rwxrwxrwx 0 0 23 /Remote_Access_Policy.doc (REMOTE~1.DOC) 
Mon Apr 26 2004 09:46:44 22528 ..c -/-rwxrwxrwx 0 0 27 /Acceptable_Encryption_Policy.doc (ACCEPT~1.DOC) 
Mon Apr 26 2004 09:47:36 727 ..c -/-rwxrwxrwx 0 0 28 /_ndex.htm (deleted) 

727 ..c -/-rwxrwxrwx 0 0 28 <v1_5-_ndex.htm-dead-28>  

The unallocated sectors file also will be generated to look for data inside 

them. This file will be used to recover information of the company or used 

programs if it’s deleted:

Figure 7: Generating the unallocated sectors file from the image
[root@poseidon imagenes]# dls -f fat12 v1_5 > v1_5.dls
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[root@poseidon imagenes]# ls -al

total 2388

drwxr-xr-x    2 root     root         4096 Dec  8 22:41 .

drwxr-xr-x    3 root     root         4096 Nov 28 16:36 ..

-rw-r--r--    1 root     root           39 Nov 28 16:41 md5sum.txt

-rw-r--r--    1 root     root      1474560 May 20  2004 v1_5

-rw-r--r--    1 root     root       798208 Dec  8 22:41 v1_5.dls

-rw-r--r--    1 root     root       144162 Dec  2 17:07 v1_5.str

[root@poseidon imagenes]#

The timeline shows a DLL program. Because we want to know what that 

program is., we’ll perform a search using a dirty word list to search. These 

words will be, initially, DLL, dll, EXE, exe.

All the remaining steps performed on the image are detailed at 1.3 and they 

are:

Interesting keyword search into the strings file•

Recovering the CamShell.dll deleted file•

Hex edit the recovered file.•

Internet search for program related to the Interesting keyword search.•

Program test with the files inside the image•

Recover of the files stolen from the company information systems•

After all the examination performed to the image, we can conclude the 

following:

Mr. Leszczynski modified the files: •

Information_Sensitivity_Policy.doco
Internal_Lab_Security_Policy1.doco
Internal_Lab_Security_Policy.doco
Password_Policy.doco

Remote_Access_Policy.doco
Acceptable_Encryption_Policy.doco
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After that, he formatted the floppy, read all the doc files and •

camouflaged the client database, the unpublished schematics and the 

opportunity.txt file where Robert specifies all the information he’s 

going to pass to Rift.

In some point, Robert had to find the secret information from a server, 

information system or any other computer resource. Robert was successful, 

because the files were camouflaged and ready to leave the company building 

inside the floppy. This seems to prove that he’s the one that has been leaking 

information to Rift, but should be confirmed by investigating inside all the 

tampered systems and resources. 

The Security Administrator should revoke all the permissions under Internet 

acces and all the information systems where Robert has access granted and 

then begin to seek inside the application log to detect when he grabbed all 

the last information about the schematics and the clients and make the 

correspondence with timelines of the e-mails that he sent from the company 

or his pc hard drive. He also has to verify the log of proxy and e-mail 

transactions, because this could be a way of sending out the company 

strategic information to Rift. 

Image Details2.2

Listing of all the files in the image2.2.1

Figure 8: File List from the Image
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The files tagged with a star are deleted. Those files will be recovered in the 

next chapters of this document.

File/MACtime information for image2.2.2

Figure 9: Timestamp from Image
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Access time: May 20 2004 12:34:16

Modification time: May 20 2004 12:34:16

Creation time: Dec 7 2004 22:19:14

True name of the program/file used by Mr. Leszczynski.2.2.3

Reading locations 0xB676 to 0xB6A2 from the image, the program name 

used by Mr. Leszczynski is camouflage, as seen on figure 9.

File owner(s)2.2.4

FAT12 doesn’t have inside the structure the concept of owner and group, so 

the file owner that will be provided is the one of the image inside the ext3 

filesystem of the Linux Computer Forensic Station. From figure 3, File owner 

is root. File group is root.
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Figure 9: Hex edit from Image showing locations B550 to B770

File size2.2.5

From Figure 3, File size is 1474760 bytes.
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MD5 hash of the file2.2.6

As seen on figure 2, the md5 hash value of the image is 

d7641eb4da871d980adbe4d371eda2ad.

Key words found that are associated with the program/file.2.2.7

DLL, dll, EXE, exe, CamShell.dll, Twisted Pear Productions, camouflage

Forensic Details2.3

Using the strings file, it’s time to look for any sign of programs. The dll’s will 

be searched first, because there’s a track from one of them that was 

modified and deleted (CamShell.dll), according to the FAT data and the 

timeline of the floppy:

As seen on figure 10, there are two interesting locations: 9793 and 40016. 

Using dcat to location 9793, the sector number has to be determined using 

the following formula:

2519.1269531
512
9793

sec
===

torsize
ationdecimallocSector

Figure 10: Locations on the image of “dll” keyword
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Figure 11 information look like the fat contents. Because we already have 

printed the fat contents, this information is useless, so we pick the other 

location:

78.15625
512

40016
sec

===
torsize

ationdecimallocSector

Figure 11: Contents of sector 19 and 20
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Figure 12: Information for file using sector 78
[root@poseidon imagenes]# dstat -f fat12 v1_5 78

Sector: 78

Not Allocated

Cluster: 47

[root@poseidon imagenes]# ifind -a -f fat12 -d 78 v1_5

5

[root@poseidon imagenes]# ffind -a -f fat12 v1_5 5

* /CamShell.dll (_AMSHELL.DLL)

The i-node 5 represents a deleted file with interesting content. It’s time to 

recover the file to look for any keyword from the dirty word list or any other 

information that could be useful:

Figure 13: Recovery procedure for i-node 5
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[root@poseidon imagenes]# icat -rf fat12 v1_5 5 > /forensics/imagenes/CamShell.dll

[root@poseidon imagenes]# file /forensics/imagenes/CamShell.dll

/forensics/imagenes/CamShell.dll: HTML document text

[root@poseidon imagenes]# ls -al CamShell.dll

-rw-r--r--    1 root     root        36864 Dec  6 22:24 CamShell.dll

This doesn’t look like a DLL, because the File Type is HTML. We’ll use a Hex 

Editor to clarify the contents of the file.

The HTML file located at the beginning of the recovered file has a size of 726 

bytes, as seen on figure 7. The following bytes are zero until location 4096, 

which seems to be the start of a new file. Advancing in the file, it appears 

many keywords with the same name as Windows operating system calls, 

which suggest that this file could be a DLL, as seen on figure 15.

Going forward to location 29268 as seen on figure 16, there’s the URL of the 

application, including the company name that created it.

Now the dirty word list is: DLL, dll, EXE, exe, CamShell.dll, Twisted Pear 

Productions, camouflage. The next action is to load 

http://camouflage.freeserve.co.uk to try to find the application that we’re 

looking for.

The browser returns an “unkown host” error. That means the web site doesn’t 

exist. Using nslookup and queryng the Domain Name Server for 

freeserve.co.uk appears that the domain exist and the DNS for the domain 

are pointed to pridns1.svr.pol.co.uk (195.92.193.4), pridns4.svr.pol.co.uk

(195.92.168.157), pridns3.svr.pol.co.uk (195.92.67.18) and 

pridns2.svr.pol.co.uk (195.92.195.161). However, when the site 

http://www.freeserve.co.uk is opened, a welcome page from Wanadoo at 

United Kingdom appears (no freeserve reference). Using a “ANY” query type 

for camouflage.freeserve.co.uk appears a “HINFO” information: 

"1047865802". There’s no ip address resolving to a machine or a recursive 

DNS directive “IN NS”. 
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Asking directly to pridns1.svr.pol.co.uk (195.92.193.4), which is authoritative 

for the domain, using a “ANY” query type, the answer is the same. This 

means that the page is no longer resident under the freeserve domain.
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Figure 14: Hex content of CamShell.dll Figure 15: Windows Operating System Calls
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Figure 16: Application URL

Using an alternate way, we’ll use google to look for the dirty word list. First 

we try with the following string: camouflage CamShell.dll download.

Nothing interesting comes up at figure 17, so we try: "Twisted pear 

productions" camouflage download, at figure 18.
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The first link of figure 18 is shown at figure 19. There’s an association of the 

keyword “Twisted Pear Productions” with “camouflage” and the URL at figure 

14. From this page we can conclude that the application name is 

Camouflage. There’s a URL providing the camouflage software version 1.1.1 

but there’s no proof of this version being the latest one. We’ll check other 

URLs for the latest version.
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Figure 17: Google search for “camouflage CamShell.dll download”

Figure 18: Google search for: "Twisted pear productions" camouflage 

download
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Figure 19: First link from figure 11 

(http://www.downseek.com/download/5746.asp)
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Following the second link at figure 18, a mirror page for Camouflage Home 

Page appears (Figure 20). The download link from this page allows 

downloading version 1.2.1, which is the latest one. The software was 

downloaded and installed on a Windows machine. The figure 21 provides 

information about the created directory and all the contents inside it.

The MD5 hash of the CamShell.dll file is shown at figure 22:

Using the read-only mounted image, we’ll copy all the DOC files from the 

root directory of the image to analyze them with camouflage. This is shown in 

figure 23.
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Figure 20: Mirror from Camouflage Home Page 

(http://camouflage.unfiction.com)

Figure 21: Camouflage executable directory
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Figure 22: MD5 hash of CamShell.dll
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Figure 23: Copying files from the read-only mounted image
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From figures 23 and 24 we can conclude that checksums are ok and it’s safe 

to continue.
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Figure 24: MD5 Hash verification

The camouflage software is a steganography tool. That means that it’s able 

to scramble information of a file inside another without making the host file to 

loose any of its properties. That’s why a photo can be seen as it is, a Word 

document can be edited, modified, same as any other document.

The files are unpacked and in each of them the uncamouflage operation is 

performed with right click. All the files except 

Internal_Lab_Security_Policy.doc showed the message seen at figure 25.

The uncamouflage operation for Internal_Lab_Security_Policy.doc showed 

the following message seen at figure 26.

The Opportunity.txt  file is shown at figure 27 by double clicking the file.

This is the first proof of Robert stealing information for Rift. Now we have to 

look for the Client Authorized table database and the Schematics. We 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

previously tried to uncamouflage the other files with no success. There’s an 

interesting keyword on figure 27 called “First Name”. Let’s try to 

uncamouflage the files using their first part of the name (first name keyword 

delimited by “_”) as their password.
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Figure 25: Uncamouflage operation for all files except 

Internal_Lab_Security_Policy.doc

Figure 26: Uncamouflage operation for file 

Internal_Lab_Security_Policy.doc
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Figure 27: Camouflaged file “Opportunity.txt” inside the file  

Internal_Lab_Security_Policy.doc

The files Acceptable_Encryption_Policy.doc and  

Information_Sensitivity_Policy.doc showed the message at figure 28.

The message showed by Password_Policy.doc is displayed at figure 29.

The message showed by Remote_Access_Policy.doc is displayed at figure 

30.

Figure 29 files looks like the schematics we’re looking for. We can look at 

this jpeg files at figure 32.

File at figure 30 looks like the client database we’re looking for. We can look 

at this database at figure 31.
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Figure 28: Message provided by files Acceptable_Encription_Policy.doc 

and  Information_Sensitivity_Policy.doc

Figure 29: Message shown by uncamouflage operation for file 

Password_Policy.doc

Figure 30: Message shown by uncamuflage operation for file 
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Remote_Access_Policy.doc

Figure 31: Client database camouflaged at file Password_Policy.doc
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Figure 32: Schematics camouflaged at file Password_Policy.doc



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

The program used is steganography software to scramble information from a 

file inside another. It was used to camouflage the schematics of the fuel cells 

and the client database of Ballard Industries.

The uncamouflage operation of the Camouflage software locates the 

scrambled file inside the “normal” one. It was shown in figures 26, 29 and 30. 

Now we’ll show the camouflage operation. Consider the following two files:

Figure 33: Camouflage example using two files
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We’ll camouflage Pear_OFF.jpg inside Datos.doc file. The procedure is 

shown on figure 34. The output file will be Datos2.doc. If we perform the 

uncamouflage operation on Datos2.doc, we’ll see the message displayed at 

figure 35.

From the timeline displayed at figure 6 and knowing that the files that got 

camouflaged files are Remote_Access_Policy.doc, Password_Policy.doc 

and Internal_Lab_Security_Policy.doc, we conclude that the last time that the 

camouflage software was used was in April 26 2004 – 9:46:36 A.M, 

corresponding to the time where Remote_Access_Policy.doc was created 

again in the floppy.

Figure 34: Camouflage procedure on two files
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Figure 35: Uncamouflage operation for Datos2.doc

Program Identification2.4

We tried to locate the software previously and using google it was possible to 

locate the mirror http://camouflage.unfiction.com (figure 20) for the original 

site http://www.camouflage.freeserve.co.uk, which no longer exist 

Since there’s no possibility of downloading sources for camouflage from 

http://camouflage.unfiction.com because there’s no link for that, we’ll try to 

locate them using google and the string: "Twisted pear productions" 

camouflage source download, on figure 36.

Nothing comes up, so we try with a tool called copernic, which uses the 

following search engines: Altavista, AOL Search, Compuserve, Copernic, 

Espotting, FAST Search, FindWhat, HotBot, LookSmart, Lycos, 

Mamma.com, MSN Web Search, Netscape Netcenter, Open Directory 

Project, Teoma, WiseNut, Yahoo! on figure 37.

Still nothing comes up. Since there’s no possible download for the sources, 

we’ll try comparing the CamShell.dll located on the image and the one 

located at the installed program.
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Figure 36: Google search for "Twisted pear productions" camouflage 

source download

Figure 37: Google search for "Twisted pear productions" camouflage 

source download
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Using the recovered file at figure 13, we’ll construct a new file taking out the 

embedded HTML file and the empty part, copying the info from locations 

4096 to 36863 into a new file called Dll-img.dll.

Figure 38: Recovered file from image (CamShell.dll) and new file using 

the binary information from the file (Dll-img.dll)
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Hex editing the original file from the application CamShell.dll and the 

recovered file Dll-img.dll in figure 39, there’s no similar bytes in the origin of 

both files. However, there’s an interesting similarity between the original file 

at location 0x1000 and the recovered file Dll-img.dll at location 0x0000 shown 

at figure 40:

We’ll create a new file from the original dll named truncated-dll.dll, copying 

all the information from location 0x1000 to the end of file and compare it with 

the recovered file Dll-img.dll at figure 39.

In the following picture, files show the same MD5 hash, so we can conclude 

that they’re the same file, because the first bytes (0x0000 to 0x1000) doesn’t 

have any code. Those bytes only specify the locations of text segment, data 

segment and the relocatable segment of the DLL.
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Figure 39: Hex edit for Dll-img.dll and original Camouflage Application 

Camshell.dll 
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Legal implication2.5

The penalties for crime actions are compiled into the Penalty Code, a 

document that serves as a principal guide for the Justice System in 

Colombia. 

Figure 40: Similarities between CamShell.dll and Dll-img.dll 
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Considering the facts of the case, the following articles of the Penalty 

procedure code are valid as commited crimes:

Article 194. CLASSIFIED DOCUMENT SPREADING AND USE. The •

one that in own or other people's benefit discloses or uses the content 

of a document that must remain in reserve, it will incur fine, whenever 

the conduct does not constitute crime sanctioned with a greater 

penalty.

Article 195. ABUSIVE ACCESS TO A COMPUTER SYSTEM. The one •

that abusively introduces in a protected computer system with safety 

measure or maintains against the will from the one that it has right to 

exclude it, it will incur fine.

Article 196. ILLICIT VIOLATION OF COMMUNICATIONS OR •

CORRESPONDENCE OF OFFICIAL CHARACTER. The one that 

illicitly removes, hides, misleads, destroys, cuts, controls or cuts 

communication or correspondence of official character, will incur 

prison of three (3) to six (6) years.

Article 258. ILLEGAL USE OF PRIVILEGED INFORMATION. The one •

that like employee or director or board member of any private 

organization with the purpose of obtaining benefit for himself or third 

makes illegal use of information which it has known for reason or with 

occasion of his current position or function and that are not object of 

public knowledge will incur fine. The same penalty will be applied to 

the one that uses well-known information because of its profession or 

office, to obtain for him or for third, benefit by means of the negotiation 

of certain action, value or instrument registered in the National 

Registry of Values, whenever this information is not of public 

knowledge.

Article 272. VIOLATION TO THE MECHANISMS OF PROTECTION OF •

THE PATRIMONIAL RIGHTS OF AUTHOR AND OTHER FRAUDS. It 

will incur fine the one that:

Surpass or elude the technological measures adopted to restrict 1.

the nonauthorized uses.
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Suppress or you alter the essential information for the electronic 2.

management of rights, or import, distributes or communicates units 

with suppressed or altered information.

Make, import, sells, rent or uses any way to distribute to the public 3.

a device or system that allow to decipher a satellite signal carrying 

of programs, without authorization of the legitimate distributor of 

that signal, or anyway to elude, to evade, to make unusable or to 

suppress a device or system that allows the holders of the right to 

control the use of its works or productions, or to prevent or to 

restrict any nonauthorized use of these.

Present declarations or information destined direct or indirectly to 4.

the payment, collection, liquidation or distribution of economic 

rights of author or connected rights, altering by any means or 

procedure, the necessary data for these effects.

Article 306. USURPATION OF MARKS AND PATENTS. The one that •

uses fraudulently commercial name , teaches, marks, patent of 

invention, model of utility or industrial design protected legally or 

similar confusing with one protected legally, will incur prison of two (2) 

to four years and fines of twenty (20) two thousand (2.000) effective 

monthly minimum legal wages. In the same penalty will incur the one 

that that finances, provides, distributes for sale, commercializes, 

transport or it acquires with commercial aims or of intermediation, 

goods produced or distributed in the circumstances anticipated in the 

previous interjection.

Article 308. VIOLATION OF INDUSTRIAL OR COMMERCIAL •

RESERVE. The one that uses, reveals or discloses discovery, 

scientific invention, process or industrial or commercial application 

arrived at its knowledge because of its position, office or profession 

and that must remain in reserve, will incur prison of two (2) to five (5) 

years and fines of twenty two thousand (2.000) effective monthly legal 

minimum wages. The same penalty will be applied to the one that 

illegally knows copies or obtains secret related to discovery, scientific 

invention, process or industrial or commercial application. The penalty 
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will be of three (3) to seven (7) years of prison and fines of one 

hundred (100) three thousand (3.000) effective monthly legal minimum 

wages , if own benefit is obtained or of third

Analyzing every of the articles we have:

Article 194: There’s an information policy that states that all the •

schematics, client information, marketing information and financial 

information is classified information. Therefore, a fine is applicable.

Article 195: The Information Security Staff has to prove that there has •

been an intrusion into a server or information system. If the proving 

process is successful, a fine is applicable.

Article 196. The Information Security Staff has to prove that the •

information that Robert seized was because he tampered a written or 

electronic communication with the secret data. If proving is 

successful, Robert would be facing jail from 3 to 5 years.

Article 258: The information revealed by Robert is privileged •

information because it constitutes an internal secret and it’s not public 

domain information. That’s why a fine is applicable.

Article 272: Robert is selling patrimonial information to a third party. If •

he performed an intrusion on the systems to get it, then a fine is 

applicable.

Article 306: He’s not making another brand of fuel cells based on •

Ballard Industries design, so the penalty is not applicable.

Article 308: The information that he revealed to Rift constitutes •

violation of Industrial Reserve, because he revealed the schematics for 

the new Fuel Cell. The penalty would be 2 to 5 years of prison and 

about US$14800 to US$444000 in fines.

According to the Penalty code, the article that assembles most for the fact 

happened will be applied and if there is some type of aggravating it will add 

the corresponding penalty to the one taken as base without limit in money 

and with a limit of 40 years as maximum prison time.
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Therefore, the penalty would be the one corresponding to article 308 with 

fines about to be determined by the judge for articles 194, 195 (if proof can 

be given), 258 and  272 and aggravating for article 196 with 3 to 5 years of 

prison time.

There is an interesting fact to mention. The political constitution of Colombia 

establishes in the one of its articles right to the privacy, which establishes the 

privacy of the information of the resident person in any electronic or phisical 

medium. With the evolution of the technology and the use of of corporative 

networks and Internet, it began to happen the first electronic frauds. The 

companies in their eagerness to discover the author of the facts made 

investigations in the corporative systems and the desktop computers used by 

the suspects. Through a resource called  action of trusteeship by means of 

which a natural person asks for the legal recognition of her rights before the 

law by a conflict with third, asked to a judge the shelter of its fundamental 

right to the privacy. By ignorance in the subject of technology and the legal 

emptiness on the property of the resident information in the equipment, the 

judge failed many cases in favor of the suspect and the company had to stop 

any type of investigation.

Years later the Constitutional Court, organization in charge to guard by the 

fulfillment of the articles of the Political Constitution of Colombia established 

that the right to the privacy is not harmed in the measurement that the 

companies establish by means of internal normatividad annexed to work 

contracts and signed by the employee that the company owns all the 

information resident in any type of computer resource of it.

With base in this sentence, in Colombia the companies are in capacity to 

make any type of investigation on their own computer resources without 

breaking the law. Because Ballard lacks a defined policy  about the property 

of the resident information in its equipment, it is breaking the Colombian law 

when confiscating means and information that is presumed of property of the 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

employee.

Because there are no specific computer crime laws, there’s no possibility in 

Colombia to take Robert to prison after a trial for Information Systems 

Tampering or computer intrusions.
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Additional Information2.6

http://www.forinsect.de/forensics/forensics-tools.html. This URL •

privides many interesing forensic tools to use in UNIX and Windows.

http://www.cygwin.com. Provides a emulation API to execute tools that •

looks like Linux.

http://www.petitcolas.net/fabien/steganography. This is an interesting •

resource about all the steganography theory.

http://www.webopedia.com. Excellent site to look for basic definitions •

of technology

http://www.secretariasenado.gov.co/Antecedentes_ley.asp. Laws•

made by the Congress of Colombia in where among others is the 

penal code.

Part 23

Synopsis of Case Facts3.1

All the proper names from now on will be changed to protect the identity and 

the confidentiality of the case. 

The Bank Medellin Services is one of the most recognized in Colombia with 

its main headquarters in Medellín. Its primary focus is to pick up money from 

public for the accomplishment of loans for home purchase in long term. It 

has offices in Barranquilla, Santa Marta, Montería, Bogota, Cali, Pereira, 

Armenia and Neiva.

People feel a great affection by this bank because of the great service that it 

provides and the importance that is given to each one of its clients. Most of 

the employees are women specially trained in service.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

The banks are watched by the banking supervision and have direct channel 

with the security organisms of the country to take actions when some type of 

fraud appears or happens some crime of which the people are victim who 

use the services of the bank, such as:

The millionaire stroll, crime in which the people are assaulted, she is •

retained and she is commited to give the pin of her credit and debit 

cards.

Skimming, crime in which the debit and credit cards are cloned to •

make later transactions in the name of the card owner.

Fleteros: This type of crime is committed by people who have •

informants to the interior of the banks that look for to establish the 

people who make transactions in cash of great sums of money, to 

follow them when they leave the bank until arrival to his house or 

some inhabited place and soon to come to assault and steal from 

them the retired money of the banking organization.

Something strange began happening to clients served at Barranquilla offices. 

It began to occur retirements of accounts whose debit cards had been used 

in two of the four offices of the bank in the city. This began to create a bad 

image problem for the bank in the city, because at no moment the people 

lent their card debit to the person who served them in the office. Suspicion is 

had that the frauds were made from a computer that first was in one of the 

affected offices and soon were passed to the other office.

In agreement with the internal policy of the bank, whenever it happens some 

type of crime is denounced before the general office of the public prosecutor 

of the nation, which acts immediately through the technical body of 

investigations for the harvesting of evidence to establish the veracity or not of 

the occurrence of the facts.

The Technical Body of investigations requested evidence to the Information 

Security Staff but they were unable to fulfill this requirement because then 
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lack of technical knowledge to make the computer forensic investigation in 

the affected infrastructure.

The Technical Body of investigations made the required inquiries with 

information from other organizacion areas and according to its results they

found merit to deliver a securing measurement against one of the tellers of 

the office of the city of Barranquilla. the investigations made by them doesn't 

involve any aspect of computer forensics.

Although the technical body of investigations is confident about the 

demonstrated findings, the bank considers that the evidence provided by 

them is circumstantial and wishes to make one forensic investigation in the 

equipment of the internal corporative network with the aim to determine if the 

prosecuted individual is guilty or not about the fraud that is imputed to him. It 

is also necessary to determine how the fraud could have happened

Describe the system(s) you’ll be analyzing3.2

The analyzed system uses Windows XP Professional Edition with NTFS as 

the filesystem for the hard drive. It only has performed cashier transactions

and also it is part of the pc group that that takes care of consignments and 

retirements of money.

The banking application is resident on servers, one server at each office of 

the country and each computer invokes the program double-clicking a 

shortcut for the application located on a shared resource on the server in the 

office. The application leaves logs inside the server for every transaction 

performed on the day, including the password, the magnetic stripe data of 

the debit card, the account number, the transaction kind and the amount of 

money. No user from the workstations have access to the log files. The 

servers involved in the banking applications acts as a front end to the AS400 

mainframes, where the main account database resides.
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The offices of all the country are connected by Frame-relay links to the 

corporate headquarters in Medellín. In each city there's an office that 

concentrates the connections from all the others of the same city.

The bank has platforms Windows/Intel  and AS400. The corporate 

workstations of the users and some applications are under Windows. The 

application of transactions, the database of accounts and the application of 

credit cards VISA and Mastercard are in the AS400

A native windows 2000 domain exists by the name of medalloservices.com 

that groups all the workstations and usernames. There's an standard for 

naming the machines and the users with exception for the generic users 

whom the personnel of helpdesk uses for the resolution of the requirements 

of the users. The TCP/IP parameters for the host are shown in figure 42.

The software used for editing the registry files is RegdatXP, which can be 

downloaded from http://people.freenet.de/h.ulbrich/. This software is able to 

open any registry file.

Hardware3.3

The following are the specifications for the hardware seized for the 

investigation:

Figure 41: Items seized for the investigation

Tag # Description

200411-1-1
Seagate Barracuda Hard Drive 
Size 20 GB Model ST320014A 
S/N 3HS3M5FM

200411-1-2 HP Pentium IV 1.8 GHZ, 512 
RAM S/N 6Y25JYHZ90CT
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Figure 42: TCP/IP parameters for the analyzed host

Image Media3.4

The disk from the machine was unplugged and attached to the forensic 

station as a slave disk. Then the image was gathered and md5 hashed at 

figure 43.

Note from figure 43 that the hash from the original source and the image are 

the same. The image is valid and it’s safe to continue.
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Media Analysis of the system3.5

Because the fraud occurred with the use of debit cards without being lent by 

the users, which means that the magnetic stripe is being duplicated 

somewhere. The search will be oriented to search software or user 

operations that mean copying magnetic stripes outside the computer 

somehow. For the analysis, the image was mounted on directory 

/forensics/mnt/comp2 using the command: mount –o loop,ro 

/forensics/imagenes/comp2hdc2.img /forensics/mnt/comp2 –t ntfs.

Figure 43: Image gathering and md5 hash for the investigated hard drive
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Figure 44: Filesystem information
FILE SYSTEM INFORMATION
--------------------------------------------
File System Type: NTFS
Volume Serial Number: AED8D2CCD8D29247
OEM Name: NTFS    
Volume Name: CJXXXXXX
Version: Windows 2000

METADATA INFORMATION
--------------------------------------------
First Cluster of MFT: 6291456
First Cluster of MFT Mirror: 16
Size of MFT Entries: 1024 bytes
Size of Index Records: 4096 bytes
Range: 0 - 23113
Root Directory: 5

CONTENT INFORMATION
--------------------------------------------
Sector Size: 512
Cluster Size: 512
Total Cluster Range: 0 - 39809068
Total Sector Range: 0 - 39809068

$AttrDef Attribute Values:
$STANDARD_INFORMATION (16)   Size: 48-72   Flags: Resident
$ATTRIBUTE_LIST (32)   Size: No Limit   Flags: Non-resident
$FILE_NAME (48)   Size: 68-578   Flags: Resident,Index
$OBJECT_ID (64)   Size: 0-256   Flags: Resident
$SECURITY_DESCRIPTOR (80)   Size: No Limit   Flags: Non-resident
$VOLUME_NAME (96)   Size: 2-256   Flags: Resident
$VOLUME_INFORMATION (112)   Size: 12-12   Flags: Resident
$DATA (128)   Size: No Limit   Flags: 
$INDEX_ROOT (144)   Size: No Limit   Flags: Resident
$INDEX_ALLOCATION (160)   Size: No Limit   Flags: Non-resident
$BITMAP (176)   Size: No Limit   Flags: Non-resident
$REPARSE_POINT (192)   Size: 0-16384   Flags: Non-resident
$EA_INFORMATION (208)   Size: 8-8   Flags: Resident
$EA (224)   Size: 0-65536   Flags: 
$LOGGED_UTILITY_STREAM (256)   Size: 0-65536   Flags: Non-resident
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Internet explorer history analysis3.5.1

The following users were noticed that were logged at least one time of the 

machine: aasantos, acmelo, Administrador, apbarraza, cj401005, Default 

User, djpena, epbush, hjimenez, insntws1baq, insntws1mde, insntws2mde, 

insntws3mde, insntws4mde, mccortes, naluque, peparra, scaristi, scbuelvas, 

sjmolinares, smrueda, tchacon, tmontalvo and vvelasquez.. The history files 

were extracted using the following command:

Figure 45: Command used to extract Internet Explorer History Files
tar czvf iehistcomp2.tgz "/forensics/mnt/comp2/Documents and 

Settings/aasantos/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/aasantos/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/aasantos/Configuración 

local/Historial/History.IE5/MSHist012004032920040330/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/aasantos/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/acmelo/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/acmelo/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/acmelo/Configuración 

local/Historial/History.IE5/MSHist012004092420040925/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/acmelo/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/Administrador/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/Administrador/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/Administrador/Cookies/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/Administrador/Datos de programa/Microsoft/Internet 

Explorer/UserData/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/apbarraza/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/apbarraza/Configuración local/Historial/History.IE5/index.dat" 
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"/forensics/mnt/comp2/Documents and Settings/apbarraza/Configuración 

local/Historial/History.IE5/MSHist012003061620030623/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/apbarraza/Configuración 

local/Historial/History.IE5/MSHist012003062520030626/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/apbarraza/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/cj401005/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/cj401005/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/cj401005/Configuración 

local/Historial/History.IE5/MSHist012003110620031107/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/cj401005/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/Default User/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/Default User/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/Default User/Cookies/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/djpena/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/djpena/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/djpena/Configuración 

local/Historial/History.IE5/MSHist012004090920040910/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/djpena/Configuración 

local/Historial/History.IE5/MSHist012004091020040911/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/djpena/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/epbush/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/epbush/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/epbush/Configuración 

local/Historial/History.IE5/MSHist012004092020040927/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/epbush/Configuración 

local/Historial/History.IE5/MSHist012004100120041002/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/epbush/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/hjimenez/Configuración local/Historial/History.IE5/index.dat" 
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"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración 

local/Historial/History.IE5/MSHist012004010520040112/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración 

local/Historial/History.IE5/MSHist012004011220040119/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración 

local/Historial/History.IE5/MSHist012004012820040129/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración 

local/Historial/History.IE5/MSHist012004012920040130/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Configuración 

local/Historial/History.IE5/MSHist012004013020040131/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/hjimenez/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws1baq/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws1baq/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/insntws1baq/Cookies/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/insntws1mde/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/insntws1mde/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws1mde/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS2MDE/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS2MDE/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/INSNTWS2MDE/Configuración 

local/Historial/History.IE5/MSHist012003101320031020/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS2MDE/Configuración 

local/Historial/History.IE5/MSHist012003102020031027/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS2MDE/Configuración 

local/Historial/History.IE5/MSHist012003102820031029/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS2MDE/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws3mde/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws3mde/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/insntws3mde/Configuración 
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local/Historial/History.IE5/MSHist012003111220031113/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/insntws3mde/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS4MDE/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS4MDE/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/INSNTWS4MDE/Configuración 

local/Historial/History.IE5/MSHist012004061020040611/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/INSNTWS4MDE/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/mccortes/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/mccortes/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/mccortes/Configuración 

local/Historial/History.IE5/MSHist012004092820040929/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/mccortes/Configuración 

local/Historial/History.IE5/MSHist012004093020041001/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/mccortes/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/naluque/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/naluque/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/naluque/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/peparra/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/peparra/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/peparra/Configuración 

local/Historial/History.IE5/MSHist012004072620040802/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/peparra/Configuración 

local/Historial/History.IE5/MSHist012004080220040809/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/peparra/Configuración 

local/Historial/History.IE5/MSHist012004081920040820/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/peparra/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/scaristi/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración 
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local/Historial/History.IE5/MSHist012004080220040809/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración 

local/Historial/History.IE5/MSHist012004080920040810/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración 

local/Historial/History.IE5/MSHist012004081020040811/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración 

local/Historial/History.IE5/MSHist012004081220040813/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Configuración 

local/Historial/History.IE5/MSHist012004081320040814/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scaristi/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scbuelvas/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/scbuelvas/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/scbuelvas/Cookies/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/sjmolinares/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/sjmolinares/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/sjmolinares/Configuración 

local/Historial/History.IE5/MSHist012004082320040830/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/sjmolinares/Configuración 

local/Historial/History.IE5/MSHist012004083020040906/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/sjmolinares/Configuración 

local/Historial/History.IE5/MSHist012004090620040907/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/sjmolinares/Configuración 

local/Historial/History.IE5/MSHist012004090720040908/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/sjmolinares/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/MSHist012003090120030908/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/MSHist012003090820030915/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 
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local/Historial/History.IE5/MSHist012003091520030922/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/MSHist012003092320030924/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/MSHist012003092420030925/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Configuración 

local/Historial/History.IE5/MSHist012003092620030927/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/SMRUEDA/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Configuración local/Archivos 

temporales de Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/tchacon/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Configuración

local/Historial/History.IE5/MSHist012004022320040301/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Configuración 

local/Historial/History.IE5/MSHist012004030120040308/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Configuración 

local/Historial/History.IE5/MSHist012004031520040316/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Configuración 

local/Historial/History.IE5/MSHist012004031720040318/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tchacon/Cookies/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tmontalvo/Configuración 

local/Archivos temporales de Internet/Content.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/tmontalvo/Configuración 

local/Historial/History.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/tmontalvo/Cookies/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/vvelasquez/Configuración local/Archivos temporales de 

Internet/Content.IE5/index.dat" "/forensics/mnt/comp2/Documents and 

Settings/vvelasquez/Configuración local/Historial/History.IE5/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/vvelasquez/Configuración 

local/Historial/History.IE5/MSHist012004062320040624/index.dat" 

"/forensics/mnt/comp2/Documents and Settings/vvelasquez/Cookies/index.dat"

Using the tool iehistory.exe and editing all the above history files, only shows 

web navigation inside the Bank Information Systems. There’s no evidence of 

copying or downloading information from the internet. We’ll only show one of 
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the history files because all the other ones contains sensitive information 

about the machine names, application URL and POST commands of the 

Bank infrastructure.

The access shown to the corporate applications inside the bank seen in all 

the collected history files are the normal ones corresponding to the people 

that handles all the money transactions in the office. There’s no access to 

shared resources of any other computer or server, neither to the Internet . 

This means that there’s no evidence that Internet explorer was used to get 

out information of the computer.

Figure 46: Internet Explorer History file for user epbrush

System Registry3.5.2

Because the machine is turned off, there’s no way of knowing the running 

processes. For Registry analysis, all the files under \windows\config where 

copied on a Windows Station used to make the forensic Analysis. Using the 
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tool regdatxp, we’ll look for the following keys:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersio•

n\Run, which shows the programs that are executed every time a 

person logs on the machine, at figure 47.

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersio•

n\RunOnce, which shows the programs executed once for an 

interactive logon. See figure 48. There’s no keys here, which shows no 

malicious configuration.

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersio•

n\Run, which shows any startup programs executed every interactive 

logon for the current user. There's no malicious keys. See figure 49.

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersio•

n\RunOnce, which shows any startup programs for the current user

executed only once. There's no malicious keys. See figure 50. When 

asked the Information Security Staff about these programs, they 

respond that every machine on the bank has the same configuration. 

Then the result is normal.

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersio•

n\Uninstall. This is the installed software. See figure 51. When asked 

the Information Security Staff about these keys, they tell us that they’re 

the standard of the organization. There’s no additional software

installed. It has installed Microsoft patches, Video Card, Drivers, 

Antivirus Software (Etrust), HP printer drivers, Banking software, 

among others.

Figure 47: Startup programs executed for interactive logon on the 

machine
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HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services. These •

are all the services installed in the machine. We’ll look for services 

that are not in the baseline. See figure 52. When asked the 

Information Security Staff about these programs, they respond that 

every machine on the bank has the same configuration. The Etrust 

Antivirus shows no quarantined files. Then the result is normal and 

there’s no Trojans or Backdoors running on the machine.

Also, the following aspects were reviewed.



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

The Networking settings of the computer are normal, corresponding to •

the baseline of the platform and to the settings of the network 

elements.

Figure 48: Startup programs executed once for interactive logon on the 

machine
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Figure 49: Startup files for every interactive logon of the current user

Figure 50: Startup files for every interactive logon of the current user
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Figure 51: Installed software on the machine
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The user rights of the machine were not altered. They match the •

global policy of the domain controller for all the computers inside de 

Windows 2000 domain.

There’s no strange local accounts. The accounts resident on this •

machine are the defined in the baseline for all the computers.

There’s no change on the group memberhip (global and local),•

The event viewer shows logs of the Antivirus updates, startup and •

system shutdown and log on inside the computer. This log was 

reviewed with the Information Security Staff and all registers are 

considered normal.
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Signs of sniffers3.5.3

We’ll look for WinPcap on the examined filesystem. It either figures within 

the installed software (Figure 51). There’s also no service suggesting an 

installed sniffer, because it matches with the baseline of the Information 

Security Staff. See figure 53.

Because the machine is not turned on, there’s no possibility to test the 

network interface for promisc mode. 

Timeline Analysis3.6

The timeline of the image was performed by the commands at figure 54:

The whole timeline is located at the annex document Item 1 of the document. 

There are the following interesting details:

The green portion of the timeline shows the installation of software •

WordView, Excelview, Soundcard and Video Drivers, Powerpoint 

Viewer, Hewlett Packard Printer Drivers

The fucsia portion of the timeline shows the installation of the •

Operating System.

The purple portion of the timeline contains the installation for •

personalized Internet Explorer.

The turquesa portion of the timeline shows the installations of dll’s for •

applications applications Bio – Cliente and BankMedallo.

The gray portion of the timeline shows the installation of Service Pack •

in the machine.

The red portion of the timeline shows the antivirus updates.•

The yellow portion of the timeline shows interesting files that might •
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have interesting data.

This timeline shows the following interesting information:

There’s many generic users on the active directory. When asked the •

Information Security Staff about them, they responded that all the 

HelpDesk staff has generic installation logins for installing software, 

creating computers inside the domain and resolving problems. This is 

a potential security problem because this can be used to install 

malicious software or to steal sensitive information from the 

workstations.

Figure 52: Services running on the machine

Figure 53: WinPcap Search
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The computer shows execution of the banking program, the Bio-•

cliente program, Office viewers and e-mail programs. There’s no sign 

of any kind of strage program execution on the machine.

There’s periodic antivirus definition updates on the machine.•

There’s normal use of Internet Explorer.•

Figure 54: Timeline creation commands for investigated image
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There’s regular updates to the corporate applications that uses cashier •

people.

There’s no evidence of malicious software installed on the machine. •

All the operations on the disk shown are caused by baseline software.

There are some personal files belonging to the users. Those files are •

office files and have information proper of their work.

Recover deleted files3.7

Filtering the timeline by keyword (deleted-realloc) shows the deleted files. 

These are detailed on annex document item 2. The files that are strange, 

confirmed by Security Staff, are the .ida files.
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The main goal of this investigation is to determine why are cloned debit cards 

knowing that the affected people didn’t lent the card to anybody. That’s why 

all the searching will be done on the String Search chapter. If there’s any 

need to recover a file with interesting data, it will be done on that chapter.

The computer has also installed the base software that every computer has 

in the bank. Previous definitions shows that there’s no evidence of malicious 

software installed on the computer. If any string matching a magnetric stripe 

code is found on the image, an attempt to determine what program 

generated it will be performed.

String search3.8

For all debit cards there’s a starting code unique to the bank that delivers it. 

This Bank has its own code and for the purpose of confidentiality and the 

case illustration it will be 010203 and this keyword will be a part of the 

interesting keyword list to search for.

If there are cloned cards and the user didn’t lent it, the magnetic stripe has to 

be recorded somewhere and available so the intruder is able to copy it and 

then record it on a new card.

First we’ll generate the strings file from the image and get the md5 hash with 

the following commands showed in figure 55.

Then, a grep operation is performed for keyword 010203 on the strings file to 

look for magnetic stripes stored on the hard drive. Three of all resulting 

locations are 2106024, 1692355 and 4184549. We’ll perform a forensic 

analysis to know what file contains the keyword.

Let’s test for status of all the clusters at figure 56. All of them are allocated. 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

Now we’ll find all the i-nodes corresponding to the clusters. This can be seen 

on figure 57.

Now we’ll find the file names corresponding to the i-nodes of figure 57. This 

can be seen on figure 58.
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Figure 55: Strings file creation from analyzed image

Figure 56: Status for clusters containing interesting information



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

   
   

   
   

   
   

   
   

   
   

   
   

   
   

   
   

5,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2005                                                                                                                 Author retains full rights.

When the files were edited, it was possible to find many magnetic stripes 

from valid debit cards. This verification was made with the Information 

Security Staff. Now we’ll look for all “.adi” files on the image. The results are 

shown on figure 59.

All the files were edited and altogether were found 282 magnetic stripes. The 

bank staff verified all the magnetic stripes and they are all valid.

Figure 57: I-node corresponding to the allocated clusters of figure 56
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In order to confirm that this is a generalized problem in the bank, it was 

verified in other computers of one office of the city of Medellin, different from 

the one analyzed of the city of Barranquilla. The result was the same one, 

finding 35 .adi files with the magnetic stripes of debit cards used to perform 

transactions of the present month and the previous months.

Conclusions3.9

The problem was originated because the Banking application generates logs 

withall the magnetic stripes of the of the office transactions transacted with 

card debit. This application has been running for over 4 years and nobody 

noticed this. All the computers with the banking software were verified for 
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.adi files and all of them had it with many magnetic stripes. 

Figure 58:File names corresponding to i-nodes of figure 57

The timeline contains information from access to the .adi files but the 

computer does not have information on the interactive logons made from it 

neither has synchronized the hour with all the computers of the bank, thus 

can be concluded that the information stealing could have been made by any 

person with account in the domain of the bank. The Bank will ask for the 

application supplier to fix the problem and deploy the installation to all the 

computers that uses it.

It is important to implement controls of perimetral security by means of 

intrusion detection systems and firewalls that allows to detect and prevent 
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nonauthorized access, provide evidence of all the intented operations and 

prevent that vulnerabilities of applications can be remotely exploited by just 

accesing a hard drive through the network.

The case opened before the competent authorities must follow its course 

with another type of registries and audits, because from the electronic point 

of view it is not possible to prove the culpability of the judged individual.
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Figure 59:.adi files on image

Figure 60:Example of a .adi file
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