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Part 1 — Option 1: Forensic Analysis of a System

Case Facts Synopsis

This case involves the investigation of an “unknown” computer system to determine what
information can be obtained about the user of the system. This particular system was also
chosen to help investigate the application of Linux/UNIX and Microsoft Windows
forensic techniques and technologies using the Mac OS X operating system both as the
target system and as the forensic analysis system. The target system was recently retired
and therefore presented an excellent opportunity to employ the forensic analysis
techniques required for this assignment.

The target system is a functionally obsolete Apple Macintosh acquired from the
organization’s senior UNIX systems administrator (SA). The system was originally
transferred to the SA in 2000 so that the capabilities of Apple’s new UNIX based
operating system Mac OS X (Apple 1, p.1) could be tested out. The SA installed the
Public Beta version of Mac OS X, which had a built-in expiration period. The SA
eventually setup the system to be a fail-over system for the organization’s DNS
infrastructure utilizing the Darwin (Apple 3, p.1) core functionality of Mac OS X after
the Public Beta GUI portion expired. Early in 2002, the organization’s primary DNS
system had a hardware failure and the target system was setup to service the DNS
requests until the original DNS hardware could be replaced. The target system was taken
off-line after the repaired DNS was up. It has been sitting in the SA’s office unpowered
since then.

Seizure Inventory

The following hardware represents the target system that was seized on July 23, 2002 at
7:25 PM MDT from the organization’s UNIX support office, room 321. The information
listed includes the case Tag Number, a description of the item, the item’s serial number
(if present) and the organization’s inventory number (if present.) The system was not
live when it was seized and therefore no system state information was obtained prior to
drive imaging.

Tag Number Serial Number | _ Org. Inv. #

20020723A1 | Power Macintosh 9500/132. XB5280785UZ 226963
Manufactured: 7/13/95 B-2 11:22PM.
20020723A2 | Apple Design Keyboard. NN451E4A33G N/A
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Model # M2980.

Model # M4436.

Manufactured: June 1996.

20020723A3 | Apple Desktop Bus Mouse IL LC525GQWT18 N/A
Family # M2706.
20020723A4 | Apple MultipleScan 1705 Display. CY6254BY5X5 N/A

The case on Tag #20020723A1 had a rust colored water ring on the top. The case was
opened by removing six fasteners. Besides the typical amount of dust in the case there
appeared to be small green needles in the case, possibly from a small fern. The system
had the following peripherals installed; it was not possible to see how much and what

type of RAM was installed at this point.

SCSI CD-ROM

3-1/4 Floppy Drive

SCSI Hard Disks

PCI Video Card

—_ = N = =

PCI10/100 NIC

The hard disks were disconnected and removed. The disks were tagged, information was
removed from the case labels and the jumper settings were examined. Information from
each disk is shown below.

Serial Number

20020723 Ala | Seagate Barracuda, 9C6002-010 JE206628 216 | ID1, TP
ST32171N. Lot A-01-97224 GB
Upper HD Bay.

20020723A1b | Seagate Hawk, ST32430N. | 9B1001-048 TX241770 2.14 | IDO, TE,
Lower HD Bay. Lot S-01-9549-2 GB TP1,
Apple OEM. TP2, PE

Media Imaging

The hard disk specifications were pulled up from Seagate’s web site to determine if there
were any jumper settings available that would put the disks into read-only mode. Based
on the specifications, both disks had this option that was called write protect. The
associated jumper (WP) on each disk was set in order to prevent alteration of the original
data. In addition, Tag #20020723A1b had the TE jumper set (termination enabled) as it
would be the only device on the SCSI chain during imaging.

The imaging system was an Apple Power Macintosh G4, 500 MHz dual-processor, 768
MB RAM and a 20 GB hard disk split into three equal HFS+ partitions running Mac OS
X 10.1.5 (Build 5566) with an Apple OEM SCSI PCI card installed. All imaging was
conducted in single-user mode to avoid any interaction by the GUI. To get into single-
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user mode, the system was booted with the ‘cmd-s’ key combination. Once booted, the
file system was checked and then changed to read-write mode by utilizing the following
commands:

localhost:# fsck -y /
localhost:# mount -uw /

These commands were entered each time the system was subsequently booted into single-
user mode.

Tag # 20020723A1b was connected to the SCSI card and the internal power of the
imaging system. The system was booted into single-user mode. Once in single-user
mode, the VPC partition of the internal OEM IDE hard disk was mounted and sterilized
using the following commands:

localhost# mount hfs /dev/disk0sll /Volumes/VPC
localhost# dd if=/dev/zero of=/Volumes/VPC

Upon startup, Tag # 20020723 A 1a was assigned to device disk1s7 by the OS. The MD5
hash was calculated as shown below:

localhost# openssl md5 /dev/diskls7?

MD5 (/dev/diskls7)= 221467a£347d6d50c762f££607056954

A dd copy of the disk was then made as shown below:

localhost# dd if=/dev/diskls7 of=/Volumes/VPC/disk2.img
4175293+0 records in

4175293+0 records out
2137750016 bytes transferred in 821 secs (2603836 bytes/sec)

The MDS5 hash of the image was calculated in order to verify that an exact copy of the
original data was made as shown below:

localhost# openssl md5 /Volumes/VPC/disk2.img

MD5 (/Volumes/VPC/disk2.img)= 221467a£347d6d50c762£££6b7056954

This verifies that the image is an exact copy of the original disk. At this point, the system
was halted and Tag # 20020723A1b was removed and placed in a locked cabinet.

Tag # 20020723A1a was then connected to the SCSI card and the internal power of the
imaging system. The system was booted into single-user mode and the VPC partition
was mounted. The disk was assigned to device disk1s5 by the OS after booting. The
MDS5 hash was calculated as shown below:

localhost# openssl md5 /dev/diskls5
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MD5 (/dev/diskls5)= 891c838fb907b38de28a51b9f6c9c34d

A dd copy of the disk was then made as shown below:

localhost# dd if=/dev/diskls5 of=/Volumes/VPC/diskl.img
4221926+0 records in

4221926+0 records out
2161626112 bytes transferred in 324 secs (6671685 bytes/sec)

The MDS5 hash of the image was calculated in order to verify that an exact copy of the
original data was made as shown below:

localhost# openssl md5 /Volumes/VPC/diskl.img

MD5 (/Volumes/VPC/diskl.img)= 891c838£fb907b38de28a51b9f6c9c34d

This verifies that the image is an exact copy of the original disk. At this point, the system
was halted and Tag # 20020723A1a was removed and placed in a locked cabinet.

To summarize, the following items were successfully imaged with the corresponding
MDS5 hashes verified as being identical.

20020723 Ala | diskl.img 891¢c838fb907b38de28a51b916c9c34d
20020723Alb | disk2.img 221467af347d6d50c762fff6b7056954
Media Analysis

The forensic analysis system was an Apple PowerBook G4, 667 MHz, 512 MB RAM, 30
GB HD running Mac OS X 10.1.5 (Build 5S66). Besides the programs and tools present
in the base install of the OS, the December 2001 release of the Mac OS X Developer
Tools was installed. For the analysis, the following software was utilized. Specifics
regarding the usage of each package are stated in the respective analysis.

BSD Subsystem of Mac OS X (Apple 2, p.1) 10.1.5
Mac-robber (@stake, p.1) 1.00
TASK (@stake, p.1) 1.00
Autopsy (@stake, p.1) 1.50
Norton Utilities for Macintosh UnErase (Symantec, p.1) | 7.0
ProSoft Data Rescue X (demo) (Prosoft, p.1) 10.0
McAfee Virex (Network Associates, p.1) 7.1

The disk images were transferred via 100 Mbps Ethernet to the analysis system. The
MD?5 hash was calculated for each image as shown below to verify that the image was
not changed in the transfer.
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6 O O fusr/binflogin (ttypl)
Welcome to Darwinl

[localhosti~] remiller® openssl mdd Alzerssremil ler/Desktop/GCFA/Part’ I/diskl.img

MDE{Users remi | ler /Desktop /GCFA/Part [Adiskl.img)= 891c838fb987h380e28051bOT GCOc34d
[localhost i~] remiller

[lacalhosti~] remiller® openssl mdh Alsers remil lersmorguesdiskz.img

MDE{ MUsers remi |l ler/morgue/disk2 . img = 2214670f 347d6dRACTE2T £ f 6 TARAI5

[localhost i~] remil ler® I
"

While in the GUI, the permissions were changed to read-only for both disk images and
mounted as such using Disk Utility. This built-in application is simply a wrapper for the
various command line utilities that perform the actual mounting. It should be noted that
after consulting the man pages for these commands, Mac OS X does not appear to have
the capability to prevent access times from being changed (i.e., there is no noatime

equivalent). The images and their associated mount points and properties are shown
below.

8006 fusr/bin/login (ttypl)

Welcome to Darwin!

[localhosti~] remiller® mount

Adev/dizk@zE on 4 (localy

devfs on Adev {local)

fdesc on Adev {union)

volfss on Aovol (read-only)

outomount —fstab [243] on AMetwork/Servers (automounted)
outomount -static [243] on Aoutomount {outomounted)
sdewsdiskl on AMolumes/Home (local, nodew, nosuid, read-only)
sdewAdizk2 on AMolumesMac 05 X (local, nodew, nosuid, reod-only)
[localhosti~] remilleri I

Basic information about the target system was determined by examining the associated
system files as shown below.

Information

OS Version Mac OS X Public Beta (1H39) | /System/Library/CoreServices/software version
OS Install Date | Nov 17 2000 /Library/Receipts/Essentials.pkg & BSD.pkg
TimeZone Mountain /etc/localtime

Last Boot Date | Apr 29 2002 /var/log/system.log
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System startup is defined by the /etc/rc* files, the /etc/hostconfig file and also by what is
present in the /System/Library/Startupltems folder. A directory listing of the /etc/rc*
files is shown below.

® 06 fusrfbin/login (ttypl)

[localhost :Molumes,Mac 03 KAetc] rootd LI ro*
-r—Y-—-tr—— 1 root wheel 3452 Aug 21 2888 rc
—tr—rt—-t— 1 root wheel 3627 Nov 26 2888 rc.boot
-r—=Y--tr—— 1 root wheel 1272 Aug 21 2888 rc.common

[localhost : Molumes Mac 03 Keetc] root# I

According to the directory listing above, the date for the rc.boot file indicates that it has
been modified after the apparent system installation date. Running diff on rc.boot with an
unaltered version of the file obtained gives the output shown below. Clearly, the only
substantive change in the rc.boot file is the addition of the specific hostname of the

system.

@ O f,} fusr/bin/login (ttypl)

[localhost i /Users sremil ler/Desktop] rootd diff roc.boot roc.bootz
304,56

= # Copwright 1997-Z881 Apple Computer, Inc.

= #

31c3s

< hosthname Namelbropper

= hosthome localhost
[localhost i Users remil ler/Desktop] root# I

The contents of the hostconfig file are shown below. The actual router entry has been
replaced with xxx’s.

#4

# /etc/hostconfig

#4

# This file in maintained by the system control panels

##

# Network configuration
HOSTNAME=NameDropper
ROUTER=XXX .XXX.XXX.X

# Services
AFPSERVER=-NO-
APPLETALK=-NO-
AUTHSERVER=-NO-
AUTOCONFIG=-YES-
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AUTODISKMOUNT=-REMOVABLE-
AUTOMOUNT=-YES-
BIND=-YES-
CONFIGSERVER=-NO-
IPFORWARDING=-NO-
MAILSERVER=-NO-
MANAGEMENTSERVER=-NO-
NETBOOTSERVER=-NO-
NISDOMAIN=-NO-
SSHSERVER=-YES-
TIMESYNC=-YES-
QTSSERVER=-NO-
WEBSERVER=-NO-

A typical default installation of the hostconfig file is shown below.

#4

# /etc/hostconfig

#4

# This file is maintained by the system control panels
#4

# Network configuration
HOSTNAME=-AUTOMATIC-
ROUTER=-AUTOMATIC-

# Services

AFPSERVER=-NO-
APPLETALK=-NO-
AUTHSERVER=-NO-
AUTOCONFIG=-YES-
AUTODISKMOUNT=-REMOVABLE-
AUTOMOUNT=-YES-
CONFIGSERVER=-NO-
IPFORWARDING=-NO-
MAILSERVER=-NO-
MANAGEMENTSERVER=-NO-
NETINFOSERVER=-AUTOMATIC-
NETBOOTSERVER=-NO-
NISDOMAIN=-NO-
TIMESYNC=-NO-
QTSSERVER=-NO-
SSHSERVER=-NO-
WEBSERVER=-NO-

Again, we see that the hostname has been specified as well as the router on the target
system. Both of these values are usually stored elsewhere in Mac OS X and are not
placed here by the system control panels. Looking at the service listing, we see that an
entry for Bind has been added to the normal service startup sequence of the system and
the SSHSERVER has been set to initialize at startup.

A listing of the items located in the Startupltems folder is shown below.
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CHONE fusr/bin/login (ttypl)
[localhost i Svstem A ibrary/Startupltems] root# L1

total 5@

drwxr-xr-x 25 root wheel 1824 Nov 26 2088 .

drwxr-xr-x 48 root wheel 1824 Sep & ZAE8 ..

drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Accounting
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Apache
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 AppServices
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 AppleShare
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 AppleTalk
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 AuthSerwver
drwxr-xr-x 2 root wheel 1824 MNovw 26 2888 GBind
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Cleanup
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 ConfigServer
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Cron
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 DirectorwvServices
drwxr-xr-x 2 root wheel 1024 Sep 1 2888 Disks
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 [PServices
drwxr-xr-x 2 root wheel 1024 Sep 1 2888 NFS

drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Network
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 NetworkTime
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Portmap
drwxr-xr-x 2 root wheel 1024 Sep 1 2888 QuickTimeServer
drwxr-xr-x 2 root wheel 1824 Aug 25 2888 S5H

drwxr-xr-x 2 root wheel 1024 Sep 1 2888 SecuritwServer
drwxr-xr-x 2 root wheel 1824 Sep 1 2888 Sendmail
druwxr-xr-x 2 root wheel 1824 Sep 1 2888 Swstemlog
druwxr-xr-x 2 root wheel 1824 Sep 1 2888 SwstemTuning
[localhost iSystemLibrary/Startupltens] rootd I
O OO RO R O OO OO BB BEBEEEREREERRREIII——

Comparing this listing to a default installation of Mac OS X indicates that the only non-
default item is the Bind folder. This result is also corroborated by the date listing above.
This folder is also referenced by the hostconfig file and is set to run at startup. Overall,
there appear to be no significant alterations to the startup environment of the system other
than the addition of Bind, startup of SSH and the specification of the system networking
characteristics.

Examination of the other files in the /etc directory indicate the following changes have
been made to the default system installation.

The default router has been entered into a file called defaultrouter. Mac OS X
does not normally utilize this configuration file.

A gdb.conf file exists suggesting that the Developer Tools (Apple 6, p.1) or
something similar has been installed. Gdb is not part of the default installation of
Mac OS X.
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The group file has been altered from default with several groups having been
added.

The hosts file has been altered with the addition of the fully qualified domain
name of the local system.

The iftab file has been altered with the addition of the IP of the local system.

The master.password and the passwd file have been altered with additional user
accounts.

The motd file was altered with a warning about accessing the system.

Several named related configuration files have been added to the directory. These
files appear to support the Bind startup service. Examination of the files indicated
that they were either “created by hand” by the SA on December 8, 2000 or by
named-bootconf.pl.

A file called pwd.db.tmp exists. This is the temporary insecure password
database file. There is no reason for this file to still be present here.

The services file has been altered with most services commented out. This file is
only consulted when the system is booted into single-user mode.

Multiple ssh configuration files have been created. This indicates that ssh was
setup to run on the system.

Most of these changes appear to be typical system setup changes made for a traditional
UNIX system and are actually unnecessary to the normal operation of Mac OS X.

Now lets take a closer look at the user accounts on the system. User accounts are
normally stored in the NetInfo (Apple 7, p.1) database. The database itself is composed
of several files located in /var/db/netinfo/local.nidb as shown below. Examining the
contents of Store.832 and Store.864, reveals that user accounts have been added to the
system. In this case, three user accounts have been added: fletcher, nchd and named with
home directories located at /Users/fletcher, /Users/nchd and /var/named respectively.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



@ O 0 fusr/bin/login (ttypl)

[localhoszt idb/netinfo/ local .nidb] root# L

total 96

drwg—————— 2 root whesl 1824 Apr 29 89:81 .
drwsr-xr-x 3 root wheel 16824 MNovw 26 2888 ..
—rw-rw-rw- 1 root wheel 6145 MNovw 26 2888 .DS_Store

—Fh——————— 1 root wheel 4 Apr 29 B9:681 Clean

-tW-r—-r—— 1 root wheel 4 Sep 1 2888 Config

I 1 root wheel 2686 Apr 29 89:81 Index

-tW-r—-r—— 1 root wheel o445 Dec 11 2888 Store.lzd
-tW-Y—-tr—— 1 root wheel 168568 Dec 18 2888 Store.led
-tW-r—-r—— 1 root wheel 872 Now 26 2888 Store.19:2
-Tw-r—-r—— 1 root wheel 224 Sep 1 ZAEA Store.Zz4
-Tw-r—-r—— 1 root wheel 328 Sep 1 ZAEA Store.3zA
-Tw-r—-r—— 1 root wheel 17668 Now 26 Z8EA Store.3B2
I 1 root wheel 1664 Dec 12 2888 Store.532
I 1 root wheel 2892 Dec 12 2888 Store.dod

-rw-r--r-- 1 root wheel 1344 Dec 11 Z688 Store.96
[localhost :dbsnetinfo,/ local .nidb] rootad I

This information is corroborated by the directory listing of the /Users directory as shown
below. In addition, there appears to be another user account called runtime that is not
referenced in Netlnfo. These home directories will be examined in further detail later.

@ O 0 fusr/bin/login (ttypl)
[localhost :AMolumes,Moc 03 KAlsers] root# LL
total 26

drwxrwxr-x 6 root admin 1024 Dec 11 28688 .
drwxr-xr-x 19 root wheel 1824 Apr 18 13:38 ..
root  admin 6148 Dec 11 Z2A6E6E .DS_Store

—Iw-rw-rw- 1

drwxrw<rwt 3 root admin 1824 Dec 11 2888 Public
drwxr-xr-x 8 182 staff 1824 Nov 27 2888 fletcher
drwxr-xr-x 3 1119 wheel 1824 Nov 28 2888 nchd

druxr-xr-x 5 182 staff 1624 Dec 11 Z6868 runtime
[localhost i MolumesMac 03 k/AUsers] root# I

It has already been noted that the /etc/group, /etc/passwd and /etc/master.password files
have been altered. The /etc/ passwd file is shown below, the real names of the fletcher
and nchd accounts have been obfuscated. As noted in the comments, this file is only
consulted when the system is booted into single-user mode. Despite this, all three of the
user accounts found in NetInfo have been duplicated here as well as in the
/etc/master.password file. Similar entries have been added to the /etc/group file as well.
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5 O Cl fusr/bin/login (ttypl)

W PICOCtmY 4.8 File: posswd

# Uzer Databaze

#

# Mote that this file iz conzulted when the system iz running in zingle-user
# mode., At other times this information iz handled by lookupd. By default,
# lookupd getsz information from MetInfo, zo thiz file will not be consulted

# unleszz vou have changed lookupd's configuration.

HH

unknown ¥ :-3 -3 :Unknown User : mokhome @ Ahoshe L

nobody i¥:-2:-Z:Unprivileged User:/nohome:/noshel |

root ¥ :@:8:5ystem Adninistrotor:/var/root:/bindcsh

daemon:*:1:1:5vsten Services:/var/root:/noshell

Wiy kP TAWOr Id Wide Web Serwver:/Library/WebServer:snoshell

hohd s# 11919 — Alsersnchd s Abindcsh
named ¥ 1121 : 21 :Bind named runtime:varAnamed: Abindczh
fletcher :* 18161 1181 = 1flzers/f letcher 1 /bindcsh

Read 16 lines h
a Feod File g Prev Pg Cut Text EM Cur Pos L
& "here iz gl Next Pg UnCut Textgl To Spell

gl Writelut
g Justify

Get Help
Exit

Moving on with an examination of the overall directory structure produced some valuable
information as outlined below:

The /Application directory revealed that only default applications have been
installed.

The presence of the /Developer directory indicated that the Developer Tools were
in fact installed. This was also confirmed by the Developer.pkg receipt in the
/Library/Receipts folder. In addition, this explains the presence of the
/etc/gdb.conf file as gdb is part of this package.

There was no System Folder directory indicating that Mac OS 9.x (Apple 4, p.1)
was not installed on the system, which prevented the usage of the Classic
environment (Mac OS 9.x running as a process in Mac OS X for backwards
compatibility) or the ability to boot into the older operating system.

There was a folder called /Home on the boot volume disk2.img. This apparently
was the mount point for the second hard disk represented by disk1l.img. This is
not the way that Mac OS X normally attempts to mount volumes.
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In the /usr directory, there were two folders that are not part of the normal

installation of Mac OS X. They are /ust/X11R6 and /usr/Xfree86. Examination
of these folders reveals the X11R6-darwin.tar file in the Xfree86 directory and an
apparent remnant of this tar in the form of /usr/X11R6/bin/xauth.
The file system on diskl.img ended up being mounted to /Volumes/Home on the
forensic system and inspection of this volume shows it to be virtually empty, with
only standard files present in the directory listing as shown below. Examination
of the subfolders on this volume showed them to be empty.

@00

total 4585
drwxrwsrws
drwsrwerwt
—FWT RN
drwsrwerwe
—FWXTWETWE
—FWXTWETWE
—FWXTWETWE
drwxrwerwx
ta

M P = m=mom

remil ler
root

remil ler
remil ler
remil ler
remil ler
remil ler
remil ler

fusr/bin/login (ttypl)

urik.nown
wWheel

(Hy] A gTali o]
urknawn
unknawn
unknawn
unknawn
urnknawn

[localhost i/ Yo lumes,Home ] root# L1

264
1:z6
6145
264
133128
&

A

264

Moy 27
Sep 1
Moy 27
MWow 26
MWow 17
MWow 21
MWow 17
Wow 17

2888 |

A9:32 ..

Z8ea DS_Store

2888 . Trashes

2888 Desktop DB

2888 Desktop DF

2888 DesktopPrinters DB
Z86A 7YYYHFS+ Private Da

[locolhost i o lumes,Home ] roots# I |E

Looking at the home directories of the user accounts on the system revealed more

information. For the fletcher account, the home directory was /Users/fletcher and the
following information was obtained from this directory:

The user documentation for Mac OS X was stored in a tar file that was located
here as well as some fragments of the files located in the archive.
There were only the standard preferences in the ~/Library/Preferences folder.
There was no Internet Explorer history file and the favorites.html file is the

default.

There were no files left in the . Trashes folder.

The .cshrc file was the standard one that ships with the OS.
A .ssh directory existed and within was a known host file that contained a single
host and the associated key in it.
The .tcsh_history file contained the command history of the fletcher account. The
command history for fletcher appeared to be pretty standard. Essentially, the
fletcher account used ssh, played with X11 and worked with named as shown
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#+0974903331
cd /usr/sbin
#+0974903336
dir named*
#+0974903342
alias

For the nchd account, the home directory was /Users/nchd and the following information
was obtained from it:

There was only one file in the directory and there were no sub-directories. This
suggests that this account was not setup using the GUI tools of Mac OS X
because they create a default directory structure as found in the fletcher home
directory. In addition, the lack of any preference files suggests that this account
was never used from the GUL

Using the file command on the only visible file called random.f indicates that it
was an English text file. Examination of the file shows that it was a FORTRAN
program used to generate random numbers called Corky Randomizer.

The .cshrc file was the standard one that ships with the OS.

A .ssh directory existed and within it were two authorized key files.

The .tcsh_history file contained the command history of nchd. Besides setting up
ssh, the user of nchd did not appear to be familiar with the system’s syntax as
shown below:

#+0975428631
ps -A
#+0975428636
ps -a
#+0975428639
ps
#+0975428652
man ps
#+0975428687
ps -e
#+0975428691
pPs -x
#+0975428699
ps -E
#+0975428704
ps -N
#+0975428718
ps -C
#+0975428724
ps -h
#+0975428730
ps -3
#+0975428736
ps -1
#+0975428747
ps -mrS
#+0975428753
ps -T
#+0975428764
PsS uvwx
#+0975428778
ps -L
#+0975428798
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ps -aL
#+0975428813
ps -ax
#+0975428825
pPs -ax | more

For the runtime account, the home directory was /Users/runtime and the following
information was obtained from it:

There were only the default user support folders and associated files.
There were only the basic default preference files.

There were no hidden files or directories nor any command history files.
Overall, it appeared that this account was never used.

For the named account, the home directory was /var/named, which is not a default
location for home directories in Mac OS X; suggesting again that it was not setup using
the GUIL. The only files in the directory are shown below with information specific to the
organization masked.

® 06 fusr/bin/login (ttypl)
[localhost :Mac 03 kAvar/nomed] root# |1

total 241A

drwxy-xr-x 2 182  wheel 1824 Apr 29 89:81 .

drwxr-xr-x 17 root wheel 1824 Sep 1 Z8@a ..

-r—=Y--tr—-- 1 root wheel 18434 Apr 15 14:35  .named.rev
—r—=Y--tr—— 1 1121 wheel 16692 Apr 15 13:37 hamed .rev
-r——Y—-tr—— 1 root wheel 13491 Apr 29 89:681 amed . rey
-rWw-Y—-r—— 1 root wheel B09 Apr 29 B5.:37 named . reyv . ixfr
“ru-r—-r—— 1 1171 wheel E2Y Mar 15 15:15 db.127.8.8
“ru-r—-r—— 1 1171 wheel 2769 Mow 26 2888 db.cache
-r——Y—-tr—— 1 root wheel 18799 Apr 29 B5:59 hamed Jhosts
-tw-Y—-r—— 1 root wheel 1154244 Apr 29 @9:81 named.log
[localhost :Mac 05 kA vwarsnomed] rootd I

Clearly, as the comments in the /etc/passwd file for this account indicate, this account is
for the runtime for the named service. Examination of these files revealed that they were
the DNS database files for Bind for the organization’s domain. The named.log will be
analyzed with the rest of the system logs later in the report.

The root account’s home directory is normally located at /var/root by default under Mac

OS X and this was the case with the target system. The following information was
obtained from it:
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Within the ~/Library/Preferences folder there existed several preference files and

folders which clearly indicated that this account was used from the GUL

In the Preferences folder there was an Internet Explorer history file and the
contents of this file are shown below. Each link was verified and shown to point
to the content that the link title suggests.

History

My Apple Start Page powered by Excite
http://livepage.apple.com/

Sunday, December 10, 2000

Sys Admin

Sys Admin

Search results

Mac OS X Developer Documentation
Developer Tools Overview

ADC Developer Documentation
Technical Notes

Compiler Release Notes

Developer Tools Overview
Developer Tools

Mac OS X
http://www.apple.com/developer/macosx/

Friday, December 8, 2000

Apple - Mac OS X
Apple

Monday, November 27, 2000

localhost

The com.apple.finder.plist preference file revealed what folders were last used in
the GUI as shown below.

© SANS Institute 2000 - 2002

As part of GIAC practical repository.

Author retains full rights.



wReczn:Foloers  Amray =
0 Eirng F lils dlozal o ddoaplications
1 String F lilzAlacalhosddoplicaticnsMiites!
L Sbing ¥ filzlacalhosydaplicatizns N it esHel p4 20Viewer.apay
3 Strng % filz #2cal hosAdsers/Publics
4 Etrng ¥ Nil= Slewzalhns Dievelopen
o String § filz2ocalhos DeveloperGource s/
G Etrng 7 lilzAlacalhosiDevelaperapal cat o
’ Sling ¥ filslacalhoeyDevalaparTeols!
& Strng ¥ filzdlocalhoszaoplicationsd i itesNetin‘oMznagar.app/
a =g ¥ Nile Slemzalbos ScplicaticnsT besdd aliple %20 s appe

The preference file for mail existed in form of the com.apple.mail.plist file.
Examination of this file showed that the built-in mail program was setup for the
SA’s organizational account.

The com.apple. TextEdit.plist preference file revealed what file the text editor was
used last on as shown below.

Property List Class Value
v Root Dictionary %
v NSRecentDocuments  Array ¥
0 String ¥ Avarfdb/netinfoflocal nidb/Config

There were no files in the .Trashes folder.

The .cshrc file was the standard one that ships with the OS.

A .ssh directory existed and within it were two known host files that corresponded
to two hosts in the organization. In addition, there were identity files for the local
system.

There were two folders called MailAccounts and Mailboxes. In the
~/MailAccounts directory the mail of the SA from Saturday, November 18, 2000
through Monday, December 4, 2000 was found. In the ~/Mailboxes directory, the
system messages root mail from Friday, November 17, 2000 through Wednesday,
December 20, 2000 were found.

The .tcsh_history file contained the command history of the root account.
Perusing this file showed mostly system maintenance and named configuration
and testing such as that shown below (some information has been replaced with
XXX’S).

#+1015446230
cd /etc
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#+1015446233
dir *named*
#+1015446249
scp named.conf* root@xxxxxxxx:/etc
#+1015446269
cd /var/named
#+1015446278
dir *named*
#+1015446288
rm named.log*
#+1016230354
cd /var/named
#+1016230362
grep XXxXxxx *
#+1016230381
vi db.127.0.0
#+1016230418
grep XxXXxxxx *
#+1016230430
ls -al
#+1016230445
shutdown

Due to the shear volume of information left in this account, it appeared that most of the
usage of this system was done through root probably using ssh. The fletcher account was
used sparingly by the SA, the runtime account was never really used and probably was
intended for the purpose that the named account was setup for, which was simply as a
service runtime account for Bind. The nchd account appears to have been setup for a
second party (based on the real name—an individual not affiliated with the organization)
and it was only used remotely probably through ssh.

There was a Public folder that is created by default by Mac OS X in the Users directory.
Investigating the contents of this folder reveals two objects as shown below.

® 06 Jusr/bin/login (ttyp2)

[localhost:Mac 05 xAlsers/Public] root# LI

total 4383

druwxrwxrwt 35 root  admin 1824 Dec 11 28688 .

druwxrwxr-x 6 root  admin 1824 Dec 11 2886 ..

—ru-rw-rw- 1 root admin 6145 Dec 11 28868 .05_Store

-ITW-Y—-r—— 1 root admin 2189443 Dec 7 2008 BrickHouse_1.8b3.img
drwxr-xr-x 2 root admin 1824 Dec 7 2888 Developer.pkg
[locolhwmst :Mac 05 ¥ zers/Public] root# I

BrickHouse 1.0b3.img (Hill, p.1) was a shareware program used to manipulate the built-
in firewall of Mac OS X. Examination of the image verified that this was indeed the
BrickHouse program. There is no evidence that this program was ever installed on the
system. The Developer.pkg object is the installation package for the Developer Tools
that was noted as being installed previously based on the /Library/Receipts directory.
Examination of the contents of this package verified that it was the original package from
Apple.
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Moving on now to a review of the system level log files showed that the /var/log folder
had the last open log files and several archived logs for the following services: fip,
lookupd, Ipr, mail, netinfo, system.log and wtmp. Further investigation of these files and
their associated archives showed that all except the wtmp logs were completely empty
despite being configured otherwise. Normally, this would be cause for concern
indicating that there was a compromise and that the intruder had covered their tracks by
clearing the log files. However, since this was a beta of an operating system that expired
over a year prior to its last boot date, it is more likely that the lack of logging was either
an artifact of the lack of maturity of the code or the built-in expiration of the Public Beta.

There was information logged to the wtmp files. Examination of this file using the last
command revealed the following (hostnames and IP addresses have been obfuscated):

® 06 fusr/bin/login (ttypl)
[localhost :Mac 05 K vardlog] root# lost - . Awimp
reboot & Thu Apr 15 13:39
shutdown -~ Thu Apr 18 13:37
root ttvpA Thu Apr 18 13:37 - shutdown (88887
reboot & Tue Apr 9 1h:59
shutdown -~ Tue Apr 9 15:67
root tivpa namedropper Tue Apr 9 15:54 - shutdown (BE:B2)
reboot & Tue Apr 9 13:31
shutdown -~ Tue Apr 9 13:31
root console  MameDropper Tue Apr 9 13:21 - shutdown (BE:18)
reboot oo Tue Apr 9 18:32
shutdown -~ Hon Apr & 16:686
root ttypa Mon Apr & 16:86 - shutdown (BE:@@8)
root ttypa Mom Apr 8 15:52 - 15:59 (B0:86)
reboot ~ Mon Apr & 15:44
shutdown -~ Hon Adpr & 15:41
shutdown -~ Mon Apr & 15:26
root ttypA Mon Apr 8 16:25 - shutdown (BB:AA}
root ttypa Fri Apr & 1@8:47 - 15:83 (@5:12%
reboot oo Wed Apr 3 18:584
shutdown -~ Wed Apr 3 18:51
shutdown -~ Wed Apr 3 18:51
root ttypa Wed Apr 3 1B:58 - shutdown (B8:880
root ttypA Wed Apr 3 B9:B1 - A9:A5  (BP:B4)

3

root ttypa Wed Apr A3:53 - B3:E9 (@AE:A1)

wtmp begins Wed Apr 3 B5:65

[localhostiMac 05 X varslog] root# I
T —

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Extracting the archived wtmp log files and examining them as above revealed all login,
shutdown and restart activity dating back to September 6, 2001. In that time, the root
account was used almost exclusively from a variety of organizational systems. The
fletcher account was used much less and the nchd account was only used once in this
timeframe from an external network (a local ISP) and then only for a single minute. This
information verifies the assumptions made based on the amount and type of information
obtained from the home directories.

Returning to the named.log found in /var/named, inspection of the 1.1 MB file revealed a
variety of information from Bind. This information varied from unapproved update
warnings to cache cleaning notices. Virtually all of the unapproved update warnings
were generated from organizational systems and the rest of the information was typical
process notices. There were no unusual entries found in a search of this log file.

Next, a search for hidden directories was performed. The following commands were
issued to extract this information from each disk image as shown below:

®00 fusr/bin/login (ttypl)

[localhost iMac 05 X/var/naomed] root# find Aolumes/Homes -name " ¥ —type d —pri
nt = Alzers/remiller/Desktopshiddenl. txt

[localhost :Mac 05 ¥ vardnomed] root# find Afolumes/Moch 038 K/ -nome %" —type
d -print = Alserssremiller/Desktop/hiddenz.txt

[localhostiMac 03 ¥ var/named] root# I

Examination of the hidden1.txt reveals only the following hidden directory on disk1.img:

/Volumes/Home//.Trashes
This directory was investigated and found to contain neither files nor any sub-directories.

Examination of hidden2.txt reveals the following hidden directories on the system disk:

/Volumes/Mac OS X//private/var/root/Library/Internet Search Sites/.Downloads
/Volumes/Mac 0OS X//private/var/root/.ssh

/Volumes/Mac OS X//private/var/root/.Trash

/Volumes/Mac 0S X//.vol

/Volumes/Mac 0OS X//.ssh

/Volumes/Mac OS X//Users/fletcher/.Trash

/Volumes/Mac OS X//Users/fletcher/.ssh

/Volumes/Mac OS X//Users/nchd/.ssh

/Volumes/Mac OS X//.Trashes

In our original search through the directory structure, some of these hidden directories
were missed. Going back over these directories revealed that these directories are either
empty or contain legitimate files (e.g., .ssh contained identity files.)
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A search for all SUID and GUID files was performed. The following commands were

used to find these files and the resulting output was analyzed.

@00

fusr/bin/login (ttypl)

[localhost i /Users sremil ler/Desktop] rootd find AVolumes Home -perm -Z26088 -or -pe
rm 4888 —print = AUsers/remiller/Desktop/zuidl.txt
[localhost i /Users sremil ler/Desktop] rootd find AYolumes Mach 03N =7 -perm -Z6068
-0F —-perm -4888 -print = Alsers/remil ler/Desktopssuidz. txt

[localhost : Alzerssremil ler/Desktop] roota# I

hllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll-

Suidl.txt was empty, which is not a surprise considering the contents of that volume.
Suid2.txt is shown below. Examination of each file showed the following files had either
the SUID or GUID bit set:

/Volumes/Mac
Utility
/Volumes/Mac

0s

0s

/NetInfoManager

/Volumes/Mac
Center

/Volumes/Mac
/Volumes/Mac
/Volumes/Mac

0s

0s
0s
0s

X//Bpplications/Utilities/Disk Utility.app/Contents/MacOS/Disk

X//Applications/Utilities/NetInfoManager.app/Contents/MacOS

X//Applications/Utilities/Print Center.app/Contents/MacOS/Print

X//Bpplications/Utilities/Terminal.app/Contents/MacOS/Terminal
X//Bpplications/Classic.app/Contents/Resources/TruBlueEnvironment

X//System/Library/Frameworks/NSLCore. framework/Versions/A/Resources/NSLPlugins/slp

dLoad

/Volumes/Mac 0OS X//System/Library/Frameworks/PrintCore.framework/Versions

/A/Libraries/PrintServer

/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
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0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s
0s

X//System/Library/Startupltems/SecurityServer/enable
X//System/Library/Filesystems/AppleShare/afpLoad
X//System/Library/Filesystems/hfs.fs/hfs.util
X//System/Library/Filesystems/cd9660.fs/cd9660.util

X//bin/ps
X//bin/rcp
X//sbin/ping
X//sbin/route
X//sbin/shutdown
X//usr/bin/lpr ot
X//usr/bin/login
X//usr/bin/crontab
X//usr/bin/quota
X//usr/bin/ksu
X//usr/bin/rlogin
X//usr/bin/rsh
X//usr/bin/su
X//usr/bin/at
X//usr/bin/atqg
X//usr/bin/sudo
X//usr/bin/chpass
X//usr/bin/chfn
X//usr/bin/atrm
X//usr/bin/batch
X//usr/bin/chsh
X//usr/bin/passwd
X//usr/bin/top
X//usr/bin/latency
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/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac
/Volumes/Mac

0s
0s
0s
0s
0s
0s
0s
0s
0s

X//usr/libexec/load webdav
X//usr/libexec/chkpasswd
X//usr/libexec/load hdi
X//usr/sbin/netstat
X//usr/sbin/sendmail
X//usr/sbin/DirectoryService
X//usr/sbin/sliplogin
X//usr/sbin/traceroute
X//usr/sbin/pppd

Comparing these files with information obtained from the installation disk of Mac OS X
Public Beta indicates that these files have not been altered and that they had the SUID or
GUID bit set by default in the original distribution.

Finally, each disk image was scanned for malware with McAfee Virex 7.1 using the
August 7, 2002 virus definitions as shown below. The scans indicated that there was no
malware as defined by the virus definitions on either volume.
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06 Virex 7.1 o

n 0 =280

Scan: | — Home ﬂ

[} Clean any files infected with a virus
Scan

Results:
" Your vinas delindians wers sl updated on Augusi 07, 2002, and appear o be up o dais
Dagnosa Scan stadad al 2002-08-31 17:26:43 0600

Scanning AVolumesHoma ™

Scanning fila ValumesHoma! S _Sione
Scanning file AolumesHomaDeskiop D8
Scanning fike NoumesHomaDesklop OF
Scanning file NolumesHomeDeskiopPriniers DE

Summary repo on WolumosHome”
Fi(sl
Tolal files: .......... 4
Claan: .oovvnes 4
Mol scanned: ... [i]
Possbly infacied; ... a

Daagnose Scan compleled at 2002-08-31 17:286:45 H500

W MeAfee

SECWRITY

MACTime Analysis

While in single-user mode to reduce GUI interactions, the MACTimes for each disk
image were extracted using mac-robber as follows:

localhost# disktool -c 0

localhost# hdiutil mount /Users/remiller/Desktop/GCFA/Part\ I/diskl.img
localhost# cd /Users/remiller/Desktop/GCFA/Tools/mac-robber-1.00

localhost# ./mac-robber /Volumes/Home > /Users/remiller/Desktop/mactimesl.txt

localhost# hdiutil mount /Users/remiller/morgue/disk2.img

localhost# ./mac-robber /Volumes/Mac\ OS\ X/ >
/Users/remiller/Desktop/mactimes2.txt
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The extracted MACTimes were processed into a timeline using the mactime component
of TASK as follows with the group and password files being defined from the original
image as well as the time zone as determined previously.

localhost# cd /Users/remiller/Desktop/task-1.00/bin

localhost# ./mactime -b mactimesl.txt -g /Volumes/Mac\ OS\ X/etc/group -p
/Volumes/Mac\ OS\ X/etc/passwd -y —z MST7MDT > mactimesla.txt

localhost# ./mactime -b mactimes2.txt -g /Volumes/Mac\ OS\ X/etc/group -p
/Volumes/Mac\ OS\ X/etc/passwd -y —z MST7MDT > mactimes2a.txt

The complete timeline for disk1.img is shown below. Clearly, the first entry is not a
valid time and probably is representative of bad MACTime properties on the installation
disk for the indicated file. The remaining files on the disk have MACTimes most likely
related to when the disk was first initialized (Nov 17, 2000) and then when the Finder
created trash cans for different users (noted by the specific id number of the directories in
.Trashes.) The other entries are normal hidden system files produced by Mac OS X.

1969 Dec 31 17:00:00 0 m.. -rwxrwxrwx root 99 /Volumes/Home/DesktopPrinters DB
0 .a. -rwxrwxrwx root 99 /Volumes/Home/DesktopPrinters DB
0 ..c -rwxrwxrwx root 99 /Volumes/Home/DesktopPrinters DB
2000 Nov 17 02:46:05 264 mac drwxrwxrwx root 99 19 /Volumes/Home/HFS+ Private Data

2000 Nov 17 09:28:04 133120 mac -rwxrwxrwx root 99 17 /Volumes/Home/Desktop DB
0 mac -rwxrwxrwx root 99 18 /Volumes/Home/DesktopPrinters DB

2000 Nov 17 10:04:02 264 mac drwxrwxrwx root 99 21 /Volumes/Home/.Trashes/102
2000 Nov 21 08:27:56 2 mac -rwxrwxrwx root 99 16 /Volumes/Home/Desktop DF
2000 Nov 22 08:43:51 264 mac drwxrwxrwx root 99 23 /Volumes/Home/.Trashes/0

2000 Nov 26 23:54:53 264 mac drwxrwxrwx root 99 24 /Volumes/Home/.Trashes/1121
264 mac drwxrwxrwx root 99 20 /Volumes/Home/.Trashes
2000 Nov 27 10:15:32 6148 mac -rwxrwxrwx root 99 25 /Volumes/Home/.DS Store

Turning to the timeline for disk2.img, the following items were the very first entries. The
associated times clearly represent default times from the installation disk and do not
represent the actual installation date.

1969 Dec 31 17:00:00 5120 m.. drwxrwxrwt root wheel /Volumes/Mac 0OS X/lost+found

5120 .a. drwxrwxrwt root wheel /Volumes/Mac OS X/lost+found

5120 ..c drwxrwxrwt root wheel /Volumes/Mac 0OS X/lost+found
1996 Jan 05 01:07:52 776 ma. -r--r--r-- root wheel 63832 /Volumes/Mac OS
X/Developer/Applications/ProjectBuilderWO.app/Contents/Resources/English.lproj/Viewer.nib
/data.classes

The next several hundred entries show only modify and access flags for system files
dated from January 5, 1996 through September 6, 2000. Beginning on November 17,
2000 the change flag for entries began to be set. By extracting the entries for that day,
the following timeline was generated (the file size, group ownership and inode
information were removed and the paths were truncated in order to better display the
timeline in this document):

2000 Nov 17 02:36:00 m.. dr-xr-xr-x root /Volumes/Mac 0OS X/dev
ma. dr--r--r-- root /Volumes/Mac OS X/.vol
2000 Nov 17 02:36:55 .a. dr-xr-xr-x root /Volumes/Mac 0OS X/dev
2000 Nov 17 02:46:46 .a. -rw-rw-r-- root /../MinimalSystem.bom
2000 Nov 17 02:46:47 m.. -rw-rw-r-- root /../MinimalSystem.bom
2000 Nov 17 02:46:49 ma. -rw-rw-r—-- root /../Receipts/Essentials.pkg/Essentials.loc
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../Receipts/Essentials.pkg/Essentials.bom
2000 Nov 17 02:46:50 m.. -rw-rw-r—-- root /../Receipts/Essentials.pkg/Essentials.bom
2000 Nov 17 02:46:55 ma. -rw-rw-r-- root /../Receipts/BSD.pkg/BSD.loc

.a. -rw-rw-r-- root /
/
/
ma. -rw-rw-r—-- root /../Receipts/BSD.pkg/BSD.bom
/
/
/

2000 Nov 17 02:48:37 ..c -rwxr-xr-x root /../CFMSupport/. CarbonLibLite
..c —rw-r--r-- root /../CFMSupport/BridgeLibs/. AE.bridge
..Cc —rw-r--r-- root /../CFMSupport/. StdCLib

where "“..” represents “Wolumes/Mac OS X/Library”

What is apparent here is that volume information was first accessed. Then the receipts
for the install itself were accessed 10 minutes later. Finally, system files began to have
their change flag set indicating the beginning of the actual OS installation. This process
goes on for nearly an hour with thousands of files being created in the process. After
about an hour, the modified and accessed flags started showing up again in the timeline
as shown below. (Note that the file sizes, group information and inode information were
removed and the paths were truncated as shown in order to better display the timeline.)

2000 Nov 17 03:47:42 m.c drwx------ root /../private/var/cron
.c -rw-r--r-- root /../private/etc/.AppleTimeZoneCache
..Cc —rw-r--r—-- root /../private/var/db/.ApplePrefsCache
2000 Nov 17 04:16:48 m.c drwxr-xr-x root /../private/var/msgs
2000 Nov 17 04:16:49 m.c drwxr-xr-x root /../private/var/backups
2000 Nov 17 04:16:50 m.c -rw-r--r-- root /../private/etc/dumpdates
2000 Nov 17 08:45:55 m.c -rw-r--r-- root /../System/Library/. Appearance
m.c drwxr-xr-x root /../System/Library/Appearance
mac -rw-r--r-- root /../System/Library/Appearance/. Sound Sets
m.c drwxr-xr-x root /../System/Library/Appearance/Sound Sets
2000 Nov 17 08:48:45 m.c -rw-r--r-- root /../private/var/db/.AppleSetupDone

2000 Nov 17 08:48:49 ..c drwxr-xr-x 102 /../Users/fletcher/Library/Favorites

drwxr-xr-x 102 /../Users/fletcher/Library/Preferences/Explorer
lrwxr-xr-x 102 /../Users/fletcher/Library/Favorites/Documents
drwxr-xr-x 102 /../Users/fletcher/Documents

lrwxr-xr-x 102 /../Users/fletcher/Library/Favorites/Home

Q00000

where “..” represents “Volumes/Mac 0S X/”

The end of the installation process shows the cron, timezone cache and preference cache
files being set. About 25 minutes later, the system modifies and changes some system
related directories and files and apparently sits idle for four and half hours. At this time,
a file indicating that the setup is completed is modified and changed (.AppleSetupDone)
and we begin to see activity in the fletcher account with regards to the basic directory
structure being created. This suggests that the first account created on the system was the
fletcher account, which represents the “administrator” account under Mac OS X.

The next significant activity that takes place on the system occured on December 7, 2000.
As shown below, two files were created in the /Users/Public directory. Both of these
files were previously investigated and discussed. The timeline shows that they were
downloaded together on this date and that the Developer Tools were subsequently
installed as shown by the last entry. The installation took about 10 minutes. (Note that
the file sizes, group information and inode information were removed and the paths were
truncated as shown in order to better display the timeline.)
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2000 Dec 07 10:12:19 m.c -rw-r--r-- root /../Users/Public/BrickHouse 1.0b3.img
2000 Dec 07 10:16:19 m.c -rw-r—--r—-- root /../Users/Public/Developer.pkg/Developer.bom
m.c -rw-r--r-- root /../Users/Public/Developer.pkg/Developer.info
ma. -rw-r--r-- root /../Library/Receipts/Developer.pkg/
Developer.info
2000 Dec 07 10:25:49 m.c -rw-r--r-- root /../Users/Public/Developer.pkg/post install

where “..” represents “Volumes/Mac 0OS X/”

Timeline entries related to the second-party account nchd were extracted using grep. The
results are shown below. (Note that the file sizes and inode information were removed
and the paths were truncated as shown in order to better display the timeline.)

2000 Nov 26 17:50:45 m.. -rw------- nchd wheel /../nchd/.ssh/authorized keys2
2000 Nov 26 18:20:48 m.. -rw------- nchd wheel /../nchd/.ssh/authorized keys
2000 Nov 27 15:22:35 ..c —rw------- nchd wheel /../nchd/.ssh/authorized keys
2000 Nov 27 15:22:43 ..c -—rw------- nchd wheel /../nchd/.ssh/authorized keys2
2000 Nov 27 15:26:35 .a. -rw-r--r-- nchd wheel /../nchd/random. f
2000 Nov 27 15:26:40 m.c -rw-r--r-- nchd wheel /../nchd/random. f
2000 Nov 28 08:53:35 m.c drwxr-xr-x nchd wheel /../nchd
2000 Nov 28 09:07:08 m.c -rwxr-xr-- nchd wheel /../nchd/.cshrc
2000 Dec 13 10:08:01 .a. -rw------- nchd wheel /../nchd/.ssh/authorized keys2
2001 Sep 10 13:27:55 .a. -—rw------- nchd wheel /../nchd/.ssh/authorized keys
.a. —rw--—----- nchd wheel /../nchd/.tcsh history
.a. -—rwxr-xr-- nchd wheel /../nchd/.cshrc
2001 Sep 10 13:28:18 .a. -rw-—-—----- nchd wheel /../nchd/.ssh/prng seed
m.c drwxr-xr-x nchd wheel /../nchd/.ssh
2001 Sep 10 13:28:25 m.c -rw-—-—----— nchd wheel /../nchd/.ssh/prng seed
2001 Sep 10 13:28:55 m.c -rw-—-—-----— nchd wheel /../nchd/.tcsh history
.a. drwxr-xr-x nchd wheel /../nchd/.ssh
.a. drwxr-xr-x nchd wheel /../nchd

where “..” represents “Wolumes/Mac 0S X/Users”

Clearly, the first apparent use of this account was through ssh on November 26, 2000
when the ssh authorization keys were created. The next day, the previously investigated
random.f file was created. Activity from this point on appears to be rather limited with
the final activity occurring almost a year later on September 10, 2001.

The last time the system was booted is illustrated below. The last file to be utilized
according to the timeline was the named.log file on April 29, 2002. This date
corresponds with the last boot date as determined from the dates on the various log files
in the /var/log directory as previously noted. (Note that the file sizes and inode
information were removed and the paths were truncated as shown in order to better
display the timeline.)

2002 Apr 29 09:01:05 m.c drwxr-xr-x root wheel /../var/run
m.c drwxr-xr-x 102 wheel /../var/named
m.c -r--r--r-- root wheel /../var/named/xxx.named.rev
m.c —-rw--—--—--—- root wheel /../var/db/netinfo/local.nidb/Clean
mac -—rw---—---- root wheel /../var/db/netinfo/local.nidb/Index
m.c drwx—------ root wheel /../var/db/netinfo/local.nidb
m.c -rw-r--r-- root wheel /../var/named/named.log

2002 Aug 24 15:18:17 .a. lrwxr-xr-x root wheel /Volumes/Mac OS X/mach

where “..” represents “Volumes/Mac OS X/Private”

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



The final entry shown above is a symbolic link that had an access time equivalent to the
time that the MACTimes were extracted from the disk image. All the subsequent entries
are also symbolic links that were accessed in the process of MACTime extraction. This

is most likely due to the fact that Mac OS X does not have the capability to mount images
with the noatime parameter as previously noted. Therefore, the last real entry in the
timeline is the named.log on April 29, 2002.

File Recovery

As evident by the screen shot below, the drive images have two different file systems
associated with them. The first image has a HFS file system and the second image has a
UFS file system. This will necessitate the usage of different tools and techniques to
recover deleted files from the two images.

® 06 Jusr/bin/login (ttypl)

[localhost i/Users/remiller] rootd autodiskmount —w

DisgkDey Twpe  FileSvys Fixed Write Yolume Name Mounted On
diskBsh YT hf= vesz  wes  Dgba Node !

diskl Y hfs no gl Hame Ao lumesHome
diskZ Y ufs no gl Mac 05 = AolumesMac 035 &
[localhwost :Alsers/remiller] root# I

For the HFS file system, two tools were utilized to try and recover deleted files. The first
was Norton Ultilities for Macintosh UnErase 7.0. UnErase scanned the entire disk image
using both a Catalog Tree Search as well as a File Type Search with all 130 file types and
resource forks selected. These searches found 18 items on diskl.img. Of these, nine
were duplicates as shown below leaving nine actual recoverable items. The modification
date represents the most likely date that the files were deleted.
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The demo version of ProSoft Data Rescue X 10.0 was also used to scan the drive for
recoverable files. Using a Thorough Scan, the program found eight recoverable items as
shown below with the modified date being the most likely date that the files were deleted.
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Since both applications found essentially the same files, UnErase was used to recover the
files and folders. These items were examined and found to either be empty folders or the
duplicates of the default hidden files that Mac OS creates on each volume (i.e., Desktop
DB, Desktop DF and DesktopPrinters DB). A strings inspection of the Desktop DB file
which keeps track of files and applications on the disk (Apple 5, p.1) revealed some very
interesting information as shown below:

@ (#) SHeader: IRIX 6.2:1232792120 built 03/09/96 at borg:/vince/6.2-mar09/root $
@(#) Copyright (c) 1983 Regents of the University of California.
All rights reserved.

This and other information found by strings in this file strongly suggests that this disk
was previously used in an SGI workstation. This would also provide an explanation as to
why neither UnErase nor Data Rescue were able to recover any files besides the default
initialization files; the file system previously on the disk was probably XFS and neither
application understands that file system.

For the UFS formatted disk image, neither UnErase nor Data Rescue support the UFS file

system. However, with the assistance of the author of TASK, it was determined that the
OpenBSD setting (i.e., the FFS file system) in TASK would work for UFS. Therefore,
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TASK and Autopsy were used to examine the image for deleted files. It should be noted
here that TASK does not support the HFS or the HFS+ file systems.

Autopsy was used to interface with TASK in the analysis of the UFS formatted disk
image. Following the basic Autopsy README, an fsmorgue file was created and placed
in the morgue directory that was specified when Autopsy was compiled along with the
disk image and the original MDS5 hash in a file called md5.txt. The fsmorgue file had the
following initial contents:

disk2.img openbsd / MST

The autopsy daemon was then started as shown below:

® 06 fusr/bin/login (ttyp3)
[localhost iremil ler/Desktop/outopsy-1.68] rootd .foutopsy S353 locolhost

Autopsy Forenszic Browser
wer 1.58

Morgue: Alsers/remil ler/morgue
Start Time: Thu Sep & Z1:10:85 2082
Investigator: Roland E. Miller, III

Pazte thiz gz vour browser URL on localhost:
localhost :8888 /1 7E06257082679800127 Aaut opay

Press ctrl-c to exit m

The URL shown above was pasted into OmniWeb 4.1 (Omni, p.1) and the following
page was displayed:
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8ace T Autopsy Forensic Browser =

| H‘- By hop: | ocalhost BEER/ 1750625 7082679890 127/ autopsy -

Autopsy Forensic Browser
Morgue Directory: /Users/remiller/morgue/

Image Analysis
1. Salect the browsing mode: 2. Select an image o analyze:
# File Browsing image name type
™ Data Browsing - disk2. img openbsd

71 Inode Browsing

(3

Heyword Search
File System Details

O O

Image Inlegrity

IIIi_lm;:nﬂ A.nlh:lﬁ‘

File Activity Time Line Analysis

(Time Line

Halp

The first step was to verify image integrity by calculating and comparing the MDS5 hash
to the one obtained originally on the forensic imaging system. The Image Integrity
option was selected along with the disk2.img and the Begin Analysis button was pressed.
The following page was generated after several seconds, which verified that the current
image being analyzed was an identical copy of the original hard disk:
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Autopsy Home
File Browsing
Data Browsing
Inode Browsing
File System

Keyword Search
Integrity Check

Integrity Check Help

oy Integrity Check on disk2.img

.‘_; hitp: | fhocalhost RRER! 1 75062 57082679801 2 7 iautopsy dir =&l ¥

Qriginal MDS: 22146 TAFI4 TDEDSOCTEZFFFABTOS6 954
Current MDS: 22146 7AF 14 TDEDS0CTE2FFFERTOSE954

Fass

Next, selecting File Browsing and then clicking on All Deleted Files brings up the page
where deleted files, as uncovered by subcomponents of TASK, can be further analyzed as

shown below.

- =R -
'H.J_ g

Autopsy Home [
File Browsing
Data Browsing
Inode

Browsing

File System
Hoyword

Search

Integrity Check

Fin Moo Hislp

Al Dolgied Fos

W [ ondiskd img

ol

e Lot BEAE, L GXETOATEPIE S0 L2 T aulopriy Thenc = Jidid = BT i deoik ah v
Type Name Modified Bccessed
e A
rir fpeivate/vac/dboetinio; 2003 0d 39 T00Z 04 3
Locas . nadbs Tempk ndex O8O0 (MST) 080705 (MST)
i PR AR VAL (b L LnER 2003, D4 SO0 04 28
losal . nidb/Sioce. Vil OR-01-08 (MST)  -01:08 (MET)
rir fpelrane var/dib/natinia 20020479 2002 0418
lesal Aidb/StaEw. J80 OR:-01:08 (MST)  12:29:17 (MET)
(2l LR LA S WAL LD WL L S0 18 SUHEE (L 20
12355 (MIT) 1830368 (M3T)
P ‘private varlog/eyacen, log, 0 200204 8 002 4. 20
03 20050 (MST) 022055 (MST)

4

The entire list of known deleted files partially shown on the right above is given below
with the modified time, accessed time, UID, GUI and inode number removed. The
changed time represents the most likely time that the files were deleted.

r/r

/private/var/db/netinfo/local.nidb/TempIndex

Changed

2002.04.29 08:01:05 (MST)

265
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r/r

/private/var/db/netinfo/local.nidb/Store.928

2002.04.29 08:01:05 (MST)

2656

r/r

/private/var/db/netinfo/local.nidb/Store.960

2002.04.29 08:01:05 (MST)

r/r

/private/var/log/wtmp.0

2002.04.18 12:39:55 (MST)

1008

r/r

/private/var/log/system.log.0

2002.04.29 02:21:25 (MST)

r/ -

/private/var/mail/_JIJBQ.NameDrop

2002.04.29 02:21:01 (MST)

r/ -

/private/var/root/Library/Preferences/ByHost/cf#00149,
000

2001.05.18 06:38:21 (MST)

r/ -

/private/var/root/Library/Preferences/ByHost/com.apple
.finder.NameDropper.plist

2001.05.18 06:38:21 (MST)

r/ -

/private/var/root/Library/Preferences/Apple Help
Prefs/tmp/HelpSearchResultsb07

0000.00.00 00:00:00 (GMT)

r/r

/private/var/root/Library/Preferences/Apple Help
Prefs/tmp/._HelpSearchResultsb07

2000.12.07 15:16:03 (MST)

r/ -

/private/var/root/Library/Preferences/Apple Help
Prefs/TestForLockedVolume

2002.04.29 02:15:18 (MST)

r/ -

/private/var/root/Library/Preferences/Apple Help
Prefs/._TestForLockedVolume

2002.04.29 02:15:18 (MST)

r/r

/private/var/root/Library/Preferences/Explorer/._64666
AG6E

2000.12.20 12:27:31 (MST)

82

r/r

/private/var/root/Library/Preferences/Explorer/64666A6
E

2000.12.20 12:27:11 (MST)

3614

r/r

/private/var/root/Library/Preferences/Sherlock
Prefs/. 64666A6E

2000.11.27 12:23:19 (MST)

520

r/r

/private/var/root/Library/Preferences/Sherlock
Prefs/64666A6E

2000.11.27 12:23:19 (MST)

1152

r/r

/private/var/root/Library/Fonts/data011a.001

2000.11.22 08:43:56 (MST)

—
o))
[0.0]

r/ -

/private/var/run/sshd.pid

2002.04.29 08:01:05 (MST)

s/-

/private/var/run/ndc

2002.04.29 08:01:05 (MST)

r/r

/private/var/run/ntp.drift. TEMP

2002.04.29 07:39:25 (MST)

r/ -

/private/var/spool/mqueue/tfg3T9L1004679

2002.04.29 08:01:06 (MST)

r/ -

/private/var/tmp/locate.list.3982

2002.04.27 03:34:05 (MST)

r/ -

/private/var/tmp/console.log

2002.04.27 03:34:05 (MST)

r/ -

/private/var/tmp/sort0151400027

2002.04.13 03:33:55 (MST)

r/ -

/private/var/tmp/sort0275500027

2000.12.16 04:33:55 (MST)

r/ -

/private/var/named/named.pid

2002.04.29 08:01:05 (MST)

oclolooloclo|lVv O[O

r/r

/private/var/named/xxx.named.rev.log

2002.04.29 08:01:05 (MST)

13491

r/ -

/private/etc/nologin

2002.04.18 12:38:46 (MST)

r/ -

/private/etc/nologin

2002.04.18 12:38:46 (MST)

r/r

/Library/Preferences/cf#00037.000

2002.04.18 12:38:37 (MST)

1311

r/r

/System/Library/Fonts/data00af.001

2002.04.18 12:39:48 (MST)

9528

r/r

/usr/share/man/whatis.db.tmp

2002.04.27 03:34:55 (MST)

1E+5

r/ -

/Users/fletcher/Library/Preferences/LaunchServices/dat
a0139.004

2000.12.11 09:17:31 (MST)

r/r

/Users/fletcher/Library/Preferences/Explorer/data0139.
005

2000.11.17 08:49:12 (MST)

15948

r/r

/Users/fletcher/Library/Preferences/ByHost/cf#0012a.0
00

2002.04.27 03:34:55 (MST)

30

r/r

/Users/fletcher/Library/Preferences/ByHost/com.apple.fi
nder.NameDropper.plist

2002.04.27 03:34:55 (MST)

30

r/r

/Users/fletcher/Library/Preferences/cf#00129.003

2001.05.01 14:43:47 (MST)

7739

r/ -

/Users/fletcher/Library/Preferences/cf#005a5.003

2001.05.02 02:15:14 (MST)

r/r

/Users/fletcher/Library/Fonts/data00e4.001

2000.11.17 10:03:20 (MST)

168

r/r

/Users/runtime/Library/Preferences/LaunchServices/dat
al85c.004

2000.12.11 09:32:18 (MST)

13847

d/-

/Developer/Documentation/Carbon/graphics/ColorSync

0000.00.00 00:00:00 (GMT)

Manager/ColorSync_Manager/Enumerations
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r/ - |/Developer/Documentation/Carbon/runtime/CodeFragm|0000.00.00 00:00:00 (GMT) 0
entManager/Code_Fragment_Manager/APIIndex.html_b
ak

Each file that was listed as having some recoverability (i.e., non-zero size) was further
investigated using Autopsy. The screenshot below shows the data for the datal85¢.004
file located in the runtime home directory. This particular file appears to be a document
listing the file type and application assignments and their associated icons.

data00ed.001 10:03:17 (MST) 14:38:31
rir /Users/runtime/Library/ 2000.09.01 EDDD_DEI_[m
Preferences/LaunchServices/ 00:26:13 (MST) 00:26:13 4
datalBbc.004 £
- —3 4|k

/Users/runtime/Library/Preferences/LaunchServices/datal85c.004 m
ASCII (display - report) * Strings (display - report) * Export
File Type: data

Contents Of File: /Users/runtime/Library/Preferences/ m
LaunchServices/datal85c.004

apDB 0”070 0 0" 00APPL 00000070 " 24com. apple. BatteryMonitor ™0™ (
Monitor"0"0"0<file://localhost/Applications/GrabBag/
Battery%20Monitor.app/
"1707°1287070707070716817211P 1287070707070 18BatMonAppIcon. icns ™0™ (
APPL™0070707070"0"20com. apple.CPUMonitor™ 070" 0" 11CPU
Monitor"0"0"08file://localhost/Applications/GrabBag/

CPU%20Monitor.app/ 071
————————————————————————————————————————————

A similar analysis of the other recoverable files did not turn up anything of interest. An
extended search of deleted files that were already allocated through use of the
corresponding inode also failed to provide any additional information.

String Search Analysis

While in single-user mode to reduce potential GUI interactions, strings for each disk
image were extracted using the Mac OS X built-in BSD command strings as follows:

localhost# disktool -c O
localhost# hdiutil mount /Users/remiller/Desktop/GCFA/Part\ I/diskl.img
localhost# strings - /Volumes/Home > /Users/remiller/Desktop/stringsl.txt

localhost# hdiutil mount /Users/remiller/morgue/disk2.img
localhost# strings - /Volumes/Mac\ OS\ X/ > /Users/remiller/Desktop/strings2.txt
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The strings1.txt file was massive (i.e., 1.43 GB.) Extracting this much information from
a seemingly empty disk that had no recoverable files would have been cause for concern
if it wasn’t for the information previously pulled out of the Desktop DB file that clearly

suggests that the disk was previously used on another system running IRIX.

A list of the keywords shown below was created and saved. These are general keywords

that could be associated with a compromised system (i.e., rootkits, sniffers, and

backdoors) or with potential misuse of the system based on policy (i.e., pornography,
virus creation, and network attacks.) If a more specific incident had been suspected (e.g.,

child pornography) then a more specific list of keywords would have been used.

e0o

fusr/bin/login (ttypl)

W PICOCEmY 4.8 File: kewwords.txt Modified
Bootkit
raatkit
hack
sniff
backdoor
backdaar
promisc
knark
haxBr
trojan
virus
adore
attack
denial-of —service
ddos
brute
Buwn
33137
lapht
porh
pArn
eggdrop
rAEt

This file was used to extract only these keywords from the strings files created for

Get Help
Exit

gl Writelut
g dustify

g% Fead File
& Mhere is

Cut Text

Prev Pg C
UnCut Textg@l To Spell

Mext Pg

disk2.img since the information obtained from diskl.img would more than likely provide
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evidence that was not from the target system. The command given and the associated
output is shown below:

® 06 fusr/bin/login (ttyp2)
[localhost :Deskbop/GCFA/Part 1] root# dd if=stringsZ.txt | grep -f keywords.txt
= zearchs . txt

1A61158%1 records in

1861139+1 records out
B43328527 bytes tronsferred in 78 secs (7761848 bytes/sec)

[localhost :Desktop/GCFAPort 1] root# I

Inspection of the search2.txt file provides the following insights:

Virtually all of the “hack” references are comments in the code of default
applications or example files as shown below:

instead of setting up a fresh yyin. A bit of a hack ...
/* various hacks, don't look :) */

struct internal state {int dummy;}; /* hack for buggy compilers */
Most of the “promiscuous” references appear to relate to the operating system’s
networking code as shown below.

K:networkcomm:OpenTransport:0pen Transport:DataTypes:dl promiscon req t.ht

ml

“Virus” references appear to come from a “virus dictionary” as shown below:

The INIT 1984 wvirus, which is programmed to trigger on every Friday the
13th, is a dangerous Macintosh virus

References to “attack” or “denial of service” appear simply as guidance in the
code as shown below:

# NOTE: There is a potential for a denial of service attack if this is
set.

Overall, the information contained in this file appeared to be from portions of legitimate
applications and files. There was no sign of any malware, sniffer programs,
pornography, rootkits or the keywords associated with any of these categories.

Conclusions
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The evidence obtained from the target system clearly suggests that its primary usage was
as a DNS server. The most substantial change to the startup sequence of the system was
the addition of the Bind service. A runtime account was setup for named and all of the
data and configuration files were placed on the system in support this role. The last file
to be altered on the system was the named.log file, which itself indicated that the system
was servicing domain name requests for the organization just before it was shutdown on
April 29, 2002.

There appear to have been only two accounts setup on the system that were associated
with real users. Both users appeared to have been unfamiliar with the conventions of
Mac OS X and probably had a strong traditional UNIX background based on their
command history and the types of configuration changes that were made to the system.
The setup of the second disk (as /Home) and the fact that it appeared to have come from
an SGI workstation also reinforces this conclusion.

It appears that ssh was used to log into the system remotely for the most part. The root
account was the account of choice in the later months of usage that were examined.
Usage of the GUI portion of Mac OS X appeared to be limited and only relegated to the
applications that shipped with the operating system. Only the developer tools and
possibly Xfree86 were ever installed. A shareware firewall utility was found but
apparently not installed. A simple FORTRAN program was found on the system but not
compiled. There were no deleted files recovered that were of interest. There was no
indication that the system was ever compromised or used for illicit purposes.

Finally, regarding the small needles found in the case, a reinvestigation of the room
where the computer was seized revealed a small fern in the window that appeared to be
dying. The rust colored water ring found on the case matched the planter that the fern
was in. The SA confirmed that this plant spent some time on top of the case of the target
system while it was in his possession.

Regarding the secondary reason for the evaluation of this particular system, the usage of
Mac OS X both as a target system as well as an analysis system was essentially
successful. Forensic evaluation of a Mac OS X system is very similar to the analysis of a
traditional UNIX system with the addition of some analysis aspects more closely related
to Windows. The largest hurdle to analyzing a Mac OS X system was the lack of support
for the HFS and HFS+ file systems in open source tools (this is critical considering that
HFS+ is the default file system for Mac OS X.) Because of this, commercial utilities were
needed to perform parts of the forensic analysis. This patchwork procedure to retrieve
data from an HFS+ system worked, but is certainly not ideal.

Using Mac OS X as an imaging platform actually worked very well. Since Apple
hardware supports most current drive interface technologies (IDE, SCSI, USB and
FireWire) out of the box, the platform lends itself to this particular task very well. While
using Mac OS X as the analysis platform worked, it presented a few unique challenges.
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Not all of the command line tools that ship with Mac OS X perform exactly the same
function as their UNIX/Linux counterparts. In addition, the inability to lock out access
time changes to an image could cause problems. Other than these minor issues, the
forensic techniques and tools used with UNIX and Windows worked well under Mac OS
X.
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Part 2 — Analysis of an Unknown Binary

Binary Details

The unknown binary was downloaded from the GIAC site in a file called sn.zip. The file
was unzipped with the option to retain the original UID and GID for the files. The zipped
archive contained two files, one called sn.dat and the other called sn.md5. The MD5 hash
of the sn.dat was calculated and compared to the value contained in the sn.md5 file. The
extraction of the two files as well as the MDS5 hash calculation is shown below. Note that
the calculated hash value equals the value given in the sn.md5 file.
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The size of the binary was listed as 399124 bytes and the original owner was root and the
original group was root. A MACtime analysis of the binary using mac-robber and
mactime from TASK is shown below. As indicated, the binary was last modified on
April 11, 2002 at 09:29:52 and was subsequently marked as changed and accessed when
it was unzipped for analysis. The last modification time would be the local time zone of
the originating system, which is unknown.
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Next, strings was run on the binary and the output was directed into a text file as shown

below.

= e lucdhosUcaldun o oo ek lopNGORR
Sl =-cslabhs FoAIngs Hilp

Temmmed -

vu dloca bl LLFF]R wordses =ridel ol cittmmoLwl
—oozdlazm ot LLLE]R ]

The resulting strings.txt file was examined for keywords related to the program. Several
interesting strings were found in the binary. The first set is shown below:

\* The END */

priv 1.0

ADMsniff %s <device> [HEADERSIZE] [DEBUG]
ex : admsniff 1e0

..0000 The ADM Crew OOoo..
cant open pcap device :<
init pcap : Unknown device type!

ADMsniff %s in libpcap we trust !
credits: ADM, mel , “pretty” for the mail she sent me
The_ 10gz

These strings represented some potentially important clues as to what the binary is and
where it came from. However, no conclusion could be drawn at the time regarding the

binary or its origins.

The rest of the strings that were extracted appeared to deal with normal programming and

compiling functions. However, in the middle of this type of data w
personal information:
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1997-12-20

+45 3325-6543

+45 3122-6543

keld@dkuug.dk

Keld Simonsen

ISO/IEC 14652 il18n FDCC-set

C/o Keld Simonsen, Skt. Jorgens Alle 8, DK-1615 Kobenhavn V
ISO/IEC JTC1/SC22/WG20 - internationalization

This information was also potentially valuable and was investigated further. Again, no
conclusions were drawn from this information.

Program Description and Forensic Details

Now that the binary was assumed to have been delivered unaltered, as verified with the
MD?5 hash inspection, the first step was to run the file command to determine what kind
of file it was. The results of this command are shown below:

= e ucdhosUcaldun o oo leshlophGeRs Temmed
Sl =--slahs FoAIngs Hilp
T ouueddogabeesl LLFE]E Sila sodal

sr.dak? - & lait LU ew=cgkslnoe, Lirtel DUsdn, weysoon 1, szazizso g —adbeesc,
~1pprd
T=an= A1 heet. T ]F I

As indicated, the file appeared to be an ELF executable that was statically linked so all
functions were included in the binary. In addition, it has been stripped of debug symbols.
The fact that the binary was statically linked and stripped made the analysis more
complicated.

The next step chosen was to go ahead and execute the program. The first attempt to
execute the unknown binary sn.dat is shown below.

= e lucdhosUcaldun o oo ek lopNGORR
Sl =--sinns =-7ings Hilp

Tenmed - - e

T—gozdlazm_lwast LLILE]R L 0seoziwt -~
tﬂ5h1 kst Terrissing cl=ac el
T=anm AT et TCFC]E 11

CCsal a3z
e R T BT 1. 1l FECAEY R 22 OOLED wr el
=4 ~u ru 1 reecs =1=11 26 Har 2 rRALM g veh
il ) 1 rrir- ok 17FIFS fima 7 "d-12
_—— - 1 rrr- =k 12518 Sme 7 "B-Ed =t-irga,keh

—ooz31aza haet CCFE I B
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Clearly, execute permissions were not set originally on the binary. After the execute
permission was enabled, the binary was executed as shown below.

D‘"'I‘IIII'E‘“IIZII||‘IIIr-il..ll:il|l:|lll||i|ir|:hIII|J'rll='='i.|JIFI.rl_'ifFl"| Ti'mimed
“lle F==slnns FEAIngE 1elp

T ouuoddocabeesl LLFE]ER oAl
_HwndFE seow L0 foeciver [HoAWERSLIZE] “JRS057
= 2 minmnll T Lald
Lo 1 Tam ' Cee s NMNan,
—mnnm 3T beet, CCF ] )

Clearly, the first set of text that was pulled out using strings appears when the program
executes. Following the example given and rerunning the program with the appropriate
Ethernet interface specified (in this case ethO) produced the following output. The binary
continued to execute as shown above until the break signal was sent.

[O—'rmnb@Incalhnst nealdmmalne snntmeekdnpGCRD Tl
e zzz0ne L=ding: |lelp
—oos3loazalboet COFC Ir L 3q dat othi

F_HendFF «rzw LG ir libozse ve trect |
wlilz. A0M. w2l - Tpomola™ Fone Lbe rail sl ool e

As a test, an incorrect interface was specified, and the following output occurred.

D‘"'I‘IIII'E‘“IIZII||‘IIIr-il..ll:il|l:|lll||i|ir|:hIII|J'rll='='i.|JIFI.rl_'ifFl"| Ti'mimed
Tl FEzalons TEAIngs Help

T ouuod o beesl LLFFE]R Sz sl wlbid
=nT oom oscee clEcice 29
T—ooz3lozmldost GOCF]R )

In both cases, there were references to libpcap, which is a packet capture library used in
sniffer programs (TCPDUMP, p.1). This information and the apparent name of the
program (ADMsniff) strongly suggested that this binary was a packet sniffer.

Interestingly, after the program had executed, a new file appeared in the directory with
the binary as shown below. “The 10gz” file appeared to be solid evidence pointing
towards the execution of the binary after the fact (i.e., a forensic footprint.) Since the
binary was statically linked, it should not reference any system files when it executes.
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This fact and further analysis of the binary’s interaction with the system were
investigated further in the next section.

Program Identification

= mllucidhosUcalduning molPeshophGOR, Temmed 0 o

=lre == -slnns F""I'I!:.]!": HI'!lF'I

Tmgozdlamm fmmst LLIE]R LL -
Fr-al S0

Bl Bl BT P 1 rree= ek TEC S Mee 0 LA

Sy bt e T b L roes rook B | =) W .= o B ) g 1 1

= An TRITTR 1ol 1raal 17C1E0 Sae 7 o412

il el 1 1ol 1-aal 12218 S=00 7 28 &) wl Liww Ll

-4 - r 1 reoez rook 0 f=a 7 o5zl The_l0gz

——nn= 31 ket COFE I )

At this point, there was enough evidence to warrant trying to find the source code for this
binary. Based on running the binary as well as the information derived from strings, it
appeared that the best keyword to search for initially was “ADMsniff.” Running this

search in Google produced the following hits:

E® Location [[C] hitp: 2w google com/search?hl=en&ie=ISO- 6353- 1 &g=ADMsnif

Advanced Search  Preferences

Gougle“'“"”“‘f"

Web
Searched the w r'l:l for ADMsniff.

Language Toals  Search Tips

Google Search

sults 1 — 10 of about 155, 5

Security Focus HOME Tools: ADManiff

o [ Latest Entries ][ Submit 2 Tool ] &dded Oct 22, 2001 ADManiff 0.3,
by ADK < hitpoifadm freelsd net = Flatfarms: Linw, SunQ3, Scare: ...
online securityfocus comfoolsi2155coreit - 26k - Cached = Similar pages

lpacket storm]:. - hittpoipacketstormsecurity orgd

.. ADMeniff—+0 .5 tgz, 134573, Aug 16 17:02:10 19599, aF175329efc51 c3857 35349657 3455,
sorry, a description is unavailable. ADMsnIfF—v03 ...
packetstarmsecurity nligroupsiADhindexsize. shiml - 18k - Cached - Similar pages

[packet storm]:. - hittpipacketstormsecurity argr

o Wery useful, ADMswifF—0.5 19z, 134573, Aug 16 17:02:10 19393, 25173320181 c3857 383491687 36485,
sorry, a description is unawvailable. ..,

packetstarmsecurity nlfigroups A0 — 19k - 10 Sep 2002 - Cached - Similar pages

[ More results from packetstormsecurity .l |

Index of fA0

o tar.gz brocken 26 -Mar—1999 22:31 20k ADMrsh0.5 1oz 25-Mar —19599 01:20 9k ADMscan3 tar gz
23—Mar-195939 01:20 4k ADMsmb—v0.2 tgz 23-Mar-1989 01:21 292k ADMsniff tar ..

adm.freelsd netfiADMP — Tk - 10 Sep 2002 - Cached - Similar pages
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The first three hits clearly related to ADMsniff version 0.8. The header and strings
extracted from the binary indicated that it was probably version 1.0, so this isn’t the
correct version of the code. The fourth hit looked promising from the simple fact that it
appeared to be the ADM Crew’s “official” web site since it contained several ADM
programs. Clicking on this link brought up the following directory listing, which
contained an archive of the program ADMsniff.

B Lacation ] hitp://adm freelsd.netr ADM/

OO Ty oA T O e T ==

4Eh ADMsniff, tar. gz 30-Jun—-13939 15110 123k

This archive was downloaded from the site. The archive was then extracted and untarred.
The items produced from this process are shown below.

[0~ root@lacalhazt lcadmnnan: rootfDezkbop /Al MenlTT - KohzHe:

-lle ZEEs0ns ::E“II'I':_I‘S- HE"||:|

manm AT At CTH=E 1ES 0 11 e
cc-al 323 |
SR i TR U 2417 Jar 15 1933 oF L

- A ool T diss Moo ¢ 144D ol

- - T oot S C T O L N L I oty

il B Cormnit -nn- T P PO 1T M e

_—— - ' et -nn- S 1o 1% 1933 o= kb

- oot —0os 20r2 Fow =G 1933 220ME

- A== ool U 9 Jor 15 1933 e h

S BET e Lol U S MPere 11 1449 Legzani 4t o

T-pozHlazm_qost AWMl I

The README file indicates that ADMsniff was indeed a packet sniffer, as shown below:

\
|

..00 THE [ CreW Oo..
Al

presents
ADMsniff v0.1b
by: antilove
z1lib support by plaguez

ADMsniff is a libpcap-based sniffer, designed to be
portable and powerful.
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The presence of the libpcap code also appeared to back this up. After reviewing the
README for basic instructions, the make command was invoked. The resulting binary
was created as shown below:

M roottrlocanost lecademam: TootiDeskbop /B Msnt - Konsple: 0 S0 D0 O

[

Sile S=zsion: Zeflings Help
S
=~d -r =S RS r:r.'.r:_..r-ﬁ1nn[_ = "=tca UMFREETAH & ow=es a0 e
co =02 -2 -__loe-lrclode -0H09YS PLLOC F=1 -ZHAWE ZTHZ2 HOSTTOR=1 -ZHiWE ST37
FEOR-1 -043%E IET IF FRF H-1 -z _/verslor oc
= o Liuoesoe o cor-- Ll esgw poge i reblo cerocee o el oo oo rirelooue 0 3l
=m0 sevsl e o ol ilze-Lo ol _inmme o sCErres L0 ErmMOST OO0 Yersicr .o
Fanlih 1100 A
b 124 maeere dirorte—y Sk T oA TR=r1 =2 S 1o o= 4
CCapiling aben ..
po_; -I, - Wheeriiff oo -lpoas =2o =0 oFIMy i77-1
e |
T—ooz@lacslaost HDMscurTIe 11
Fr=al S5
—TAET R oot —0os SRS foce T 20307
SRCLEES s oot —0os 247 Jsr 15 1933 aofh
- A= m—p—— ol o didis Mo v 1444
fe— A= W B oot =T QU e o 200 _soacmn 14
-4 - r oot -nn- WirdAd Fee 70 1T s U
—— e * et =nn- ALl S ¥ OMINOF T aome,a
e Zoroot —o0% g Fae EC 1933 Maa e
- am e ol L A2 Jor 15 1933 g b
Rl et 2ol o O Fere 20 1444 ~<-HIE = |
-4 - et =An- A - 1T 1T b b —
= m—e— C ot =nn- AR o 1 1933 b= FF =
—oosRlazalqost rilMer 157 1n =]

The size of the resulting binary was approximately an order of magnitude too small
compared to the size of the unknown binary. Checking the ADMsniff-1 binary with the
file command revealed the probable cause for this as shown below. ADMsniff-1 was a
dynamically linked binary that did not have the symbols stripped as was the case with the

unknown binary.

[ ' rootivlacahiost Jocademan; rootiDackbop A Met - Konsple 0 0
Sile E=zxiung Eellings Hulp

“Hzn1FF-" -

Tmgoz@lammlaost HDME LTI Tal= J04s a0 L

AF Zrat 1 5= penmkan’ . THEe |l FREFRL
Suzcz zaarod s, ros

—oozBlozalqoet AlMer 1F- 10

Y
ey 1A

SRR TN
zz~1eezd

Clearly, the Makefile needed to be adjusted so that the source code would compile
statically. In addition, the symbols needed to be stripped afterwards. To accomplish the
first adjustment, the Makefile for ADMsniff had the “—static” flag added as shown below:
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[ roul@ b L msdonsin: froufDeshg A0 Msnill Konsee

=lin =~ aslnng FI'T"I"I!:.]!": HI'!lF'I
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C o
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dlaafh 2 oo libpcas=0od - Lo diveier wabe @ oo Db wu”
Az "coppiilirwe FIOHwndFFE. "

= =7 (% AR o F==d = e Fren Fe LA MN.= Fnx s
E-ik JuEt e Hazrz o= lcxt Fg L | A To Spcll

The make command was run again with this adjustment. The resulting binary was then
stripped of symbols using the st7ip command. This process is shown below as well as the
resulting binary.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



I 1= uu LiF ool L ocadd vnssng droel Dk lopft Dk
Sile Evsyione Sclings o

Famrani:

rorge Lo FTR=F ™7,

gon —ztatlc -I1.
Dire
[INRERINFITE RSN | NI
trts’ PO

=] R = =
-T==r=-1r--
=1
chrwoor oor o

=1 I=r——r—-
“Tu=-r-=-r--
SR

U T
L et St
=rU=r===-

S SR
[roctldloc=ll-csz
[ront A lmma =
ool Lo
IR TN LT Rt

I
[ [l P ety gt
L e
S SR
o

=] == ==
“Tu=-r-=-r--
=1
YUToT
[t A L =

HHERFHE—FFHRFRTI—HF

L.
F_Fasni--"4+ 11

=rre
TCCT

[
—coT
=rr-
TCCT
[
=t =
=rre
TCCT
[
F_Fsmi ™~
FFrm1™"

ok
2ok
1raal
ook
(el
2ok
1ok
rook
ok
2ok
_raal
e 11
1'aal
1"aal
=k
ok
ook
1"aal
rook
ok
2ok
[ 1raal

=1 =3 _raak
TFan1==_t I

L S
LL.
=rre
-rre
oI
L
ToCT
-rre
TECT

“hzz1FF .=

L] P |y

= e S

TSR
AT
i
e Y
T
= SR
a0
440
10rs
143l

L K

=2
=k L
4
ETos o
g
o
o=
Loz
SLIL-U R
1K

il
Jsr
Fcb
Tep
Fo
ek
e
d=-

| T

Jar
Fay

sl 1

Ser
d=r
Fm
S
-1
=]
Cep
dor

Iraw =

Jar
M=

—_

L A A B LA R B |

= rl =
[y

[ |

[y

—_
LIy B B L B |

T
O

1994
14494
b =
[999
Pl P
=l
IRLILT}
[a94
1999
1999

-C LT JHzn1=F-1

bpF.A

i,

lizazsas 004
Trae==e-1 4 torm
ligozas_ s
Ha-aFi_a

rosn, T

FFINH=

el |
hazdff oz

LpiF L1

1P, 7

T1ao==o=0 4
liaozza-2 | tar
Liwi_= A
Ha-=lal=

proc,

FEAD4=

ETI
—h=sAil’l" .z

At this point, the binary ADMsniff-1 was statically linked and stripped as verified below
using the file command. Unfortunately, this binary was not the exact same size as the
unknown binary and therefore would not have matching MDS5 hashes.

1= mou LiE ol Livcaddonssn: ool Dok LopiCkeir
Sl Frssine Aeffings B

Fﬁl:ﬂlﬂ:: o T e T P

[rootldlocall-ce= F_Frmi " “& Pi_= 3= L

HiF=a i 1: T 75 ha=~ 150 =e=—absy'm, Tkl CUPCT 2 cm-sann L. <bsbrs™ 'y Locke

rl. ~toe e
| root 3 Locs Lces

F_Fzni~-

==

« 1

In an effort to explain the size difference of 16,980 bytes, several avenues were explored.
The Makefile had an option for compressing the log file created by the sniffer. This was
enabled and the code was recompiled and stripped. The resulting binary was much larger
than the unknown binary (428220 bytes). Therefore, this option was not responsible for

the size difference.
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In a further effort to determine the differences between the two binaries, the readelf
utility was run with the —S option on the unknown binary (sn.dat) and the known binary
(ADMsniff-1.) This option displays the section header information. The output of
running this command on each binary is shown in the next two figures below.
Differences in the sizes of each section header between the two binaries were underlined
in red.

[*]iOf =
[ e faxzlors SeT s I1ela
L=-ntF1wa ks Trdoeygeld mrade 16 =5 a0 - -
Tha-= &ra _° gsectis- mmcers. storbing ab of "set Dxololc:
Ceztoon |l emcars:
M1 4o lp-u s Ukt =io=  E= -1 Lk L' 4l
L Al HII Colntaod ol Colatndy ol n [
I; '_;I st MCGDITS C0ebd OO cOM L2 FDoo o 4
I I F=1 IaKIl 1= CH =R N e T D BE L
[ =] T2 MCGDITS L I . T T T P 1 O =S I W™
[ 171 .1udas F=LLELI=S CaudMed Meley Cldwed 2 4 oo O A
L =) _T-br_abr=-1t PATRTT= CRIATRRD OReAtn Onlngd Ol non o ¢4
i-; Lo sz raeras MCGOITS C0ia2c 0] OZedes 0o O A 0 1 d
L ] — 1 Bz ki F-1 LEIL = CHO e ad teeak S CnlinS n n s g
[ 0] .cats MCGDITS C0iaZecl QZede0 GO ZGa (X LA O 1 32
[ 27 eli t 2z F=LLELI=S Chvaofed o ngent Citheh] o by o O
| 103] =i PAGRTTS CRIASRERY S ARS SO0 A L0 0 [ |
;l'_; IO M CGDITS L0 a0z QZcdCe KOOI LA O 1 o
141 &k F1 LEI = CHLAnHE s T 0 kil on [ |
[15] .sbs=s M CGDITS L0 aZcad OZcdc0 romol o H o 1 1
M1 b= HAEL = VAo o g 0 by oo O 4
| 151  ronere- FAGRTT=S COZN2N0D N&eAen CoSids ol n [
[12] .rmeke FIZ -mg HOTC C0lead awdSs coiEl A 0 1 4
1171 ik HATF COINNND ORNER CncSdd O n [
[17] .sh=st-taz ST T4C 000l 0513 s nOar o o o1
Fo. Lo = lage!
A et L 1 YRT eR . B Yrernbs . o dneeEnt . S Gt IRl
I faumlci. L f2im~ orc=r i, G Jgroors. = tu-hcaq?
T frvbtrn TS poretsEscrE el ¢ TS sprocfia. iprrn=Ear Sprifiet
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As shown, the section headers called .text, .rodata, .data, .eh_frame, .bss, .comment and
.note are different sizes between the two binaries. Of these section headers, only .text
was listed as execute. Further investigation of these differences exceeded the capabilities
of the author in terms of programming knowledge and technical skill.

Next, strace was run on each binary to determine how the two binaries interacted with the

system as well as to determine if there were any differences. The output is shown in the
next two figures below with the differences underlined in red.
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The unknown binary sn.dat sent a brk that ADMsniff-1 did not. In addition, ADMsniff-1
queried the pid and made aioct!/ call that the unknown binary did not. Otherwise, the two
programs performed the same system calls in the same order. This output also showed
that neither binary altered the file system other than to open the file “The logz”, which
has already been noted. Also, neither binary appeared to reference, manipulate or use
any system files. This was expected since they are both statically linked.

Other utilities and options (including gdb) were used in an effort to uncover the
differences between the two binaries. The source code of ADMsniff was also examined
to determine any reason for the differences. In addition, the s¢trings command was run on
the ADMsniff binary and the output was processed through diff with the strings extracted
from the unknown binary. Each of these avenues was of no help primarily due to the lack
of ¢ programming/debugging and binary decompilation skills on the part of the author.

Finally, the second set of information pulled out of the unknown binary using strings
ended in a dead-end. Research of the information showed it to be related to an ISO
standard on language and culture conventions used in programming (ISO/IEC, p.102).
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Strings associated with this standard appeared in both the unknown binary as well as the
compiled ADMsniff binary.

Legal Implications

Assuming that the unknown binary is ADMsniff (which is a sniffer application) and
nothing more, its execution by an outsider or an insider without proper authorization
would then clearly constitute an illegal wiretap. This would be in violation of the Federal
Wiretap Act (18 U.S.C. §2510) and the Pen Registers and Trap and Trace Statute (18
U.S.C. §3121) in the United States (Salgado, p.1-29). Violation of the Wiretap Act can
be penalized through a fine and or imprisonment of not more than five years (Privacy,
p.1). Violation of the Pen, Trap and Trace Statute carry a fine and or imprisonment of
not more than one year (Privacy, p.1).

Investigation of the unknown binary and of the alleged source code clearly showed that
proof of the binary’s execution comes in the form of the “The 10gz” file. This file is
created in the same directory as the binary when it is executed. If both the binary and this
file were found on a system, then it would represent clear evidence that the binary was
executed and that the statutes noted above could have been violated.

Interview Questions

If the person responsible for installing and executing this binary (still assumed to be
ADMsniff and nothing more) could be interviewed, then the following questions could be
used based in part on the evidence uncovered about the binary.

I know that you sometimes use the root account to get things straightened out
while the SAs are busy. There isn’t anything wrong with that; you were just
trying to help out, right? I noticed that you were on the system on April 11, 2002,
can you tell me what you were working on then?

Management is on my back to find out what this is all about. If I don’t come up
with an explanation, they are going to bring in the authorities and press for a
conviction. At that point it is out of my hands and you know how the Feds treat
these matters now days, so can you please explain to me what happened here and
hopefully no one will get fired?

I noticed that you like to play with hacker tools. Ialso like to know what I’'m up
against out there and using their tools is the best way to find out, right? I see that
you were playing around with a sniffer. Can you tell me how it worked out?
Were you able to find anything out about our network?

We found out what you were doing on the system. Using our computers to hack
into those other companies systems was bad enough, but why did you go after that
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government computer? You're looking at spending a very long time in prison for
that one alone. What were you thinking?

Management thinks that you have been messing with the system. I think that they
are going to turn it over to security soon. If you tell me exactly what you did, I
can try to explain to them that you were just testing out some tools on the system
and that it isn’t a problem. Will you let me help you out?

I found your tools on the system and was trying to figure out what they do to see
if I could use them elsewhere. Do you mind helping me out by showing me what
they can do?

Conclusions

The unknown binary sn.dat most likely is some form of the packet sniffing program
ADMsniff. The program is used to capture and log network traffic. It was last used on
April 11, 2002 at 09:29:52 in an unknown time zone. An exact identification of the
binary was not possible due to the lack of programming and decompliation skills on the
part of the author. It is possible that the unknown binary performs other actions in
addition to those of the unaltered ADMsniff program, but this cannot be confirmed or
denied.

A forensic footprint of this binary in the form of a log file was determined. This footprint
could be used as evidence that the unknown binary was executed. Since the binary is
most likely a sniffing program, its unauthorized use would violate two United States
statutes and this forensic footprint could be used as evidence to that effect in any legal
proceedings.

Additional Information

For additional information on the following topics, please see the associated URL.

Sniffers FAQ — http://www.fags.org/fags/computer-security/sniffers/.
Packet capture with libpcap —
http://www.cet.nau.edu/~mc8/Socket/Tutorials/section1.html.

Packet sniffing programs — http://www.cotse.com/tools/sniffers.htm.
Laws governing electronic communication —
http://www.gcwt.com/firm/groups/privacy/electronic_comm.html.
Wiretap FAQ — http://www.privacyfoundation.org/resources/wiretap.asp.
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Part 3 — Legal Issues of Incident Handling

The Wiretap Statute

The Federal Wiretap Statute (18 U.S.C. §2510) expressly makes it illegal in the United
States to intercept the content of a communication that is directed over wire, oral or
electronic means (USDOJ, p.1). There are a number of important exceptions to this
statute, the first of which is the provider exception as stated below:

2 (a) It shall not be unlawful under this chapter for an operator of a switchboard,
or on officer, employee, or agent of a provider of wire or electronic
communication service, whose facilities are used in the transmission of a wire or
electronic communication, to intercept, disclose, or use that communication in the
normal course of his employment while engaged in any activity which is a
necessary incident to the rendition of his service or to the protection of the rights
or property of the provider of that service, except that a provider of wire
communication service to the public shall not utilize service observing or random
monitoring except for mechanical or service quality control checks. (USDOJ, p.1)

This exception has been applied to systems administrators and clarified by the case of
United States v. Mullins, 992 F.2d 1472, 1478 (9™ Cir. 1993) (Salgado, 1-32). This
establishes the ability of systems administrators to track hackers within their own
network by intercepting communications for the expressed overall purpose of protecting
the network.

This exception is very specific in that it does not allow for the interception of any and all
communication as noted by United States v. McLaren, (957 F. Supp. 215, 219 (M.D. Fla.
1997) (Salgado, 1-32). To abide by this provision, systems administrators must limit
their interceptions only to traffic specifically tied to the investigation of an incident,
which has been defined legally as a “substantial nexus.” To collect other traffic or to
randomly sample traffic could be in violation of the Wiretap Statute and consequently
punishable by a fine and or a maximum of five years of imprisonment (Privacy, p.1).

Another important exception to the Wiretap Statute is stated below:

2 (d) It shall not be unlawful under this chapter for a person not acting under
color of law to intercept a wire, oral, or electronic communication where such
person is a party to the communication or where one of the parties to the
communication has given prior consent to such interception unless such
communication is intercepted for the purpose of committing any criminal or
tortious act in violation of the Constitution or laws of the United States or of any
State. (USDOJ, p.1)
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This is a prior consent exception. One example of obtaining prior consent would be the
use of banners on a system. Bannering a system would provide for notification to the
user that further usage of the system would indicate consent to monitoring of any and all
communications. Once past the banner, the user of the system essentially has given prior
consent to monitoring as defined in the exception above.

The use of banners represents another way for systems administrators to monitor traffic
on their networks that would not necessarily be covered by the provider exception noted
first. However, it is only in effect if one party to the communication sees the banner and
accepts it. When individuals access systems and networks through means that do not
present a banner, then this exception is not in effect. At this point there must then exist a
“substantial nexus” in order for the systems administrator to be monitoring the
communications legally.

Conclusions

Systems administrators can legally monitor communications on their network in two
specific situations. The first involves the investigation of an intruder where the systems
administrator is attempting to prevent further damage from the intruder’s activities. The
communications that are monitored must be directly related to the investigation and meet
the legal requirement of a “substantial nexus.” The second situation involves the use of
banners whereby one party to the communication gives prior consent to the monitoring.
Banners have to be acknowledged in some fashion by one party to the communication in
order for this situation to exist.

Systems administrators who monitor communications under conditions that do not fall
into either of the above situations may be performing an illegal wiretap. Conviction of
illegally monitoring a communication carries with it a potential fine and or imprisonment
of up to five years.
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