
Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?
Check out the list of upcoming events offering
"Windows Forensic Analysis (Forensics 500)"
at http://www.giac.org/registration/gcfe

http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gcfe


© 20
17

 The S
ANS In

sti
tute,

 Author R
eta

ins F
ull R

ights

© 2017 The SANS Institute Author retains full rights. 

Detection of Backdating the System Clock in 
Windows 

GIAC GCFE Gold Certification 

Author: Xiaoxi Fan, xfan@strozfriedberg.com 
Advisor: Barbara L. Filkins 
Accepted: March 12, 2017 

March 12, 2017 

Abstract 

In the digital forensic industry, evidence concerning date and time is a fundamental part 
of many investigations.  As one of the most commonly used anti-forensic approaches, 
system backdating has appeared in more and more investigations.  Since the system clock 
can be set back manually, it is important for investigators to identify the reliability of date 
and time so as to make further decision.  However, there is no simple way to tell whether 
the system clock has been backdated or tampered especially when it was subsequently 
reset to the correct time.  There are a variety of artifacts to detect the behavior of 
backdating the system clock.  If the investigator needs to prove the hypothesis that “the 
system clock has not been backdated,” he or she must examine multiple artifacts for 
corroboration.   

This paper presents three categories of related objects, showing how they work together 
in detecting system clock backdating: (1) system artifacts (e.g. Windows event log, 
$MFT, $Logfile, $UsnJrnl, Volume Shadow Copy, $STDINFO and $FILENAME 
timestamps, and Windows update logs); (2) application artifacts (e.g. antivirus update log 
and cloud storage sync log); and (3) Internet artifacts (e.g. Internet history and email).  
The paper intends to put together these artifacts and serve as a reference for investigators 
to detect system clock backdating. 



© 20
17

 The S
ANS In

sti
tute,

 Author R
eta

ins F
ull R

ights

© 2017 The SANS Institute Author retains full rights. 

Detection of Backdating the System Clock in Windows 	 2 
	

Xiaoxi	Fan,	xfan@strozfriedberg.com	 	 	

1. Introduction 
A timestamp is a recorded representation of a specific moment in time (Willassen, 

2008), which is an important attribute to reflect certain changes to the file.  The Windows 

operating system records the MAC timestamps of an individual file, an acronym that 

refers to the last modification time, access time, and creation time, respectively (Farmer, 

2000).  These timestamps can provide valuable information about what programs and 

files are used on Windows operating system.  Timestamps are updated in accordance to 

the BIOS or operating system clock.  They can provide a detailed sequence of the events 

that took place on the system and can help reconstruct the events to support the processes 

of computer forensics and incident response (Buchholz, Tjaden, 2007).  In most 

investigations, we need to determine what happened to the system and when by looking 

into the timestamp attributes of the file.  If the system clock is not accurate, it will affect 

the reliability of the timestamp attributes. 

For example, we encountered a case that a former employee was suspected of 

stealing the intellectual property of the company.  After this employee had known that his 

computer would be seized, he backdated the system clock to one-week prior, deleted a 

large number of files, and then copied and pasted some insignificant pictures multiple 

times to overwrite the deleted files.  Since the system clock had been backdated, all 

records of the deletion and copy activities indicated the actions happened one week ago, 

intending to mislead the result of any investigation.  Therefore, to obtain the reliable time 

information, an investigator must make sure the system clock is accurate and has never 

been backdated. 

Previous researchers have focused on the timestamps in digital forensics.  

Willassen proposed a method to enhance the use of timestamps as evidence, by 

formulating hypotheses about clocks and testing them for consistency with observed 

timestamps (Willassen, 2008).  Chow proposed a set of rules of timestamps to detect 

commonly used operations by end users, such as copy, delete, and download (Chow, 

2007).  Both these works focus on the use of timestamps in digital investigations, which 

require reliable time information.  However, there is no systematic research about 

measuring the reliability of the timestamps, such as how to tell whether or not t 
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backdating or tampering with the system clock has occurred.  This paper aims to analyze 

different kinds of artifacts to help investigators detect system clock backdating and 

tampering. 

2. Methodology 
A variety of sources provide timestamps: file system metadata, system logs, 

application data, and network data.  By consolidating the experiences acquired from 

digital forensic investigations, some familiar artifacts on Windows operating system and 

NTFS file system were analyzed to find the indicators of system clock backdating and 

tampering, specifically Windows Event Log and $MFT.   

We first created a test environment on a workstation, installing a set of commonly 

used applications to simulate a production environment.  We then backdated the system 

clock and adjusted it back to the correct time for several times to leave a trace of 

evidence in various kinds of artifacts for analysis.  The test image was searched to 

discover any logs which contain blocks of regularly recorded timestamps. 

In normal operations, new timestamps are usually recorded be an increasing 

sequence.  Any timestamp out of sequence possibly indicates the system has been 

backdated.  This method is to search all the data on disk level to find potential indicators 

of system clock backdating and tampering. 

3. Hypothetical Rules and Experiments 
We observed and examined three categories of the objects: 1) system, 2) 

application and 3) Internet.  We hypothesized a set of rules for each object that could be 

used to determine whether backdating and tampering with the system clock had occurred.  

By simulating different scenarios of system clock backdating and tampering, these 

experiments can help prove that the hypothetical rules work successfully to detect system 

clock backdating and tampering. 
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3.1. System Artifacts 
3.1.1. Windows Event Log – System Log 

1. Record No & Date and Time 

Each event log record has a Record No.  Each Record No is sequential in 

increasing order according to time and can be distinguished from each other.  The latest 

(i.e., most recent) event record is assigned the largest Record No. as shown in Figure 1.  

The record with the highest Record No has been produced after the record with the 

lowest Record No.  As the Record No increases, the Date and Time column should 

increase as well. 

 

Figure 1: Standard System Event Log 

When the Record No increases but the Date and Time is backdated, this is a sign 

that the system clock has been backdated (Figure 2). 

 

Figure 2: Standard System Event Log with Possible Backdating 

2. Source & Event ID 

Whenever a change to the system clock occurs, a corresponding record will be 

created in the system event log with Source as “Microsoft Windows Kernel General” and 
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Event ID as 1.  As shown in Figure 2, Record 96300 is a record of system clock change, 

providing the details as “The system time has changed to 8/10/2015 5:45:07 PM from 

8/11/2015 5:45:07 PM” by user “STROZLLC.”  The change of time zone (without a 

change in date and time) is also recorded in the event log.  After changing, all date and 

time in previous records are shown in current time zone (Figure 3). 

 

Figure 3: System Event Log with Backdating 

Event log has a default size of 512KB in Windows XP, while in both Windows 

Vista and Windows 7 the default size is 20MB (Lee, 2011).  Once the log is full, it goes 

back to the beginning implementing a first-in-first-out overwriting process of old records. 

The easiest way to tell whether or not the system clock has been changed is to 

examine the event logs.  However, investigators need to pay attention that to the fact that 

Window may have overwritten old event records with newer ones as well as the 

possibility that an attacker or a user can delete the event logs.  If there is no trace in event 

logs of the system clock having been changed, this may be due to the event log record has 

been overwritten or deleted.  It is possible to find out the deleted event logs by recovering 

them from unallocated space.  If there is no result from the recovery, the investigators 

may want to assess other artifacts introduced in the following sections, since different 

artifacts can maintain the data with different time periods.    

3.1.2. Windows Event Log – Security Log 

The security event log will contain the same information, if system auditing, 

normally off by default, is enabled for system events.   Figure 4 shows an example of 

time change record in the security event log in Windows 7 system.  The system records 

the previous and new times, where the Source is “Microsoft Windows Security 

Auditing,”  the Category is “Security State Change,” and the Event ID is 4616.  In 
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Windows XP, the Event ID for system clock change is 520, which appears along with the 

Event ID 577 (privilege use logging) when manually changing the system time. 

 

Figure 4: Time Change Record in the Security Log 

If the auditing records are sorted by Record No, we see that the dates do not align. 

In this case, we can say that possible changes to the system clock have occurred. 

3.1.3. NTFS $LogFile 

In NTFS, journal file transactions are labeled with a number called Logical 

Sequence Number (LSN) that increases through the lifetime of the file system.  The 

functioning of the journaling feature in NTFS depends on this number being strictly 

increasing.  A higher LSN will be set for each new log record written.  So the sequence of 

LSN indicates the actual time sequence of the actions. 

After parsing the $LogFile using Triforce ANJP (Triforce, 2014), we do the 

following selection from the table logfile_event_ref.  As shown in Figure 5, in normal 

situation, the MFT modified time (column ie_mft_m_dt) should increase as the LSN 

(column chg_lsn) becomes larger.  

select loge_event_id, chg_name, chg_lsn, ie_c_dt, ie_m_dt, ie_mft_m_dt, ie_a_dt from 
logfile_event_ref where loge_event_id="Creations" order by chg_lsn; 

In column loge_event_id, only the events “Creations” are considered, and others 

such as “Deletions” are filtered out.  The reason is that for “Deletions,” the time attributes 
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will not be updated to the current system clock.  So if “Deletions” are included, the 

column ie_mft_m_dt may not be in increasing time sequence. 

The file created time (column ie_c_dt) may not be in increasing time sequence.  

For example, when a file text.txt is open, and its corresponding LNK file already exists, 

the corresponding LNK file will be updated, and the modified time, accessed time, MFT 

modified time of the LNK file will be updated to the current system clock and the created 

time remains no change.  We will compare MFT modified time to the LSN as the created 

time may not be in increasing time sequence as new actions are logged. 

 

Figure 5: Normal Situation 

As shown in Figure 6, the records are sorted according to LSN in ascending order. 

When backdating of the system clock occurs, we can identify it by recognizing the 

backdated MFT modified time (column ie_mft_m_dt). 

 

Figure 6: System Backdated 

The major drawbacks to this method are that the journal file has a limited size and 

that logging works in a circular fashion.  New records are added to the end of the file 

until the log reaches its full capacity. Then, the system frees up space for more recent 
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records, deleting the old records.  Compared to $LogFile, $UsnJrnl maintains more 

records. We will discuss this in the next.  Our test machine was in active use for eight to 

nine hours per day, supporting actions like file open, creation, modification, copy, 

deletion and application running. It was in non-active use for the remaining time. We 

found that $UsnJrnl will keep records for 1 to 2 days while $LogFile 2.5 to 3 hours. 

3.1.4. NTFS $UsnJrnl 

NTFS $UsnJrnl sequentially stores records in the same manner as $LogFile.  

After parsing $UsnJrnal, in table usn_event_ref, column ur_usn is Update Sequence 

Number (USN).  The USN information in each record determines its order.  The latest 

record has the largest USN with the sequence of USN indicating the actual time sequence 

of the actions.  Column ur_datetime is USN record date and time.  Therefore, in a normal 

situation, as ur_usn increases, ur_datetime should be in increasing sequence (Figure 7). 

 

Figure 7: $USN.Jml Normal Situation 

When the sequence of ur_datetime is not consistent with ur_usn, it indicates the 

system clock has been backdated (Figure 8).  Here, the system clock has been backdated 

seven days on 8/17/2015 06:57. 
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Figure 8: $USN.Jml System Backdated 

In $UsnJrnl, there is no need to filter out events like “Deletions” or 

“Renames_Moves” since ur_datetime is the date and time when the event occurs.  

Column ur_record_offset is the offset of the record within the USN Journal (the same 

value as in ur_usn).  Column ur_transaction_count is the transaction number (new 

transaction starts after a Close Reason) which is also in increasing sequence when adding 

a new record. 

Unlike $LogFile, $UsnJrnl does not overwrite old records, but it uses the concept 

of the sparse file (Oh, 2013).  New records are added at the end of $UsnJrnl.  When the 

size of the data space is bigger than the defined maximum size in $UsnJrnl setting, old 

records will be paged out to unallocated space, and it is possible to recover these old 

records.  According to previous research (Oh, 2013), it is possible to retrieve old records 

from several months or a year ago.  These recovered USN records are a useful resource to 

detect system backdating happened a long time ago. 

3.1.5. WindowsUpdate Log 

The WindowsUpdate.log, kept by the Windows update process at 

C:\Windows\WindowsUpdate.log, can also be used to infer the system clock change.  

The latest record is written at the end of the log.  In a typical situation, the timestamp of 

these entries increases when newer ones are created (Figure 9). 
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Records are regularly written into the log according to the time provided by the 

system clock.  Backdating of the system clock is indicated if the time sequence of these 

records goes backward in a given period.  In Figure 10, since the time of the records is 

not in increasing order, we can tell the system clock has been backdated one day at 

08/19/2015 12:23. 

 

Figure 9: WindowsUpdate.log Normal Situation 
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Figure 10: WindowsUpdate.log System Backdating 

WindowsUpdate.log has a maximum physical size of 2MB, after which it 

automatically rolls over.  The history contained in the file will be dependent upon how 

many entries have been generated in the 2MB.  The Windows Update Agent, which 

supports automated patch delivery and installation, also writes to this log. Thus, the 

number of log entries depends on the configuration of Windows Update.  With automatic 

updating is on, the log file may contain about one month of entries.  With automatic 

updating turned off, the log file may contain several months of entries. 

3.1.6. Volume Shadow Copy 

Volume shadow copy is a process that backs up the system volume, which can be 

created by the operating system automatically or the end user manually. Windows Vista 

or Windows 7 keeps approximately 20 volume shadow copies under C:\System Volume 

Information.  For a machine used daily on AC power without entering an idle state, we 

expect that a volume shadow copy is created every 1 to 2 days on Windows Vista and 
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every 7 to 8 days on Windows 7.  The actual frequency may be higher due to it can be 

created during software installation or by the end user manually (Szynalski, 2009). 

In a typical situation, the names of volume shadow copy GUIDs are similar for a 

particular time.  In Figure 11, the names of volume shadow copy GUIDs created in 2016 

are similar to each other, while they are quite different from the one created in 2013. 

 

Figure 11: Volume Shadow Copy Normal Situation 

A volume shadow copy found out of sequence may indicate backdating of the 

system clock. Figure 12 contains 16 volume shadow copies created from 12/22/2015 to 

6/9/2016 and sorted by the file created time.  The volume shadow copies created within a 

close time range have similar names. These are grouped using different colors.  However, 

the dispersed volume shadow copy created on 4/20/2016 16:30 does not have a similar 

name as either “orange group” or “blue group” nearby.  It has a similar name as the 

“yellow group” which means this volume shadow copy should have been created after 

the “blue group.”  This volume shadow copy was created with a backdated system clock.  
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Figure 12: Volume Shadow Copy System Backdating 

3.1.7. $Stdinfo and $Filename Timestamps 

The modified, created, and accessed timestamps shown in Windows Explorer are 

stored as $Stdinfo attributes.  Time modification tools, such as Timestamp, can easily 

change the $Stdinfo attributes.  In Figure 13, Timestamp is used to backdate the 

timestamps from 6/17/2016 to 5/17/2016. 

 

Figure 13: Timestamp Modification of $Stdinfo 

Apart from $Stdinfo attributes, there are also $Filename attributes which contain 

the timestamps.  Tools like Timestomp can reset the $Stdinfo attributes for a file to an 

arbitrary time, but not the $Filename attributes.  Therefore, $Filename attributes contain 

the real timestamps, while $Stdinfo attributes contain the modified timestamps.  By 

comparing $Stdinfo timestamps and $Filename timestamps using analyzeMFT.py script 

(Kovar, 2016), if $Stdinfo timestamps go before $Filename timestamps, the timestamps 

of the file may have been backdated.  Figure 14 is the output for the example file from 

the analyzeMFT.py script, which indicates backdating of the $Stdinfo timestamps in the 

archives. 

 

Figure 14: Backdating of $Stdinfo Timestamps 

3.1.8. CBS Log 
The CBS.log, located at C:\Windows\Logs\CBS\CBS.log, is updated when the 

System File Checker or Windows Modules Installer conducts certain operations.  The 

System File Checker SFC.exe writes the details of each verification and each repair 



© 20
17

 The S
ANS In

sti
tute,

 Author R
eta

ins F
ull R

ights

© 2017 The SANS Institute Author retains full rights. 

Detection of Backdating the System Clock in Windows 	 14 
	

Xiaoxi	Fan,	xfan@strozfriedberg.com	 	 	

process to CBS.log.  The Windows Modules Installer also writes to this log when 

installing optional features, updates, and service packs.  The latest record is written at the 

end of the log.  The record sequence should be consistent with the time sequence,  If not, 

backdating of the system clock is indicated.  Although this file is not updated as regularly 

as WindowsUpdate.log, it can be still considered as an indication for system clock 

backdating. 

3.2. Application Artifacts 
3.2.1. Antivirus Update Log 

When antivirus (AV) software is installed, we can find the trace of system clock 

change in the AV update log. For Symantec, the LiveUpdate will record all activities in 

“C:\ProgramData\Symantec\LiveUpdate\Log.LiveUpdate” every hour. LiveUpdate will 

write the time according to the system clock.   The latest record is written at the end of 

the log file.  Normally, the time of the records will increase when these records are 

created (Figure 15). 

 

Figure 15: AV Log Normal Situation 
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If the time sequence of the records decreases, backdating of the system clock 

during this period may have occurred.  In Figure 16, we can tell the system clock has 

been backdated one day between 8/11/2015 10:57 to 8/11/2015 11:57. 

 

Figure 16: AV Log System Backdating 

3.2.2. Google Drive Sync Log 

Installations of Google Drive result in a sync log being installed on the computer. 

For a Windows 7 system, this is located at 

%APPDATA%\Local\Google\Drive\sync_log.log.  Under normal situation, the latest 

record is at the end of the log (Figure 17). 
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Figure 17: Google Drive Log Normal Situation 

As shown in Figure 18, the time order of the records not continuously increasing 

indicates backdating of the system clock. 

 

Figure 18: Google Drive Log System Backdating 

3.2.3. Vmware-usbarb-n Log 

If VMware is used, the log for VMware USB Arbitration Service, vmware-

usbarb-n.log, is located under C:\Windows\Temp\vmware-SYSTEM.  The connection 

activity of the VM client is recorded in this log.  Again, the latest record is written at the 

end of each log.   
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In the case where the time sequence of records goes backward, backdating of the 

system clock can be inferred. Figure 19 shows an example where backdating of the 

system clock one day has occurred. 

 

Figure 19: VMware System Backdating 

3.3. Internet Artifacts 
3.3.1. Internet History 

Browser history for Chrome is contained in a SQLite database located at 

%APPDATA%\Local\Google\Chrome\User Data\Default\History.  Figure 20 shows that, 

in the table “visits,” the column “id” will be continuously increasing with the writing of 

each new record.  The column “visit_time” (local system time) should be in increasing 

sequence consistent with column “id.”  Small discrepancies between column “id” and 

“visit_time” are typical.  However, significant differences such as on the order of one day 

may indicate backdating of the system clock. 
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Figure 20: Chrome History Normal Situation 

To better view, the history data, Nirsoft’s ChromeHistoryView  v1.22 (Nirsoft, 

2011) was used to parse the database.  In the following example, column “Visit ID” and 

“Visited On” are not consistent in a sequence that indicates the system clock has been 

backdated seven days on 8/20/2015. 

 

Figure 21: Chrome History System Backdating 

IEF also can generate the Internet history report. Figure 22 is the “Chrome Web 

Visits” generated by IEF, sorted by column “Located At” (sort by table “visits,” field 

“id”).  The inconsistency of sequence in column “Date Visited Date/Time” indicates the 

system clock backdate.  Note in IEF, “Chrome Web History” is according to table “urls” 

that the same URL is recorded once with its last visit date/time, “Chrome Web Visits” is 

according to table “visits” that will record every visit with the visit date/time. 
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Figure 22: Chrome Web Visits 

Firefox presents a similar approach as Chrome. The history of Firefox is located 

at %APPDATA%\Roaming\Mozilla\Firefox\Profiles\<profile folder>\places.sqlite.  After 

using IEF to export “Firefox Web Visits,” sort it by table “moz_historyvisits” & field 

“id,” compare the sequence in column “Date Visited Date/Time” to detect any 

inconsistency.  The following example has a backdated system clock on 8/20/2015. 

 

Figure 23: Firefox System Backdating 

3.3.2. Internet Download 

Chrome download history is also stored in 

%APPDATA%\Local\Google\Chrome\User Data\Default\History.  In table “downloads,” 

the column “id” is continuously increasing when adding a new download record.  Each 
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record represents a download. The column “start time date/time” is the time when the 

download started, the time obtained from local system clock time.  

We performed a few tests to observe the behaviors of Chrome. If a download is 

paused and resumed again, the “start time” is the time when the download was firstly 

started and does not update to the resume time. 

If a download is canceled and then restarted from the download window, there 

will be two records in download history.  The “start time” of the first record is the time 

when the download first started.  The “start time” of the second record is the time when 

the download restarted. 

A download removed from the download list also deletes the record from table 

“downloads.”  In column “id,” if there is a gap in the middle from removing a record 

from the list, the id number will not get used. 

Therefore, the column “id” indicates the sequence of download actions, and the 

column “start time date/time” should be consistent with this sequence.  When “id” 

increases, “start time date/time” should increase. Otherwise, backdating of the system 

clock may have occurred. 

In the example, IEF is used to parse “Chrome Downloads,” after sorting the 

records according to table “downloads” and field “id,” we can check column “start time 

date/time” and find the system clock backdate at line 21. 

 

Figure 24: Chrome Downloads System Backdating 

For Firefox, download history is included in table “moz_annos” of 

%APPDATA%\Roaming\Mozilla\Firefox\Profiles\<profile folder>\places.sqlite.  Since 
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IEF does not parse the “start time,” we need to look at the history file. In table 

“moz_annos,” filter column “anno_attribute_id” with all download related attributes, then 

compare the sequence in column “id” and column “dateAdded.”  The inconsistency in 

these two columns indicates system clock backdate. 

3.3.3. Internet Cookie 

A cookie may contain timestamps; some represent local system time, others the 

server side (Obsidian Forensics, 2013).  Server-side timestamps include cookie creation 

time and cookie last access time.  Backdating of the system clock can be determined by 

comparing these timestamps. Since the server-side time extracted from the cookie is the 

actual time, it will be quite different from the cookie creation/last access time generated 

locally.  A small difference like a few seconds between the server-side timestamp and 

cookie creation/last access time is reasonable, while significant difference like days or 

months demand attention. 

In the following example, Firefox’s cookies report is extracted using IEF.  By 

comparing the server-side timestamp, highlighted in column “value,” and the cookie 

creation/last access time (column “creation date/time” or “last accessed date/time”), we 

can tell whether the system clock is correct during that period.  In the example, the 

server-side timestamp is translated (column “server-side timestamp”).  We can see many 

popular websites contain server-side timestamps in the cookies, like Google, Twitter, 

Baidu, Wikipedia, LinkedIn, Sina Weibo, Microsoft, and Reddit.  

Accessing a cookie for the second time if the server-side timestamp records the 

cookie creation time, then the server-side timestamp in the “value” will not change; while 

if the server-side timestamp records the cookie last access time, then the server-side 

timestamp in the “value” will update.  Therefore, we can test to determine whether a 

server-side timestamp is cookie creation time or cookie last access time so that the server-

side timestamp can be compared to the corresponding locally generated cookie time.  The 

server-side timestamps in the example have been tested and noted in column “server-

side_creation or last access,” then the translated server-side timestamp is compared to the 

corresponding cookie creation/last access time to detect system clock change.  In the 
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example, the system clock has been backdated to 8/19/2015 on 8/26/2015 and backdated 

to 8/30/2015 on 8/31/2015. 

 

Figure 25: Cookie Analysis for System Backdating 

3.3.4. Email 

Like a cookie, an email header contains server generated timestamps (Table 1) 

which are the correct time(s) when the email is sent/received.  If we find msg/eml email 

file on the computer, the MAC (modified, accessed, created) time of msg/eml file should 

not be earlier than the timestamp in the email header.  Otherwise, one should be 

suspicious that backdating of the system clock may have occurred when the email is 

sent/received or tampering with the MAC time of the email has occurred. 

Table 1: Email Header Analysis 

Received: from TEST1.PUBLIC (10.***.***.***) by 
TEST2.PUBLIC (10.***.***.***) with Microsoft SMTP Server (TLS) id 
8.3.83.0; Wed, 12 Aug 2015 15:49:22 +0100 
Received: from TEST3.PUBLIC ([fe80::****:****:****:****]) by 
TEST1.PUBLIC ([::1]) with mapi; Wed, 12 Aug 2015 10:49:52 
-0400 
Content-Type: application/ms-tnef; name="winmail.dat" 
Content-Transfer-Encoding: binary 
From: testing <testing@gmail.com> 
Date: Wed, 12 Aug 2015 10:49:19 -0400 
Subject: Testing Mail: 8.12.2015 
Thread-Topic: Testing Mail: 8.12.2015 
Thread-Index: AdDURlLGjGeqnJfUQriC0dWzJa570w== 
Message-ID: 
<C196E3C30064894A9508503BB740B46E2803A2FB2A@TEST3.PUBLIC> 
Accept-Language: en-US 
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Content-Language: en-US 
X-MS-Has-Attach: yes 
X-MS-Exchange-Organization-SCL: -1 
X-MS-TNEF-Correlator: 
<C196E3C30064894A9508503BB740B46E2803A2FB2A@TEST3.PUBLIC> 
MIME-Version: 1.0 
X-Auto-Response-Suppress: DR, OOF, AutoReply 
To: Undisclosed recipients:; 
Return-Path: testing@gmail.com 

4. Conclusion 
In this paper, we introduced various ways to determine whether backdating of or 

tampering with the system clock has occurred.  We discussed three categories of artifacts 

related to the system, applications, and the Internet.  We compared the patterns of 

timestamps in normal and backdating situations and determined that our hypothetical 

rules were proved to be correct.   

We introduced how these artifacts maintain records, including estimating how 

many records can be expected in a given period so that the investigators can determine 

what objects would help in different situations.  By applying these rules, we can tell if 

backdating or tampering has occurred. 

For future work, the results from analyzing various artifacts will be combined to 

infer the details of backdating, e.g. when backdating of the system clock occurred, 

determining which timestamps to trust after backdating, and so forth 
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