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Abstract

In the digital forensic industry, evidence concerning date and time is a fundamental part
of many investigations. As one of the most commonly used anti-forensic approaches,
system backdating has appeared in more and more investigations. Since the system clock
can be set back manually, it is important for investigators to identify the reliability of date
and time so as to make further decision. However, there is no simple way to tell whether
the system clock has been backdated or tampered especially when it was subsequently
reset to the correct time. There are a variety of artifacts to detect the behavior of
backdating the system clock. If the investigator needs to prove the hypothesis that “the
system clock has not been backdated,” he or she must examine multiple artifacts for
corroboration.

This paper presents three categories of related objects, showing how they work together
in detecting system clock backdating: (1) system artifacts (e.g. Windows event log,
$MFT, $Logfile, $Usnlrnl, Volume Shadow Copy, SSTDINFO and SFILENAME
timestamps, and Windows update logs); (2) application artifacts (e.g. antivirus update log
and cloud storage sync log); and (3) Internet artifacts (e.g. Internet history and email).
The paper intends to put together these artifacts and serve as a reference for investigators
to detect system clock backdating.
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1. Introduction

A timestamp is a recorded representation of a specific moment in time (Willassen,
2008), which is an important attribute to reflect certain changes to the file. The Windows
operating system records the MAC timestamps of an individual file, an acronym that
refers to the last modification time, access time, and creation time, respectively (Farmer,
2000). These timestamps can provide valuable information about what programs and
files are used on Windows operating system. Timestamps are updated in accordance to
the BIOS or operating system clock. They can provide a detailed sequence of the events
that took place on the system and can help reconstruct the events to support the processes
of computer forensics and incident response (Buchholz, Tjaden, 2007). In most
investigations, we need to determine what happened to the system and when by looking
into the timestamp attributes of the file. If the system clock is not accurate, it will affect

the reliability of the timestamp attributes.

For example, we encountered a case that a former employee was suspected of
stealing the intellectual property of the company. After this employee had known that his
computer would be seized, he backdated the system clock to one-week prior, deleted a
large number of files, and then copied and pasted some insignificant pictures multiple
times to overwrite the deleted files. Since the system clock had been backdated, all
records of the deletion and copy activities indicated the actions happened one week ago,
intending to mislead the result of any investigation. Therefore, to obtain the reliable time
information, an investigator must make sure the system clock is accurate and has never

been backdated.

Previous researchers have focused on the timestamps in digital forensics.
Willassen proposed a method to enhance the use of timestamps as evidence, by
formulating hypotheses about clocks and testing them for consistency with observed
timestamps (Willassen, 2008). Chow proposed a set of rules of timestamps to detect
commonly used operations by end users, such as copy, delete, and download (Chow,
2007). Both these works focus on the use of timestamps in digital investigations, which
require reliable time information. However, there is no systematic research about

measuring the reliability of the timestamps, such as how to tell whether or not t
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backdating or tampering with the system clock has occurred. This paper aims to analyze
different kinds of artifacts to help investigators detect system clock backdating and

tampering.

2. Methodology

A variety of sources provide timestamps: file system metadata, system logs,
application data, and network data. By consolidating the experiences acquired from
digital forensic investigations, some familiar artifacts on Windows operating system and
NTEFS file system were analyzed to find the indicators of system clock backdating and
tampering, specifically Windows Event Log and $SMFT.

We first created a test environment on a workstation, installing a set of commonly
used applications to simulate a production environment. We then backdated the system
clock and adjusted it back to the correct time for several times to leave a trace of
evidence in various kinds of artifacts for analysis. The test image was searched to

discover any logs which contain blocks of regularly recorded timestamps.

In normal operations, new timestamps are usually recorded be an increasing
sequence. Any timestamp out of sequence possibly indicates the system has been
backdated. This method is to search all the data on disk level to find potential indicators

of system clock backdating and tampering.

3. Hypothetical Rules and Experiments

We observed and examined three categories of the objects: 1) system, 2)
application and 3) Internet. We hypothesized a set of rules for each object that could be
used to determine whether backdating and tampering with the system clock had occurred.
By simulating different scenarios of system clock backdating and tampering, these
experiments can help prove that the hypothetical rules work successfully to detect system

clock backdating and tampering.
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3.1. System Artifacts

3.1.1. Windows Event Log — System Log
1. Record No & Date and Time

Each event log record has a Record No. Each Record No is sequential in
increasing order according to time and can be distinguished from each other. The latest
(i.e., most recent) event record is assigned the largest Record No. as shown in Figure 1.
The record with the highest Record No has been produced after the record with the
lowest Record No. As the Record No increases, the Date and Time column should

increase as well.

Time in the T T
Sort

same sequence
Type Joae Tine Event Source Category User Computer Record o |(sarption
@ Information lBIIleDlS 5:40:34 PM 7036 We(uﬁd None NA FK_HK_9117.HePrivate.Joc: 96299 Yhe Mukimedia Class Scheduler service entered the running state.
@ Information 8/11j2015 5:40:05 PM 7036 Service Control None NjA FK_HK_9117.HePrivate.Joc: 96298 e Google Lipdate Service (qupdate) service entered the stopped state,
@ Information 8/11j2015 5:39:06 PM 703% jSiemceCutrd None NjA FK_HK_9117.HePrivate.Joc: 96297 e Google Update Service (qupdate) service entered the running state.
@ Information | Iy S:34:11 PM 703% ?_etvte Control None NjA FK_HK_9117. HePrivate. ot 96296 The Mukimedia Class Scheduler service entered the stopped state,
(i) tnformation B/11/201S  S:30:10PM 703 Service Cotral — None NA FK_HK_9117.HePrivate b 96295 The Google Update Service (qupdate) service entered the stopped state.
@ Information 8/11/2015 5:23:07 PM 7036 Service Control None NjA FK_HK_9117.HePrivate.Joc 96294 e Googhe Lipdate Service (qupdate) service entered the running state,
@ ) Information 8/11j2015 5:26:07 PM 703% Serv(e Control None NjA FK_HK_9117. HePrivate.Joc: 96293 e Appication Experience service entered the running state,
@ Information fsij2018 5:25:26 PM 703% ?_etvte Control None NjA FK_HK_9117. HePrivate.Joc 96292 The Applcation Experience service entered the stopped state.
@l Information 8f11/2015 S:17:04 PM 0% _SFrv(eCurﬁd None NfA FK_HK_9117.HePrivate.Joc 96291 The Mukimedia Class Scheduler service entered the running state.
@ ) Information 8/11/2015 S:12:33PM 7036 Service Control None NjA FK_HK_9117.HePrivate.Joc 96290 e Diagnostic System Host service entered the stopped state.
(i) Information gH0S  Si742PM 7036 Servee Correl e N F_HC M7 HPrvatedocd 96289 e Mukiedia Class Scheduler service entered the stopped state.

Figure 1: Standard System Event Log

When the Record No increases but the Date and Time is backdated, this is a sign
that the system clock has been backdated (Figure 2).

Time goes backT Sort T

Type Date Time venk Source Category User Compuker mmmn
(§) Information 810/2015 5:45:07 PM | Miarosoft-Windows-Kemel-General _ None FHC SUTISTROZULC P HK 9117, HiPrivate Jod 96301 Et System time has changed to 8]10/2015 5:45:07 PH from §/10/2015 5:45:07 PM.
I (i) Information 8/10/2015 5:45:07PM 1 Mcrosoft-Windows-Kermel-General  None FK_HK_S1ITASTROZLLC FX_HK 9117 HiPrivate bk 96300 T system time has changed to 8/10/2015 5:45:07 PM from 8/11/2015 5:45:07 PM. I
l‘ Information 8/11j2015 5:40:34 PM 7036 Service Control Manager None NfA FX_HK_9117 HePrivake Jod] 96299 The Mukimedia Class Scheduler service entered the running state.
Ew Information 8/11j2015 5:40:05PM 7036 Service Control Manager None NjA FK_HK_9117 HePrivate.Jod] 96298 T Google Update Service (qupdate) service entered the stopped state.
@ Information 8/11j2015 5:39:06PM 7036 Service Control Manager None NjA FX_HC 9117 HiPrivake g 96297 T Google Update Service (qupdate) service entered the running state.
(i) Information 8f11j2015  S:3H1LPM 7036 Service Control Manager None NfA FK_HC 9117 HePrivake k] 9629 The Multimedia Class Scheduer service entered the stopped state.
(i) Information 8j11/2015 5:30:10PM 7036 Service Control Manager None NjA FK_HK_9117 HePrivate Jod} 96295 T Google Update Service (qupdate) service entered the stopped state.
j:i:w Information 8/11j2015 5:29:07PM 7036 Service Control Manager None NjA FK_HC 9117 HicPrivate g 96294 Tile Google Update Service (qupdate) service entered the running state.

Figure 2: Standard System Event Log with Possible Backdating
2. Source & Event ID

Whenever a change to the system clock occurs, a corresponding record will be

created in the system event log with Source as “Microsoft Windows Kernel General” and
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Event ID as 1. As shown in Figure 2, Record 96300 is a record of system clock change,
providing the details as “The system time has changed to 8/10/2015 5:45:07 PM from
8/11/2015 5:45:07 PM” by user “STROZLLC.” The change of time zone (without a
change in date and time) is also recorded in the event log. After changing, all date and

time in previous records are shown in current time zone (Figure 3).

ﬁ Dals i LSoue [Cacoqy =3 IConpute, Recoudtio. Descintion
@) Infarmation 8/10/2015 9:49:35 AM 1 Microsoft-Windaows-Ke None FK_HK_9117\STROZLLC FK_HK_9117 HKPrivate.local 96307 The system time has changed to 8/10/2015 9:49:35 AM from 8{10{2015 9:49:35 AM,
() Ini ‘ormation B[m Tarien AN 7000, SETvICE Control Tone m FK_HK_S117. HKPrivate. local i Multimedia Class Scheduler service entered the stopped state.,

\i; Information 8/10/2015 9:46:02 AM 703 Service Control None NfA FK_HK_9117 HKPrivate.local 96305 The Virtual Disk service entered the stopped state.

{E] Information 8/10/2015 9:46:02 &M 4 ;l-irtuaW Disk Service  Mone NjA FK_HK_9117 HKPrivate.local 96304 Service stopped.

<’j) Information 8/10/2015 9:45:55 AM 7036 Service Contral None NjA FK_HK_9117 HKPrivate.local 96303 The Virtual Disk service entered the running state.

{i} Information 8/10/2015 9:45:55 AM 3 -V}vtua\ Disk Service  Mone NjA FK_HK_9117 HKPrivate.local 96302 Service started,

(i E\; Information 8/10/2015 9:45:07 &M 1 Microsoft-Windows-Ke None FK_HK_9117\STROZLLC FK_HK_9117 HKPrivate.local 96301 The system time has changed to 8/10/2015 9:45:07 AM from 8{10{2015 9:45:07 AM,
d) Information 8/10/2015 9:45:07 AM 1 Microsoft-Windows-Ke None FK_HK_9117\STROZLLC FK_HK_9117 HKPrivate.local 96300 The system time has changed to 8/10/2015 9:45:07 AM from 8/11/2015 9:45:07 AM,
‘i‘ Information 8/11/2015 9:40:34 AM 7036 Service Control None NfA FK_HK_9117 HKPrivate.local 96299 The Multimedia Class Scheduler service entered the running state.

Figure 3: System Event Log with Backdating

Event log has a default size of 512KB in Windows XP, while in both Windows
Vista and Windows 7 the default size is 20MB (Lee, 2011). Once the log is full, it goes

back to the beginning implementing a first-in-first-out overwriting process of old records.

The easiest way to tell whether or not the system clock has been changed is to
examine the event logs. However, investigators need to pay attention that to the fact that
Window may have overwritten old event records with newer ones as well as the
possibility that an attacker or a user can delete the event logs. If there is no trace in event
logs of the system clock having been changed, this may be due to the event log record has
been overwritten or deleted. It is possible to find out the deleted event logs by recovering
them from unallocated space. If there is no result from the recovery, the investigators
may want to assess other artifacts introduced in the following sections, since different

artifacts can maintain the data with different time periods.

3.1.2. Windows Event Log — Security Log

The security event log will contain the same information, if system auditing,
normally off by default, is enabled for system events. Figure 4 shows an example of
time change record in the security event log in Windows 7 system. The system records
the previous and new times, where the Source is “Microsoft Windows Security

Auditing,” the Category is “Security State Change,” and the Event ID is 4616. In
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Windows XP, the Event ID for system clock change is 520, which appears along with the
Event ID 577 (privilege use logging) when manually changing the system time.

Time goes backT
—
Type Dote. TTime. Evert Source |Category User [Computer
<, Audt Succed 8/10/2015 5:45:55 PM 4672 Microsoft-Windows-Security-Audting Special Logon NA FE_HK_9117. HKPrivate Jocd

5:45:55FM 4624 Mcrosoft-Windows-SecrRy-Audting  Logon NiA FX_HK_9117.HcPrivate Jocd
5:45:07 PM 4616 Microsoft-Windows-Security-Audting
ms|uaosdt -Windows-Securty- Aaam

8/10/2015

3t Fare) o S 3
£ Audt Fabrell 871172015 6281 Mcrosoft-Windows-Securiy-Audting  System Integrity FX_HK_9117.HiPrivate Joc: (odexmevxyd«umtmmwmdmmmu v
£ Audt Faburell 8/11/2015 5:02:00 PM 6281 Microsoft-Windows-Securiy-Audting  System Integrity NiA FI_HK_9117.HiPrivate Joc: 2816 Code anwanmkwmwhmdmwﬁeaem

A, Aude succedl 8/11/2015  4:43:40PM 4648 Microsoft-Windows-Security-Audting  Logon A FI_HK_9117.HiPrivate Joc 281628 kogon was stanpted using exphck credentisls. Subject: Security ID:
G rodtrobuefl 8112015 waz22Pm 6281 Mcrosoft-Windows-Securky-Audting  System IntegrRy NA FK_HK_9117.HPrivate Joc 28161l Code Inteority determined thak the pags hashes of an mage e are not vad, The fis coud be
| Audt Succedl 8/11/2015  4:34:32PM 4672 Mirosoft-Windows-Securky-Audting  Specil Logon NA FK_HK_5117.MPrivate Joc
A, Audt succedl 8/11/2015  4:3432PM 4624 Microsoft-Windows-Securky-Audting  Logon NA FE_HK_9117.HiPrivate Joc
A Audtsucced B/11/2015 432154 PM 4672 Mcrosoft-Windows-Security-Audting  Specid Logon NA FK_HK_9117.HPrivate Joc
A, Audkt Succe G/11/2015  4:32:54PM 4624 Marosoft-Windows-Securty-Audtng  Logon NA FK_HK_9117.HPrivate Joc
& rosrsre] juiz0rs a:2soem 6281 Microsoft-Windows-Securty-Audting  System Integriy NA FE_HK_9117.HiPrivate Joc
A Audt succedl B/11/2015 432148 PM 4672 Microsoft-Windows-Securky-Audting  Special Logon NA FK_HK_9117.HiPrivate Joc
A, Audkt Succel S11/201S 43248 PM 4624 Mrosoft-Windows-Securky-Audting  Logon NiA FK_HK_9117.HPrivate Joc
A, Audkt Succed B11/201S  4:2:48FPM 4648 Mcrosoft-Windows-Securty-Audting  Logon NA FK_HK_9117.HPrivate Joc
A, Aude suceed] 8/11/2015  4:32:48PM 4624 Microsoft-Windows-Security-Audtng  Logon NA FE_HK_9117.HiPrivate Joc
A, AudtSuccel S11/201S  4:32:48PM 4672 Mcrosoft-Windows-Secury-Audtng  Specid Logon NiA FX_HK_9117.HPrivate b
A, Audt Succesl 8/11/2015 4:32:48 PM 4634 Mcrosoft-Windows-Security-Audting  Logoff NiA FK_HK_9117.HKPrivate Joc:
\ Bkt Srad AlIEAIE a0.sacm 4628 Mernentt-Windomuc.Sactwibv-Bivbbion | aoon wia B Q117 haBrivate b

The system time was changed.
Subject:

Uondusiag]

Securiy ID: 5-1-5-21-3628116519-1697414615-1650434039-1000
Account Name: STROZUC

Account Domain: FI_HC 9117

Logon I0:

Process Infoemation:

Process ID: (o)

Name: (o)
Previous Tene: 8/10/2015 5:45:07 PM /1172015 5:45:07 PM
New Tene: C:\Windows|System32\rundi2.exe 00001SFC

This event is generated when the system tie is changed. It is normal for the Windows Time Service, which runs with System priviege, to change the system time on a reguar basis, Other system time changes may be indicative of atternpts to tamper with the computer.

Figure 4: Time Change Record in the Security Log

If the auditing records are sorted by Record No, we see that the dates do not align.

In this case, we can say that possible changes to the system clock have occurred.

3.1.3. NTFS $LogFile

In NTFS, journal file transactions are labeled with a number called Logical
Sequence Number (LSN) that increases through the lifetime of the file system. The
functioning of the journaling feature in NTFS depends on this number being strictly
increasing. A higher LSN will be set for each new log record written. So the sequence of

LSN indicates the actual time sequence of the actions.

After parsing the $LogFile using Triforce ANJP (Triforce, 2014), we do the
following selection from the table logfile event ref. As shown in Figure 5, in normal
situation, the MFT modified time (column ie_mft m_dt) should increase as the LSN
(column chg_Isn) becomes larger.

select loge _event id, chg name, chg Isn, ie c_dt, ie m_dt ie mft m_dt ie a dt from
logfile event ref where loge event id="Creations" order by chg Isn;

In column loge event id, only the events “Creations” are considered, and others

such as “Deletions” are filtered out. The reason is that for “Deletions,” the time attributes
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will not be updated to the current system clock. So if “Deletions” are included, the

column ie mft m_dt may not be in increasing time sequence.

The file created time (column ie _c¢_dt) may not be in increasing time sequence.

For example, when a file text.txt is open, and its corresponding LNK file already exists,

the corresponding LNK file will be updated, and the modified time, accessed time, MFT

modified time of the LNK file will be updated to the current system clock and the created

time remains no change. We will compare MFT modified time to the LSN as the created

time may not be in increasing time sequence as new actions are logged.

FulView | RemView | Sorpt Outpt

loge_event_id
26 Creations \Windows\SysWOWS\FREQDB~10B-
327 Creations \Windows\SysWOWS4\freqdb.db-journal
328 Creations \Windows\SysWOW64\FREQDB~1DB-

329 Creations

330 Creations

331 Creations

333 Creations

3 Creations

334 Creations

335 Creations

36 Creations

\Windows\SysWOWS4\freqdb.db-jourmal
\Windows\SysWOWS4\FREQDB~ 108
\Windows\SysWOW64\freqdb.db-joumal
\Windows\SysWOWS4\FREQDB~108-
\Wsers\STROZLLC\Desktop\EventiNew Text Document.bt
WUsers\STROZULC\Desktop\Evert\WNEWTEX~LTXT
\Windows\Sys WOWE4\freqdb.db-jourmal

\Windows\SysWOW6\FREQDB~10B-

chg_name

Sort ‘L

Time in the
same sequence

chg_tsn
16612732604
16612906910
16612908936|
16612910283
16612910319

1661

|

iecdt ie_m_dt

R015-08-12 09:39:96.205 2015-08-12 09:39:06.424
R015-08-12 09:44:36.924 2015-08-12 09:44:36,924
015-08-12 09:4436.924  2015-08-12 09:44:36.924
£015-08-12 09:44:36.924 2015-08-12 09:44:37.102

015-08-12 09:44:36.924 2015-08-12 05:44:37.102

16612923555
16612930802
16612930423
16612930893

16612930913

1209:4856.892  2015-08-12 09:44:56.892

R015-08-12 09:44:56.892 2015-08-12 09:44:56.892
2015-08-12 09:45:06.392 2015-08-12 03:45:06.392
015-08-12 09:45:06.392  2015-08-12 09:45:06.392
R015-08-12 09:4456.892 2015-08-12 09:45:06.595

2015-08-12 09:44:56.892 2015-08-12 09:45:06.595

Figure 5: Normal Situation

e_mftm_dt
2015-08-12 09:39:06.424
2015-08-12 09:44:36.924
2015-08-12 09:44:36.924
2015-08-12 09:44:37.12
2015-08-12 09:44:37.142
2015-08-12 09:44:56.892
2015-08-12 09:44:56.692
2015-08-12 09:45:06.352
2015-08-12 09:45:06.392
2015-08-12 09:45:06.555

2015-08-12 09:45:06.595

fe_a dt
2015-08-12 09:39:06.424
2015-08-12 09:44:36.924
2015-08-12 09:44:36.924
2015-08-12 09:44:37.182
2015-08-12 09:44:37.102
2015-08-12 09:44:56.892
2015-08-12 09:44:56.892
2015-08-12 09:45:06.392
2015-08-12 09:45:06.392
2015-08-12 09:45:06.595

2015-08-12 09:45:06.555

As shown in Figure 6, the records are sorted according to LSN in ascending order.

When backdating of the system clock occurs, we can identify it by recognizing the

backdated MFT modified time (column ie_mft m_dt).

Fview | Itemview

loge_event id

354 Creations

355 Creabons
356 Creations
357 Creations

Saer Output

chg_name
\Windows\SysWOWB&\freqdb.db-journal
\Windows\SysWOWEA\FREQOB~108-
\Windows\SysWOWE&\freqdb.db-journal

\Windows\SysWOWE\FREQOB~108-

Sort l,

chg lin
16613089957

16613089993

1661303202

16613081258

iec_dt

015-08-12 05:49:10.298

015-08-12 09:43:10,298

015-08-12 09:45:10.298

015-08-12 09:43:10,298

Time goes back l

et ie_mit_m_dt

2015-08-1209:49:10.298 | 2015-08-12 09:49:10.298
2015-08-1209:49:10.298 [ 2015-08-12 09:49:10.298
2015-08-1209:49:10532 | 2015-08-12 09:49:10.532

2015-08-1208:49:10.532 [ 2015-08-12 09:48:10.532

ieadt

2015-08-12 03:43:10.298

2015-08-12 09:43:10.298

2015-08-12 09:43:10.532

2015-08-12 09:43:10.532

358 Creabons

L
360 Creations

361 Creations

352 Creations

363 Creations

364 Creations

\Windows\SyWOWS4\freqdd.do-joumal

GLEDRN T

\Wsers\STROZLLC

Word D L
\Users\STROZLLC\Desktop\Event\NEWMIC~1DOC
\Windows\SysWOWS4\freqdb.do-joumnsl
\Windows\SysWOWE&\FREQDE~1.08-

\Windows\Sys WOWE&\freqdb.db-journsl

16613099544
16613099574
16613099992
16613100008

16613110099

015-08-11 09:49:22.048
015-08-11 09:43:22.048
015-08-11 09:49:16.135
015-08-11 03:43:16.135

015-08-11 09:49:16.135

Figure 6: System Backdated

015-08-11 09:49:16.135

—
2015-08-11 09:49:16.135
PLEIB VLT D R

2015-08-1109:49:22.048

7015-00-11 03.49:16.035
o
2015-03-1109:49:22.088
2015-08-1109:49:22.088 | 2015-08-11 09:49:22.048
2015-08-1109:49:22.297 [ 2015-08-11 09:49:22.297
2015-08-1109:49:22.297 [ 2015-08-11 09:49:22297

2015-08-1109:49:35.651 [ 2015-08-11 09:49:35.651

—
2015-08-11 09:45:16.135 I

2015-08-11 09:43:22.048
2015-08-11 09:43:22.048
2015-08-11 09:43:22.297
2015-08-11 03:43:22.297

2015-08-11 09:43:35.651

The major drawbacks to this method are that the journal file has a limited size and

that logging works in a circular fashion. New records are added to the end of the file

until the log reaches its full capacity. Then, the system frees up space for more recent
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records, deleting the old records. Compared to $LogFile, $UsnJrnl maintains more
records. We will discuss this in the next. Our test machine was in active use for eight to
nine hours per day, supporting actions like file open, creation, modification, copy,
deletion and application running. It was in non-active use for the remaining time. We

found that $UsnJrnl will keep records for 1 to 2 days while $LogFile 2.5 to 3 hours.

3.1.4. NTFS $UsnJrnl

NTFS $UsnJrnl sequentially stores records in the same manner as $LogFile.
After parsing $UsnJrnal, in table usn_event ref, column ur_usn is Update Sequence
Number (USN). The USN information in each record determines its order. The latest
record has the largest USN with the sequence of USN indicating the actual time sequence
of the actions. Column ur_datetime is USN record date and time. Therefore, in a normal

situation, as ur_usn increases, ur_datetime should be in increasing sequence (Figure 7).

l Time in the i
Sort

same sequence

1 usne_event_id ure_fullname ur_usn ur_record_offset ur_transaction_count Jur_datetime

14011 Renames_Moves \Program Files\EnCase6\Backup\test2.0.Casdq 4357933552 4357933552 148781) 08/24/2015 04:43
14012 Renames_Moves \Program Files\EnCaseé\Backup\test2.0.cbal] 4357933648 4357933648 1438781} 08/24/2015 04:43
14013 Renames_Moves \Program Files\EnCase6\Backup\test2.1.chal 4357933824 4357933824 148782] 08/24/2015 04:43
14014 Renames_Moves \Program Files\EnCase6\Backup\test2.x.chal 4357933912 4357933912 148782) 08/24/2015 04:43
14015 Renames_Moves \Program Files\EnCase6\Backup\test2.0.chal 4357934088 4357934088 148783] 08/24/2015 04:43
14016 Renames_Moves \Program Files\EnCaseé6\Backup\test2.1.chalf 4357934176 4357934176 148783] 08/24/2015 04:43
14017 Deletions \Program Files\EnCase6\Backup\test2.x.chal 4357934352 4357934352 1487844 08/24/2015 04:43
14018 Creations \Windows\SyswOowed\freqdb.db-journal | 4357948112 4357948112 148849) 08/24/2015 04:44
14013 Deletions \Windows\SyswOwed\freqdb.db-journal 4357348576 4357948576 148850] 08/24/2015 04:44
14020 Creations \Program Files\EnCase6\Backup\test2.0.Casq 4358006032 4358006032 149115| 08/24/2015 04:48
14021 Renames_Moves \Program Files\EnCase6\Backup\test2.0.Casq 4358006416 4358006416 149116] 08/24/2015 04:43
14022 Renames_Moves \Program Files\EnCaseé\Backup\test2.0.cbal] 4358006512 4358006512 149116} 08/24/2015 04:48
14023 Renames_Moves \Program Files\EnCase6\Backup\test2.1.chal 4358006688 4358006688 1439117] 08/24/2015 04:48
14024 Renames_Moves \Program Files\EnCaseé6\Backup\test2.x.chalf 4358006776 4358006776 149117 08/24/2015 04:48
14025 Renames_Moves \Program Files\EnCases\Backup\test2.0.cbal] 4358006952 4358006952 149118} 08/24/2015 04:48
14026 Renames_Moves \Program Files\EnCaseé&\Backup\test2.1.chal] 4358007040 4358007040 149118] 08/24/2015 04:48
14027 Deletions \Program Files\EnCase6\Backup\test2.x.chal 4358007216 4358007216 149119] 08/24/2015 04:48
14028 Creations \Program Files\EnCase6\Backup\test2.0.Casq 4358077824 4358077824 149446] 08/24/2015 04:53
14023 Renames_Moves \Program Files\EnCase6\Backup\test2.0.Casq 4358078208 4358078208 1439447 08/24/2015 04:53

Figure 7: SUSN.Jml Normal Situation

When the sequence of ur_datetime is not consistent with ur_usn, it indicates the
system clock has been backdated (Figure 8). Here, the system clock has been backdated
seven days on 8/17/2015 06:57.

Xiaoxi Fan, xfan@strozfriedberg.com
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Sort l,

Time goes back i

1 usne_event_id ure_fullname ur_usn Iur_record_offset ur_transaction_count fur_datetime
15064 Renames_Moves \Program Files\EnCase6\Backup\test2.x.chal 435996832 4359968328 158336 | 08/24/2015 06:55
15065 Renames_Moves \Program Files\EnCase6\Backup\test2.0.chall 435996850 4359968504 158337 08/24/2015 06:55
15066 Renames_Moves \Program Files\EnCaseé\Backup\test2.1.cball 435996859 4359968592 158337]08/24/2015 06:55
15067 Deletions \Program Files\EnCase6\Backup\test2.x.cball 435996876 4359968768 158338 08/24/2015 06:55
15068 Creations \Windows\Syswoweéa\freqdb.db-journal 4359992641 4359992640 158443 08/24/2015 06:57
15063 Deletions \Windows\SyswOweéd\freqdb.db-journal 435999310 4359993104 158450 08/24/2015 06:57
15070 Creations \Windows\SyswOwed\freqdb.db-journal | 435999328 4359993280 158452 08/24/2015 06:57
15071 Deletions \Windows\SysWOWGA\freqdb.db-iouma_l 4359399374, 4359993744 158453]08/24/2015 06:57
I15072 Creations \Windows\Prefetch}RUNDLLBZ.EXE-8811457 435999521 4359995216 158461 ) 08/17/2015 06:57
15073 Creations \Windows\SyswOoweéa\freqdb.db-journal 436001386 4360013864 158546 | 08/17/2015 06:58
15074 Deletions \Windows\SyswOweda\freqdb.db-journal 436001432 4360014328 158547 08/17/2015 06:58
15075 Creations \Users\STROZLLC\Desktop\thumb\New Texf| 436001515 4360015152 158552 08/17/2015 06:59
15076 Creations \Windows\Syswoweéa\freqdb.db-journal 436001557 4360015576 158554]08/17/2015 06:59
15077 Deletions \Windows\SyswOwe4d\freqdb.db-journal 436001604 4360016048 158555 08/17/2015 06:59
15078 Creations \Windows\Syswoweéa\freqdb.db-journal 436001622 4360016224 158557]08/17/2015 06:59

Figure 8: SUSN.Jml System Backdated

In $UsnlJrnl, there is no need to filter out events like “Deletions” or

“Renames_Moves” since ur_datetime is the date and time when the event occurs.

Column ur_record offset is the offset of the record within the USN Journal (the same

value as in ur_usn). Column ur_transaction count is the transaction number (new

transaction starts after a Close Reason) which is also in increasing sequence when adding

a new record.

Unlike $LogFile, $UsnJrnl does not overwrite old records, but it uses the concept

of the sparse file (Oh, 2013). New records are added at the end of $UsnJrnl. When the

size of the data space is bigger than the defined maximum size in $UsnJrnl setting, old

records will be paged out to unallocated space, and it is possible to recover these old

© 2017 The SANS Institute

records. According to previous research (Oh, 2013), it is possible to retrieve old records
from several months or a year ago. These recovered USN records are a useful resource to

detect system backdating happened a long time ago.

3.1.5. WindowsUpdate Log

The WindowsUpdate.log, kept by the Windows update process at
C:\Windows\WindowsUpdate.log, can also be used to infer the system clock change.
The latest record is written at the end of the log. In a typical situation, the timestamp of

these entries increases when newer ones are created (Figure 9).

Xiaoxi Fan, xfan@strozfriedberg.com
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Records are regularly written into the log according to the time provided by the

system clock. Backdating of the system clock is indicated if the time sequence of these

records goes backward in a given period. In Figure 10, since the time of the records is

not in increasing order, we can tell the system clock has been backdated one day at

08/19/2015 12:23.

Time in increasing order ‘l,

015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19
015-08-19

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

:22:03:
:122:03:
$22:03:
$22:03:
$22:03:
$22:03:
$22:03:
:22:03:
$22:03:
:22:03:
$22:03:
$22:03:
$22:03:
$22:03:
$22:17:
$122:17:
$22:17:
$22:17:
$22:17:
$22:17:
:22:29:
$22:29:
$122:29:
$122:29:
$122:29:
$22:29:
$22:43:
:122:43:
$22:43:
:22:43:

392
392
392
392
439
439
439
439
439
439
439
439
439
439
399
399
399
399
399
399
131
131
131
131
131
131
383
383
383
383

832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832
832

488
9dc
9dc
9dc
9dc
8bs
8b8
8bg
8b8
8b8
8b8
8b8
8bs
8b8
8bg
8b8
8bg
8b8
8b8
8bs
8b8
8bg
8b8
8bg
8bg
8b8
8bs

8b8
8b8

AU Triggering Qnline detection (interactive)

AU #REssssssasd

AU ## START ## AU: Search for updates

AU #3338s343

AU <<## SUBMITTED ## AU: Search for updates [Callld = {B8FSE45D-E166-416F-
Agent T

Agent ** START ** Agent: Finding updates [CallerId = AutcmaticUpdates]
Agent LT

Agent * Online = Yes; Ignore download priority = No

Agent * Criteria = "IsInstalled=0 and DeploymentAction='Installation’' ¢
Agent * ServiceID = {9482F4B4-E343-43B6-B170-9A65BC822C77} Windows Upd:
Agent * Search Scope = {Machine}

Setup Checking for agent SelfUpdate

Setup Client version: Core: 7.5.7601.17514 JAux: 7.5.7601.17514

Misc WARNING: Send failed with hx = 80072ee7.

Misc WARNING: SendRequest failed with hy = 80072ee7. Proxy List used: <
Misc WARNING: WinHttp: SendRequestUsingProxy failed for <http://downloac
Misc WARNING: WinHttp: SendRequestToServerForFileInformation MakeRequest
Misc WARNING: WinHttp: SendRequestToServerForFileInformation failed witl
Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with 0x8024402c
Misc WARNING: Send failed with hxr = 80072ee7.

Misc WARNING: SendRequest failed with hx = 80072ee7. Proxy List used: <
Misc WARNING: WinHttp: SendRequestUsingProxy failed for <http://downloag
Misc WARNING: WinHttp: SendRequestToServerForFileInformation MakeRequest
Misc WARNING: WinHttp: SendRequestToServerForFileInformation failed wit!
Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with 0x8024402c
Misc WARNING: Send failed with hxr = 80072ee7.

Misc WARNING: SendRequest failed with hr = 80072ee7. Proxy List used: <
Misc WARNING: WinHttp: SendRequestUsingProxy failed for <http://downloag
Misc WARNING: WinHttp: SendRequestToServerForFileInformation MakeRequest

Figure 9: WindowsUpdate.log Normal Situation

Xiaoxi Fan, xfan@strozfriedberg.com
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Time goes backl

2015-08-19 12:22:43:383 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:22:43:383 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:22:43:383 832 8b8 Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: Send failed with hr = 80072ee7.
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: SendRequest failed with hxr = 80072ee7. Prox
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: WinHttp: SendRequestUsingProxy failed for <
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with
2015-08-19 12:22:57:39 832 8b8 Misc WARNING: DownloadFileInternal failed for http://down
2015-08-19 12:23:11:647 832 8b8 Misc WARNING: Send failed with hxr = 80072ee7.
2015-08-19 12:23:11:647| 832 8b8 Misc WARNING: SendRequest failed with hxr = 80072ee7. Prox
2015-08-19 12:23:11:647 832 8b8 Misc WARNING: WinHttp: SendRequestUsingProxy failed for <
2015-08-19 12:23:11:647 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:23:11:647 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-19 12:23:11:647 832 gb8 Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with
2015-08-18 12:23:22:954' 832 8b8 Misc WARNING: Send failed with hr = 80072ee7. I
2015-08-18 12:23:22:954 832 8b8 Misc WARNING: SendRequest failed with hxr = 80072ee7. Prox
2015-08-18 12:23:22:954 832 8b8 Misc WARNING: WinHttp: SendRequestUsingProxy failed for <
2015-08-18 12:23:22:954 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-18 12:23:22:954 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-18 12:23:22:954 832 8b8 Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with
2015-08-18 12:23:37:220 832 8b8 Misc WARNING: Send failed with hxr = 80072ee7.
2015-08-18 12:23:37:220 832 8b8 Misc WARNING: SendRequest failed with hxr = 80072ee7. Prox
2015-08-18 12:23:37:220 832 8b8 Misc WARNING: WinHttp: SendRequestUsingProxy failed for <
2015-08-18 12:23:37:220 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat
2015-08-18 12:23:37:220 832 8b8 Misc WARNING: WinHttp: SendRequestToServerForFileInformat

375 [2015-08-18 12:23:37:220 832 8b8 Misc WARNING: WinHttp: ShouldFileBeDownloaded failed with

376 [2015-08-18 12:23:51:250 832 8b8 Misc WARNING: Send failed with hr = 80072ee7.

377 [2015-08-18 12:23:51:250 832 8b8 Misc WARNING: SendRequest failed with hr = 80072ee7. Prox

Figure 10: WindowsUpdate.log System Backdating

WindowsUpdate.log has a maximum physical size of 2MB, after which it
automatically rolls over. The history contained in the file will be dependent upon how
many entries have been generated in the 2MB. The Windows Update Agent, which
supports automated patch delivery and installation, also writes to this log. Thus, the
number of log entries depends on the configuration of Windows Update. With automatic
updating is on, the log file may contain about one month of entries. With automatic

updating turned off, the log file may contain several months of entries.

3.1.6. Volume Shadow Copy

Volume shadow copy is a process that backs up the system volume, which can be
created by the operating system automatically or the end user manually. Windows Vista
or Windows 7 keeps approximately 20 volume shadow copies under C:\System Volume
Information. For a machine used daily on AC power without entering an idle state, we

expect that a volume shadow copy is created every 1 to 2 days on Windows Vista and

Xiaoxi Fan, xfan@strozfriedberg.com
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every 7 to 8 days on Windows 7. The actual frequency may be higher due to it can be

created during software installation or by the end user manually (Szynalski, 2009).

In a typical situation, the names of volume shadow copy GUIDs are similar for a

particular time. In Figure 11, the names of volume shadow copy GUIDs created in 2016

are similar to each other, while they are quite different from the one created in 2013.

3 Mou

D SPP

[ syscache.hve

(3 syscache.hve.LOG1
3 Syscache.hve.LOG2
(3 tracking.log

-

File * Last

Entry

Nl Created Accessed | ‘Written | Modified

27/02/13 04:47:02
26/02/13 20:56:14
27/02/13 04:47:58
27/02/13 04:47:58
27/02/13 04:47:58
27/02/13 04:47:55

27/02/13 04:47:02
15/06/16 11:16:23
15/06/16 11:19:07
27/02/13 04:47:58
27/02/13 04:47:58
27/02/13 04:47:55

" 12: 20/05/16 20:12:03
{34c137b2-8056-11e2-bebf-d0dfoa3dfe1b}{3808876b-c176-4e48-b7ae-04046e6cc752)  26/02/13 20:56:14 I 26/02/13 20:56:14
3808876D-C176-4648-b7ac-0403666CC7 527 26/02/13 20:56:13 26/02/13 20:56:14
A06dT114-1e83-11€6-2280-000C20666606)(3808876b-C176-4e48-b7ae-04046e6CC/523  20/05/16 20:12:23 | 20/05/16 20:12:23
) {406df341-1e83-11e6-a28a-000c296e6e9e}{3808876b-c176-4e48-b7ae-04046e6cc752} 28/05/16 07:00:04
() (406df3ea-1e83-11e6-a28a-000c296e6e9e}{3808876b-C176-4e48-b7ae-04046e6cc752) 05/06/16 07:00:02
) (406df499-1e83-11e6-228a-000c296e6e9e}{3808876b-C176-4e48-b7ae-04046e6cc752) 13/06/16 07:00:03
) (406dfdef-1e83-11e6-2282-000c296e69e){3808876b-c176-4e48-b7ae-04046e6cc752) 15/06/16 11:16:23

R

28/05/16 07:00:04
05/06/16 07:00:02
13/06/16 07:00:03
15/06/16 11:16:23

Figure 11: Volume Shadow Copy Normal Situation

27/02/13 04:47:02
15/06/16 11:16:23
15/06/16 11:19:07
15/06/16 11:19:02
27/02/13 04:47:58
27/02/13 04:48:26
20/05/16 20:12:03
20/05/16 20:12:26
26/02/13 20:56:14
28/05/16 07:00:06
05/06/16 07:00:04
13/06/16 07:00:05
15/06/16 11:16:25
15/06/16 11:16:23

27/02/13 04:47:02
15/06/16 11:16:23
15/06/16 11:19:02
15/06/16 11:19:02
27/02/13 04:47:58
27/02/13 04:48:26
20/05/16 20:12:03
20/05/16 20:12:26
26/02/13 20:56:14
28/05/16 07:00:06
05/06/16 07:00:04
13/06/16 07:00:05
15/06/16 11:16:25
15/06/16 11:16:23

A volume shadow copy found out of sequence may indicate backdating of the

system clock. Figure 12 contains 16 volume shadow copies created from 12/22/2015 to

6/9/2016 and sorted by the file created time. The volume shadow copies created within a

close time range have similar names. These are grouped using different colors. However,

the dispersed volume shadow copy created on 4/20/2016 16:30 does not have a similar

name as either “orange group” or “blue group” nearby. It has a similar name as the

“yellow group” which means this volume shadow copy should have been created after

the “blue group.” This volume shadow copy was created with a backdated system clock.

The dispersed VS
does not belong

to any group

nearby, but has
similar name as
“yellow group”

Name

Sort l

File Created

{58c5hSdb-a53d-11e5-a5c0-54271e61f666}{3808876b-c176-4e48-hb7ae-04046e6cc752}

22/12/2015 11:01

{58c5h716-a53d-11e5-a5c0-54271e61f666}{3808876h-c176-4248-b7ae-0404626cc752}

30/12/2015 00:00

{58cShd4d-a53d-11e5-a5¢0-54271e61f666}{3808876b-c176-4e48-b7ae-04046e6cc752}

06/01/2016 00:00

{58cShdc6-a53d-11e5-a5c0-54271e61f666}{3808876h-c176-4248-b7ae-04046e6cc752}

07/01/2016 17:36

{58cShe2a-a53d-11e5-a5c0-54271e61f666}{3808876b-c176-4e48-b7ae-04046e6cc752)

08/01/2016 11:17

[{ch5Scab-deS-11e5-829c-54271&61f666}{3808876b-c176-4e48-b7ae-04046e60c752}

03/04/2016 03:37

{c6fShasc-fd89-11e5-823c-54271e61f666}{3808876h-c1 76-4248-b7ae-04046e6cc752}

17/04/2016 00:00

{c6fShS0f-fd83-11e5-829¢-54271e61f666}{3808876b-c176-4248-b7ae-04046e6cc752)

18/04/2016 12:28

{d329356a-1bf1-11e6-bdal-54271e61f666}{3808876b-c176-4e48-b7ae-04046e6cC752)

{d329348c-1bf1-11e6-bdal-54271e61f666}{3808876b-c1 76-4e48-h7ae-04046e6cc752}

20/04/2016 16:30

17/05/2016 14:17

{d329361d-1bf1-11e6-bdal-54271e61f666}{3808876h-c176-4e48-b7ae-04046e6cc752}

25/05/2016 00:00

{d32936ef-1bf1-11e6-bdal-54271e61f666}{3808876h-c176-4e48-b7ae-04046e6cc752}

02/06/2016 00:00

{d32937aa-1bf1-11e6-bdal-54271e61f666}{3808876b-c176-4e48-b7ae-04046e6cc752)

03/06/2016 00:00
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Figure 12: Volume Shadow Copy System Backdating

3.1.7. $Stdinfo and $Filename Timestamps

The modified, created, and accessed timestamps shown in Windows Explorer are
stored as $Stdinfo attributes. Time modification tools, such as Timestamp, can easily
change the $Stdinfo attributes. In Figure 13, Timestamp is used to backdate the
timestamps from 6/17/2016 to 5/17/2016.

Name Date created Date modified Date accessed Type Size

] 20160617 _testfile2.bt  6/17/2016 12:51PM  6/17/2016 12:51 PM  6/17/2016 12:51 PM  Text Document 1KB

Name Date created Date modified Date accessed Type Size

| 20160617 _testfile2.bt  5/17/2016 12:51PM  5/17/2016 12:51PM  5/17/2016 12:51 PM  Text Document 1KB

Figure 13: Timestamp Modification of $Stdinfo

Apart from $Stdinfo attributes, there are also $Filename attributes which contain
the timestamps. Tools like Timestomp can reset the $Stdinfo attributes for a file to an
arbitrary time, but not the $Filename attributes. Therefore, $Filename attributes contain
the real timestamps, while $Stdinfo attributes contain the modified timestamps. By
comparing $Stdinfo timestamps and $Filename timestamps using analyzeMFT.py script
(Kovar, 2016), if $Stdinfo timestamps go before $Filename timestamps, the timestamps
of the file may have been backdated. Figure 14 is the output for the example file from
the analyzeMFT.py script, which indicates backdating of the $Stdinfo timestamps in the

archives.
H | ] M N I3
Filename #1 - Istd Info Creation date ~ |sm Info Modification date -} |FN Info Creation date ~ |FN Info ification date ISTFFN Shift|
Jusers/ /Desktop/ExperimentData/20160617/20160617_testfile2.txt|[17/05/2016 04:51 [17/05/2016 04:51 |17/06/2016 04:51 [17/06/2016 04:51 [v
Figure 14: Backdating of $Stdinfo Timestamps
3.1.8. CBS Log

The CBS.log, located at C:\Windows\Logs\CBS\CBS.log, is updated when the
System File Checker or Windows Modules Installer conducts certain operations. The

System File Checker SFC.exe writes the details of each verification and each repair

Xiaoxi Fan, xfan@strozfriedberg.com
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process to CBS.log. The Windows Modules Installer also writes to this log when
installing optional features, updates, and service packs. The latest record is written at the
end of the log. The record sequence should be consistent with the time sequence, If not,
backdating of the system clock is indicated. Although this file is not updated as regularly
as WindowsUpdate.log, it can be still considered as an indication for system clock

backdating.

3.2. Application Artifacts
3.2.1. Antivirus Update Log

When antivirus (AV) software is installed, we can find the trace of system clock
change in the AV update log. For Symantec, the LiveUpdate will record all activities in
“C:\ProgramData\Symantec\LiveUpdate\Log.LiveUpdate” every hour. LiveUpdate will
write the time according to the system clock. The latest record is written at the end of
the log file. Normally, the time of the records will increase when these records are

created (Figure 15).

Time in increasing order

// Start LuCosServer

W
N O s

11/08/2015, 57:45 GNT B LuComServer version: 3.3.0.85

11/08/2018, onT § LiveUpdate Language: English

11/08/2015, GNT § LuComServer Sequence Number: 20050320

11/08/2015, onT § 08: Vindows NT, Service Pack: 1, Major: 6, Nimor: 1, Build: 7601 (64-bit)
11/08/2015, onT 4 System Language:(0x0809), User Language:[0x0809)

11/08/2015, onT § IE 7 Suppore
11/08/2015, onT § ComCe132 version: 6
11/08/2018, onT § 1P Addresses: fe80::a4f8:88ed:acla:d893¥11, 10.165.46.22

11/08/2018, ont § Loading i\ a\Symantec\L Product. v.LiveUpdate

11/08/2015, onT § Opened the product inventory at "C:\Programdata\3ymantes)\LiveUpdate\Product.Inventory.LiveUpdate”.

11/08/2015, onT 4 Account launching LiveUpdate i3 mot a logged in user's account

11/08/2015, onT § Combined Product Inventory Flags O, Permanent Flags 0, Permanent Flags Filter O

11/08/2015, onT § LiveUpdate flag value for this run is O

11/08/2018, GnT § ProductRegCom/ luProductReq (PID=2232/TID=5240) : Successfully created an instance of an luProductReg object!

11/08/2018, onT § ProductRegCom/ luProductReg (PID: TID=5240): Path for calling process executable is Ci\Program Files (x86)\Symantec\Symantes Endpoint Protection\RLVZCAR.exe.

11/08/201S, 08:5° GNT & ProductRegCom/ luProductReg (PID: TID=5240) : Destroyed luProductReg object.
R s
N B
// End LuComServer
N g
N g

R A
N (s
17 Stare LuComServer
i s

Y

11/08/201S, 09:57:14 GNT § LuComServer version: 3.3.0.8S

11/08/201s, b LiveUpdate Language: English

11/08/2015, b LuConServer Sequence Nuwsber: 20090320

11/08/2015, indows NT, Service Pack: 1, Major: 6, Minor: 1, Build: 7601 (64-bit)

11/08/2015, System Language: (0x0809), User Language:(0x0809)

11/08/2018, 1E 7 Support

11/08/2018, ComCt132 version: 6.16

11/08/201s, IP Addresses: feg0::a4£8:88ed:acla:d893v1l, 10.165.46.22

11/08/2015, Loading C:\Programbata\3ymanses)LiveUpdate\Product. Inventory. LiveUpdate

11/08/2015, b Opened the product invemtory at "C:\ProgramDate\Zymantes\LiveUpdate\Product.luventory.LiveUpdate®.

11/08/2015, Account launching LiveUpdate is not & logged in user's account

11/08/2018, Combined Product Inventory Flags O, Permanent Flags O, Permanent Flags Filter O

11/08/2018, LiveUpdate flag value for this run is O

11/08/2015, ProductRegCon/ luProductReq (PID=2232/TID=16572) : Successfully created an instance of an luProductReg object'

11/08/2015, ©9:57:14 GNT b ProductRegCom/luProductReg(PID*2232/TID=16572) : Path for calling process executable i3 C:\Program Files (x26)\Zymantec\Iymentes Endpoint Protection\RLVICAR.EXS-

Dradnar Damtam/ 14Draduer Dan (BTAR2232 /TTR1£E721 « Naarvaued 1nbraduerDan Ahiacr

Figure 15: AV Log Normal Situation
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If the time sequence of the records decreases, backdating of the system clock
during this period may have occurred. In Figure 16, we can tell the system clock has

been backdated one day between 8/11/2015 10:57 to 8/11/2015 11:57.

Time goes back

// Start LuComServer
]
]
11/08/201S, 10:57:44 GNT > LuComServer version: 3.3.0.85

11/08/201S, 10:57:44 GHT > LiveUpdate Language: English

11/08/2015, 10:57:44 GNT > LuComServer Sequence Number: 20090320

11/08/2015, 10:57:44 GNT |> 0S: Vindous NT, Service Pack: 1, Najor: 6, Nimor: i, Build: 7601 (64-bit)
11/08/2015, 10:57:44 GNT > System Language:[0x0809), User Language:([0x0809)
11/08/2015, 10:57:44 GNT > IE 7 Suppore

11/08/2015, 10:57:44 GHT |> ComCel32 version: 6.16

11/08/2015, 10:57:44 GNT |> IP Addresses: fe80::ad28:88ed:ecla:ds93sil, 10.165.46.22

11/08/2015, 10:57:44 GNT b> Loading C:\ \L Product. y.L

11/08/2015, 10:57:44 GNT |> Opened the product inventory at "Ci\ L Product. v.L

11/08/2015, 10:57:44 GNT b> Account launching LiveUpdate is not a logged in user's account

11/08/2015, 10:57:44 GNT b> Combined Product y Flags 0, Flags 0, Flags Filter O

11/08/2015, 10:57:44 GNT b> LiveUpdate flag value for this run is 0

11/08/2015, 10:57:44 GNT om/ ( 32/TID=16468) : Successfully created an instance of an luProductReg object®

11/08/2018, 10:57:44 GNT |> ProductRegCom/ luProductReg(PID=2232/TID=16468) : Path for calling process executable is Ci\Program Files (x86)\Symantec)\Symantes Endpoint Protection)\REvacan.exe.
11/08/2018, 10:57:44 GNT b> ProductRegCom/luProductReg(PID=2232/TID=16468) : Destroyed luProductReg object.

Y

Ny o

// End LuComServer
Y (s
Y s

Y (s
Y (s
// Start LuComServer
Y (s

10/08/2015, 11:57:13 ont > LuCons .
EUPAALE Langunge: Lng1is

LuConServer Sequence Number: 20090320

08: Vindows NT, Service Pack: 1, Najor: 6, Minor: 1, Build: 7601 (64-bit)

System Language:[0x0809), User Language:[0x0809)

I 7 Support

ComCt132 version: 6.16

1P Addresses: fe80::adf8:88ed:acla:d893ill, fe80::eS6b:51e9:S73d:f155312, 10.165.46.22, 192.168,0.121

10/08/2015, 11:57:13 GNT
10/08/2015, 11:57:13 GNT
10/08/2015, 11:57:13 GNT
10/08/2015, 11:57:13 GNT
10/08/2015, 11:57:13 GNT
10/08/2015, 11:57:13 GNT

10/08/201S, 11:57:13 GAT > Loading €1\ VL Product. ¥.L

10/08/201S, 11:57:13 GNT > Opened the product inventory at "C:\ L Product. ¥.1
10/08/201S, 11:57:13 GET > Account launching LiveUpdate is not a logged in user's account

10/08/201S, 11:57:13 GNT > Combined Product y Flags 0, Flags 0, Flags Filter O

10/08/201S, 11:57:13 GET > LiveUpdate flag value for this run is O

10/08/201S, 11:57:13 GNT > ProductRegCom/luProductReq(PID=2232/TID=17628) : Successfully created an instance of an luProductReg object'

10/08/2015, 11:57:13 GNT > ProductRegCom/luProductReq(PID»2232/TID=17628) : Path for calling process executable is C:\Progras Files (x86) Endpoint Protection)RLVISAn.exe.
10/08/201S, 11:57:13 GNT > ProductRegCom/ luProductReq(PID»2232/TID=17628) : Destroyed luProductReg object.

PIEEEELE L ETE LR E T T LRI T LRI E T2

I o

// End LuComServer

Figure 16: AV Log System Backdating

3.2.2. Google Drive Sync Log

Installations of Google Drive result in a sync log being installed on the computer.
For a Windows 7 system, this is located at
%APPDATA%\Local\Google\Drive\sync log.log. Under normal situation, the latest
record is at the end of the log (Figure 17).
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Time in increasing order l,

1669639 2015-08-11
1669640 2015-08-11
1669641 2015-08-11
1669642 2015-08-11
1669643 2015-08-11
1669644 2015-08-11
1669645 2015-08-11
1669646 2015-08-11
1669647 2015-08-11
1669648 2015-08-11
1669649 2015-08-11
1669650 2015-08-11
1669651 2015-08-11
1669652 2015-08-11
1669653 2015-08-11
1669654 2015-08-11
1669655 2015-08-11

00:22:49,851
00:22:50,809
00:22:50,809
00:22:50,809
00:23:19,377
00:23:19,377
00:23:19,377
00:23:19,704
00:23:19,704
00:37:46,808
00:52:46,808
01:07:46,809
01:22:44,726
01:22:46,809
01:26:21,203
01:26:22,311
01:26:22,311

+0800f
+0800f
+0800f
+0800f
+0800f
+0800f
+0800f
+0800f
+0800f
+0800f
+0800
+0800)
+0800)
+0800f
+0800f
+0800

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

+0800f

INFO

INFO pid=6984 7472:LocalFSPoller
INFO pid=6984 7456:ListenerScheduler common.push.tango.invalidation lis
WARNING pid=6984 7456:ListenerScheduler common.push.notification bridge
7456:ListenerScheduler common.pause_manager:130 Removing :

common.

pid=6984
pid=6984 7464:CloudWatcher common.
pid=6984 7464:CloudWatcher common.
pid=6984 7464:CloudWatcher common.
pid=6984 7464:CloudWatcher common.
pid=6984 7464:CloudWatcher common.
pid=6984
pid=6984
pid=6984
pid=6984 6988:MainThread logging
pid=6984
pid=6984 6988:MainThread logging
pid=6984 6988:MainThread common.
pid=6984 7464:CloudWatcher common.

16

local.poller:214 Finished loc

cloud.cloud_watcher:629 Getti
cloud.cloud_watcher:942 Getti
docs_client:965 Requesting Do
docs_client:1462 End of feed,
cloud.cloud_watcher:183 Handl

7524:TelemetryStoreSizeMonitorThread common.telemetry.tel
7524:TelemetryStoreSizeMonitorThread common.telemetry.tel
7524:TelemetryStoreSizeMonitorThread common.telemetry.tel

11612 Setting Omaha usage fla

7524:TelemetryStoreSizeMonitorThread common.telemetry.tel

:1612 Stop was called
local.watcher:247 Unschedule:
cloud.cloud_watcher:616 Stop

Figure 17: Google Drive Log Normal Situation

As shown in Figure 18, the time order of the records not continuously increasing

indicates backdating of the system clock.

Time goes backi
1670499 2015-08-12 00:14:24,973 +0800 pid=5676 564:LocalFSPoller common.local.poller:18.
1670500 2015-08-12 00:14:24,973 +0800 pid=5676 S564:LocalFSPoller common.local.diff help
1670501 2015-08-12 00:14:25,823 +0800 pid=5676 564:LocalFSPoller common.local.diff help
1670502 2015-08-12 00:14:25,825 +0800 pid=5676 564:LocalFSPoller common.local.poller:22
1670503 2015-08-12 00:14:25,826 +0800 pid=5676 564:LocalFSPoller common.local.poller:20
1670504 2015-08-12 00:14:25,826 +0800 pid=5676 564:LocalFSPoller common.local.poller:21
1670505 2015-08-12 00:18:23,391 +0800 ING pid=5676 5028:IpcConnectionThread-\\.\pipe\C:\Us
1670506 2015-08-12 00:18:23,391 +0800 FO pid=5676 5028:IpcConnectionThread-\\.\pipe\C:\Users
1670507 2015-08-12 00:19:34,717 +0800 FO pid=5676 6192:TelemetryStoreSizeMonitorThread commo
1670508 2015-08-12 00:23:34,921 +0800 ING pid=5676 2388:IpcConnectionThread-\\.\pipe\C:\Us
1670509 2015-08-12 00:23:34,923 +0800 FO pid=5676 2388:IpcConnectionThread-\\.\pipe\C:\Users
1670510 2015-08-11 00:26:13,328 +0800 FO pid=5676 7152:IchonnectionIpread—\\.\pipe\C:\Esers]
1670511 2015-08-11 00:26:13,471 +0800 FO pid=5676 7152:IpcConnectionThread-\\.\pipe\C:\Users
1670512 2015-08-11 00:26:13,486 +0800 FO pid=5676 7152:IpcConnectionThread-\\.\pipe\C:\Users'
1670513 2015-08-11 00:26:13,486 +0800 FO pid=5676 7152:IpcConnectionThread-\\.\pipe\C:\Users
1670514 2015-08-11 00:26:24,193 +0800 FO pid=5676 1656:LocalWatcher common.aggregator:114
1670515 2015-08-11 00:26:24,194 +0800 FO pid=5676 1656:LocalWatcher common.aggregator_rul
1670516 2015-08-11 00:26:24,194 +0800 FO pid=5676 1656:LocalWatcher common.change_buffer:
1670517 2015-08-11 00:26:24,196 +0800 FO pid=5676 1656:LocalWatcher logging:1612 Started )
1670518 2015-08-11 00:26:24,197 +0800 FO pid=5676 1656:LocalWatcher logging:1612 Scanning
1670519 2015-08-11 00:26:26,671 +0800 FO pid=5676 6156:Batcher common.batcher:241 Re:
1670520 2015-08-11 00:26:26,706 +0800 FO pid=5676 6152:Worker-2 common.workers:192 Wo:

Figure 18: Google Drive Log System Backdating

3.2.3. Vmware-usbarb-n Log

If VMware is used, the log for VMware USB Arbitration Service, vmware-

usbarb-n.log, is located under C:\Windows\Temp\vmware-SYSTEM. The connection

activity of the VM client is recorded in this log. Again, the latest record is written at the

end of each log.
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In the case where the time sequence of records goes backward, backdating of the

system clock can be inferred. Figure 19 shows an example where backdating of the

system clock one day has occurred.

Time goes backl,

2015-08-17T01:00:01.0414086:00]|
2015-08-17T01:00:01.119408:00|
7 2015-08-19T12:19:06.888408:00|
2015-08-19T12:19:06.
) 2015-08-19T12:19:07.122408:00|
2015-08-19T12:19:07.122+408:00|
1 2018-08-19T12:19:11.817408:00]|
2015-08-19T12:19:11.817+408:00|
2015-08-19T12:19:11.817408:00|
2015-08-19T12:19:12.051408:00|
2015-08-19T12:19:12.051408:00|
2015-08-19T16:53:31.162408:00|
77 2015-08-19T16:53:31.166408:00|
2015-08-19T16:53:39.471408: 00|
) 2015-08-19T16:53:39.471408:00|
2015-08-19T16:53:45.072+408:00|
1 2015-08-19T16:53:45.072408:00]|
2015-08-19T16:53:45.242+408:00]
1 2015-08-19T16:53:45.242+08:00|
104 201S5-08-19T16:53:51.379+408:00|
2015-08-19T16:53:51.380408:00|
2015-08-19T16:53:51.380408:00|
2015-08-19T16:53:53.001408:00|
2015-08-19T16:53:53.001408:00|
’  2015-08-19T16:54:08.471408:00|
2015-08~19T16:54:08.476408:00|
2015-08-19T16:54:09.791408: 00|

$-08-18T16

6.075+408:00]
6.075408:00]

2015-08-18T16 6.371408:00|
2015-08-18T16:54:26.371408:00|
2015-08-18T16:54:58.127408:00|
1 2015-08-18T16:54:58.127408:00|
19 2015-08-18T16:54:58.127408:00|
2015-08-18T16:54:59.812408:00|
2015-08~18T16:54:59.812408:00|

thread-4| 1120: USBArb: Client closed
JusbArb| I120: USBArb: Service being interrogated....
jusbArb| I1120: USBArb: Service being interrogated....
thread-4| 1120: USBArb: Nuw instances:2, user:STROZLLC
thread-4| 1120: USBArb: Client 15184 connected (version: 6)
thread-4| 1120: USBArb: Nue instances:3, user:STROZLLC
thread-4| 1120: USBArb: Client 15184 connected (version: 6)
thread-4| 1120: USBArb: Num instances:4, user:STROZLLC
thread-4| 1120: USBArb: Client 14004 connected (version: §)
thread-4| 1120: USBArb: Registered target 'ymyare-ymx:F:\VHs\¥
thread-4| 1120: USBArb: Num instances:S, user:STROZLLC
thread-4| I120: USBArb: Client 14004 connected (version: 6)
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Num instances:2, user:STROZLLC
thread-4| 1120: USBArb: Client 14172 connected (version: 6)
thread-4| 1120: USBArb: Num instances:3, user:STROZLLC
thread-4| 1120: USBArb: Client 14172 connected (version: §)
vthread-4| 1120: USBArb: Num instances:4, user:STROZLLC
vthread-4| 1120: USBArb: Client 14036 connected (version: 6)
thread-4| 1120: USBArb: Registered target 'ymyare-ymx:F:\VHs\¥
thread-4| 1120: USBArb: Num instances:S, user:STROBALC
thread-4| 1120: USBArb: Client 14036 connected (version: 6)
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Client closed
thread-4| 1120: USBArb: Client closed
Aok Clicne Cioooo

1120: USBArD: Num instances:2, user:STROZLLC

T USBAID: Client 15808 connected (Version:
thread-4| 1120: USBArb: Num instances:3, user:STROZLLC
thread-4| 1120: USBArb: Client 15808 connected (version: 6)
thread-4| 1120: USBArb: Num instances:4, user:STROZLLC
thread-4| 1120: USBArb: Client 13736 connected (version: 6)
thread-4| 1120: USBArb: Registered target 'ymyare-ymx:F:\VNAs\v
thread-4| 1120: USBArb: Nuw instances:S, user:STROZLLC
thread-4| 1120: USBArb: Client 13736 connected (version: 6)

thread-4|

hread-4| I120: USBArb: Client closed

Figure 19: VMware System Backdating

3.3. Internet Artifacts
3.3.1. Internet History

Browser history for Chrome is contained in a SQLite database located at

%APPDATA%\Local\Google\Chrome\User Data\Default\History. Figure 20 shows that,

in the table “visits,” the column “id” will be continuously increasing with the writing of

each new record. The column “visit_time” (local system time) should be in increasing

sequence consistent with column “id.” Small discrepancies between column “id” and

“visit_time” are typical. However, significant differences such as on the order of one day

may indicate backdating of the system clock.
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Time in the ‘L
same sequence

Visit_time from_wisit

206 It

203 1308453436111126]
200 1308453836408026]
208 1

203 13004534165497261
08 1300453417376226
m LI0MSIETITES!
03 1308453502747351]
m 1308453504265327)
wm 130845350482712))
m 130845350482112))

segment id
205306348
2208591
268435056
1610612736
22009551
260435456
-1610612736
22003501
205306375

268435856

161612136

Figure 20: Chrome History Normal Situation
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visit_duration

25000
0
0
0
0
0
0

15179758
0
0

[]

To better view, the history data, Nirsoft’s ChromeHistoryView v1.22 (Nirsoft,

2011) was used to parse the database. In the following example, column “Visit ID” and

“Visited On” are not consistent in a sequence that indicates the system clock has been

backdated seven days on 8/20/2015.

Time goes back T

Sort T

URL Title Visited On Visit Count Typed Count Referrer Vise ID Profile URL Length
@ https//plus.google.com/up/Rype=st&client=18&.. Google«: real life sharing, rethou... )| 20/08/201516:57:54 1 1 0 nm Default 40
) .nirsoft.net/utils/chrome_history_view.... ChromeHistoryView - View the br... | 20/08/2015 16:57:37 § 1 0 hittps://www.google.com/url?q=http://ww.l 311 Defauit 53
) b www.google.com/ JFowwieso... € yWiew - View the br... | 20/08/201516:57:37 [ 1 0 310 Defauit 195
) www.nirsoft.net/sesrch freeware_result_ne... Google Search Result 20/08/201516:57:31 | 1 0 hittp://www.nirsoft.net/utils/ie_cache view..| 309 Defaut 252
? [/wwwewnirsoft.net/utils/ie_cache_viewerhtml  IECacheView - Internet Explorer C... || 20/08/201516:54:34 1 0 hittp://www.nirsoft.net/utils/iehv.html 08 Default 9
D hitp//www.nirsoft.net/utils/iehv.htmi IE HistoryView: Freeware Internet ... | 13/08/201516:50:34 § 1 0 307 Default E
@ hitps// je.com.hk/ nirsoft ie - Google Search 13/08/201516:50:29 | 1 [} hitps://www.google.com.hk/webhplsourc. | 306 Default [
) https://www.google.com.hk/webhp?sourcesd=chr... Google 13/08/201516:50:26 § 8 0 05 Default n
) https: vw.facebook.com/ 13/08/201516:49:17 § 1 0 304 Defauit 5
) hitps: google.com.hk/2gfe_rd=criei=jSTV... facebook - Google Search 13/08/2015 164945 | 1 0 303 Default 73
le.com hi/lafe rd=criei=iSTV.._Google 13/08/2015 16:49:11 § 1 0 hitps://www.gocdle.com/ 202 Defsutt 62
3 Go&ﬂt 13/08/2015 16:49:11 § 2 2 ﬂ Deﬂ 23 |
© https://scholar.google.com.hi/scholarthi=endqz=... cybercrime - Google Scholar 20/08/201516:45:42 J 1 0 https://scholar.google.com.hk/ 300 Defauit )
@ https://scholar.google.com.hk/ 20/08/201516:45:36 | 1 0 https://scholar.googlehk/ 29 Default 0
D https/scholar.google hk/ 20/08/2015 16:45:36 | 1 0 http://scholar.google.hk/ 28 Default %
//scholar.google.hk/ 20/08/201516:45:36 § 1 0 27 Default 5
2/ google. hi/y google scholar - Google Search 20/08/201516:4531 § 1 0 hittps://www.google.com.hk/webhp?sourc. 26 Default 9%
hittps:// le.com.hk/, . Google 20/08/201516:45:29 | 8 0 25 Default n
P/ microsoft, f... Download Microsoft NET Frame... | 20/08/201513:24:30 § 1 0 http://www.microsoft.com/en-hk/downlo..§ 294 Default 66

Figure 21: Chrome History System Backdating

IEF also can generate the Internet history report. Figure 22 is the “Chrome Web

Visits” generated by IEF, sorted by column “Located At” (sort by table “visits,” field

“id”). The inconsistency of sequence in column “Date Visited Date/Time” indicates the

system clock backdate. Note in IEF, “Chrome Web History” is according to table “urls

2

that the same URL is recorded once with its last visit date/time, “Chrome Web Visits” is

according to table “visits” that will record every visit with the visit date/time.
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Time goes back Sort

E URL Date Visted Date/Tims - (UTC) MM/dd/syny) | T Typed Court Tiansiion Type Souce Located At Evidence Nurmber

a0 htps://phus. googhe. comAp/y.. [l 08/20/2015 08:57.54 AM Googee: teal e shavi. 0 UNK Macrosolt Windows 7 Table: visks(idt 312) Table: uhifud 206) Microsolt Windows 7
E it/ riesolt net/utis/che_ | 0872002015 085737 AM CheomeHistonNiew -V_ 0 LINK Microsolt Windows 7 _ | Table: visits(id 311). Table: wlsft 205) Microsolt Windows 7
07 Rtps: /7w google com/u?q.. Il 08/20/2015 08:57:37 AM ChiomeHistorView - V.. 0 LINK Microsolt Windows 7 Table: vistslid 310 Table: urkifed 204) Microsolt Windows 7
06 ttp:/wwwew. riesolt et/ seaech_|_ Il 08/20/2015 08:57.31 AM Google SemchRest 0 FORM_SusMIT Macrosolt Windows 7 Table visks(d 309) Table: urlsd 203) Microsolt Windows 7
a5 it/ riesolt ot/ utisfe_ | 0872002015 085434 AM IECacheliew - Irteme.. 0 UNK Microsolt Windows 7 . | Table: visits(id 308, Table: ulsft 202) Microsolt Windows 7
) g/ wwwews riesolt rwt/utis b || 0871372015 08.50:34 AM IE Hatoepimw: Freew. 0 LINK Mactosolt Windows 7 Table: visits(id 307). Table: kit 201) Microsolt Windows 7
e ittps:/ Ivwewn googe combiiw.. | 03/712/2015 085029 AM rissoltie - Google Sexr. 0 UNK Microsolt Windows 7 . | Table: visits(idt 306, Table: uels 200) Microsolt Windows 7
e ttps://vwwen.googhe.com bi/w.. [l 08/13/2015 08:50:26 AM Google: 0 GENERATED Macrosolt Windows 7 Table: visks(idt 305). Table: uhifed 72) Microsolt Windows 7
m ittps:/ /e tacebock con | 03712/2015 084317 AM 0 LINK Microsolt Windows 7 _ | Table: visks(id 304). Table: urlsfid 199) Microsolt Windows 7
300 eps:/ /v google com bk 7g. [l 0811 3/2015 084315 AM facebook - Google Se.. 0 UNK Macrosolt Windows 7 Table: vistslid 303). Table: urkifid 198) Microsolt Windows 7
239 J Fwwwos com k2o fl 08/13/2015 084311 AM Google 0 IYPED Mactosoh Windows 7_JL_Tsbie (it 3021 T able urfd 157 Microsolt Windows 7
28 Rtps:/ Fvweew googhe. com/ 08/13/2015 084311 AM Google 2 TYPED Microsolt Windows 7 . Il Table: vistsid 301). Table: ubifed 63) Microsolt Windows 7
27 PR . chess go0ge com TRy | CB/20/2075 0345 42 A cyberciive -Googla S 0 TORM_SUBMIT Wctoroh Windows 7 - | Tabi: veAdd 300) 1obve: e 196] Muctosolt Windows 7
2% hittps://schols googhe comhk/ | 08/20/2015 084535 AM 0 UNK Microsolt Windows 7 . | Table: visits(idt 239, Table: uelsf 195) Microsolt Windows 7
2% tps://scholar googhe i/ 08/20/2015 08.45:36 AM 0 UNK Macrosolt Windows 7 Table: visks(id 298], Table: urkifud 194) Microsolt Windows 7
F=T] it //scholar googde hk/ 0R/20/2015 084536 AM 0 13 Microsolt Windows 7 _ | Table: visits(id 297, Table: ulsfd 193) Microsolt Windows 7
b=l e/ ohe.com i 034531 AM googe scholx - Googl. 0 UNK Microsolt Windows 7 . | Table: visks(id 2961, Table: uekiid 192) Micrasolt Windows 7
= ittps:/Ivween googie com biiw.. | 0872002015 084529 AM Google 0 GENERATED Microsolt Windows 7 _ | Table: visits(id 296) Table: st 72) Microsolt Windows 7

Figure 22: Chrome Web Visits

Firefox presents a similar approach as Chrome. The history of Firefox is located

at %APPDATA%\Roaming\Mozilla\Firefox\Profiles\<profile folder>\places.sqlite. After

using IEF to export “Firefox Web Visits,” sort it by table “moz_historyvisits” & field

“id,” compare the sequence in column “Date Visited Date/Time” to detect any

inconsistency. The following example has a backdated system clock on 8/20/2015.

Record URL

Time goes back

45 http:

Title [Date Visited Date/Time - (UTC) (dd/MN
54 http://www.google.com.hk/7gfe_rd=tré ei=GY|dVAPTNS(CAAT xSPWOW 26/08/2015 09:34:09 no
51 http://google.com/ 26/08/2015 09:34:08 yes
17 http:// b hal g0 C W m | 404 - Page Cannot 8e Found  [§20/08/2015 10:09:38 no
47 file:///C: Usars/SFL% 20F el 0% fOownloads/TT%20Copy. ht 20/08/2015 10:09:36 no
46 https://www.microsoft.com/zh-hi/ Microsoft - B 5 A 20/08/2015 09:26:57 no
google.com. 880emutf. -Google M1 20/08/2015 09:26:52 no
Soesutf-8

44 https://www.google

20/08/2015 09:26:52

43 https://zh-hk.facebook.com/

42 https://www.google.com.hk/search?q=f acebook&oq=facebooksgs_I=s facebook - Google R I}

a1 https://www.

37 https://scholar.google.
35 http://scholar.google.com. hi/

no
PDFP Facebook —~ HA. HEBTWMRED 13/08/2015 08:49:50 no
13/08/2015 08:49:47
13/08/2015 08:49:40
i ™o
e
20/08/2015 08:46:21
20/08/2015 08:46:20

ogle - Google % i}

e PISHD

34 https://www.google.com.

scholar - Google 8 8 20/08/2015 08:46:05

33 https://www.google. 500! Soemutf. 20/08/2015 08:46:05 no
2 Icrosoft. 7/3ATBF13F-FOE2-4F6D NDP4S2-KB2901554-Web.exe 20/08/2015 06:11:25 no
31 http: . /IATEF13F-FD62-4F60 NDP452-KB2901554-Web.exe 20/08/2015 06:11:17 no

Linkid=3: 8

20/08/2015 06:11:17

30 http://go.microsoft.

Get the .NET Framework

29 http://dotnetsodial.doudspp.net/GetDotnet 2rCirver=va.0
28 http://go2.microsoft.com/fwlink/?LinkiD=1347748rClrVer=v4.0

20/08/2015 06:11:10

/us/2015 060109

Figure 23: Firefox System Backdating

3.3.2. Internet Download

Chrome download history is also stored in

%APPDATA%\Local\Google\Chrome\User Data\Default\History. In table “downloads,”

Sort

15 Typed Transition Type

TRANSITION_REDIRECT_TEMPORAH]
TRANSITION_TYPED
TRANSITION_UNK
TRANSITION_UNK
TRANSITION_UNK
TRANSITION_REDIRECT_TEMPORAR
TRANSITION_UNK
TRANSITION_UNK
TRANSITION_UNK

TRANSITION_ REDIRECT TEMPO

) UL

STION_ DR
TRANSITION_REDIRECT_TEMPORAH
TRANSITION_UNK
TRANSITION_REDIRECT_TEMPORAH]
TRANSITION_UNK
TRANSITION_DOWNLOAD
TRANSITION_DOWNLOAD
TRANSITION_UNK
TRANSITION_REDIRECT_TEMPORAF

TRANSITION_UNK

moz_historyvisits(id:23)
B

Located At
moz_historyvisits{id:43)
moz_historyvisits(id:42)
moz_historyvisits(id:41)
moz_historyvisits{id:40)
moz_historyvisits{id:39)
moz_historyvisits(id:38)
moz_historyvisits{id:37)
moz_historyvisits{id:36)
moz_historyvisits{id:35)
moz_historyvisits{id:34)
‘Moz IstonVisits
'moz_NIstoryvisitsql
moz_historyvisits(id:31)
moz_historyvisits(id:30)
moz_historyvisits{id:29)
moz_historyvisits{id:28)
moz_historyvisits{id:27)
moz_historyvisits{id:26)
moz_historyvisits(id:25)
moz_historyvisits{id:24)

the column “id” is continuously increasing when adding a new download record. Each
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record represents a download. The column “start time date/time” is the time when the

download started, the time obtained from local system clock time.

We performed a few tests to observe the behaviors of Chrome. If a download is

paused and resumed again, the “start time” is the time when the download was firstly

started and does not update to the resume time.

If a download is canceled and then restarted from the download window, there

will be two records in download history. The “start time” of the first record is the time

when the download first started. The “start time” of the second record is the time when

the download restarted.

A download removed from the download list also deletes the record from table

“downloads.” In column “id,” if there is a gap in the middle from removing a record

from the list, the id number will not get used.

Therefore, the column “id” indicates the sequence of download actions, and the

column “start time date/time” should be consistent with this sequence. When “id”

increases, “start time date/time” should increase. Otherwise, backdating of the system

clock may have occurred.

In the example, IEF is used to parse “Chrome Downloads,” after sorting the

records according to table “downloads” and field “id,” we can check column “start time

date/time” and find the system clock backdate at line 21.

B Downkoad Souce

10 bitpe//vwmwew. riesclt et/ fiecacheview 20

Time goes back \l,

Fie Name

iecacheview 3p

N hpeA ot 2 » £ 0082015085744 [| 0087201508575 C\Usees\SFL FiekdAc.  Dowrioad Complete [ Table: dowrdosdi(id 111 Table: dowrlonds_ul_chamisowad 14]
12 bip/A - 3 » o =3 0002015080126 f| 2000820150013 CAUsees\SFL FieldAc.  Downioad Complete [ Table: downloadslidt 121, Table: doweloads_ul_chansisonsd: 15]
13 b » = £ 0002015030418 f| 2000821503042 CUsens\SFL Frekd A Domrioad Complete | Table: downdosdslidt 13, Table: dowrdosds_u_chsinsisond: 16]
18 Bipc/ Moo riesolt rat/ s fecy. 50 ncv.3p 2000215061248 | 1/08/2015061253  CAUsees\SFL FinidAc.  Downioad Complete [ Table: downloadslidt 14). Table: dowedoads_ual_chansfsonsd: 17]
15 bitps//duev boc cn/suppot/secWidpets/SecE S BOC.  SecEdtBOC ens 2005062107 | ARS8 21 CAUsers\SFL FiekdAc. Downdoad Complete | Table: downdosdslid 15). Table: dowrlosds_ul_chsinsionad: 18]
16 Pitpsc//diom boc o/ suppor/ secwidoms/SecERBOC.  SecERRBOC (1) exe 25062508 | A0VANS062523  CAIses\SFLFidAc.  Dowriond Complete [ Table: downdoadslit 161, Table: dowedoads_ul_charisonad: 1]
17 hitpa /v AU D/cyblcybarsecuty/docsATU. V205024112 Download Incomglete [ Table: downdosdilit 17). Table: dowrloads_ul_chssfoad 20)

18 Hitps:/ P BunATUD/cybiesbarsacunity/docsATU.
19 hitp//static] esetstabic.com/un/rescurces/ whie-papess.

20 bt //zures ceg/skes/ et b /Sies mnda/rode Se4/61/.

1TU_Guide_AS_12072011 pd
CARD_2011 p
182766_613GRLK_PRD1256978512 pdt

Start Time Date/Time -

20/08/2015 0854 58

010372015 03.41.52
01/03/2015 035443

01/03/2015 0357.26

End Time Date/Time.

20/08/2015 08 5502

01/08/2015 034755
01/03/2015 035517

01/08/2015 035735

Saved To

C:\Wsees\SFL Field Ac.

CAUsees\SFL Faekd Ac.
C:\Wsees\SFL Field Ac.

C:\Users\SFL Field Ac

Downioad Complete

Dowrioad Complete
Dowrioad Complete
Dowrioad Conrplete

Sort ‘L

Located At

Table: downlosdi(id 10). Table: dowrdoads_u_chsinsfeonsd 13)

Table: downloadslid 161, Table: doweloads_ul_chanifond: 21]
Table: downloads(id 20]. Table: doweloads_ul_chainsionad: 23]

Table: downkosdslid 21). Table: dowrlosds_ul_chansiond: 24]

Fitpy/ Mvevws 1e30achgate. rat/profile/Mohamed_E}Guin

Cybercimel MENA pdf
—

31/08/201510:11:40

3108720510115

C:\Users\SFL Finld Ac.

Downioad Complete

Table: downloads(idt 2], Table: doweloads_ul_chansfsonsd: 25)
— — —

22 Fitps /v sb

Iod G pdt 31/08/2015101220 0S2NS101230  C\Users\SFL Fied Ac. Downdoad Complete Table: downlosdi(dt 23], Table: dowrloads_ul_chsinteonsd 26)

Figure 24: Chrome Downloads System Backdating

For Firefox, download history is included in table “moz_annos” of

%APPDATA%\Roaming\Mozilla\Firefox\Profiles\<profile folder>\places.sqlite. Since
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IEF does not parse the “start time,” we need to look at the history file. In table
“moz_annos,” filter column “anno_attribute id” with all download related attributes, then
compare the sequence in column “id” and column “dateAdded.” The inconsistency in

these two columns indicates system clock backdate.

3.3.3. Internet Cookie

A cookie may contain timestamps; some represent local system time, others the
server side (Obsidian Forensics, 2013). Server-side timestamps include cookie creation
time and cookie last access time. Backdating of the system clock can be determined by
comparing these timestamps. Since the server-side time extracted from the cookie is the
actual time, it will be quite different from the cookie creation/last access time generated
locally. A small difference like a few seconds between the server-side timestamp and
cookie creation/last access time is reasonable, while significant difference like days or

months demand attention.

In the following example, Firefox’s cookies report is extracted using IEF. By
comparing the server-side timestamp, highlighted in column “value,” and the cookie
creation/last access time (column “creation date/time” or “last accessed date/time”), we
can tell whether the system clock is correct during that period. In the example, the
server-side timestamp is translated (column “server-side timestamp”). We can see many
popular websites contain server-side timestamps in the cookies, like Google, Twitter,

Baidu, Wikipedia, LinkedIn, Sina Weibo, Microsoft, and Reddit.

Accessing a cookie for the second time if the server-side timestamp records the
cookie creation time, then the server-side timestamp in the “value” will not change; while
if the server-side timestamp records the cookie last access time, then the server-side
timestamp in the “value” will update. Therefore, we can test to determine whether a
server-side timestamp is cookie creation time or cookie last access time so that the server-
side timestamp can be compared to the corresponding locally generated cookie time. The
server-side timestamps in the example have been tested and noted in column “server-
side_creation or last access,” then the translated server-side timestamp is compared to the

corresponding cookie creation/last access time to detect system clock change. In the
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example, the system clock has been backdated to 8/19/2015 on 8/26/2015 and backdated
to 8/30/2015 on 8/31/2015.

Firefox Cookies

Name Value Server-Side Timestamp Server-Side_Creation or Last Access Ljst Accessed Date/Time Creation Date/Time Hgst

PREF 1D=1111111111111111:Th=1 440581 728:LM=1 440581 728:V=1:5=F GIUONyemsVK4L_w 26/08/2015 09:35 eation 3§/08/2015 02:25:35 15/08/2015 09:35:19 .ghogle.com

PREF 1D=11111111111111 LM=1440561729:V=L:5=yJububl X239 26/08/2015 09:35 eation 3§/08/2015 02:25:35 gpogle.com.hk
guest_id V1%3A1440581 26/08/2015 09:36 eation 3§/08/2015 02:25:54 tiitter.com

PREF 1D=1111111111. {FF=0;TM=1440581802:LM=1440581802:V/=1:5=8y4KESbkHo4p3z-B 26/08/2015 09:36 (Jeation 3§/08/2015 02:25:35 .gpogle.com

id 227dd3c330040005 | |£=1440581843 | et=730| cs=002213fcl48247234132b6dbb82 26/08/2015 09:37 leation 3§/08/2015 02:25:35 .dbubleclick.net
PSTM 1440581870 26/08/2015 09:37 (eation 3§/08/2015 02:15:57 .bhidu.com

Ir_uid 3.1440582007383.1459784926 730922787 26/08/2015 09:40 leation 14/08/2015 09:33:58 Jikerail.com

i 3fal-dab6-ae59-58aSe3ef 73fa| 1440582007 26/08/2015 03:40 feation 3§/08/2015 02:25:59 openx.net
WNIF-Last-Access g-2015 26/08/2015 Lifst Access 1§/08/2 19/08/2015 09:40:02  wikipedia.com
WMF-Last-Access [ 31-Aug-2015 31/08/2015 Ufst Access 3 19/08/2015 09:40:03  whvw. wikipedia.org
atpsida ecla735393a5236aee8af946_1 440987595 31/08/2015 02:19 Ufst Access 13/08/2015 09:42:05 rfmstat.com

aimx XHAKDtSSONYCAGIFgk FbFct_1440387529 31/08/2015 02:18 Lffst Access 3 13/08/2015 03:42:07 mfmstat.com
SINAGLOBAL 210.5.170.66_1440582194,351309 26/08/2015 09:43 (eation 3 13/08/2015 09:43:05 sfha.com.cn
mt_mop 4:1440387625|10:1440987398 31/08/2015 02:20 st Access 3§/08/2015 02:20:13 13/08/2015 03:43:48 nfathtag.com

_ cfduid d135f6222917a51b1b8363273a6de94cal 440582298 26/08/2015 09:44 leation 3§/08/2015 02:21:06 rdddit.com

MCL a6bc718151 22f026b; T6b&LV=201 U=1440582714836 26/08/2015 09:51 (eation 39/08/2015 02:25:30 icrosoft.com

pid 223919547724" 31/08/2015 02:15 (eation 39/08/2015 02:25:54 titter.com

UIDR 31/08/2015 02:16 (eation 39/08/2015 02:20:27 sforecardresearch.com
Im 2:16:39 GMT" 31/08/2015 02:16 feation 3§/08/2015 02:25:59 ribiconproject.com
WMF-Last-Access 31/08/2015 LYst Access 3§/08/2015 02:17:16 wikipedia.org
WMF-Last-Access 31/08/2015 st Access 3§/08/2015 02:17:19 30/08/2015 02:17:18  mpta,wikimedia.org
WMF-Last-Access 31/08/2015 Ust Access 3 02:17:59 30/08/201502:17:59  zhjwikipedia.org
WMF-Last-Access 31/08/2015 Ulst Access 3§/08/2015 02:18:02 30/08/2015 02:18:02  Iogin. wikimedia.org
lide g=218:0=1:1=144038 7549:=1441073943:5=AQGtkrSHHGaHISDb 8w Wp2E03832j2W3)" 31/08/2015 02:15 feation 3§/08/2015 02:18:57 30/08/2015 02:18:57 libkedin.com

ATN 1.1440987674,49340514951 26442100, AYK-2GQ6cOXhfnDBEKE 31/08/2015 02:21 eation 39/08/2015 02:25:56 30/08/201502:21:02 .afdmt.com

Figure 25: Cookie Analysis for System Backdating

3.3.4. Email

Like a cookie, an email header contains server generated timestamps (Table 1)
which are the correct time(s) when the email is sent/received. If we find msg/eml email
file on the computer, the MAC (modified, accessed, created) time of msg/eml file should
not be earlier than the timestamp in the email header. Otherwise, one should be
suspicious that backdating of the system clock may have occurred when the email is

sent/received or tampering with the MAC time of the email has occurred.

Table 1: Email Header Analysis

Received: from TEST1.PUBLIC (10.*** *** *%%) by,

TEST2.PUBLIC (10.%%* **% *%%) ywith Microsoft SMTP Server (TLS) id
8.3.83.0; Wed, 12 Aug 2015 15:49:22 +0100

Received: from TEST3.PUBLIC ([fe80).: **¥% x4k skack xkxk]) by,
TESTI1.PUBLIC ([::1]) with mapi; Wed, 12 Aug 2015 10:49:52

-0400

Content-Type: application/ms-tnef; name="winmail.dat"
Content-Transfer-Encoding: binary

From: testing <testing@gmail.com>

Date: Wed, 12 Aug 2015 10:49:19 -0400

Subject: Testing Mail: 8.12.2015

Thread-Topic: Testing Mail: 8.12.2015

Thread-Index: AADURILGjGegnJfUQriC0dWzJa570w==

Message-ID:
<CI196E3C30064894A49508503BB740B46E280342FB2A@TEST3.PUBLIC>
Accept-Language: en-US
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Content-Language: en-US

X-MS-Has-Attach: yes

X-MS-Exchange-Organization-SCL: -1

X-MS-TNEF-Correlator:
<CI96E3C3006489449508503BB740B46E2803A2FB2A@TEST3.PUBLIC>
MIME-Version: 1.0

X-Auto-Response-Suppress: DR, OOF, AutoReply

To: Undisclosed recipients:,

Return-Path: testing@gmail.com

4. Conclusion

In this paper, we introduced various ways to determine whether backdating of or
tampering with the system clock has occurred. We discussed three categories of artifacts
related to the system, applications, and the Internet. We compared the patterns of
timestamps in normal and backdating situations and determined that our hypothetical

rules were proved to be correct.

We introduced how these artifacts maintain records, including estimating how
many records can be expected in a given period so that the investigators can determine
what objects would help in different situations. By applying these rules, we can tell if

backdating or tampering has occurred.

For future work, the results from analyzing various artifacts will be combined to
infer the details of backdating, e.g. when backdating of the system clock occurred,

determining which timestamps to trust after backdating, and so forth
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