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$EVWUDFW�

$V�DQ�DOWHUQDWLYH�WKH�ORVV�RI�DFFHVV�WR�SODLQWH[W�,3�SD\ORDGV�LQ�DQ�LQFUHDVLQJO\�HQFU\SWHG�
DQG�SULYDF\�FRQVFLRXV�ZRUOG��QHWZRUN�OD\HU�VHFXULW\�DQDO\VLV�UHTXLUHV�D�VKLIW�RI�DWWHQWLRQ�
WR�H[DPLQDWLRQ�DQG�FKDUDFWHUL]DWLRQ�RI�WKH�SDFNHW�DQG�QHWZRUN�FRQYHUVDWLRQ�PHWD�
LQIRUPDWLRQ�GHULYHG�IURP�SDFNHW�KHDGHU�LQIRUPDWLRQ���7KHVH�FKDUDFWHULVWLFV�FDQ�EH�
LQFRUSRUDWHG�LQWR�DQG�WUHDWHG�DV�DQ�LQWHJUDO�SDUW�RI�DVVHW�DQG�FRQILJXUDWLRQ�PDQDJHPHQW�
EDVHOLQHV���&KDQJHV�GHWHFWHG�LQ�WKH�H[SHFWHG�HQGSRLQWV��IUHTXHQF\��GXUDWLRQ��DQG�SDFNHW�
VL]HV�FDQ�EH�IODJJHG�IRU�UHYLHZ�DQG�VXEVHTXHQW�UHVSRQVH�RU�DGMXVWPHQW�WR�WKH�EDVHOLQH��
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���,QWURGXFWLRQ�
7KH�XVH�RI�HQFU\SWLRQ�WR�SURWHFW�WKH�FRQILGHQWLDOLW\�RI�QHWZRUN�FRPPXQLFDWLRQV�LV�

RQ�WKH�ULVH���$FFRUGLQJ�WR�6DQGYLQH¶V������*OREDO�,QWHUQHW�3KHQRPHQD�5HSRUW��DQG�DV�

UHSRUWHG�E\�:LUHG�0DJD]LQH��WKH�YROXPH�RI�HQFU\SWHG�RQOLQH�FRPPXQLFDWLRQV�KDV�QHDUO\�

GRXEOHG�LQ�1RUWK�$PHULFD��WULSOHG�LQ�(XURSH��DQG�PRUH�WKDQ�TXDGUXSOHG�LQ�/DWLQ�$PHULFD�

VLQFH�WKH������6QRZGHQ�UHYHODWLRQV��)LQOH\����������

&RQVXPHU�HQG�XVHUV�DUH�QRW�WKH�RQO\�RQHV�WR�VHH�D�ULVH�LQ�WKH�XVH�RI�QHWZRUN�OHYHO�

HQFU\SWLRQ���(QWHUSULVH�HQFU\SWLRQ�VWUDWHJLHV�VKRZ�D�WUHQG�WRZDUG�HQFU\SWLRQ�DFURVV�ERWK�

H[WHUQDO�DQG�LQWHUQDO�QHWZRUNV���,Q�WKH�3RQHPRQ�,QVWLWXWH¶V������Global Encryption 

Trends Study������RI�UHVSRQGHQWV�LQGLFDWHG�WKHLU�RUJDQL]DWLRQ�KDG�H[WHQVLYHO\�GHSOR\HG�

VROXWLRQV�IRU�WKH�HQFU\SWLRQ�RI�H[WHUQDO�SXEOLF�QHWZRUNV��HQWHUSULVH�ZLGH��ZLWK�����RI�

UHVSRQGHQWV�LQGLFDWLQJ�WKH\�KDG�DW�OHDVW�VWDUWHG�ZLWK�SDUWLDO�RU�³SRLQW´�GHSOR\PHQWV�

�3RQHPRQ����������)RU�HQFU\SWLRQ�RI�LQWHUQDO�QHWZRUN�WUDIILF������RI�WKH�UHVSRQGHQWV�

LQGLFDWHG�WKH�H[WHQVLYH�XVH�RI�HQFU\SWLRQ�WHFKQRORJLHV�HQWHUSULVH�ZLGH�DQG�����LQGLFDWHG�

VRPH�OHYHO�RI�SURJUHVV�ZLWK�SDUWLDO�GHSOR\PHQWV��

,Q�WKH�ZDNH�RI�KLJK�SURILOH�F\EHU�VHFXULW\�EUHDFKHV�DQG�DOOHJDWLRQV�RI�JRYHUQPHQW�

VQRRSLQJ�LQWR�,QWHUQHW�WUDIILF��SUROLIHUDWLRQ�RI�LQWHUHVW�LQ�WKH�XVH�RI�HQFU\SWLRQ�IRU�WKH�

SURWHFWLRQ�RI�QHWZRUN�FRPPXQLFDWLRQV�VKRXOG�FRPH�DV�QR�VXUSULVH���$IWHU�DOO��IRU�VHFXULW\�

SURIHVVLRQDOV��FRQILGHQWLDOLW\�LV�D�FRUH�WHQHW�RI�D�JRRG�LQIRUPDWLRQ�VHFXULW\�SURJUDP���%XW�

WKH�JRRG�JX\V�DUH�QRW�WKH�RQO\�RQHV�XVLQJ�HQFU\SWLRQ�WR�WU\�WR�SURWHFW�SULYDF\�RI�

FRPPXQLFDWLRQV�DQG�IRLO�F\EHU�DWWDFNV���0DOZDUH�&RPPDQG�DQG�&RQWURO��&���WUDIILF�LV�

XVXDOO\�HQFU\SWHG�QRZDGD\V�DQG�GHSUHFDWHG�LV�WKH�XVH�RI�SODLQW�WH[W�&��DYHQXHV�VXFK�DV�

,QWHUQHW�5HOD\�&KDW��,5&���*URVIHOW���������

&RQWUDU\�WR�WKH�QRWLRQ�RI�SURWHFWLQJ�WKH�FRQILGHQWLDOLW\�RI�FRPPXQLFDWLRQ�WR�

VWULFWO\�WKH�VHQGHU�DQG�UHFHLYHU��WKH�VHFXULW\�DQDO\VW¶V�MRE�LV��ZDV��RIWHQ�HDVLHU�DQG�PRUH�

FRORUIXO�ZKHQ�WKH�DQDO\]HG�WUDIILF�LV��ZDV��SODLQWH[W���:KDW�FRPPDQGV�ZDV�WKDW�PDOZDUH�

WU\LQJ�WR�H[HFXWH�DQG�ZKDW�RWKHU�KRVWV�PD\�KDYH�EHHQ�LPSOLFDWHG"��(DV\���3XOO�WKH�,5&�

UHODWHG�QHWZRUN�SDFNHWV��ILUH�XS�:LUHVKDUN�RU�\RXU�IDYRULWH�SURWRFRO�GHFRGHU��DQG�SLFN�

WKURXJK�WKH�VWULQJV���2EYLRXVO\��SODLQWH[W�SD\ORDGV�FDQ�EH�DFFHVVHG��SDUVHG��UHDGLO\�
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XQGHUVWRRG��DQG�RIWHQ�PDNH�IRU�PXFK�PRUH�LQVLJKWIXO�DQG�LQWHUHVWLQJ�DQDO\VLV�E\�WKH�

VHFXULW\�SURIHVVLRQDO���$Q�LQWHUHVWLQJ�TXHVWLRQ�LV�UDLVHG���:KDW�KDSSHQV�ZKHQ�DOO��RU�DW�

OHDVW�WKH�PDMRULW\�RI��QHWZRUN�WUDIILF�LV�HQFU\SWHG�DQG�WKH�VHFXULW\�DQDO\VW�GRHV�QRW�KDYH�

WKH�GHFU\SWLRQ�NH\V��ZKLFK�LV�XVXDOO\�WKH�FDVH�ZKHQ�LW�FRPHV�WR�PRGHUQ�PDOZDUH�"��$QG�

HYHQ�ZKHQ�WKH�DQDO\VW�KDV�DFFHVV�WR�WKH�GHFU\SWHG�QHWZRUN�VWUHDP��DV�LQ�WKH�FDVH�RI�66/�

SUR[LHV��WKHUH�DUH�WLPHV�ZKHUH�WKH�XVH�RI�VXFK�D�SUR[\�LV�GHWHFWDEOH�E\�WKH�HQG�VHUYHU�DQG�

WHUPLQDWHG�LQ�WKH�LQWHUHVW�RI�DEVROXWH�FRQILGHQWLDOLW\�DQG�SUHYHQWLQJ�D�PDQ�LQ�WKH�PLGGOH�

0,70�DWWDFN��

6R��RI�ZKDW�XVH�WR�XV�LV�WKH�QHWZRUN�VHFXULW\�DQDO\VW�LQ�D�ZRUOG�ZKHUH�DOO�SDFNHW�

SD\ORDGV�DUH�HQFU\SWHG"��7KHUH�DUH�PDQ\�DQVZHUV��RI�FRXUVH��DQG�WKH�JRRG�QHZV�LV�WKDW�

QHWZRUN�PRQLWRULQJ�LV�QRW�GHDG�MXVW�EHFDXVH�WKH�SD\ORDGV�DQG�DSSOLFDWLRQ�FRQWHQW�DUH�

HQFU\SWHG���%XW�ILUVW��LW�LV�JRRG�WR�FODULI\�ZKDW�LV�PHDQW�E\�QHWZRUN�FRQYHUVDWLRQ�

PHWDGDWD���)RU�WKH�UHPDLQGHU�RI�WKLV�SDSHU��QHWZRUN�FRQYHUVDWLRQ�PHWDGDWD�UHIHUV�WR�WKH�

SODLQWH[W�KHDGHU�GDWD�DQG�VWDWLVWLFDO�LQIRUPDWLRQ�WKDW�FDQ�EH�GHULYHG�IURP�,QWHUQHW�

3URWRFRO��,3��YHUVLRQ���RU���SDFNHWV���7KH�IROORZLQJ�SDFNHW�FDSWXUH�LV�D�EDVLF�LOOXVWUDWLRQ�

RI�DQ�,3Y��SDFNHW�WKDW�KDV�LWV�HQFU\SWHG�SD\ORDG��

�

1RWH�WKDW�WKH�KLJKOLJKWHG�SRUWLRQ�RI�WKH�SDFNHW�VKRZ�WKDW�WKDW�SD\ORDG�LV�HQFU\SWHG��EXW�

WKH�,3�DQG�7UDQVPLVVLRQ�&RQWURO�3URWRFRO�KHDGHUV�DUH�DOO�VWLOO�SODLQWH[W���7KHUH�LV�PXFK�WR�

EH�JOHDQHG�IURP�WKH�,3�DQG�7&3�KHDGHUV�±�QRWH�DERYH�WKDW�ZH�KDYH�DFFHVV�WR�EDVLF�

LQIRUPDWLRQ�VXFK�DV�WKH�VRXUFH�DQG�GHVWLQDWLRQ�DGGUHVVHV��SRUW�QXPEHUV��7&3�VHTXHQFH�
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QXPEHUV��DQG�WKH�OLNH���,QKHUHQW�DOVR�LV�LQIRUPDWLRQ�VXFK�DV�SDFNHW�OHQJWKV��SD\ORDG�

OHQJWKV��ZKHWKHU�HQFU\SWHG�RU�QRW���DQG�RWKHU�GDWD�WKDW�FRXOG�EH�XVHG�WR�H[WUDSRODWH�DQG�

FKDUDFWHUL]H�WKH�FRQYHUVDWLRQV�EHWZHHQ�QHWZRUNHG�SHHUV���:H�DUH�DGYLVHG��³WXUQLQJ�WR�

VHVVLRQ�GDWD�RU�VWDWLVWLFV�RQ�WKH�VRUWV�RI�SRUWV�DQG�DGGUHVVHV�LV�D�EHWWHU�ZD\�WR�LGHQWLI\�

VXVSLFLRXV�DFWLYLW\´��%HMWOLFK����������7KLV�DSSURDFK�KDV�IRXQG�SUDFWLFDO�DSSOLFDWLRQ�LQ�WKH�

LGHQWLILFDWLRQ�RI�FRPSURPLVHG�KHDOWKFDUH�RUJDQL]DWLRQV�E\�DQDO\]LQJ�MXVW�

VRXUFH�GHVWLQDWLRQ�,3�DGGUHVVHV�DQG�JHR�ORFDWLRQ�LQIRUPDWLRQ�RYHU�D�SHULRG�RI�RQH�\HDU�

�)LONLQV����������

,W�VWDQGV�WR�UHDVRQ�WKDW�DQ�DVVHW�FHQWULF�DSSURDFK�WR�PRQLWRULQJ�PD\�EH�KHOSIXO��

7KHUH�ZRXOG�VHHP�WR�EH�XWLOLW\�LQ�FDSWXULQJ�LQIRUPDWLRQ�DERXW�QHWZRUN�FRQYHUVDWLRQV�

IURP�WKH�ZLUH�DQG�LQWHJUDWLQJ�WKH�FKDUDFWHULVWLFV�RI�WKH�FRQYHUVDWLRQV�LQWR�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�EDVHOLQHV���$W�D�KLJK�OHYHO��WKLV�LV�DNLQ�WR�SHHU�

ZKLWHOLVWLQJ��EXW�DW�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�OHYHO���,Q�WKH�DVVHW�FRQILJ�

PDQDJHPHQW�V\VWHP��ZH�FRQVFLRXVO\�DQQRWDWH�WKDW�KRVW�;�ZDV�REVHUYHG�FRPPXQLFDWLQJ�

ZLWK�KRVW�<�RU�KRVW�=�XVLQJ�VRPH�SURWRFRO��H�J���7&3��RQ�VRPH�SRUW�������IRU�H[DPSOH����

2WKHU�SRWHQWLDOO\�LQWHUHVWLQJ�PHWDGDWD�VXFK�DV�FRQYHUVDWLRQ�GXUDWLRQ��SDFNHW�FRXQWV��DQG�

E\WH�VL]HV�FRXOG�DOVR�EH�UHFRUGHG�DQG�LQWHJUDWHG�DV�SDUW�RI�WKH�EDVHOLQH�DQG�FRQILJXUDWLRQ�

PDQDJHPHQW�IRU�KRVW�;����

:KLOH�HVWDEOLVKPHQW�RI�V\VWHP�SURILOHV�UHODWLYH�WR�HYHQW�LQFLGHQW�UHVSRQVH�

HIILFLHQFLHV�LV�QRW�DQ�HQWLUHO\�QHZ�FRQFHSW��.DUZDVNL���������DQG�DSSURDFKHV�WR�

PRQLWRULQJ�QHWZRUN�EHKDYLRU��L�H���WRROV�IRU�DQDO\VLV�RI�1HW)ORZ�UHFRUGV��6LON��KDYH�EHHQ�

DYDLODEOH�IRU�PDQ\�\HDUV��WKH�QRWLRQ�LV�DGYDQFHG�ZKHQ�ZH�FRQVLGHU�DFWXDOO\�LQWHJUDWLQJ�

WKH�QHWZRUN�FRQYHUVDWLRQ�FKDUDFWHULVWLFV�DV�SDUW�RI�WKH�EDVHOLQH�FRQILJXUDWLRQ�IRU�DQ�DVVHW���

$JDLQ��WKH�LGHD�LV�WKDW�PRVW�SDFNHW�SD\ORDGV�ZLOO�SUHVXPDEO\��DW�VRPH�IXWXUH�

SRLQW��EH�XQDYDLODEOH�IRU�DQDO\VLV�GXH�WR�LQFUHDVLQJO\�SUHYDOHQW�XVH�RI�WUDQVPLVVLRQ�

HQFU\SWLRQ���1HWZRUN�OD\HU�VHFXULW\�DQDO\VLV�WKXV�FRQWLQXHV�VKLIWLQJ�IRFXV�WRZDUG�WKH�

PRQLWRULQJ�RI�WKH�PHWD��DQG�VWDWLVWLFDO�LQIRUPDWLRQ�RI�QHWZRUN�FRQYHUVDWLRQV�GXULQJ�

DQDO\VLV���7KH�UHPDLQGHU�RI�WKLV�SDSHU�GLVFXVVHV�WKH�FRQFHSW�RI�LQWHJUDWLQJ�WKLV�QHWZRUN�

FRQYHUVDWLRQ�PHWD�LQIRUPDWLRQ�LQWR�DQ�H[LVWLQJ�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP���

3RWHQWLDO�EHQHILWV�DQG�FKDOOHQJHV�DUH�VKDUHG���)LQDOO\��D�ZRUNLQJ�H[DPSOH�LV�SUHVHQWHG�WR�
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RIIHU�D�WDQJLEOH�YLHZ�RI�ZKDW�DQ�DSSURDFK�RI�WKLV�QDWXUH�PLJKW�RIIHU�LQ�WKH�SURWHFWLRQ�RI�

FULWLFDO�V\VWHPV��

���+DQGOLQJ�1HWZRUN�&RQYHUVDWLRQ�,QIRUPDWLRQ�DV�
$VVHW�&RQILJXUDWLRQ�,WHP�

����� $�3URSRVDO�
6$16�&ULWLFDO�6HFXULW\�&RQWUROV��&6&������DQG�����UHFRPPHQG�WKH�GHSOR\PHQW�

RI�DQ�DXWRPDWHG�DVVHW�LQYHQWRU\�GLVFRYHU\�WRRO�DQG�LWV�XVH�LQ�EXLOGLQJ�DQ�DVVHW�LQYHQWRU\�

RI�V\VWHPV�DQG�VRIWZDUH�LQ�XVH�DW�DQ�RUJDQL]DWLRQ��6$16����������&6&�����DQG�����WKHQ�

LQGLFDWH�WKDW�WKH�IROORZLQJ�DWWULEXWHV�VKRXOG�EH�PDLQWDLQHG�LQ�WKH�LQYHQWRU\��

x� 1HWZRUN�DGGUHVV�

x� 0DFKLQH�QDPH�

x� 3XUSRVH�RI�V\VWHP�

x� $VVHW�RZQHU�

x� 'HSDUWPHQW�DVVRFLDWHG�ZLWK�WKH�GHYLFH�

x� 2SHUDWLQJ�V\VWHP�Z��YHUVLRQ�DQG�SDWFK�OHYHO�

x� ,QVWDOOHG�DSSOLFDWLRQV�Z��YHUVLRQ�DQG�SDWFK�OHYHO�

7KH�DGGLWLRQ�RI�QHWZRUN�FRQYHUVDWLRQ�PHWD�LQIRUPDWLRQ�WR�WKLV�DVVHW�LQYHQWRU\��RU�

D�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH�WLHG�GLUHFWO\�WR�LW��ZRXOG�VXSSRUW�DQ�DVVHW�EDVHG��

FRQWLQXRXV�YLHZ�RI�WKH�FRQYHUVDWLRQV�RFFXUULQJ�RQ�WKH�QHWZRUN����

:KDW�LV�LQWHUHVWLQJ�LV�WKH�LGHD�RI�XVLQJ�H[LVWLQJ�VHFXULW\�DQDO\VW�DQG�QHWZRUN�

FDSWXUH�WRROV�WR�DXJPHQW�LQIRUPDWLRQ�LQ�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVHV���

6XFK�DQ�DSSURDFK�SURYLGHV�YLVLELOLW\�WR�V\VWHP�DGPLQLVWUDWRUV�DQG�RZQHUV�DV�WR�ZKDW�WKHLU�

V\VWHPV�DUH�WDONLQJ�WR��DQG�ZKLFK�V\VWHPV�DUH�WDONLQJ�WR�WKHP���,QWHJUDWLRQ�RI�WKLV�

LQIRUPDWLRQ�ZLWK�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVHV�FRXOG�IDFLOLWDWH�UHYLHZ�RI�

WKHVH�FRQYHUVDWLRQV�DQG�SURYLGH�DQ�RSSRUWXQLW\�IRU�IRUPDO�DSSURYDO�DV�SDUW�RI�D�EDVHOLQH�

IRU�DQ\�SDUWLFXODU�VHW�RI�V\VWHPV���,Q�WKH�HQG��WKLV�KHOSV�DQVZHU�WKH�TXHVWLRQ�³'R�ZH�NQRZ�
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ZKDW�LV�FRQQHFWLQJ�WR�DQG�UXQQLQJ��RU�WU\LQJ�WR�UXQ��RQ�RXU�V\VWHPV�DQG�QHWZRUNV"´��

�6$16����������

8OWLPDWHO\��WKH�UHYLVHG�DVVHW�RU�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH�PLJKW�DSSHDU�

DV�IROORZV��

x� 1HWZRUN�DGGUHVV�

x� 0DFKLQH�QDPH�

x� 3XUSRVH�RI�V\VWHP�

x� $VVHW�RZQHU�

x� 'HSDUWPHQW�DVVRFLDWHG�ZLWK�WKH�GHYLFH�

x� 2SHUDWLQJ�V\VWHP�Z��YHUVLRQ�DQG�SDWFK�OHYHO�

x� ,QVWDOOHG�DSSOLFDWLRQV�Z��YHUVLRQ�DQG�SDWFK�OHYHO�

x� 1(:���$SSURYHG�1HWZRUN�&RQYHUVDWLRQ�3HHUV�

$V�QHWZRUN�OD\HU�LQWHOOLJHQFH�LV�REWDLQHG�IURP�WKH�ZLUH��LW�FDQ�WKHQ�EH�IHG�LQWR�WKH�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH�ZKHUH�DXWRPDWLF�FRPSDULVRQV�FDQ�EH�PDGH�WR�

LGHQWLI\�DQRPDOLHV�DJDLQVW�WKH�DSSURYHG�OLVW�RI�KRVWV�DXWKRUL]HG�WR�FRPPXQLFDWH�ZLWK�WKH�

DVVHW�LQ�TXHVWLRQ���,GHDOO\��WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�LQWHUIDFH�ZRXOG�DOORZ�WKH�

V\VWHP�DGPLQLVWUDWRU�RU�RZQHU�WR�LQGLFDWH�WKDW�D�QHZO\�LGHQWLILHG�FRQQHFWLRQ�LV�DXWKRUL]HG�

��RU�WR�SRWHQWLDOO\�WULJJHU�WKH�LQFLGHQW�UHVSRQVH�SURFHVV�LI�LW�ZDV�QRW�H[SHFWHG����

,GHDOO\��WKH�IHHGLQJ�RI�QHWZRUN�OD\HU�LQWHOOLJHQFH�LQWR�WKH�DVVHW�FRQILJXUDWLRQ�

PDQDJHPHQW�V\VWHP�ZRXOG�EH�DFFRPSDQLHG�E\�FRUUHODWLRQ�ZLWK�RWKHU�LQIRUPDWLRQ�VRXUFHV�

WKDW�DLG�WKH�V\VWHP�DGPLQLVWUDWRU�RZQHU�LQ�PDNLQJ�D�GHWHUPLQDWLRQ�DV�WR�ZKHWKHU�RU�QRW�

WKH�SHHUV�LQ�WKH�FRQYHUVDWLRQ�DUH�DXWKRUL]HG�WR�EH�FRPPXQLFDWLQJ�ZLWK�RQH�DQRWKHU���)RU�

H[DPSOH��LI�WKH�SHHU�RQ�HLWKHU�VLGH�RI�WKH�REVHUYHG�FRQQHFWLRQ�LV�QRW�DOUHDG\�LQ�WKH�

DVVHW�FRQILJXUDWLRQ�GDWDEDVH��WKHQ�'16��JHRORFDWLRQ�GDWD��WKUHDW�LQWHOOLJHQFH�IHHGV�DQG�

RWKHU�EORFN�OLVW�LQIRUPDWLRQ�FDQ�EH�TXHULHG�DQG�SUHVHQWHG�WR�WKH�V\VWHP�

DGPLQLVWUDWRU�RZQHU���3XWWLQJ�WKLV�LQIRUPDWLRQ��DXWRPDWLFDOO\�DW�WKH�ILQJHUWLSV�RI�WKH�

V\VWHP�DGPLQLVWUDWRU�RZQHU�UHGXFHV�WKH�DPRXQW�RI�DGGLWLRQDO�UHVHDUFK�WKDW�ZRXOG�QHHG�WR�

EH�SHUIRUPHG�LQ�GLVFHUQLQJ�ZKHWKHU�DQ\�JLYHQ�SHHU�WR�SHHU�FRQYHUVDWLRQ�LV�H[SHFWHG���
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$GGLWLRQDO�FRQVLGHUDWLRQ�ZRXOG�QHHG�WR�EH�JLYHQ�WR�WKH�DPRXQW�DQG�JUDQXODULW\�RI�

LQIRUPDWLRQ�WKDW�VKRXOG�EH�LQFOXGHG���

������� &KDOOHQJHV�
,W�LV�ZRUWK�PHQWLRQLQJ��XSIURQW��WKH�SRWHQWLDO�GUDZEDFNV�WR�WKLV�DVVHW�FHQWULF�

DSSURDFK���7KH�ILUVW�LV��DV�DQ\�JRRG�VHFXULW\�DQDO\VW�NQRZV��WKH�SRWHQWLDO�WR�SURGXFH�ODUJH�

YROXPHV�RI�GDWD�WKDW�QR�DGPLQLVWUDWRU�RU�V\VWHP�RZQHU�ZRXOG�SUDFWLFDOO\�EH�DEOH�WR�VLIW�

WKURXJK���7KLV�PD\�EH�WKH�FDVH�SDUWLFXODUO\�ZLWK�HQG�XVHU�ZRUNVWDWLRQV�DQG�PRELOH�

GHYLFHV�WKDW�KDYH�XQIHWWHUHG�,QWHUQHW�FRQQHFWLYLW\���2YHUZKHOPLQJ�V\VWHP�DGPLQLVWUDWRUV�

ZLWK�PRUH�GDWD�WKDW�OHDGV�WR�PRUH�ZRUN�LV�QRW�WKH�JRDO�RI�WKLV�H[HUFLVH��VR�DQ\�DWWHPSW�WR�

LQFRUSRUDWH�QHWZRUN�WUDIILF�REVHUYDWLRQV�ZLWK�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP�

QHHGV�WR�EH�GRQH�LQ�D�PDQQHU�WKDW�UHGXFHV�WKH�DPRXQW�RI�ZRUN�WKDW�QHHGV�WR�EH�GRQH�LQ�

UHVHDUFKLQJ�DQG�LGHQWLI\LQJ�SHHUV��VHH�GLVFXVVLRQ�LQ�6HFWLRQ�����UHJDUGLQJ�DXWRPDWLFDOO\�

LQWHJUDWLQJ�JHR�ORFDWLRQ�DQG�RWKHU�LQWHOOLJHQFH�VRXUFHV���

$�VHFRQG�FKDOOHQJH�LV�WKDW�WKH�LQWHJUDWLRQ�RI�QHWZRUN�FRQYHUVDWLRQDO�GDWD�ZLWK�WKH�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH�ZLOO�EH�LQFRPSOHWH�LI�WKH�QHWZRUN�LV�QRW�

SURSHUO\�HTXLSSHG�WR�FDSWXUH�DOO�FRQYHUVDWLRQV���)RU�H[DPSOH��LQ�D�QHWZRUN�ZLWK�RQO\�RQH�

SDFNHW�FDSWXULQJ�GHYLFH�VLWWLQJ�RQ�WKH�H[WHUQDO�VLGH�RI�WKHLU�,QWHUQHW�IDFLQJ�ILUHZDOO��L�H���

DQ�XPEUHOOD�,'6�VHQVRU���LW�LV�SRVVLEOH�WKDW�RQO\�SDFNHWV�WKDW�KDYH�KDG�1HWZRUN�$GGUHVV�

7UDQVODWLRQ�DSSOLHG��H�J���SDFNHWV�WKDW�KDYH�EHHQ�1$7HG���LW�ZRXOG�EH�GLIILFXOW�WR�

LQWHJUDWH�ZLWK�WKH�DSSURDFK�GHVFULEHG�KHUH�VLQFH�WKH�RULJLQDO�VRXUFH�,3�ZRXOG�QRW�EH�

DYDLODEOH���7KLV�DOVR�EHFRPHV�DSSDUHQW�ZKHQ�WKH�WRSLF�RI�RII�QHWZRUN�GHYLFHV�DQG�LQWUD�

VHJPHQW�FRPPXQLFDWLRQV�FRPHV�XS���,Q�WKH�FDVH�RI�WKH�IRUPHU��LW�PD\�SURYH�GLIILFXOW�WR�

FDSWXUH�DOO�FRPPXQLFDWLRQV�IURP�PRELOH�GHYLFHV�WKDW�VZLWFK�EHWZHHQ��IRU�H[DPSOH��WKH�

PRQLWRUHG�FRUSRUDWH�ZLIL�QHWZRUN�DQG�D�ZLUHOHVV��*�FDUULHU�QHWZRUN���,Q�WKH�FDVH�RI�WKH�

ODWWHU��LW�LV�WKH�H[SHULHQFH�RI�WKH�DXWKRU�WKDW�IHZ�RUJDQL]DWLRQV�DUH�ZLOOLQJ�WR�LQYHVW�LQ�

VHQVRU�LQIUDVWUXFWXUH�FDSDEOH�RI�FDSWXULQJ�DOO�QHWZRUN�WUDIILF�ZLWKLQ�D�VLQJOH�VHJPHQW�RU�

9LUWXDO�/RFDO�$UHD�1HWZRUN��9/$1�����

,W�LV�ZRUWK�PHQWLRQLQJ�WKDW�D�KRVW�EDVHG�DSSURDFK�FRXOG�EH�SXUVXHG�ZKHUHLQ�WKH�

GHVLUHG�QHWZRUN�FRQYHUVDWLRQ�LQIRUPDWLRQ�LV�REWDLQHG�GLUHFWO\�IURP�WKH�KRVW�V\VWHP�DQG�

IHG�LQWR�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH���:KLOH�WKLV�PD\�ZHOO�SURYH�WR�EH�D�
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UREXVW�DQG�LQIRUPDWLYH�VRXUFH�RI�QHWZRUN�FRQYHUVDWLRQ�LQIRUPDWLRQ��DQG�QHFHVVDU\�

FRPSOHPHQW�WR�DQ\�QHWZRUN�OD\HU�PRQLWRULQJ�LQLWLDWLYH��IXUWKHU�GLVFXVVLRQ�LV�RXWVLGH�WKH�

VFRSH�RI�WKLV�SDSHU��

8OWLPDWHO\��WKH�LQWHJUDWLRQ�RI�QHWZRUN�OD\HU�FRQYHUVDWLRQ�PHWDGDWD�ZLWK�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHPV�PD\�EH�EHWWHU�VXLWHG�WR�HQYLURQPHQWV�WKDW�KDYH�

UHODWLYHO\�SUHGLFWDEOH�VHWV�RI�QHWZRUN�FRPPXQLFDWLRQ�SHHUV���7KLV�FRXOG�LQFOXGH�LQWHUQDO�

GDWDEDVH�DSSOLFDWLRQ�PLGGOHZDUH�VHUYHUV��VXSHUYLVRU\�FRQWURO�DQG�GDWD�DFTXLVLWLRQ�

�6&$'$��FRPSRQHQWV��SRLQW�RI�VDOH��326��WHUPLQDOV��DQG�RWKHU�SXUSRVH�EXLOW�V\VWHPV���

7DNLQJ�WKH�H[DPSOH�RI�6&$'$�FRPSRQHQWV�WR�LOOXVWUDWH�IXUWKHU��WKHVH�DUH�V\VWHPV�WKDW�

DUH�W\SLFDOO\�UHFRPPHQGHG�IRU�SODFHPHQW�ZLWKLQ�DQ�DLU�JDSSHG�QHWZRUN�WKDW�LV�SK\VLFDOO\�

VHSDUDWH�IURP�DQ\�RWKHU�QHWZRUN��6FRWW����������6LPLODUO\��WKH�3D\PHQW�&DUG�,QGXVWU\�

'DWD�6HFXULW\�6WDQGDUG������3&,�'66������PDQGDWHV�WKH�VHSDUDWLRQ�RI�V\VWHPV�WKDW�VWRUH��

SURFHVV��RU�WUDQVPLW�FDUGKROGHU�LQIRUPDWLRQ�DQG�WKH�LPSOHPHQWDWLRQ�RI�D�³GHQ\�E\�

GHIDXOW´�DFFHVV�SRVWXUH���7KHVH�W\SHV�RI�HQYLURQPHQWV��ZKLOH�SHUKDSV�QRW�FRPSOHWHO\�

LPPXQH�WR�XQDXWKRUL]HG�DFFHVV�RU�FRPSURPLVH��GR�OHQG�WKHPVHOYHV�WR�WKH�IRUPXODWLRQ�RI�

SUHGLFWDEOH�VHWV�RI�FRPPXQLFDWLRQ�SHHUV��

������� %HQHILWV�
0DNLQJ�QHWZRUN�FRQYHUVDWLRQ�PHWD�LQIRUPDWLRQ�D�GLVFUHWH�FRQILJXUDWLRQ�LWHP�LQ�

V\VWHP�LQYHQWRULHV�DQG�FRQILJXUDWLRQ�PDQDJHPHQW�VROXWLRQV��DQG�SXWWLQJ�LQWHOOLJHQFH�

LQIRUPDWLRQ�DERXW�WKH�SHHUV�LQYROYHG�UHDGLO\�DW�WKH�ILQJHUWLSV�RI�V\VWHP�

DGPLQLVWUDWRUV�RZQHUV�SRWHQWLDOO\�KHOSV�WR�LGHQWLI\�XQDXWKRUL]HG�RU�XQXVXDO�

FRPPXQLFDWLRQV���7KLV�IRVWHUV�DQ�DWWLWXGH�RI�NHHSLQJ�WKH�VKRS�FOHDQ�DQG�NQRZLQJ�ZKDW¶V�

JRLQJ�RQ�DFURVV�WKH�QHWZRUN��DQG�WKH�DSSURDFK�FRXOG�EH�YHU\�XVHIXO�IRU�RUJDQL]DWLRQV�WKDW�

KDYH�PLQLPDO�VWDII�GHGLFDWHG�WR�VHFXULW\�PRQLWRULQJ��

6HFRQG��WKH�RSSRUWXQLW\�WR�YDOLGDWH�SUHYHQWLYH�FRQWUROV�LV�SURYLGHG���)LUHZDOOV�FDQ�

EH�PLVFRQILJXUHG��FDQ�IDLO�RSHQ��DQG�PDOZDUH�VROXWLRQV�GR�QRW�FDWFK�HYHU\WKLQJ���

,QFOXVLRQ�RI�KRVW�WR�KRVW�FRQYHUVDWLRQV�REVHUYHG�RQ�WKH�QHWZRUN�DQG�LQWHJUDWHG�ZLWK�WKH�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP�SURYLGHV�D�GHWHFWLYH�FRQWURO�IRU�DVVXULQJ�RWKHU�

FRQWUROV�DUH�SURSHUO\�FRQILJXUHG�DQG�RSHUDWLQJ�DV�H[SHFWHG���
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)LQDOO\��LI�LPSOHPHQWHG�SURSHUO\��LQFOXGLQJ�QHWZRUN�FRQYHUVDWLRQ�LQIRUPDWLRQ�LQ�

WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP�FRXOG�DOORZ�IRU�D�KLVWRULFDO�ORQJLWXGLQDO�YLHZ�

UHJDUGLQJ�WKH�FRQYHUVDWLRQV�LQ�ZKLFK�DQ\�SDUWLFXODU�DVVHW�KDV�SDUWLFLSDWHG���:LWK�WKH�

H[FHSWLRQ�RI�DIRUHPHQWLRQHG�PRELOH�DQG�HQG�XVHU�V\VWHPV��DQG�SXEOLFO\�DFFHVVLEOH�

VHUYLFHV��WKH�QXPEHU�RI�SHHU�V\VWHPV�ZLWK�ZKLFK�D�FULWLFDO�DVVHW�PXVW�FRPPXQLFDWH�

VKRXOG�EH�UHODWLYHO\�HDV\�WR�WUDFN�YLD�WKH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP��

����� :RUNLQJ�([DPSOH�
,Q�RUGHU�WR�KHOS�YLVXDOL]H�KRZ�WKH�QHWZRUN�FRQQHFWLRQ�PHWDGDWD�PD\�DSSHDU�

ZLWKLQ�WKH�FRQWH[W�RI�DQ�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP��D�ZRUNLQJ�H[DPSOH�LV�

SURYLGHG���7KHUH�DUH�D�ZLGH�YDULHW\�RI�WRROV�DQG�DSSURDFKHV�WKDW�FDQ�EH�XVHG�WR�

DFFRPSOLVK�WKH�WDVN�RI�FDSWXULQJ�DQG�LQWHJUDWLQJ�QHWZRUN�FRQYHUVDWLRQ�LQIRUPDWLRQ�ZLWK�

DVVHW�DQG�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVHV���7KH�SURRI�RI�FRQFHSW�VKDUHG�KHUH�LV�

EDVHG�HQWLUHO\�RQ�RSHQ�VRXUFH�WRROV�DQG�VRIWZDUH����

)XUWKHU�H[SORUDWLRQ�RI�ZD\V�WR�EHVW�DFKLHYH�LQWHJUDWLRQ�ZLWK�DQ\�SDUWLFXODU�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP�LV�OHIW�DV�IXWXUH�ZRUN��DQG�DQ�H[HUFLVH�IRU�WKH�

UHDGHU��

������� &RQILJXUDWLRQ�2YHUYLHZ�DQG�7RROV�8WLOL]HG�
7KH�IROORZLQJ�WRROV�ZHUH�XVHG�WR�FUHDWH�WKH�ZRUNLQJ�H[DPSOH��

x� %UR�������UXQQLQJ�RQ�8EXQWX���������/76�ZDV�XVHG�IRU�FDSWXULQJ�SDFNHWV�

DQG�FRQQHFWLRQ�LQIRUPDWLRQ��%UR�ZDV�VHOHFWHG�EHFDXVH�LWV�FRQQHFWLRQ�ORJ�

SURYLGHV�WKH�IDVWHVW�ZD\�WR�JOHDQ�KLJK�OHYHO�LQIRUPDWLRQ�DERXW�WKH�QDWXUH�

RI�QHWZRUN�FRQQHFWLRQV�REVHUYHG�RQ�WKH�QHWZRUN���7KLV�LQFOXGHV�VRXUFH�

DQG�GHVWLQDWLRQ�,3�DGGUHVV��ERWK�,3�Y��DQG�Y����SURWRFRO��SRUW��

E\WHV�SDFNHWV�H[FKDQJHG��FRQQHFWLRQ�VHVVLRQ�GXUDWLRQ��DQG�RWKHU�

LQWHUHVWLQJ�PHWD�LQIRUPDWLRQ�DERXW�WKH�FRQYHUVDWLRQ��DGGLWLRQDO�

LQIRUPDWLRQ�DERXW�%UR�FDQ�EH�REWDLQHG�IURP�ZZZ�EUR�RUJ��

x� 0\64/��������LV�XVHG�IRU�VWRULQJ�WKH�FRQQHFWLRQ�LQIRUPDWLRQ�FDSWXUHG�E\�

%UR���:KLOH�%UR�GRHV�D�JUHDW�MRE�RI�FDSWXULQJ�WKH�LPSRUWDQW�FRQQHFWLRQ�

LQIRUPDWLRQ��LW�GRHV�QRW�VXSSRUW�ORJJLQJ�WR�D�GDWDEDVH�DQG�W\SLFDOO\�VWRUHV�
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LWV�ORJV�DFURVV�PXOWLSOH�ILOHV�WKDW�JHW�FRPSUHVVHG�DQG�DUFKLYHG�RQ�DQ�

KRXUO\�EDVLV�E\�GHIDXOW���:KHQ�WDNLQJ�DQ�DVVHW�EDVHG�YLHZ�RI�QHWZRUN�

FRQYHUVDWLRQ�LQIRUPDWLRQ��VWRULQJ�HYHQWV�DFURVV�PXOWLSOH�FRPSUHVVHG�

DUFKLYHV�FRXOG�EHFRPH�XQZLHOG\���6WRULQJ�WKH�FRQQHFWLRQ�HYHQW�

LQIRUPDWLRQ�LQ�D�VLQJOH��HDVLO\�TXHULHG�ORFDWLRQ�IDFLOLWDWHV�WKH�DELOLW\�WR�

DFKLHYH�D�EURDGHU�ORQJLWXGLQDO�YLHZ�DQG�VHHPV�PRUH�DSSURSULDWH�IRU�

JDLQLQJ�DQ�DVVHW�EDVHG�SHUVSHFWLYH��

x� 3\WKRQ�������LV�XVHG�IRU�UHDGLQJ�WKH�%UR�FRQQHFWLRQ�ORJV�DQG�LQVHUWLQJ�GDWD�

DERXW�QHWZRUN�WDONHUV�LQWR�WKH�0\64/�GDWDEDVH�IRU�HDVH�RI�TXHU\���6HYHUDO�

DGGLWLRQDO�S\WKRQ�PRGXOHV�DUH�LQVWDOOHG�WR�IDFLOLWDWH�,3�DGGUHVV�

FRQYHUVLRQV��FRQQHFWLRQV�WR�WKH�P\VTO�GDWDEDVH��VHH�DSSHQGL[�IRU�FRGH�

OLVWLQJ��ZKLFK�LQFOXGHV�WKH�QDPHV�RI�WKH�LPSRUWHG�PRGXOHV���

x� 0D[0LQG�,QVLJKW�6XEVFULSWLRQ���������TXHU\�OLFHQVH��LV�XVHG�WR�REWDLQ�

JHRJUDSKLFDO�DQG�RWKHU�LQIRUPDWLRQ�DERXW�HDFK�SXEOLF�,3�DGGUHVV�REVHUYHG�

LQ�WKH�SDFNHW�FDSWXUHV���$V�WKH�DVVHW�FRQILJXUDWLRQ�FHQWULF�SLFWXUH�LV�EXLOW�

DURXQG�WKH�FRQYHUVDWLRQV�RFFXUULQJ�RQ�WKH�QHWZRUN��LW�EHFRPHV�LPSRUWDQW�

WR�TXLFNO\�EH�DEOH�WR�LGHQWLI\�WKH�³WUDLWV´�RI�DQ�,3�DGGUHVV��SDUWLFXODUO\�

WKRVH�WKDW�DUH�H[WHUQDO�WR�WKH�RUJDQL]DWLRQ���+DYLQJ�WKH�$XWRQRPRXV�

6\VWHP�1XPEHU��$61���,QWHUQHW�6HUYLFH�3URYLGHU��,63���GRPDLQ��

JHRORFDWLRQ�DQG�RWKHU�LQIRUPDWLRQ�DERXW�DQ\�JLYHQ�,3�DGGUHVV�DW�WKH�

ILQJHUWLSV�RI�VRPHRQH�UHYLHZLQJ�FRQQHFWLRQ�LQIRUPDWLRQ�LV�NH\�IRU�

HIILFLHQF\�ZKHQ�DQDO\]LQJ�DQG�UHYLHZLQJ��

7KH�IROORZLQJ�QHWZRUN�ZDV�XVHG�LQ�FUHDWLQJ�WKLV�ZRUNLQJ�H[DPSOH��
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1RWH�WKDW�³PHUFXU\´�LV�WKH�QDPH�RI�D�WHVW�VHUYHU�WKDW�KDV�WLJKWO\�FRQWUROOHG�HJUHVV�

DFFHVV�DW�WKH�ILUHZDOO�DQG�ZLOO�VHUYH�DV�WKH�PDLQ�DVVHW�WKDW�ZLOO�EH�LQFOXGHG�DQG�H[DPLQHG�

LQ�WKH�H[DPSOH���%UR�LV�VWDUWHG�YLD�EURFWO�RQ�WKH�VQLIIHU�VHUYHU�DQG�FDSWXUHV�DOO�9/$1����

WUDIILF�RQ�LWV�HWK��LQWHUIDFH��LQFOXGLQJ�PHUFXU\¶V�DQG�LWV�RZQ�WUDIILF���FDSWXULQJ�DOO�

FRQQHFWLRQ�LQIRUPDWLRQ�LQ�WKH�GLUHFWRU\��XVU�ORFDO�EUR�ORJV�>\\\\�PP�GG@���7KXV��LW�

UHFRUGV�FRQQHFWLRQV�PDGH�E\�WR����������������DQG������������������7KH�VZLWFK�LQ�WKH�

DERYH�GLDJUDP�LV�D�'�/LQN�'*6���������VZLWFK�ZLWK�SRUW�PLUURULQJ�FDSDELOLWLHV����

$IWHU�LQVWDOODWLRQ�RI�WKH�WRROVHW�DQG�VXFFHVVIXO�FRQILJXUDWLRQ�RI�WKH�DERYH��WUDIILF�

LV�FDSWXUHG�IRU����KRXUV���

������� 3URFHVVLQJ�%UR¶V�&RQQHFWLRQ�'DWD�
2QFH�%UR�SURGXFHV�VXIILFLHQW�GDWD��D�S\WKRQ�VFULSW�FDOOHG�EURFRQQV�S\�LV�UXQ�WR�

SURFHVV�WKH�DUFKLYHG�%UR�FRQQHFWLRQ�ILOHV���$�OLVWLQJ�RI�WKLV�YHU\�FUXGH�EXW�HIIHFWLYH�FRGH�

LV�SURYLGHG�LQ�WKH�DSSHQGL[����

7R�VXPPDUL]H�LWV�IXQFWLRQDOLW\��EURFRQQV�S\�LV�SRLQWHG�WR�WKH�ORFDWLRQ�RI�WKH�EUR�

ORJ�ILOHV���,W�UHFXUVLYHO\�GHVFHQGV�LQWR�HDFK�EUR�ORJ�VXEGLUHFWRU\��ILQGLQJ�DQG�SURFHVVLQJ�

WKH�FRPSUHVVHG�FRQQHFWLRQ�ORJV���)RU�HDFK�ORJ�ILOH�WKDW�LW�SURFHVVHV��WKH�VFULSW�H[WUDFWV�WKH�

UHOHYDQW�LQIRUPDWLRQ�IRU�HDFK�QHWZRUN�FRQQHFWLRQ�HYHQW�DQG�LQVHUWV�LW�LQWR�WKH�EDFNHQG�

P\VTO�GDWDEDVH���7KH�VFULSW�DOVR�SHUIRUPV�D�ORRNXS�DJDLQVW�WKH�JHRORFDWLRQ�VHUYLFH�WR�

JOHDQ�LQWHOOLJHQFH�DERXW�WKH�,3�DGGUHVVHV�LW�FRPHV�DFURVV�DQG�DGGV�WKDW�LQIRUPDWLRQ�WR�WKH�



1HWZRUN�&RQYHUVDWLRQ�0HWDGDWD�DV�&RQILJXUDWLRQ�%DVHOLQH�,WHP �
�

�

:LOOLDP�<HDWPDQ��ZP\HDWPDQ#JPDLO�FRP� � �

GDWDEDVH�IRU�ODWHU�UHIHUHQFH���6LQFH�%UR�FDQ�SURGXFH�PDQ\�FRQQHFWLRQ�ORJ�ILOHV�RYHU�WLPH��

EURFRQQV�S\�NHHSV�WUDFN�RI�WKH�ILOHV�WKDW�LW�KDV�SURFHVVHG�LQ�RUGHU�WR�SUHYHQW�GXSOLFDWH�

SURFHVVLQJ����

������� 3URYLGLQJ�WKH�$VVHW�&RQILJXUDWLRQ�0DQDJHPHQW�3HUVSHFWLYH�
$IWHU�DOORZLQJ�EUR�WR�FROOHFW�VDPSOH�GDWD�DQG�LPSRUWLQJ�LW�LQWR�WKH�P\VTO�GDWDEDVH��

WKH�GDWDEDVH�FDQ�EH�TXHULHG�WR�LOOXVWUDWH�KRZ�WKH�FRQQHFWLYLW\�LQIRUPDWLRQ�PLJKW�DSSHDU�LQ�

WKH�FRQWH[W�RI�DQ�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�V\VWHP���/HW¶V�VWDUW�E\�ORRNLQJ�DW�KRVW�

PHUFXU\��DV�VKRZQ�LQ�)LJXUH����DERYH���0HUFXU\¶V�,3�DGGUHVV�LV����������������DQG�ZH�

DUH�XVLQJ�LW�DV�D�VHFXUH�ILOH�VHUYHU�XVHG�E\�WKH�,QIRUPDWLRQ�6HFXULW\�GHSDUWPHQW���$�PRFN�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH�ZDV�FUHDWHG�WR�UHIOHFW�WKLV���

�

1H[W��OHW¶V�WDNH�D�ORRN�DW�WKH�KRVWV�ZLWK�ZKRP�PHUFXU\�KDV�EHHQ�FRPPXQLFDWLQJ���

7KH�IROORZLQJ�VFUHHQVKRWV�DUH�VQLSSHWV�RI�WKH�UHVXOWV�IURP�UXQQLQJ�WKLV�64/�TXHU\��

mysql> select dip4 as 'Dst IP', prot, dport, max(cast(duration as 

unsigned)) as 'Max Duration', min(cast(duration as unsigned)) as 'Min 

Duration', max(cast(orig_bytes as unsigned)+cast(resp_bytes as 

unsigned)) as 'Max Bytes', min(cast(orig_bytes as 

unsigned)+cast(resp_bytes as unsigned)) as 'Min Bytes', geoip_country 

as 'dst_country', geoip_city as 'dst_city', geoip_org as 'dst_org', 

geoip_dom as 'dst_domain', status from conn4 join ip4_intel on dip4=ip4 

where sip4='192.168.99.100' and dip4 NOT LIKE '192.168%' and duration 
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!= '-' group by sip4, dip4, prot, dport;�

�

�

$V�VKRZQ�DERYH��WKH�GHVWLQDWLRQV�ZLWK�ZKLFK�KRVW�PHUFXU\�KDV�EHHQ�FRPPXQLFDWLQJ�

DUH�OLVWHG�LQ�WKH�TXHU\�UHVXOWV��DORQJ�ZLWK�WKH�GHVWLQDWLRQ�SURWRFRO�DQG�SRUW���$OVR�LQFOXGHG�

LV�LQIRUPDWLRQ�DERXW�HDFK�GHVWLQDWLRQ�DQG�VWDWLVWLFDO�GDWD�DERXW�WKH�VHVVLRQ�REVHUYHG���7KH�

FRXQWU\��FLW\��RUJDQL]DWLRQ��DQG�GRPDLQ�FRUUHVSRQGLQJ�WR�HDFK�GHVWLQDWLRQ�DUH�DOO�OLVWHG���

7KLV�LV�DOO�YHU\�LPSRUWDQW�LQIRUPDWLRQ�WR�D�V\VWHP�RZQHU�RU�DGPLQLVWUDWRU�ZKR�LV�

UHYLHZLQJ�DQG�DFNQRZOHGJLQJ�WKH�OHJLWLPDF\�RI�HDFK�FRQQHFWLRQ���$OO�WRR�RIWHQ��WKLV�

LQIRUPDWLRQ�LV�QRW�GLUHFWO\�DW�WKH�ILQJHUWLSV�RI�V\VWHP�DGPLQLVWUDWRUV�DQG�RZQHUV��WKXV�

OHDGLQJ�WR�LQHIILFLHQW�DQG�DG�KRF�LQIRUPDWLRQ�JDWKHULQJ�DERXW�SHHU�FRPPXQLFDWLRQV���$QG�

ZKLOH�WKH�H[DPSOH�DERYH�LV�D�URXJK�VNHWFK�ZLWK�VLPSOH�FRPPDQG�OLQH�TXHULHV��LW�

GHPRQVWUDWHV�WKH�SRVVLELOLW\�RI�SURYLGLQJ�D�PRUH�FRPSOHWH�SLFWXUH�UHJDUGLQJ�WKH�QHWZRUN�

FRQYHUVDWLRQ�DFWLYLW\�IRU�DQ\�JLYHQ�DVVHW�RQ�WKH�QHWZRUN��

3HUKDSV�WKH�DERYH�H[DPSOH�LQFOXGHV�WRR�PXFK�LQIRUPDWLRQ���1R�ZRUU\��OHW¶V�UROO�LW�

XS�DQG�MXVW�VKRZ�WKH�GHVWLQDWLRQ�RUJDQL]DWLRQ�DQG�FRUUHVSRQGLQJ�DXWRQRPRXV�V\VWHP�
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QXPEHUV�RI�WKH�KRVWV�ZLWK�ZKLFK�PHUFXU\������������������KDV�LQLWLDWHG�FRPPXQLFDWLRQ��

�

:LWK�%UR¶V�FRQQHFWLRQ�GDWD�EHLQJ�VWRUHG�LQ�D�GDWDEDVH�DQG�LQWHJUDWHG�ZLWK�WKH�

DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVH��VR�PXFK�PRUH�LV�SRVVLEOH���$V�D�V\VWHP�

DGPLQLVWUDWRU�RU�RZQHU�UHYLHZLQJ�WKLV�FRQQHFWLRQ�LQIRUPDWLRQ�DQG�XSGDWLQJ�WKH�VWDWXV�WR�

IODJ�LI�WKHVH�DUH�OHJLWLPDWH�DQG�H[SHFWHG�FRQQHFWLRQV��ZKDW�LI�VKH�ZDQWV�WR�NQRZ�PRUH�

DERXW�WKH�FRQQHFWLRQV�WR�RSHQGQV�FRP"��7KLV�ORRNV�VWUDQJH�VLQFH�WKLV�LV�RXU�VHFXUH�ILOH�

VHUYHU�DQG�DOO�'RPDLQ�1DPH�6HUYLFH��'16��TXHULHV�VKRXOG�EH�PDGH�DJDLQVW�WKH�LQWHUQDO�

'16�VHUYHU���$�JRRG�SODFH�WR�VWDUW�LV�E\�FKHFNLQJ�ZKHQ�WKLV�ZDV�ILUVW�VHHQ�RQ�WKH�

QHWZRUN��DQG�WKH�ODVW�WLPH�LW�ZDV�REVHUYHG��

�

,QWHUHVWLQJO\��WKLV�LV�QRW�D�'16�TXHU\��EXW�DQ�DWWHPSW�WR�DFFHVV�D�ZHE�VHUYHU�DW�2SHQ'16���

3HUKDSV�LWV�WLPH�IRU�$OLFH�WR�ORJ�LQ�WR�WKH�VHUYHU�DQG�LQYHVWLJDWH�ZK\�LW�LV�DWWHPSWLQJ�WR�

FRQQHFW�WR�2SHQ'16��

7KLV�W\SH�RI�LQIRUPDWLRQ�LV�DOO�UHDGLO\�DYDLODEOH��VWDUWLQJ�ZLWK�DQ�DVVHW�FHQWULF�YLHZ�

DQG�WKHQ�H[SDQGLQJ�DQG�H[SORULQJ�IURP�WKHUH���&RQQHFWLRQV�FDQ�VXEVHTXHQWO\�EH�PDUNHG�

DV�DXWKRUL]HG�YHULILHG��
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)LQDOO\��,3Y��ZRXOG�QHHG�WR�EH�VXSSRUWHG���,Q�WKH�ZRUNLQJ�H[DPSOH��WKHVH�

FRQQHFWLRQV�DUH�FDSWXUHG�DQG�UHYLHZHG�LQ�WKH�VDPH�PDQQHU�DV�GHPRQVWUDWHG�DERYH�IRU�

,3Y��FRQQHFWLRQV���

�

������� 1H[W�6WHSV�IRU�&RQVLGHUDWLRQ�
7KH�XVH�RI�WKLV�KRPHJURZQ�FRGH�DQG�TXHU\�H[DPSOHV�ZRXOG�REYLRXVO\�QRW�VXIILFH�

LQ�D�SURGXFWLRQ�HQYLURQPHQW���+RZHYHU�WKH�FRQFHSW�FDQ�EH�WDNHQ�DQG�DSSOLHG�WR�PRUH�

PDWXUH�DVVHW�FRQILJXUDWLRQ�PDQDJHPHQW�VROXWLRQV�LQ�XVH�DW�DQ�RUJDQL]DWLRQ���7KHUH�LV�QR�

ODFN�RI�FRPPHUFLDO�DQG�RSHQ�VRXUFH�RSWLRQV��VR�WKHUH�LV�DQ�RSSRUWXQLW\�WR�DGYDQFH�WKH�

FRQFHSWV�SUHVHQWHG�LQ�WKLV�SDSHU�E\�DWWHPSWLQJ�WR�LQWHJUDWH�QHWZRUN�OD\HU�PHWDGDWD�LQWR�DQ�

H[LVWLQJ�FRQILJXUDWLRQ�PDQDJHPHQW�VROXWLRQ���)RU�H[DPSOH��FKHI�LV�RSHQ�VRXUFH�

FRQILJXUDWLRQ�PDQDJHPHQW�VRIWZDUH�WKDW�SURYLGHV�DQ�DSSOLFDWLRQ�SURJUDPPLQJ�LQWHUIDFH�

�$3,���

6LPLODUO\��%UR�KDV�ZRUNHG�ZHOO�LQ�WKLV�H[DPSOH��DQG�LQGLFDWLRQV�DUH�WKDW�LW�PD\�

VXSSRUW�GLUHFW�ORJJLQJ�WR�D�0\64/�GDWDEDVH�LQ�WKH�IXWXUH���%XW�WKHUH�PD\�EH�D�PRUH�

VXLWDEOH�PHFKDQLVP�IRU�FDSWXULQJ�QHWZRUN�FRQYHUVDWLRQ�LQIRUPDWLRQ�DQG�VWRULQJ�LW�IRU�

ODWHU�SUHVHQWDWLRQ�LQ�WKH�DVVHW�DQG�FRQILJXUDWLRQ�FHQWULF�YLHZV���$GGLWLRQDO�UHVHDUFK�LV�

UHTXLUHG�LQ�WKLV�DUHD��

)LQDOO\��DGGLWLRQDO�FRQVLGHUDWLRQ�QHHGV�WR�EH�JLYHQ�WR�VSHFLILFV�RI�ZKDW�QHWZRUN�

PHWDGDWD�ZRXOG�EH�SUHVHQWHG�DQG�KRZ���)RU�H[DPSOH��WKUHVKROGV�DURXQG�VHVVLRQ�GXUDWLRQ��

H[SHFWHG�E\WH�SDFNHW�FRXQWV��VHVVLRQ�VWDWH��IXOO\�HVWDEOLVKHG�YV��DWWHPSWHG��PD\�EH�

GLIILFXOW�WR�SLQSRLQW�LQ�WHUPV�RI�ZKDW�LV�FRQVLGHUHG�QRUPDO���,QLWLDOO\��LW�PD\�EH�PRUH�
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YDOXDEOH�WR�VLPSO\�SUHVHQW�VXFK�LQIRUPDWLRQ�LQ�WKH�FRQWH[W�RI�D�JLYHQ�DVVHW�VR�DV�WR�KHOS�

WKH�V\VWHP�RZQHU�DGPLQ�GHFLGH�ZKLFK�FRQYHUVDWLRQV�DUH�DXWKRUL]HG�DSSURYHG��

���&RQFOXVLRQ�
,QFUHDVHG�XVH�RI�HQFU\SWLRQ�WR�SURWHFW�FRQILGHQWLDOLW\�RI�QHWZRUN�WUDQVPLVVLRQV��

ERWK�LQWHUQDOO\�DQG�DFURVV�SXEOLF�QHWZRUNV��LV�DQ�LPSHWXV�IRU�HYROYLQJ�KRZ�QHWZRUN�OD\HU�

VHFXULW\�DQDO\VLV�LV�SHUIRUPHG���2QH�UHVSRQVH�WR�WKLV�LV�WR�FRQVLGHU�LQWHJUDWLRQ�RI�

XQHQFU\SWHG�QHWZRUN�OD\HU�FRQYHUVDWLRQ�PHWDGDWD��DQG�FKDUDFWHULVWLFV�RI�WKH�QRGHV�

LQYROYHG��ZLWK�DVVHW�DQG�FRQILJXUDWLRQ�PDQDJHPHQW�GDWDEDVHV�EDVHOLQHV���'RLQJ�VR�

SURYLGHV�DQ�DVVHW�FHQWULF�FRQWURO�DQG�HQKDQFHV�WKH�RSSRUWXQLW\�IRU�UHYLHZ�DQG�

DXWKRUL]DWLRQ�DSSURYDO�RI�QHWZRUN�FRPPXQLFDWLRQV���,Q�RUJDQL]DWLRQV�WKDW�OHYHUDJH�JRRG�

FRQILJXUDWLRQ�PDQDJHPHQW�DV�D�VHFXULW\�FRQWURO��LW�VHUYHV�DV�DQ�DGGLWLRQDO�OD\HU�RI�

GHWHFWLRQ�RI�XQDXWKRUL]HG�QHWZRUN�DFWLYLW\���7KH�FRQFHSW�DQG�ZRUNLQJ�H[DPSOHV�

SUHVHQWHG�FDQ�EH�DGYDQFHG�E\�LQWHJUDWLQJ�ZLWK�DQ�H[LVWLQJ�DVVHW�FRQILJXUDWLRQ�

PDQDJHPHQW�WR�IXUWKHU�GHPRQVWUDWH�WKH�YDOXH�RI�YLHZ�QHWZRUN�FRQQHFWLYLW\�LQIRUPDWLRQ�

DV�D�GLVFUHWH�FRQILJXUDWLRQ�LWHP���

�
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���5HIHUHQFHV�
%HMWOLFK��5����������7KH�7DR�RI�1HWZRUN�6HFXULW\�0RQLWRULQJ��%H\RQG�,QWUXVLRQ�

'HWHFWLRQ��$GGLVRQ�:HVOH\��

)LONLQV��%����������Health Care Cyberthreat Report: Widespread Compromises Detected, 

Compliance Nightmare on Horizon��5HWULHYHG�IURP�KWWS���ZZZ�VDQV�RUJ�UHDGLQJ�

URRP�ZKLWHSDSHUV�ILUHZDOOV�KHDOWK�FDUH�F\EHUWKUHDW�UHSRUW�ZLGHVSUHDG�

FRPSURPLVHV�GHWHFWHG�FRPSOLDQFH�QLJKWPDUH�KRUL]RQ�������

)LQOH\��.���������0D\������(QFU\SWHG�:HE�7UDIILF�0RUH�7KDQ�'RXEOHV�$IWHU�16$�

5HYHODWLRQV�_�:,5('��5HWULHYHG�IURP�KWWS���ZZZ�ZLUHG�FRP���������VDQGYLQH�

UHSRUW��

*URVIHOW��-���������-DQXDU\������&RPPDQG�DQG�&RQWURO�(QFU\SWLRQ�±�3DUW�>56$�EORJ�

SRVW@��5HWULHYHG�IURP�KWWSV���EORJV�UVD�FRP�FRPPDQG�FRQWURO�HQFU\SWLRQ�SDUW����

.DUZDVNL��0����������Efficiently Deducing IDS False Positives Using System Profiling��

5HWULHYHG�IURP�KWWS���ZZZ�VDQV�RUJ�UHDGLQJ�

URRP�ZKLWHSDSHUV�GHWHFWLRQ�HIILFLHQWO\�GHGXFLQJ�LGV�IDOVH�SRVLWLYHV�V\VWHP�

SURILOLQJ�������

3RQHPRQ�,QVWLWXWH����������Global Encryption Trends Study��5HWULHYHG�IURP�

KWWSV���ZZZ�WKDOHV�HVHFXULW\�FRP�NQRZOHGJH�EDVH�DQDO\VW�UHSRUWV�JOREDO�

HQFU\SWLRQ�WUHQGV�VWXG\�

6DQGYLQH����������Global Internet Phenomena Report: 1H 2014��5HWULHYHG�IURP�

6DQGYLQH�ZHEVLWH��KWWSV���ZZZ�VDQGYLQH�FRP�GRZQORDGV�JHQHUDO�JOREDO�LQWHUQHW�

SKHQRPHQD�������K������JOREDO�LQWHUQHW�SKHQRPHQD�UHSRUW�SGI�

6$16����������6$16�,QVWLWXWH���&ULWLFDO�6HFXULW\�&RQWURO�����5HWULHYHG�IURP�

KWWS���ZZZ�VDQV�RUJ�FULWLFDO�VHFXULW\�FRQWUROV�FRQWURO���

6$16����������6$16�,QVWLWXWH���&ULWLFDO�6HFXULW\�&RQWURO�����5HWULHYHG�IURP�

KWWS���ZZZ�VDQV�RUJ�FULWLFDO�VHFXULW\�FRQWUROV�FRQWURO���

6FRWW��&����������Designing and Implementing a Honeypot for a SCADA Network��

5HWULHYHG�IURP�KWWS���ZZZ�VDQV�RUJ�UHDGLQJ�URRP�ZKLWHSDSHUV��

GHWHFWLRQ�GHVLJQLQJ�LPSOHPHQWLQJ�KRQH\SRW�VFDGD�QHWZRUN�������

�
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�

$SSHQGL[�
�

EURFRQQV�S\�OLVWLQJ�
�

from os import listdir 
import re 
import mysql.connector 
import socket 
import ipaddr 
#import struct 
import gzip 
import geoip2.webservice 
from IPy import IP 
import logging 
 
logging.captureWarnings(True) 
 
brologpath = "/home/code/bro/logs/" 
p = re.compile('conn\..*\.gz$')  # match conn. at the beginning of filename 
l = re.compile('^[^#]')   # want to ignore # comment lines in bro files 
 
mysql_config = { 
    'host': '127.0.0.1', 
    'user': 'sans', 
    'password': 'sans', 
    'database': '***********', 
    #  'raise_on_warnings': True 
} 
 
cnx = mysql.connector.connect(**mysql_config) 
cursor = cnx.cursor() 
 
for dir in listdir(brologpath): 
    for filename in listdir(brologpath + dir): 
        if p.match(filename): 
            fullpath = brologpath + dir + "/" + filename 
            fpqry = ("SELECT filename FROM processed_files WHERE filename=\'" + fullpath 
+ "\'") 
            print(fpqry) 
            cursor.execute(fpqry) 
            row = cursor.fetchone() 
            if row is not None: 
                print "That file was already processed, skipping" 
            else: 
                print "That file does not appear to have been processed yet" 
 
                f = gzip.open(fullpath) 
                for line in f: 
                    if l.match(line): 
                        fields = line.rsplit() 
 
                        ts = fields[0] 
                        sip_str = fields[2] 
                        dip_str = fields[4] 
                        dport = fields[5] 
                        prot = fields[6] 
                        svc = fields[7] 
                        dur = fields[8] 
                        orig_bytes = fields[9] 
                        resp_bytes = fields[10] 
                        orig_pkts = fields[16] 
                        resp_pkts = fields[18] 
 
                        sip = ipaddr.IPAddress(sip_str) 
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                        dip = ipaddr.IPAddress(dip_str) 
                        if sip.version == 4 & dip.version == 4: 
                            conn_data = { 
                                'sip4': sip_str, 
                                'dip4': dip_str, 
                                'prot': prot, 
                                'dport': dport, 
                                'svc': svc 
                            } 
                            add_conn = ("INSERT INTO conn4 " 
                                        "(sip4,dip4,prot,dport,svc,ts," 
                                        "duration, orig_bytes, resp_bytes, " 
     "orig_pkt, resp_pkt) " 
                                        "VALUES(%(sip4)s,%(dip4)s,%(prot)s," 
                                        "%(dport)s,%(svc)s,%(ts)s,%(dur)s," 
                                        "%(orig_bytes)s, %(resp_bytes)s, " 
                                        "%(orig_pkts)s, %(resp_pkts)s)") 
 
                        elif sip.version == 6 & dip.version == 6: 
                            conn_data = { 
                                'sip6': sip_str, 
                                'dip6': dip_str, 
                                'prot': prot, 
                                'dport': dport, 
                                'svc': svc 
                            } 
                            add_conn = ("INSERT INTO conn6 " 
                                        "(sip6, dip6, prot, dport, svc, ts, " 
                                        "duration, orig_bytes, resp_bytes, " 
     "orig_pkt, resp_pkt) " 
                                        "VALUES (%(sip6)s, %(dip6)s, %(prot)s, " 
                                        "%(dport)s, %(svc)s, %(ts)s, %(dur)s, " 
                                        "%(orig_bytes)s, %(resp_bytes)s, " 
                                        "%(orig_pkts)s, %(resp_pkts)s)") 
 
                        else: 
                            print("Mismatched ip versions detected") 
 
                        stats_data = { 
                            'ts': ts, 
                            'dur': dur, 
                            'orig_bytes': orig_bytes, 
                            'resp_bytes': resp_bytes, 
                            'orig_pkts': orig_pkts, 
                            'resp_pkts': resp_pkts 
                        } 
                        conn_data.update(stats_data) 
 
                        cnx = mysql.connector.connect(**mysql_config) 
                        cursor = cnx.cursor() 
 
                        try: 
                            cursor.execute(add_conn, conn_data) 
                        except mysql.connector.Error as err: 
                            print("error: ") 
                            print(err) 
                        else: 
                            cnx.commit() 
 
                        # get intel on the sip, and dip 
                        # if it is rfc1918, then just do hostname 
 
                        if dip.version == 4: 
                            qry = ("SELECT ip4 FROM ip4_intel " 
                                    "WHERE ip4 = \'" + dip_str + "\'") 
                            print qry 
                            cursor.execute(qry) 
                            row = cursor.fetchone() 
                            if row is not None: 
                                print "IP already in intel table, no geo query needed" 



1HWZRUN�&RQYHUVDWLRQ�0HWDGDWD�DV�&RQILJXUDWLRQ�%DVHOLQH�,WHP �
�

�

:LOOLDP�<HDWPDQ��ZP\HDWPDQ#JPDLO�FRP� � �

                            else: 
                                print "IP not in intel table, better do the lookup and 
insert" 
                                ip = IP(dip_str) 
                                ip_type = ip.iptype() 
                                if ip_type == 'PRIVATE': 
                                    #  do a hostname lookup 
                                    print "DEBUG: in PRIVATE section" 
                                    #name, alias, addresslist = 
socket.gethostbyaddr(dip_str) 
                                    print "*** " + dip_str + "***" 
 
                                    add_intel = ("INSERT INTO ip4_intel " 
                                        "(ip4) VALUES (%(dip_str)s)") 
                                    intel_data = { 
                                        'dip_str': str(dip_str) 
                                    } 
                                    try: 
                                        cursor.execute(add_intel, intel_data) 
                                    except mysql.connector.Error as err: 
                                        print("error: ") 
                                        print(err) 
                                    else: 
                                        cnx.commit() 
 
 
                                elif ip_type == 'PUBLIC': 
                                    #  get the geo info 
                                    print "DEBUG: in PUBLIC section" 
                                    geoclient = geoip2.webservice.Client(#####, '*****', 
'geoip.maxmind.com') 
                                    response = geoclient.city(dip_str) 
                                    asn = response.traits.autonomous_system_number 
                                    asn_org = 
response.traits.autonomous_system_organization 
                                    org = response.traits.organization 
                                    isp = response.traits.isp 
                                    dom = response.traits.domain 
                                    country = response.country.name 
                                    city = response.city.name 
                                    queries_left = response.maxmind.queries_remaining 
 
                                    print "remaining queries: " + str(queries_left) 
                                    add_intel = ("INSERT INTO ip4_intel " 
                                        "(ip4, geoip_asn_num, geoip_asn_org, geoip_org, " 
                                        " geoip_isp, geoip_dom, geoip_country, 
geoip_city) " 
                                        " VALUES (%(dip_str)s, %(asn)s, %(asn_org)s, " 
                                        " %(org)s, %(isp)s, %(domain)s, %(country)s, " 
                                        " %(city)s)") 
                                    intel_data = { 
                                        'dip_str': str(dip_str), 
                                        'asn': asn, 
                                        'asn_org': str(asn_org), 
                                        'org': str(org), 
                                        'isp': str(isp), 
                                        'domain': str(dom), 
                                        'country': str(country), 
                                        'city': city 
                                    } 
                                    try: 
                                        cursor.execute(add_intel, intel_data) 
                                    except mysql.connector.Error as err: 
                                        print("error: ") 
                                        print(err) 
                                    else: 
                                        cnx.commit() 
                                else: 
                                    print str(ip.iptype) + "found" 
                        cursor.close() 
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                        cnx.close() 
 
                #insert filename 
                cnx = mysql.connector.connect(**mysql_config) 
                cursor = cnx.cursor() 
                add_file_processed = ("INSERT INTO processed_files " 
                            "(filename) VALUES(\'" + fullpath + "\')" ) 
                print "qry: " + add_file_processed 
                fname_data = { 
                    'fullpath': fullpath 
                    } 
                try: 
                    cursor.execute(add_file_processed) 
                except mysql.connector.Error as err: 
                    print("error: ") 
                    print(err) 
                else: 

                    cnx.commit()��


