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Abstract

The majority of the devices on a home network have unrestricted outbound connectivity
to the Internet. (Barcena & Wueest, 2015) Other than the use of “opendns”, which only
provides some protection against phishing, fraud and limited blacklisting, a homeowner’s
options are limited. To provide protection from known malicious sites and produce DNS
query logs for further detailed analysis, a simple virtual machine set up with DNS is
proposed. When coupled with “opendns”, unlimited blacklisting capability and automatic
updates to block malicious sites from all devices is provided. The solution also provides
the capability to analyze all the DNS logs using a log based Intrusion Detection System
like OSSEC.




1. Introduction

The number of devices connecting to a typical home network has been steadily
increasing over time. (Barcena & Wueest, 2015) Consumer networking devices, like
routers and switches, make it very convenient for these multiple devices, wired or
wireless, to connect to the internet. Home networks, unlike business networks, do not use
firewalls to control egress traffic. Home routers act as a simple ingress firewall as they
perform NAT (Network Address Translation), functionality shielding the home network

from the internet. Home routers do not block any egress traffic by default.

The popularity of internet and the reliance on it for almost anything has given rise
to increased internet related crimes (Symantec Internet Security Web Threat Report,
2015). One of the areas of concern is the threat from malware delivered from visiting
malicious or compromised web sites. Malware can steal personal information from
systems, or it can make our system part of a bigger botnet used for evil purposes.
Malware are becoming complex and intelligent. They deploy techniques to delay

identification of the command and control center.

The cleanest way of recovery from a malware infected computer is to format and
re-install the OS; then the data should be restored. While re-installing the OS is the
cleanest way to recover from a malware event, it is also time consuming and tedious. It
would be far more efficient to prevent malware from being successful than to spend time
cleaning up after detected intrusions. OpenDNS provides a good, no-cost option to block
some of the sites and prevent phishing, but there is no easy way to identify which
individual system from the home network is trying to connect to a malware site. It has
information only at the level of the Internet facing IP address assigned by the ISP to the
home network. Additionally, there are several other drawbacks in OpenDNS: it limits the
number of sites one can whitelist or blacklist. It does not provide DNS queries for further
analysis, and the retention period of the queries are limited to a week. In this paper an
alternative solution is proposed, which can be easily implemented using open source and
freely available software. The solution can protect home users from malware sites and

also gives them an ability to blacklist or whitelist unlimited number of sites. It also
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produces all the DNS queries performed by individual systems in the home network for

further analysis.

2. Background -Typical Home Internet Setup

The figure below depicts a typical internet setup for home users. A modem
connects the home network to the internet. A router allows multiple home devices to
connect to the internet via the cable modem. The router does Network Address
Translation (NAT) and acts as a hardware firewall hiding the home network from the
internet. The router is configured to use the DNS servers, provided by ISP, for name

resolution.

Home Network

Internet 8
o 0 °

Figure 1: Typical Home Network

In this home network setup there is no capability to restrict the host(s) from
accessing a blacklisted server delivering malicious content. In addition, there is no ability

to know which host(s) from the host network is accessing the malicious site.
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The DNS query flow in this setup is shown in the figure below. All the resolutions
are performed by a default DNS server provided by the ISP.

DNS Lookup Flow — ISP DNS (Original)
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Figure 2: DNS Lookup with ISP DNS

3. Proposed Solution

3.1 New Home Internet Setup

The figure below shows the proposed setup for a home network. It includes a DNS
server running on a virtual machine. The virtual machine is OSSEC Virtual Appliance
2.8.1 Oracle Virtual box 4.3.28 running under Windows 7 OS. Bind version 9 was
installed on the Virtual Machine to run as the Internal DNS server.

This setup requires the home network devices to do the name resolution using the

virtual DNS server setup in the Home Network. This DNS server is setup as a
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forwarder. It will forward the DNS queries, which it cannot resolve to OpenDNS DNS

servers. The ISP provided DNS servers are bypassed in this setup. The figure below

depicts the DNS query flow in this setup.
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Home Network

Proposed Home Network

Figure 3: Proposed Home Network
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Figure 4: DNS flow with proposed setup

3.2 Open DNS Setup

A free “opendns” home account was setup to act as an external DNS. Open DNS

provides web content based filtering (categories listed below), basic malware protection,

two weeks of basic reporting and phishing protection. It also allows users to apply

custom white listing and blacklisting limited to 25 entries each.

Web Content Filtering

Choose your filtering level

@)

High

Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.

26 categories in this group - View - Customize

(O Moderate Protects against all adult-related sites and illegal activity.

13 categories in this group - View - Customize
O Low Protects against pornography.

4 categories in this group - View - Customize
O None Nothing blocked.
® Custom Choose the categories you want to block.
[J Academic Fraud Adult Themes Adware
Alcohol ™ Anime/Manga/Webcomic Auctions
[0 Automotive [ Blogs [J Business Services
Chat WVl Classifieds Dating
Drugs [J Ecommerce/Shopping  [] Educational Institutions
File Storage [0 Financial Institutions Forums/Message boards
Gambling Games German Youth
[l Government Hate/Discrimination t"l:jlr;g!'t\h and Fitness
¥ Humor Instant Messaging [J 3obs/Employment
VI Lingerie/Bikini Movies Music
[0 News/Media [0 Non-Profits Nudity
P2P/File sharing Parked Domains Photo Sharing
Podcasts Politics Pornography
Portals Proxy/Anonymizer Radio
Religious [J Research/Reference [ search Engines
Sexuality Social Networking [ software/Technology
Sports Tasteless Television
Tobacco O Travel Video Sharing
Visual Search Engines Weapons Web Spam
Webmail

Looking for security cateqories?
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Figure 5: Filter categories available in OpenDNS

Malware/Botnet Protection Enable basic malware/botnet protection

When certain Internet-scale botnets are discovered or
particularly malicious malware hits, we offer protection to
all our users so that as many people as possible can be
protected from the threat. At this time, this feature blocks
the Conficker virus and the Internet Explorer Zero Day
Exploit, and is continually expanded to include other types
of malicious sites.

Phishing Protection Enable phishing protection
By enabling phishing protection, you’ll protect everyone on
your network from known phishing sites using the best
data available.

Suspicious Responses Block internal IP addresses
When enabled, DNS responses containing IP addresses
listed in RFC1918 will be filtered out. This helps to prevent
DNS Rebinding attacks. For example, if
badstuff.attacker.com points to 192.168.1.1, this
option would filter out that response.

The three blocks of IP addresses filtered in responses are:

10.0.0.0 - 10.255.255.255 (10/8
172.1€.0.0 - 172.31.255.255 (172.16/12
192.1€68.0.0 - 182.1€8.2 255 (192.168/1€

appLy | [] Apply to all my networks

Figure 6: Basic Malware protection in OpenDNS

3.3 Home DNS sever Setup
Bind package was installed on the OSSEC Virtual Server to setup a local DNS

server. The snippet below shows the installation command and part of the logs.
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|USeriossec ans]s more 1nstall.log
user@ssec ~]$ sudo yum install bind

Loaded plugins: fastestmirror, refresh-packagekit, security

Setting up Install Process
Determining fastest mirrors
* base: mirror.symnds.com

* extras: centos.den.host-engine.com

* updates: mirrors.kernel.org
base
extras
extras/primary db
updates
updates/primary db
Resolving Dependencies
--> Running transaction check

---> Package bind.x86 64 32:9.8.2-0.30
---> Package bind.x86 64 32:9.8.2-0.30
--> Processing Dependency: bind-libs = 32:9.8.2-0.30.rcl.el6 6.3 for package: 32:bind-9.8.2-0.30.rcl.el6 _6.3.x86 64

--> Running transaction check

---> Package bind-1ibs.x86 64 32:9.8.
--> Processing Dependency: bind-libs
---> Package bind-1ibs.x86 64 32:9.8.

2
2

ww

ww

.rcl.el6 6.2 will be updated
.rcl.el6 6.3 will be an update

-0.30.rcl.el6 6.2 will be updated

32:9.8.2-0.30.rcl.el6 6.2 for package: 32:bind-utils-9.8.2-0.36.rcl.

-0.36.rcl.el6 6.3 will be an update

Local DNS Updater Process

= xx x x
Tmmm®

00:00
00:00
00:00
00:00
00:01

elb_6.2.x86_64

Start
Mal Dom. Src 1
»i
Y
Y
i N
Get Malware |
Local blacklist Domains and & A Mal Dom. Src 2
Blacklist < A
|
|
* Mal Dom. Src 3
Yes List No
Updated
from last
Local whitelist L
\ 4
Sort/Unig domain
P names. Ignore local
whitelisted domains
A 4 Y
T . Generate
o dummy - Sleep “X” L]
DNS d mins.
Records

Blacklisted domains
pointed to sinkhole

Figure 7: Refreshing malware domain list

The figure above shows how the local DNS server gets updated. A process constantly

runs on the DNS server. This server polls the configured servers, providing a list of
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malware domains and looking at the optional local user configured blacklist file. The
process checks if the files are updated based on the last downloaded file checksums. If
the files are updated, it creates a unique list of malware domains from the names,
compares it with an options whitelist file provided by the user (never block this site), and
ignores any domain in the whitelist. It then creates DNS entries pointing the blacklisted
domain names to a non-existing local IP address (10.0.0.1 in this case). Any device in
the home network attempting to resolve the names in this DNS database will be pointed
to the non-existing IP address and will not be able to connect to the actual server.
Multiple sources of known malicious servers can help keep a more complete and up-to-

date list.

The Local DNS server is configured as a forwarder, as shown in the figure 4:DNS

Lookup Flow — Proposed.

The following updates are done to the named configuration file /etc/named.conf. Access
Control List “goodclients” is defined as the private Home IP address range. This allows
limiting the clients that can query the DNS server. The DNS server has been assigned a
fixed IP address (reserved in the DHCP server) of 192.168.1.21. The recursion has to be
set to “yes” to allow the DNS server to forward the request to the OpenDNS DNS
servers. The client queries are configured to be logged under

/var/named/log/client queries.log with 3 versions and SMb in size. Finally, a zone file is

included, which contains sinkhole domains.
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acl goodclients {
192.168.1.0/24;
127.0.0.1;

¥

options {
listen-on port 53 { 127.0.0.1; 192.168.1.21; };
allow-query { goodclients; };
recursion yes;
forwarders {
208.67.222.123;
208.67.220.123;
¥

forward only;

dnssec-enable no;
dnssec-validation no;
dnssec-lookaside auto;

logging {
channel queries file {
file "/var/log/named/client queries.log" versions 3 size 5m;
severity dynamic;
print-time yes;
}
category queries { queries file; };

¥

Anclude "/etc/named.blacklist.zones";

An example of what the /etc/named.blacklist.zones file looks like is given below. It
contains the name of the domain and the name of the file containing the resolution

information. All the zones are pointing to the same file /var/named/data/blacklist.host.

zone "support-mailweb.info" {type master; file "/var/named/data/blacklist.hosts";};
zone "tkss.be" {type master; file "/var/named/data/blacklist.hosts";};

zone "toolsinc.info" {type master; file "/var/named/data/blacklist.hosts";};

zone "updatl@lup.ddns.net" {type master; file "/var/named/data/blacklist.hosts";};
zone "wahacapitalua.com" {type master; file "/var/named/data/blacklist.hosts";};
zone "xenonlab.ws" {type master; file "/var/named/data/blacklist.hosts";};

// Added from local Blacklist

zone "espn.go.com" {type master; file "/var/named/data/blacklist.hosts";};

zone "espn.com" {type master; file "/var/named/data/blacklist.hosts";};

Hone "facebook.com" {type master; file "/var/named/data/blacklist.hosts";};
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The blacklist.host file contains the following information. It is resolving all the names (*)
to the IP address 10.0.0.1 which is non-existent in the home network hence non-routable.
Any attempt to access it will fail.

; This zone will Redirect all requests back to the non existing IP address (Sinkhole}]

; Time to Live set to 86400 seconds (1 day)
$TTL 86400

Q IN SOA mydomain.com. mydomain.com. (

20150611103033 ; Serial Number
21600 ; Refresh 8 hours
7200 ; Update Retry 2 hours
864000 ; expire 10 days
86400 ) ; min ttl 1 day

NS ossec.mydomain.com.

A 10.0.0.1

* IN A 10.0.0.1

3.4 Home Router Setup
The home router has to be configured to point to the new DNS server(s). In the
test case, one VM has been set up. One would need to set another for fallback or

configure the OpenDNS dns server as secondary DNS server.

Advanced Settings

Wine

‘© WAN Linternet Setup

Internet Status Internet Setup

B Use this section to configure your Internet connection type. There are several connection types to choose from: Static IP, DHCP, PPPoE, PPTP)
v TP. If you are unsure of your connection method, please contact your Internet Senvice Provider(ISP).
" Note :Ifusing the PPPoE option, you will need to remove or disable any PPPoE client software on your computers.

Internet Connection Type
Choose the mode the router will use to connectto the Internet.

Dynamic DNS
Internet Connection Type Dynamic|P (DHCP)

Dynamic IP (DHCP) Internet Connection Type :

Use this Internet connection type if your Internet Senvice Provider (ISP) didn't provide you with IP Address information and/or a username and
password

Primary DNS Server 192.168.1.21

Secondary DNS Server 192.168.1.22 ‘optional)
MTU T

MAC Address

Clone Your Computer's MAC Address

Figure 8: DNS setup at the router
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The client gets the DNS IP address from the router. Above is a windows client

showing the IP address of the active router.

- <
s| BN CAWindows\system32icmd.exe o || B =R

Connection-specific DNS Suffix

Tunnel adapter isatap. {FZW) s

Media State . . . ¢ Media disconnected
Connectlon—gp601flc DNS Sufflx . s

Tunnel adapter isatap.{CﬂM

Media State . . . & Media disconnected
Connectlon—opeclflc DNS Sufflx

Tunnel adapter isatap.<35%

Media State . e« « « « « « « = Media disconnected
Connection-specific DNS Suffix :

C:\Users\sumesh>
C:\Users\sumesh>ipconfig /all

Wlindows IP Configuration

Host Name . . - D . ¢ sumesh-PC
Primary Dns Sufflx :

: No
)

Node TUpe . . . = - + o o o+ o . ¢ Hybpid

IP Routing Enahled.
WINS Proxy Enabled.

Wlireless LAN adapter Wireless Network Connéefion:

Connectlon—“p901f1c DNS Suffix

g Description . . . Sl o *WRealtek RTL8187B Wireless 882.11h/g 54Mbp|
1 Physical Address. . . . . . . : BB-14-D1-36-B6-65
DHCP Enabled. . . B i : Yes
Autoconf iguration Enahled . . = Yes
Link-local IPuv6 Addres$ = Wrefened)
IPv4 Address. . . : 192.168.1.1 referred)
Subnet Mask . i 5 : 255.255.255.08
Lease Obtained . . * Thursday, June 11, 2815 3:20:49 AM
Lease Expires : : Friday, June 19, 2015 12:43:29 AM
! Default Gateway . . :192.168.1.1

DHCP Server A : 192.168.1.1

DHCPv6 IAID "0 . . . . . . . gl8772433

NHCPuG Llisne IITD : NA-A1 —AA-A1 —1.0 ———— i |
DNS Servers, . . . D . = 192.168.1.21

NEeCBIvVS EUEYchplp . A - . Enapied

Ethéxnét adapter Local Area Connection:

Figure 9: DNS servers at the client

The figure below shows a mapping of the host IP address and associated MAC addresses
and host names. This can be used to get the name of the host from the DNS query logs.
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Wireless 5

IP Address |MAC Address Device Name Lease Time
F quartz
1.149|00: O Sn 7c:69  |{unknown)

5D 21 Hr(s)

Gekagc 06 |androic
56 |06 el 9 5f  |safari

100|be: nmap— |

Figure 10: Client list at the router

3.5 Advanced setup
The setup in this section is optional. This setup is only required if one needs to prevent
users in the home network from intentionally bypassing the local DNS setup thus

bypassing the controls.

The figure below shows firewall rules to control the DNS queries. DNS queries to
external DNS servers will only be allowed from the local DNS server. DNS queries from
any other host in the home network will be denied. The outbound firewall rule will block
any user or system attempting to connect to internet bypassing the DNS server assigned
by the router (e.g. attempting to use google or ISP provided DNS servers by modifying
the DNS servers in the TCP/IP advanced properties). Firewall settings must be enabled
with care; some devices may have hardcoded DNS servers (example Voice over IP

devices) and may need to be allowed to talk to the dedicated DNS server(s).
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© Security / Firewall

} ) Firewall

You can setup the firewall of this device in this page. The firewall rules allow you to block specific incoming or outgoing traffic by IP address or

DMZ s

MAC Filter

Parental Controls IPv4 SPI Firewall
Allow incoming WAN ping request

Create Firewall Rules

If WAN is selected for Source/Destination, asterisk characters(*), also known as wild card, can be used to represent any IP addres$\@nport
range.

Remaining number of rules that can be created:

-
Cancel ‘ve

— v
Source IP Range 7
Name Source Protocgl

. 192.168.1.21 . -
Enabled 192.168.1.22 Delte

v

Destination IP Range ‘ Port Range

Action Destination
Allow WAN

Name Source Protocol

Enabled

v] Destination IP Range Port Range

I
Action Destination
e 53
Deny WAN W\
\

Figure 11: Firewall setup at the router

Using a firewall rule at the router prevents any client connected to the home
network from bypassing the local DNS, and the configuration is central at one place.
Advanced TCP/IP option changes can also be restricted locally on the system for a non-
administrative user. The figure below shows how to do it on a Windows 7 system running
the command “gpedit.msc” (group policy editor) as administrator. Select the User
Configuration -> Administrative Templates -> Network Connections -> Prohibit
TCP/IP advanced configuration option and set it to Enabled (default is “Not
Configured”)
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Local Group Policy Editor
File Action View Help

e x@=E3T

Local Computer Policy
% Computer Configuration

4[] Windows Settings
» [1 Name Resolution Policy
2] Scripts (Startup/Shutdown)
0 Deployed Printers
> Security Settings
ol Policy-based QoS

L Administ mpla

4 ¥ User Configuration

4 ] Windows Settings
2] Scipts (Logon/Logoff)
> H Security Settings
> ol Policy-based QoS
0 Deployed Printers
4[] Administrative Templates
| Control Panel
> (7] Desktop

(2] Windows Connect Now
] Shared Folders
~ Start Menu and Taskbar
, [ System
| Windows Components
7, Al Settings

22 setting(s)

- Network Connections

Prohibit TCP/IP advanced
configuration

Edit policy setting

Requirements:
Microsoft Windows Server 2003,
Windows XP, and Windows 2000
Service Pack 1 operating systems
only

Description:
Determines whether users can
configure advanced TCP/IP
setings.

If you enable this setting (2nd
enable the "Enable Network
Connections settings for
Administrators” setting), the
Advanced button on the Internet
Protocol (TCP/IP) Properties
dialog boxis disabled for all users
(including administrators). As 2
result, users cannot open the
Advanced TCP/IP Settings
Propertes page and modify IP
setings, such as DNS and WINS
server information.

Important: If the "Enable Network
Connections settings for
Administrators" is disabled or not
configured, this setting will not
apply to administrators on post-
Windows 2000 computers.

If you disable this setting, the
Advanced button is enabled, and

Ability to delete all user remote access connections.

Prohibit deletion of remote access connections

Prohibit access to the Remote Access Preferences item on't...
Enable Windows 2000 Network Connections settings for Ad...

Turn off notifications when a connection has only limited or...

Prohibit access to properties of components of a LAN conn..
Ability to Enable/Disable a LAN connection

Prohibit access to properties of a LAN connection

Prohibit access to the New Connection Wizard

Ability to change properties of an all user remote access con...

Prohibit access to properties of components of  remote ac...
Prohibit connecting and disconnecting a remote access con

Prohibit changing properties of 2 private remote access con.

|22 Abilty to rename all user remote access connections
Abilityto rename LAN connections or remote access conne.
Ability to rename LAN connections

Prohibit renaming private remote access connections
Prohibit viewing of status for an active connection

State
Not configured

Not configured

NGt contigured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Comment
No

\ Extended { Standerd /

Figure 12: Disabling changes to Advanced TCP/IP properties

4. Solution Demonstration

4.1 DNS Query logs

Below are the query logs from the DNS server. Unlike OpenDNS, the local DNS

server can report DNS queries performed by individual devices in the home network,

which makes identifying the infected computer easier.
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Applications Places System

B @) & user
B user@ossec:/var/log/named
Edit View Search| File Edit View Search Terminal Help

In-2015 05: .3|05-Jun-2015 11:47:16.949 cli ST

n-2015 05 .3|65-Jun-2015 11:47:18.311 clienf| 192.168.1.20#63924: query: www.netgear.com IN A + (192.168.1.21)

n-2015 65: .3/05-Jun-2615 11:47:26.950 clienfj 192.168.1. : api.opendns.com IN A + (192.168.1.21)

n-2015 ©5: .5/05-Jun-2015 11:47:22.312 clienfj 192.168.1. : www.netgear.com IN A + (192.168.1.21)

n-2015 05: .7|65-Jun-2015 11:47:39.309 clienfj 192.168.1. : www.netgear.com IN A + (192.168.1.21)

1n-2015 05: .8/05-Jun-2015 11:47:39.342 clienf| 192.168.1.20#56696: query: routerlogin.net IN A + (192.168.1.21)

n-2015 05: .8(05-Jun-2015 11:47:41.606 clienll 192.168.1.121#49443: query: wpad.psav.com IN A + (192.168.1.21)

n-2015 09: .8]05-Jun-2615 11:47:41.607 clienf] 192.168.1.121#58237: query: wpad.psav.com IN A + (192.168.1.21)

n-2015 09: .8/05-Jun-2015 11:47:54.677 clienf| 192.168.1.121#59038: query: isatap.psav.com IN A + (192.168.1.21)

“@ossec named]$ tal05-Jun-2015 11:48:03.828 clienf| 192.168.1.121#58914: query: wpad.psav.com IN A + (192.168.1.21)

n-2015 .3(05-Jun-2015 11:48:03.828 clienl 192.168.1.121#50394: query: wpad.psav.com IN A + (192.168.1.21)

n-2015 .3|65-Jun-2015 11:48:04.916 clienf| 192.168.1.121#59076: query: isatap.psav.com IN A + (192.168.1.21)

n-2015 .5(65-Jun-2015 11:48:15.774 clienf| 192.168.1.121#61365: query: 21.1.168.192.in-addr.arpa IN PTR + (192.168.1.21)

n-2015 .7|05-Jun-2015 11:48:15.820 clienf| 192.168.1.121#61366: query: ebay.com IN A + (192.168.1.21)

n-2015 :46.8/05-Jun-2015 11:48:17.811 clienfl 192.168.1.121#61367: query: ebay.com IN AAAA + (192.168.1.21)

n-2015 :48.8(05-Jun-26015 11:48:18.309 clienf] 192.168.1.20#55483: query: www.netgear.com IN A + (192.168.1.21)

n-2015 9.8/65-Jun-2015 11:48:19.615 clienf] 192.168.1.20#59113: query: myip.opendns.com IN A + (192.168.1.21)

n-2015 1.805-Jun-2015 11:48:19.786 clienf] 192.168.1.121#61368: query: ebay.com IN A + (192.168.1.21)

n-2015 9.8(05-Jun-2015 11:48:21.776 clienfj 192.168.1.121#61369: query: ebay.com IN AAAA + (192.168.1.21)

n-2015 10:10:56.6{65-Jun-2015 11:48:23.616 clienf 192.168.1.20#59113: query: myip.opendns.com IN A + (192.168.1.21)

“@ossec named]$ ps|65-Jun-2015 11:48:27.616 clienf| 192.168.1.20#59113: query: myip.opendns.com IN A + (192.168.1.21)

i 1326 1 |05-Jun-2015 11:48:46.884 clienf] 192.168.1.121#62986: query: srx.main.ebayrtm.com IN A + (192.168.1.21)

5175 4944 |05-Jun-2015 11:48:47.212 clienf| 192.168.1.121#53227: query: www.ebay.com IN A + (192.168.1.21)

“@ossec named]$ D 05-Jun-2015 11:48:47.529 clienfl 192.168.1.121#60373: query: deals.ebay.com IN A + (192.168.1.21)
05-Jun-2015 11:48:49.514 clienfj 192.168.1.20#63557: query: myip.opendns.com IN A + (192.168.1.21)
©5-Jun-2015 11:48:59.858 clienfj 192.168.1.199#64215: query: MACY™" ) IN SOA + (192.168.1.21)
05-Jun-2015 11:49:06.235 clienfj 192.168.1.121#50353: query: wpad.psav.com IN A + (192.168.1.21)
©5-Jun-2015 11:49:06.235 clienfj 192.168.1.121#63419: query: wpad.psav.com IN A + (192.168.1.21)
©5-Jun-2015 11:49:10.985 clienfj 192.168.1.20#54839: query: settings-win.data.microsoft.com IN A + (192.168.1.21)
05-Jun-2015 11:49:26.305 clienfj 192.168.1.20#58978: query: www.netgear.com IN A + (192.168.1.21)

Figure 13: DNS Query logs

These query logs can be passed to OSSEC with the list of malicious and blacklisted site,

and it can trigger alerts when any client attempts to connect to the known blacklisted

SCrver.

4.2 Solution Test

The figure below shows an attempt to connect to a known malware site being

thwarted.

* 1 o o

The connection was reset

The connection to the server was reset while the page was loading.

© The site could be temporarily unavailable or too busy. Try again n a few

moments.

© Ifyou are unable to load any pages,check your computer' network

‘connection.

© If your computer or network is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web.

L TyAgan ]
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Figure 15: Attempt to connect to malware site thwarted

The figure below identifies the client (192.168.1.199) or MACY 0138 (from figure 10), a
laptop in the home network attempting to connect to the malicious site on 25" June at
18:36:24.

E user@ossec:/var/log/named o4 ol 3
File Edit View Search Terminal Help

25-Jun-2015 18:34:40.170 client 192.168.1.199#63078: query: datreputation.gti.mcafee.com IN AAAA + (192.168.1.21) [~}
25-Jun-2015 18:34:40.170 client 192.168.1.199#62004: query: datreputation.gti.mcafee.com IN A + (192.168.1.21)
25-Jun-2015 18:34:51.639 client 192.168.1.199#58307: query: update.nai.com IN A + (192.168.1.21)
25-Jun-2015 18:34:53.316 client 192.168.1.199#59468: query: us-mg4.mail.yahoo.com IN A + (192.168.1.21)
25-Jun-2015 18:35:17.326 client 192.168.1.199#51923: query: update.nai.com IN A + (192.168.1.21)
125-Jun-2015 18:35:53.011 client 192.168.1.199#56823: query: us-mg4.mail.yahoo.com IN A + (192.168.1.21)
Bl25-Jun-2015 18:35:56.438 client 192.168.1.199#54350: query: www.fairfaxcounty.gov IN A + (192.168.1.21)
7]25-Jun-2615 18:35:56.870 client 192.168.1.199#52380: query: www.costco.com IN A + (192.168.1.21)
125 =20 8.36. Q )

ent 192.168.1.199#56639: : www.tkss.be IN A + (192'168'192‘1)'

- - 8:30:30. clien % o : query: tiles.services.mozilla.com IN A + (‘192.168.1.21)
25-Jun-2015 18:36:30.048 client 192.168.1.199#65519: query: tiles.services.mozilla.com IN A + (192.168.1.21)
25-Jun-2015 18:36:32.188 client 192.168.1.199#60795: query: tiles.services.mozilla.com IN A + (192.168.1.21)
25-Jun-2015 18:36:32.761 client 192.168.1.199#60034: query: www.cnn.com IN A + (192.168.1.21) d

5. Conclusion

The solution is able to protect home systems from connecting to known malicious servers
and personally blacklisted sites. Individual devices can easily be identified from the logs.
Reviewing the logs periodically will help in fine-tuning the personal black list. Gratuitous
advertising sites can easily be blocked by adding them to personal blacklist. The solution
complements the protection provided by OpenDNS. In addition to blocking the sites
based on categories, the user can configure egress filtering of unlimited sites. A Virtual
Machine setup as mentioned in this design with a simple user interface for configuration
update can help home users to protect their network from Malware. It would be ideal if
home routers, which are becoming very powerful these days, could have the features as

designed in-built in them.
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