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Abstract 

As the world pivots from Public Switched Telephony Networks (PSTN) to Voice over 

Internet Protocol (VoIP)-based telephony architectures, users are employing VoIP-based 

solutions in more situations.  Mobile devices have become a ubiquitous part of a person's 

identity in the developed world.  In the United States in 2017, there were an estimated 

224.3 million smartphone users, representing about 68% of the total population.  The 

ability to route telephone call traffic over Wi-Fi networks will continue to expand the 

coverage area of mobile devices, especially into urban areas where high-density 

construction has previously caused high signal attenuation.  Estimates show that by 2020, 

Wi-Fi-based calling will make up 53% of mobile IP voice service usage (roughly 9 trillion 

minutes per year) (Xie, 2018).  In contrast to the more traditional VoIP solutions, however, 

the standards for carrier-based Voice over Wi-Fi (VoWiFi) are often proprietary and have 

not been well-publicized or vetted.  This paper examines the vulnerabilities of VoWiFi 

calling, assesses what common and less well-known attacks are able to exploit those 

vulnerabilities, and then proposes technological or procedural security protocols to harden 

telephony systems against adversary exploitation.  
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1. Introduction 
 
     Voice over Internet Protocol (VoIP) technology developed through a lengthy process 

that relied on several innovations in communications technology over the past centuries. A 

highly advanced, adaptable, and customizable solution, VoIP provides telephony services 

and other communications capabilities to users. Inherently a direct outgrowth of previously 

developed technologies and protocols for communication, VoIP is less an independent 

innovation than a combination of systems put together to enable voice communications in 

the modern age, despite the advanced nature of the protocol.  
 

     Since the development of the telephone by Alexander Graham Bell in 1876 (Bell, 1876), 

scientists and engineers have continually worked to increase the efficacy of voice 

transmissions for higher reliability and greater availability. One of the most critical 

developments for the eventual evolution of VoIP was the development of the Advanced 

Research Project Agency Network (ARPANET) in 1969 (Featherly, 2016). ARPANET 

was the world's first packet switching network, developed to provide high redundancy 

communications for military and governmental applications. By collecting data into 

packets for transmission rather than using a dedicated circuit, multiple distributed nodes 

could rapidly connect through central systems without the high infrastructure costs inherent 

to circuit-switched networks (Pepper, 2014). In 1988, the International 

Telecommunications Union (ICT) approved the G.722 audio codec, the first widely-

accepted codec to provide quality approaching that was offered by legacy Public Switched 

Telephone Network (PSTN) systems while employing digital technology (Pepper, 2014). 

In 1991 NetFone, later known as Speak Freely, was the first software-based VoIP phone 

service (Pepper, 2014) released to the public domain. In 1996, the Session Initiation 

Protocol (SIP) was developed by Mark Handley, Henning Schulzrinne, Eve Schooler, and 

Jonathan Rosenberg and was eventually standardized in 1999 as RFC 2543 (Handley, 

Schulzrinne, Schooler, & Rosenberg, 1999). Highly scalable, SIP has been further 

developed and has been adopted by most mobile companies as the preferred protocol for 

VoIP applications (Pepper, 2014). In 2003, Skype first released its free peer-to-peer 

internet call system, with an option to pay for calls placed to the PSTN (Pepper, 2014). In 

2004, the Federal Communications Commission (FCC) chair Michael Powell declared 
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VoIP to be an information service rather than a telephony service for regulatory purposes 

(Hearn, 2004). This declaration had widespread implications, most importantly, taxing of 

any devices employing VoIP would be at a lower rate and that individual states would not 

be able to regulate VoIP systems. In 2005, the FCC further added that any VoIP device that 

connected to the PSTN must have the ability to complete calls to emergency services (FCC, 

2005; Pepper, 2014). 2005 saw the development of the first dual-use Wi-Fi cell phone, 

developed by Calypso Wireless. This device was able to transition between employing the 

traditional cell tower and local Wi-Fi for internet connectivity, video conferences, and 

VoIP calls (Calypso Wireless, Inc, 2005; Pepper, 2014).  
 

     Today, VoIP supports a large proportion of all telephony traffic in numerous 

environments. Major carriers are moving away from employing legacy PSTN systems, and 

in 2014 AT&T petitioned the FCC to allow it to cease all support for its circuit switching 

infrastructure in favor of VoIP systems (Brodkin, 2014). However, as more traffic moves 

to VoIP, and as more public Wi-Fi environments become available, there is the danger that 

VoIP traffic, which traverses open Wi-Fi networks, may be susceptible to eavesdropping 

and manipulation.  

 
1.1 Research 
 
     With the push towards more advanced carrier technologies such as 5G and VoLTE 

systems, service providers have begun offering Voice over Wi-Fi (VoWiFi) to compensate 

for areas with low or poor cell coverage. Wi-Fi calling technology utilizes the 3GPP IMS 

(IP Multimedia Subsystem) system to provide packet-switched voice service over Wi-Fi 

networks (Xie, 2018). This capability grants subscribers several inherent benefits, most 

obviously increased availability, especially into urban areas where high-density 

construction has previously caused high signal attenuation.  
 

     Within the developed world, mobile devices have become pervasive and are quickly 

becoming the primary communication and information platforms of users. In the United 

States in 2017, it was estimated that there were over 224.3 Million smartphone users 

("Number of smartphone users in the U.S. 2010-2022", n.d.), representing about 68% of 
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the total population. Researchers estimate that Wi-Fi based calling will make up 53% of 

mobile IP voice service usage (roughly 9 trillion minutes per year) by 2020 (Xie, 2018). In 

contrast to the more traditional VoIP solutions, the standards for carrier-based VoWiFi are 

frequently proprietary and have not been well publicized or vetted. 
 

     The rapid rise in popularity of this new technology brings several security concerns. 

The preponderance of mobile device users are ill-informed on how their devices work, the 

backbone technologies, and infrastructures that facilitate calling. Though there is an 

inherent trust in the service provider that they will ensure the confidentiality and integrity 

of all their subscribers’ calls, the employment of VoWiFi technologies introduces new 

elements that are not necessarily controlled by the service providers into call architecture. 

Users completing calls through publicly available Wi-Fi may be taking on risks that they 

do not understand. Additionally, though VoWiFi calls are employing the 3GPP standard 

and execute through an IPSec tunnel, they still utilize a basic SIP framework for their 

signaling, creating an opportunity for potential attackers to infer the types of data 

transmitted by the mobile device.  
 

     One of the simplest vectors for executing a man-in-the-middle attack involves 

establishing a fake access point. Fake access points, though easy to establish, are often 

highly successful in compromising an unaware user. Traditionally, creating fake access 

points required the use of a second wireless Network Interface Card (NIC) attached to a 

computer. Today, it is possible to employ a virtual wireless NIC (WNIC) to the same end 

using Microsoft Windows 10, negating any additional hardware requirement. The attacker 

establishes a new access point, frequently with an innocuous SSID or one that is similar to 

local free Wi-Fi, and then bridges the network connection on their computer to the ‘real’ 

network. By doing this, all the data of any user that connects to the ‘fake’ access point will 

traverse the attacker’s machine, leaving that data open for follow-on attacks. 
 

     This research will assess the vulnerabilities of VoWiFi calling and what common or 

lesser known attacks can exploit those vulnerabilities, and then will propose technological 

or procedural security protocols to harden telephony systems against adversary 

exploitation. At present, there has not been an in-depth analysis of carrier-based VoWiFi 

technology. Though solutions providing similar capabilities to VoWiFi have been available 

through third-party applications such as Skype and Facebook Messenger for some time, 
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having the capability baked into the phone and directly available by the carrier is a much 

more recent development. As previously mentioned, these carrier-based VoWiFi systems 

have neither been researched nor vetted by the greater InfoSec industry. By conducting a 

deep dive into this technology across multiple platforms, this paper will provide both the 

consumer and the greater InfoSec community with as much information as possible 

regarding potential risk vectors and mitigations. 
 

     The rapid adoption of mobile devices over the past two decades has brought these 

potentially vulnerable protocols into daily use by the public. As more mobile devices begin 

to employ VoWiFi technologies, new vectors to exploitation open with potential 

ramifications not only for the users but also for the parent organizations. A user making a 

business call that traverses public Wi-Fi could potentially compromise his organization 

over lunch. While security researchers have studied traditional VoIP technologies, VoWiFi 

solutions offered by telephony carriers are a relatively new phenomenon. No detailed study 

of the potential risks incurred by users when using these newer technologies currently 

exists. By identifying the current vulnerabilities of Wi-Fi calling and proposing solutions, 

this paper will contribute to the overall security of current telephony services. The findings 

from this testing will highlight current flaws in VoWiFi implementation and will enable 

follow-on efforts to secure this developing pathway of communication. 

 
2. Test Method 
 
     In order to test the susceptibility of currently-offered Wi-Fi enabled calling systems on 

the market, a lab environment was developed that employs commonly accessible off-the-

shelf technology and systems. A laptop computer, Lenovo Legion Y720 running Windows 

10 was used as the primary attack machine. This device was connected to the local network 

either by Cat5 cable or via a Wi-Fi connection. For man-in-the-middle attacks against the 

mobile devices, the organic Windows 10 Virtual NIC was employed when using the 

Windows client to broadcast the test Wi-Fi network over the wireless NIC (WNIC). The 

mobile device being tested was connected to the test Wi-Fi network and was the only 

device connected to that network during its testing timeline. 
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     Network and packet analysis was conducted using Wireshark and Tcpdump. Wireshark 

offers decryption support of many protocols to include IPsec, ISAKMP, Kerberos, 

SNMPv3, SSL/TLS, WEP, and WPA/WPA2. It can further be used for deep dive analysis 

of captured packet data, employing a suite of tools to interpret collected protocols and 

assessing each packet at each header layer and the payload itself (Wireshark, n.d.). 

Tcpdump is another packet analyzer tool that, in contrast to Wireshark, is primarily run 

through the command line. It is a free software developed in 1988 by Van Jacobson, Sally 

Floyd, Vern Paxson, and Steven McCanne, researchers at the Lawrence Berkeley 

Laboratory Network Research Group (McCann, 2011). The primary benefit of Tcpdump 

compared to Wireshark is that it allows for the processing of significantly larger data sets 

than Wireshark can comfortably compute. Both tools used together complement each other 

to provide a thorough analysis of captured packet data. 
 

     Two mobile devices were employed to conduct the testing phase of this research. The 

first was an LG Fortune 2. This mobile device runs on an Android version 7.1.2 OS and is 

provided wireless service by Cricket Wireless. During initial testing, the mobile device 

settings were adjusted to deactivate data service to the cell tower, connect to the test Wi-Fi 

network, and employ VoWiFi capabilities (Figure 1). As annotated later, some issues arose 

during testing as different methods for forcing the 

flow of call traffic were tested. First, the mobile 

device was adjusted to avoid any 2G capability to 

attempt to force traffic flow across the test Wi-Fi 

network. Later, the mobile device was placed into 

Airplane Mode and the Wi-Fi manually re-

enabled to prevent the device employing any 

non-Wi-Fi transport. To create a baseline of what 

traffic is generated by the mobile devices that 

allow follow-on isolation of the call traffic, the 

mobile devices were connected to the test Wi-Fi 

network, and a packet capture was run for approximately five minutes for each device. 

Unless specifically annotated, the traffic flow identified during this baselining was ignored 

during the follow-on testing. The second device employed was a Samsung Galaxy Amp 

Prime 3, again receiving its telephony services through Cricket Wireless. This device runs 

Figure 1 – VoWiFi enabled 
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on an Android version 8.0.0. This device had 2G capability disabled from the initial 

instance of testing.  
 

     Additionally, two popular applications for conducting VoIP calls from mobile devices 

were also tested in order to provide a comparison between the current baked-in solution 

offered by the service provider and other solutions on the market. The first was the Google 

Hangouts application. Though it has been discontinued, this does not alter the results that 

were collected and still provides insight into how large companies handle VoIP for the 

common consumer. The second was the popular Facebook Messenger application, which 

is widely employed as a VoIP solution and also as a chat application.  

 
3. Lab Testing 
 

     Testing was conducted in three phases. Each phase had sequences of individual test 

calls. The sequences grouped together tests that employed the same or extremely similar 

variables to confirm consistency of results over multiple tests. The phases grouped together 

broad types of calls for clarity of discussion. A visual representation of the testing timeline 

can be seen in Figure 2. The first phase was conducted employing the LG Fortune 2 as the 

primary calling device, with the calls completing to another mobile device, a Samsung 

Galaxy Amp Prime 3, which operated with the same wireless service provider. This phase 

of testing was conducted in three sequences, each involving five test calls. The first five 

tests (Sequence 1) were conducted with the lab setup and mobile device in a public 

environment with relatively good cellular service, hereafter referred to as location A. Tests 

six through ten (Sequence 2) were conducted in location B, an early 20th century building 

in an area with high electromagnetic interference which limited cellular service. Sequence 

3 was also conducted in location B but was unique in that the phone was placed in Airplane 

Mode prior to conducting the tests as a means to deactivate the phone’s wireless 

Phase	1 Phase	2 Phase	3 
Lab	Testing	Process 

Sequence	1 Sequence	3 Sequence	2 Sequence	1 Sequence	2 Sequence	1 Sequence	2 
Figure 2 – Testing Timeline 
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connections (LG, n.d.). While in Airplane Mode the LG Fortune 2’s Wi-Fi link was 

enabled, and test calls completed in the same manner as the previous two sequences. 
 

     Phase 2 was conducted employing the Samsung Galaxy Amp Prime 3 device 

completing calls to the LG Fortune 2 and involved two sequences of five tests. This phase 

was conducted solely in location B. The first sequence was conducted in location B with 

the mobile device’s VoWiFi enabled and the 2G capability disabled. The second sequence 

was conducted with the Samsung Galaxy Amp Prime 3 placed into Airplane Mode and the 

Wi-Fi enabled to preclude possible alternate data pathways. 
 

     The third phase was conducted to assess popular software-based VoIP solutions and 

compare them to the results of the mobile device testing. This phase was also conducted in 

two sequences to address two separate software solutions. The first sequence tested the 

popular Facebook Messenger application. The second sequence was conducted employing 

the Google Hangouts application. Both systems are very similar in terms of user experience 

and features that are offered, and are also both tied to service offerings which provide a 

suite of other functions, including identity management.  

 
3.1.1 Phase 1, Sequence 1 
 
     The first test was run using the LG Fortune 2 supported by the Cricket Wireless network. 

The mobile device was connected to a test Wi-Fi network broadcasting from the Lenovo 

Legion, and the computer was connected to the internet by a secondary connection. The 

packet sniffer was employed on the computer at the WNIC broadcasting the test network. 

The call was placed and lasted for nineteen seconds (19000ms), not counting the time 

required for call establishment. This sequence of tests was conducted in location A. 
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     As can be seen in Figure 3, the preponderance of the data that was transmitted was sent 

encrypted from the mobile device to the server, in this case to an IP address owned by 

Google. For a call of 19000ms, we could reasonably expect between 600 and 950 packets 

to be generated to carry the necessary voice data ("Calculating Voice Bandwidth 

Requirements", 2007). This test call, however, only generated 20 packets. Given that 

insufficient data was transmitted across the network to account for the duration of the test 

call, we can extrapolate that alternative pathways for data transmission were identified by 

the mobile device. As there was no other intentionally active application with a data 

requirement for the mobile device at the time of the call, and that during baselining no 

packets similar to those observed in Figure 3 were captured, the assumption was originally 

made that the packets seen are managing the call setup while the voice traffic proper is 

employing legacy transmission techniques. The fact that the preponderance of the packets 

transmitted and received were done so prior to the commencement of the voice exchange 

appeared to give credence to this assumption. This issue was attempted to be corrected in 

follow-on testing in order to clarify whether the data observed was in fact related to the 

call.  
 

     In preparation for the second test, the ability of the mobile 

device to employ 2G was deactivated (Figure 4) in an attempt 

to force the traffic flow through the test Wi-Fi network. 

Following this, a second test call was made with all other 

conditions the same as for the first test. This test had 

significantly more traffic (Figure 5). Again, this traffic was 

encrypted. The first several packets were the setup of a 

follow-on tunnel for the transmission as can been seen in 

Figure 5. The distant end IP address, 72.21.207.87, is 

Figure 3 – Captured packet data from Phase 1, Sequence 1, Test 1 

Figure 4 – 2G deactivated 
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registered to Amazon.com, an unanticipated result considering the mobile device used 

Cricket Wireless as its service provider. 
 

     Public key exchange in TLS v1.2 is handled via the Diffie-Helman process. Diffie-

Helman allows two end points, in this case the mobile device and the server, to generate a 

shared secret, the encryption key for follow on data transmission. The key exchange 

between the mobile device was captured and can be seen in packet 30, from TCP stream 2 

(Figure 6). While the public key was successfully identified from this capture, it does not 

pose a security concern to the type of eavesdropping attacks employed here.  
 

Figure 5 – Captured packet data from Phase 1, Sequence 1, Test 2 
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     The third test was conducted using the same 

parameters as the second test and is observable 

in Figure 7. For this test, however, instead of 

allowing the call to complete, the call was 

allowed to go to the voicemail service of the 

Samsung Galaxy Amp Prime 3. The results of 

this test were much the same as before. Again, 

the IP address that the mobile device was 

communicating to, 54.239.31.37, was 

registered to Amazon. These three tests 

demonstrate that, given the specific 

circumstances constructed for these tests, the 

data that is traversing the Wi-Fi network is 

secured through encryption and not immediately compromisable by an attacker who is 

intercepting the traffic.  

 

     A fourth and fifth test were conducted employing the same conditions as the second. 

An anomaly was observed at this time; despite no settings changing and the lab 

environment remaining the same, extremely limited packet traffic was detected and 

captured by Wireshark during the conduct of these two tests. During the fourth test, only 

Figure 6 –key exchange 

Figure 7 – Captured packet data from Phase 1, Sequence 1, Test 3 
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two packets that were attributable to the call were caught (Figure 8). The fifth test 

intercepted no packets traversing the test Wi-Fi network.   
 

     Ultimately, it became increasingly clear that most, if not all the call-related data traffic 

was not traversing the Wi-Fi test network and was employing the mobile device’s RF-

based transmission systems in order to complete calls to the receiving mobile device. Due 

to this probability, additional sequences of tests were conducted that attempted various 

means of blocking the RF transmission capability of the mobile device in order to force the 

call traffic across the test Wi-Fi network and provide a conclusive look at the type of data 

packets being transmitted. While this sequence of testing did not provide the anticipated 

results of call-related packets for follow-on analysis, it did reveal that despite the user 

enabling the mobile device to place calls over Wi-Fi, the mobile device chose pathways 

based upon a decision-making system not visible to the user. This lack of capability on the 

part of the user to force certain functions on the part of the mobile device is addressed in 

the analysis section of this paper.  

 
3.1.2 Phase 1, Sequence 2 
 
     The second sequence of five more test calls was conducted using approximately the 

same conditions as in the second test, with the call completing from the LG Fortune 2 to 

the Samsung Galaxy Amp Prime 3 across the test Wi-Fi network. However, the physical 

location of the testing was moved to location B. One significant change in the testing 

results, apparently elicited by the change in location, was that the data seen traversing the 

network was not encrypted in TLS 1.2 but rather in Encapsulated Security Protocol traffic 

(ESP) ("ESP, Encapsulated Security Protocol", n.d.). ESP traffic is most commonly 

associated with IPSec Tunnels, which is consistent with the 3GPP standard. These tests all 

generated data in quantities more aligned with that anticipated for the traffic type and 

Figure 8  – Captured packet data from Phase 1, Sequence 1, Test 4 
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duration. Test 6 generated 884 packets, of which 878 were ESP carrying 350856 Bytes of 

data. Test 7 generated 416 ESP packets carrying 150400 Bytes. Test 8 generated 731 ESP 

packets carrying 275468 Bytes. Test 9 generated 549 ESP packets carrying 224612 Bytes, 

and finally Test 10 generated 592 ESP packets carrying 247856 Bytes of data. The 

breakdown of the protocol hierarchy for the traffic that was captured during Test 7 can be 

seen in Figure 9. The traffic rate of 44kBits/s represents an approximate average of the 

traffic rate observed during all five tests in this sequence. This traffic rate is more consistent 

with the bandwidth utilization that would be expected from a VoIP call being placed across 

the network. These results seem to confirm the concerns raised during the first sequence of 

testing that the results gained were not actually test call traffic at all and that the mobile 

device was still using its RF capabilities to complete the call.  
 

     The first twenty-five packets captured during Test 10 can be observed in Figure 10. The 

first three packets are larger with the first two having consistent sizing, while following 

packets are more randomized and smaller. From these observations, it is possible to 

extrapolate that the first few packets transmitted represented the call setup between the LG 

Fortune 2 mobile device and the carrier’s server, while the follow-on packets represent the 

actual voice traffic. This same pattern, with the initial three packets of the ESP traffic flow 

having a size of 1214 and 1198 bytes, was consistent across all five test calls completed 

during this sequence. 
 

Figure 9 – Protocol hierarchy for Phase 1, Sequence 2, Test 2 
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     An interesting finding of the packet analysis was that the packets were being routed to 

a server registered not by Cricket Wireless, who is was the service provider for the mobile 

device, but rather to Ericsson North America Managed Services. If call data was traversing 

third-party networks that were not telecommunications providers, this information was not 

readily available to a user of the Cricket Wireless service, creating privacy concerns that 

are further discussed in the analysis portion of this paper. 

 
3.1.3 Phase 1, Sequence 3 
 
     The third sequence of tests was conducted with the mobile device placed into Airplane 

Mode and the Wi-Fi capability manually enabled. It was expected that this would 

ultimately defeat any alternate data transport paths and force all traffic through the packet 

Figure 10 – Captured packet data from Phase 1, Sequence 2, Test 5 
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capture. As in Sequences 1 and 2 of this phase of testing, five test calls were completed 

between the LG Fortune 2 and the Samsung Galaxy Amp Prime 3.   
 

     The packets captured during this sequence were largely homogenous across all five 

tests. As can be observed in Figure 11, the output from each individual call also largely 

mirrored that which was observed in Sequence 2. Again, the same pattern of the first three 

ESP packets exchanged with a packet length of 1214 bytes and 1198 bytes was seen.  

 
3.2.1 Phase 2, Sequence 1 
 

Figure 11 – Captured packet data fromPhase 1, Sequence 3, Test 1 
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     The next series of tests conducted employed a different mobile device. This time the 

Samsung Galaxy Amp Prime 3 was employed rather than the LG Fortune 2. The same test 

Wi-Fi network was employed with the settings remaining the same for the network. The 

testing occurred in location B. The initial test returned results similar to those returned for 

the LG in Phase 1, Sequence 2. The first three packets that were transmitted had the same 

protocol, distant end IP address, and size as the first three packets in the previous test runs, 

as is observable in Figure 12. Test 2 returned the same initial three packet sequence (Figure 

13). The consistency with which these first three packets appear continues to lend credence 

to the idea that this is a specific indication of SIP traffic traversing the network. Once the 

call was connected during the third test, no attempt was made to pass voice traffic along 

the circuit. During this test, it was observed within the follow-on data stream that all the 

ESP packets being passed between the nodes were 178 bytes long consistently. In contrast, 

varying loud voice traffic was passed along the circuit during Test 4. However, the result 

Figure 12 – Captured packet data from Phase 2, Sequence 1, Test 1 
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yielded the same consistent 178-byte length packets for the vast majority of the traffic that 

was passing between the nodes. Test 5 reflected the same patterns that were observed in 

the previous four tests during this phase of testing. 

 
3.2.2 Phase 2, Sequence 2 
 
     The second sequence of tests was conducted with the mobile device placed into 

Airplane Mode and the Wi-Fi capability manually enabled. As in the previous sequence, 

the test calls were completed from the Samsung Galaxy Amp Prime 3 to the LG Fortune 

2. As can be observed in Figure 14, the packet capture from these tests validated the capture 

of the previous sequence. Across all ten tests, consistent results showed that the call traffic 

was routed via an IPSec tunnel from the mobile device to the service provider. The initial 

three packets had a size of 1426 bytes, 1426 bytes, and 1410 bytes respectively, matching 

the first three packets of the ESP streams identified previously. The cause of the variance 

in packet size between the calls completing from the LG to the Samsung and the calls 

completing from the Samsung to the LG was not able to be identified through the course 

of these tests. Finally, the distant end server that the packets were being routed to was again 

observed to be 129.192.165.10. This IP address, registered to Ericsson North America 

Managed Services, is the same distant end server to which  all the test calls from both 

devices were routed. 

Figure 14 – Captured packet data from Phase 2, Sequence 2, Test 1 

Figure 13 – Captured packet data from Phase 2, Sequence 1, Test 2 
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3.3.1 Phase 3, Sequence 1 
 
     The third phase of testing was conducted in two sequences to provide a comparison 

between the VoWiFi capability resident within the test mobile devices and popular 

software-based VoIP solutions. The first VoIP solution to be tested in Sequence 1 of this 

phase was the Facebook Messenger application. This application is available either 

integrated into the Facebook webpage or as a stand-alone application for employment on 

mobile devices. Facebook Messenger was launched in 2008. Facebook has continued to 

optimize and improve the application, including a range of features from location sharing 

to integrating Short Message Service (SMS) support. In 2014, Facebook Messenger was 

evaluated by the Electronic Frontier Foundation and was given a security rating of two out 

of seven ("Secure Messaging Scorecard", 2018), receiving positive credit only for 

providing encryption in transit and having had an independent security audit. For these 

tests, the Facebook Messenger application was loaded onto the LG Fortune 2. The phone 

was connected to the test Wi-Fi network. The test calls were completed to the Facebook 

messenger application loaded onto the Samsung device. The first test call was allowed to 

run for approximately ten seconds from completion of the connection to disconnection. 

The traffic was routed out of the mobile device to an IP address associated with Facebook 

Ireland. The first pattern of traffic observed was primarily TLS 1.2 packets, but Domain 

Name Service (DNS) queries were generated from the mobile device looking for edge-

stun.facebook.com and api.facebook.com (Figure 15). 
 

      These DNS requests were transmitted in plain text and were easily observable to any 

packet capture operating on the network. The next step in the process appears to have been 

Figure 15 – Captured packet data from Phase 3, Sequence 1, Test 1 
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the call setup process. The preponderance of packets were either UDP datagrams (66572 

Bytes) or TLS 1.2 packets (35140 Bytes). There were also several packets exchanged in 

Simple Traversal of UDP through NAT (STUN) protocol. The STUN protocol is a client-

server protocol that was created to solve some of the issues involved in traversing 

a Network Address Translator (NAT) for VoIP implementations. STUN works by 

discovering the presence of a NAT, the type of NAT, and the IP address/port mappings 

assigned by the NAT (VOCAL Technologies, LTD., 2017).  
 

     The second test call completed demonstrated very similar results. Again, a DNS query 

was sent by the mobile device requesting the edge-stun.facebook.com server address. Also, 

a pattern emerged; while there were still TLS 1.2 data packets exchanged between the 

mobile device and Facebook, there were two seemingly connected, yet separate 

conversations occurring. The first appears to be the TLS traffic between the Mobile Device 

and the Facebook server responsible for the authentication and operation of the messenger 

application. There were multiple IP addresses communicating with the mobile device either 

in TLS v1.2 or TLS v1.3, though all were within the same Class B network as the others.  

The second conversation was predominantly STUN and UDP traffic and was directed 

between the mobile device and another Facebook server within the same Class B. This 

conversation can be observed in Figure 16. From this, it is determined that the UDP traffic 

was the voice traffic while the call maintenance was handled by the TLS traffic. Follow-

on test calls on the Facebook Messenger application reflect the same traffic pattern and 

seem to confirm this analysis. 

Figure 16 – Captured packet data from Phase 3, Sequence 1, Test 2 
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3.3.2 Phase 3, Sequence 2 
 
     The second sequence of testing evaluated the security of the telephony service in 

Google’s Hangouts application. This test was conducted using the same methodology as 

the previous testing for the Facebook Messenger application. The application was loaded 

onto the two mobile devices, and the LG Fortune 2 was used as the primary testing device. 

The LG was then connected to the test Wi-Fi network and a packet capture was run during 

the establishment of the call and the call duration. 
 

     The traffic from the 

Hangouts application mirrored 

that which was originally seen 

in the Messenger application. 

Upon the initial startup of the 

application, a significant 

amount of TLS traffic 

traversed the network, 

establishing the connection 

between the application and 

the Google servers. Once the 

call was started, STUN and UDP packets began to be exchanged. During the traffic 

between the application and the server, the TLS session ticket was transferred across the 

compromised network (Figure 17).  
 

     A second item of interest was the employment of a new protocol that was not observed 

in any of the previous tests, the Google Quick UDP Internet Connection (GQUIC). GQUIC 

was developed by Google to serve as a secure lightweight replacement to TCP. It employs 

stream identifiers, or CIDs, that align the packets to the correct session exchange. GQUIC 

is supposed to be fully encrypted and offer security equivalent to modern implementations 

of SSL/TLS (Geniar, 2016; Walding, 2018). The preponderance of the GQUIC traffic was 

indeed encrypted. However, as can be observed in Figure 18, some relevant information 

Figure 17 – TLS session ticket 
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can still be seen in plain text. In the initial packet exchanged in a GQUIC session, the Client 

User Agent ID was identified as Android Talk. From this information, an attacker would 

be able to confidently infer that the follow-on traffic sharing the same CID was launched 

from that application and the type of information contained in that packet flow. 

 
4. Findings and Discussion 
 
     The results of the testing conducted disproved the initial hypothesis that the calls made 

from the mobile devices employing VoWiFi would be vulnerable to eavesdropping. The 

use of encryption by the mobile devices prevented attempts to decipher the content of the 

traffic that was traversing the network. As the private keys that the encryption relied upon 

were not exposed during the communication of the mobile device and the service provider, 

Figure 18 – Observed plaintext information in GQUIC packet 
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the traffic was not easily exploitable from a man-in-the-middle attack. Likewise, software-

based VoIP solutions were also employing encryption. Prima facie, this presents a highly 

secure communications pathway and would be sufficient to ensure user privacy.  
 

     Despite the overall high level of inherent security that was identified, there were some 

security flaws which, while relatively minor, could eventually pose a security concern for 

the user if industry best practices are not being upheld elsewhere. First, there was extremely 

limited user control of the routing methodology employed by the mobile device. A second 

potential risk was the employment of third-party service providers to support the call 

infrastructure that were not identified to the users. Third, the clear text transmission of 

certain data packets and the consistency of certain datagrams during call setup could allow 

a listening device to begin to ascertain the type of traffic that was transmitted. 

 
4.1 User Control 
 
     One of the most interesting initial findings was the difference in captured traffic affected 

by the change in location. When configuring the mobile devices for testing, there was no 

way to force the phone to employ the VoWiFi capability. The VoWiFi could either be 

enabled or disabled, but there was no user ability to designate a specific route as preferred. 

Settings were adjusted during the conduct of the testing phases in order to attempt to 

influence the packet flow across the network, including deactivating mobile data, 

deactivating 2G functionality, moving geographic locations to limit cellular reception to 

the mobile devices, and eventually disabling the RF radio on the phone by activating 

Airplane Mode and then manually enabling the W-FI interface. While these different 

efforts eventually had the desired effect for the purpose of allowing interception of the call 

traffic, they were excessive and required normalization of the mobile device before 

resuming normal operations. The presence of a work-around to a problem is not the same 

as having a solution to a problem.  Based on the difference in traffic observed in the two 

environments, it is reasonable to assume there was a quality assurance capability at work 

which assessed the possible routes of traffic, either traditional RF to the tower or across the 

local Wi-Fi network and selected the route that provided the better option. Providing a 

more robust control framework for the VoWiFi that would allow a user to specify only 
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certain networks or networks with certain security thresholds for VoWiFi, force all calling 

to employ VoWiFi, and add personal authentication and encryption to calling for certain 

instances, would be beneficial to users. This level of user control could be explained as an 

inverse of the traditional ‘comply to connect’ concept, where users could specify the level 

of risk they are willing to assume in connecting to and employing Wi-Fi networks for their 

mobile devices.  

 
4.2 Privacy Concerns 
 
     One of the findings of the research not initially predicted was the fact that the VoWiFi 

traffic originating from the mobile devices supported by Cricket Wireless was being routed 

not to Cricket or AT&T, its parent company (Welch, 2014), but rather to IP space owned 

by Ericsson.  Ericsson Managed Services is known to provide cloud-based telephony 

support services to other companies such as EE and has developed specialized analytics 

engines to provide “Customer Experience Management” that includes support for VoWiFi. 

Given that AT&T and Ericsson have collaborated on the implementation of 5G technology 

in other sectors, it is not unlikely that AT&T also employs Ericsson solutions to support 

aspects of its voice network (AT&T, 2016; Ericsson, 2018; You, n.d.). Such a relationship 

between the companies is not inherently malicious. Most telephony services already make 

use of competitors’ infrastructure within their networks, and this will likely continue with 

the rise of cloud-based services. However, it does serve to mask from the user who has 

access to their data once it departs their mobile device. 
 

     Over the past century, law and jurisprudence has cemented a right to privacy when 

employing telephony systems in the United States.  While privacy is defined in different 

ways at different times, for this paper it is understood to be the ability of two parties 

engaged in a conversation to be secure from a third party intercepting or eavesdropping on 

the conversation.  In 1967, Justice John Harlan wrote a concurring opinion for the Supreme 

Court decision in Katz v. United States.  In this opinion, Justice Harlan outlined two 

requirements that must be met for protection of privacy.  First, a person had to demonstrate 

an actual expectation of privacy, and secondly, society had to be willing to accept that 

expectation as reasonable (McInnis, 2011). Writing the majority opinion, Chief Justice Earl 
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Warren outlined that this right to privacy is inherent in individuals, and therefore is carried 

into their conversations and data traffic when it meets the previously described thresholds.  

Title 18 US Code, Chapter 119, Section 2511, further specifies that “any person who 

intentionally intercepts, endeavors to intercept, or procures any other person to intercept or 

endeavor to intercept, any wire, oral, or electronic communication…shall be punished” 

(Cornell Law School, n.d.).   
 

     Carriers must meet specific legal requirements and employ safeguards in order to licitly 

capture and analyze voice traffic traversing the PSTN, as detailed in the Communications 

Assistance for Law Enforcement Act and the Foreign Intelligence Surveillance Act 

(Federal Communications Commission, 2017).  Other nations, especially those in the 

European Union, also have legislation of a similar nature which provides for the 

confidentiality of telephone calls (Subsentio, n.d.).  These requirements have built within 

the public a general trust in their phone systems which has carried over to phone-like 

systems such as mobile devices employing VoWiFi.  To the user, there is practically no 

difference between their cell phone and their landline other than a number and mobility.  

However, as VoWiFi systems are classified as information services rather than telephony 

services (Hearn, 2004), the fact that this traffic is being passed through an undisclosed 

third-party opens several potential privacy concerns.  
 

     Further, while the issues of privacy within the information domain are coming to the 

public attention through legislation such as the General Data Protection Regulation 

(GDPR) in the EU and the recent Facebook hearings in the US Congress, no worldwide or 

national scope consensus has been reached to protect user privacy to the same level of 

assurance as that of the PSTN network. Indeed, in 2014, Cricket Wireless was accused of 

actively preventing the transmission of encrypted email across its mobile network 

(Hoffman-Andrews, 2014; Scola & Soltani, 2014). In the same year, Verizon was found to 

be tracking its customers' web surfing habits and disclosing the data to third-parties 

(Hoffman-Andrews, 2014). It is well documented (Castillo, 2018) that companies that trade 

in information are employing metadata collected on users to sell targeted advertising 

capabilities. With the rise of privacy concerns industry-wide, the employment of third-

parties by service providers that users are not aware of creates an area of risk for users and 

service providers.  
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     Of greater concern, the fact that Cricket Wireless felt enabled to employ third-party 

services to power their VoWiFi capabilities without alerting their users in a rapidly-

understandable manner opens the possibility that other carriers could employ less reputable 

or less secure third-party providers for their own services. These third-party organizations 

may not have the technical knowledge or resources to fully secure their infrastructure, 

leaving open the potential for malicious actors to cull user information from their domains. 

Additionally, with no user-oversight to where their calls are being routed, it is not easily 

discernable where the services supporting a user’s call traffic are hosted. Services hosted 

in nations with fewer consumer protections could open avenues for nation-states to seize 

the VoWiFi traffic for exploitation. This risk is understood for users who frequently travel 

abroad, but the employment of third-party cloud providers creates the potential for traffic 

data on a call placed between two persons in one nation to be routed through or stored in a 

separate nation, one which does not respect the same level of privacy as the nation in which 

the calls were actually placed. 

 
4.3 Clear Text Data Packets  
 
     A second concern identified through this 

research was the transmission of clear text 

data packets which could allow an attacker 

to guess the type of traffic that was 

traversing the network. During the third 

phase of testing when Facebook Messenger 

was assessed, it was observed that DNS 

requests were transmitted by the mobile 

device to determine the destination for 

follow-on data transmission. As can be seen 

in Figure 19, the DNS request asked for the 

STUN server at the Facebook domain. As 

previously described in this paper, STUN protocol is used exclusively for addressing issues 

arising from non-publicly routable IPs seeking to connect VoIP calls. Therefore, anyone 

Figure 19 – DNS request 
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who is listening to the traffic traversing that network would be able to guess that a VoIP 

call is being placed. Given the Facebook domain, it is not a difficult deduction to assess 

from that one packet that the device is using the Facebook messenger application in order 

to complete a call. Google Hangouts also transmitted packets with clear text information. 

The initial ‘Client Hello’ packet, roughly the GQUIC equivalent of a TCP SYN packet, 

transmitted from the mobile device upon attempting to establish the call included within it 

information identifying the application that was transmitting the packet. While given the 

presence of GQUIC packets it would not be difficult to deduce that the originating 

application was a Google product, the specification of the specific product identified in this 

packet makes it simple for an attacker to deduce the type of traffic. 
 

     Even in the organic VoWiFi calls placed from the mobile devices had certain indicators 

that could lead the informed attacker to deduce the VoIP traffic was being passed. During 

testing the initial three packets of each call followed a consistent pattern of packet length. 

Additionally, the encapsulated packets traversing the network at the high rates of bytes per 

second that were observed are consistent with well-established VoIP protocols and 

bandwidth requirements. From this it would be fairly trivial for an attacker to piece together 

this information and determine the length of a phone call and the service provider of a user.  

 
4.4 TLS Vulnerabilities 
 
     A final concern involved the implementation of TLS v1.2 by the software VoIP 

implementations and VoWiFi calling. TLS v1.2 was developed to address certain issues 

found in TLS v1.1 and allows client/server applications to communicate in a way that is 

designed to prevent eavesdropping, tampering, or message forgery (Dierks & Rescorla, 

2008). TLS v1.2 was adopted as the standard for PCI-compliant transactions in 2008 

(Goodspeed, 2015) and is the minimum standard for most internet applications requiring 

security. TLS v1.2 employs the so-called “Perfect Forward Security”, designed to defeat 

the potential for advanced actors to intercept and decrypt traffic that is passed along major 

transport lines (McCullagh, 2013). However, to increase connection speed and further to 

prevent the loss of a session when a client is connecting to multiple load balanced servers, 

TLS v1.2 employs a session ticket. The server takes the cryptographic specifications of the 
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session that it established to the client and uses that to generate an encrypted ticket that is 

transmitted to the client. The client is not able to decrypt or modify the ticket but holds it 

in storage for the next time it needs to connect to the server. When the client initiates a new 

connection, it transmits the session ticket back which the server is then able to verify and 

decrypt to provide the necessary session information without the requirement to perform a 

full Diffie-Helman key exchange (Rutishauser, 2017). While admittedly decreasing latency 

for the server connection, this system presents a potential vulnerability and is one of the 

weakest points of TLS v1.2. TLS v1.2 always encrypts session tickets with AES-128-CBC 

and executes integrity protection using HMAC-SHA-256 (Rutishauser, 2017). If a 

malicious actor was able to compromise the service provider’s server and exfiltrate the key 

for the session ticket, that actor could decrypt the TLS session from the client.  
 

     As best practice, it is necessary to frequently rotate the key employed by the session 

ticket. Twitter rotates keys for their session tickets every 12 hours. Cloudflare does so every 

hour (Rutishauser, 2017). However, as was observed in Figure 13, the session ticket for 

Google Hangouts was accepted for 28 hours. The longer time to live increases the potential 

window of exposure during which an attacker can intercept and collect call traffic that is 

decryptable with a single key. While not providing a real-time vulnerability, any sensitive 

information conveyed through the network is still vulnerable to exploitation. An attacker 

who compromised the server that the mobile device is communicating to and exfiltrated 

stored session ticket information could decrypt the captured call traffic.  

 
5. Conclusion 
 
     This research project was initially undertaken to assess the vulnerabilities of current 

implementations of VoWiFi that are organic to mobile devices and to then propose 

solutions to help mitigate the exposures identified.  The original hypothesis that VoWiFi 

was highly vulnerable and would require additional education and technical control to 

decrease risk was demonstrated to be unfounded.  The mobile devices encrypted all call 

setup and voice traffic and did not exchange significant packet data in plain text.  However, 

several security concerns were still identified based on the analysis of the data collected 

which should inform users of the inherent risk they accept every day when employing 
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mobile devices and the way they expose themselves when they assume technology is safe 

without first verifying the method of operation of that technology.  Overall, service 

providers should seek to improve the amount of user control that is offered on their mobile 

devices to allow the user to decide what level of risk is acceptable to themselves. 
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