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by Joseph R. Rach

Introduction

This document contains three assignments: Network Detects, Evaluation of an Attack, and an "Analyze This" Scenario. The five detects and evaluation where conducted on a
network designed specifically for analyzing intrusion attempts. To help accomplish this, network countermeasures where purposively set low. We will see comments and
suggestions about this in each detect. The format for the detect analysis is specified in the assignment documentation. The data for the "Analyze This" Scenario was provided
with the assignment documentation.

The intrusion detection system used was Snort with a generic sets of rules. Tcpdump data was also collected. Both destination and source IP address were sanitized for
anonymity (or security reasons) with the following rule:

All attacker addresses -> SCANNER.OTHER.NET
All internal addresses -> *** MY.NET

Readers are assumed to have at minimum a basic understanding of the Internet Protocol suite.
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Detect 1 - A DNS Version Scan and Zone Transfer

The following is Snort output data:

[**] IDS277 - NAMED Iquery Probe [**]

08/12-22:26:16.869305 SCANNER.OTHER.NET:1132

UDP TTL:64 TOS:0x0 ID:48361

Len: 35

[**] MISC-DNS-version-query [**]

08/12-22:26:16.875718 SCANNER.OTHER.NET:1132

UDP TTL:64 TOS:0x0 ID:48362

Len: 38

-> DNS_SERVER.MY.NET:5

-> DNS_SERVER.MY.NET:5

[**] IDS212 - MISC - DNS Zone Transfer [**]

08/12-22:26:17.102688 SCANNER.OTHER.NET:1200
TCP TTL:64 TOS:0x0 ID:48366
0x7663C408

****x*PA* Seq:

DF
Ack:

The following is tcpdump output data:

0x8DADD372

-> DNS_SERVER.MY.NET:5

Win: 0x4470

3

3

3

22:26:16.869288 SCANNER.OTHER.NET.1132 > DNS_SERVER.MY.NET.domain: 12329 inv_g+ [b2&3=0x980] A? (27) (ttl 64, id 48361)
22:26:16.875275 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1132: 12329 inv_q q: [4.3.2.1]. 1/0/0 . (42) (ttl 64, id 45177)
22:26:16.875704 SCANNER.OTHER.NET.1132 > DNS_SERVER.MY.NET.domain: 13448+ [b2&3=0x180] (30) (ttl 64, id 48362)

22:26:17.059765 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1132: 13448* q: version.bind. 1/0/0 (63) (ttl 64, id 52055)
22:26:17.097466 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: S 1986249733:1986249733(0) win 16384 (DF) (ttl 64, id 48363)
22:26:17.099362 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: S 2376979313:2376979313(0) ack 1986249734 win 17520 (ttl 64, id 56245)
22:26:17.099770 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: . ack 1 win 17520 (DF) (ttl 64, id 48364)

22:26:17.100400 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: P 1:3(2) ack 1 win 17520 (DF) (ttl 64, id 48365)
22:26:17.102376 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: . ack 3 win 17520 (ttl 64, id 56432)

22:26:17.102669 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: P 3:30(27) ack 1 win 17520 (DF) (ttl 64, id 48366)
22:26:17.104083 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: ack 30 win 17520 (ttl 64, id 52126)

22:26:17.183542 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: 1:1461(1460) ack 30 win 17520 (ttl 64, id 62659)
22:26:17.184045 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: P 1461:2049(588) ack 30 win 17520 (ttl 64, id 37419)
22:26:17.184943 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: FP 2049:2342(293) ack 30 win 17520 (ttl 64, id 34864)
22:26:17.185066 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: ack 2343 win 15282 (DF) (ttl 64, id 48368)

22:26:17.211787 SCANNER.OTHER.NET.1200 > DNS_SERVER.MY.NET.domain: F 30:30(0) ack 2343 win 17520 (DF) (ttl 64, id 48369)
22:26:17.213217 DNS_SERVER.MY.NET.domain > SCANNER.OTHER.NET.1200: ack 31 win 17520 (ttl 64, id 60072)

The following is syslog output data:

Aug 12 22:26:15 DNS_SERVER named[19779]: XX /DNS_SERVER/DNS_SERVER/-A

Aug 12 22:26:15 DNS_SERVER named[19779]: XX /DNS_SERVER/version.bind/TXT

Aug 12 22:26:16 DNS_SERVER named[19779]: approved AXFR from [SCANNER.OTHER.NET].1200 for "MY.NET"
Aug 12 22:26:16 DNS_SERVER named[19779]: XX /DNS_SERVER/MY.NET/AXFR
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1. Source of trace:

A network designed specifically for analyzing intrusion attempts with little or no network countermeasures.

2. Detect was generated by:

Detected by Snort (The Lightweight Network Intrusion Detection System) with a full ruleset, tcpdump, and syslog.

3. Probability the source address was spoofed:

The probability is low, because the attacker wants to see the response. The DNS Zone Transfer (TCP) trace gives high confidency to the source address being the real deal.
4. Description of the attack:

The attacker is scanning to find the version of BIND running on our DNS server and requests a DNS Zone Transfer. This appears to be a reconnaissance, and could be
followed up by CVE-1999-0833, 0009, 0835, 0848, 0849, and/or 0851. Additionally, BIND weaknesses are number 1 on SANS Institute Top 10.

5. Attack Mechanism:

This attack mechanism works by doing an inverse DNS query to determine the version of BIND running on the system. Given the version number a targeted remote root
compromise can be launched provided a compromisable version is running. Additionally, the attacker attempted a DNS zone transfer to find hostnames and addresses in our
network. This information can then be used to better target future scanning.

6. Correlations:

This particular detect is not new. Buffer overflows against DNS are well know and are considered in the top ten list (Wwww.sans.org/topten.htm). The CVE numbers listed
above are reports previously issued on the subject.

7. Evidence of active targeting:

The attacker is just starting active targeting by getting our DNS maps and determining the version of BIND we are using. We could see a buffer overflow attempt against our
DNS server in the near future.

8. Severity:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

Criticality: 5 (The destination host is a core DNS server)

Lethality: 2 (This attack is acquiring information about our network)
System Countermeasures: 4 (Modern OS, all patches, additional security)
Network Countermeasures: 1 (Little to no protection from firewalls)

Severity =(5+2)-(4+1)=2.

NOTE: Since the zone transfer was successful, we may want to increase our severity rating by 1. Also, the severity would have been greatly increased if a buffer overflow was
attempted.

9. Defensive recommendation:

Recommendation is to implement a packet filter and firewall to deny all packets requesting our BIND version and Zone Transfers. Additionally, we should double check our
BIND implementation to make sure it is running in a chroot() environment with non-root privileges (www.psionic.com/papers/dns) and disable zone transfers to the outside.
Finally, we may want to review the zone map to see how much information the attacker now has about our site and verify patching and logging procedures are being
followed.

10. Multiple choice test question:

Aug 12 22:26:15 DNS_SERVER named[19779]: XX /DNS_SERVER/DNS_SERVER/—A

Aug 12 22:26:15 DNS_SERVER named[19779]: XX /DNS_SERVER/version.bind/TXT

Aug 12 22:26:16 DNS_SERVER named[19779]: approved AXFR from [SCANNER.OTHER.NET].1200 for "MY.NET"
Aug 12 22:26:16 DNS_SERVER named[19779]: XX /DNS_SERVER/MY.NET/AXFR

These syslog entries suggest:

a) SCANNER.OTHER.NET successfully poisoned DNS_SERVER's cache.

b) SCANNER.OTHER.NET attempted a remote buffer overflow attack against DNS_SERVER.
c¢) It is normal to see a request for BIND's version before requesting and AXFR.

d) SCANNER.NET requested a zone transfer and was approved.

Answer: d

Detect 2 - A rpc.statd buffer overflow attempt

The following is Snort output data:

[**] IDS15 - RPC - portmap-request-status [**]
08/12-22:32:27.256042 SCANNER.OTHER.NET:783 -> NFS_SERVER.MY.NET:111
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UDP TTL:64 TOS:0x0 ID:41021
Len: 64

[**] IDS181 - OVERFLOW-NOOP-X86 [**]

08/12-22:32:27.263002 SCANNER.OTHER.NET:862 -> NFS_SERVER.MY.NET:1011
UDP TTL:64 TOS:0x0 ID:64250

Len: 1120

The following is tcpdump output data:

22:32:27.256028
22:32:27.257397
22:32:27.262975

SCANNER.OTHER.NET.
NFS_SERVER.MY.NET.

783 > NFS_SERVER.MY.NET.sunrpc: udp 56 (ttl 64, id 41021)

sunrpc > SCANNER.OTHER.NET.783:

udp 28 (ttl 64, id 49957)

22:32:27.274461 NFS_SERVER.MY.NET.1011 > SCANNER.OTHER.NET.862: udp 32 (ttl 64,

The following is syslog output data:

Aug 12 23:32:27 NFS_SERVER rpc.statd: Invalid hostname to sm_mon: "“P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P P "P"P"P"P"P"P"P P P "P"P"P"P"P"P P P "P"P"P"P"P P P P P "P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P P "P"P"P"P"P"P"P P P "P"P"P"P"P"P P P "P"P"P"P"P P P P P "P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P"P P "P"P"P
“P"P"P"P"P"P"P"P P "P"P"P"P"P"P"P P P "P"P"P"P"P"P P P "P"P"P"P"P P P P P "P"P"P"P
“P"P"P"P"P"P"P"P"P"P"P

The following is output data from rpcinfo -p:

program vers proto port

100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100005 3 udp 1023 mountd
100005 3 tcp 1023 mountd
100005 1 udp 1023 mountd
100005 1 tep 1023 mountd
100003 2 udp 2049 nfs

100003 3 udp 2049 nfs

100003 2 tcp 2049 nfs

100003 3 tep 2049 nfs

100024 1 udp 1011 status
100024 1 tcp 1022 status

1092830567 2 udp 3049

1. Source of trace:

SCANNER.OTHER.NET.862 > NFS_SERVER.MY.NET.1011: udp 1112 (ttl 64, id 64250)

id 49958)

A network designed specifically for analyzing intrusion attempts with little or no network countermeasures.

2. Detect was generated by:

Detected by Snort (The Lightweight Network Intrusion Detection System) with a full ruleset, tcpdump, syslog, and rpcinfo.

3. Probability the source address was spoofed:

The probability is about 50/50, because the attacker used the portmapper to find the port being used to rpc.statd. This could just be a decoy and the attacker could have just
gone after the "well-known" ports that rpc.statd runs on. Also, this could be a man-in-the-middle type attack (i.e. the attacker sniffs the UDP going back to a spoofed

address). Since this attempt is using UDP, the overflow could just be a remote command to open a hole to attack with later.

4. Description of the attack:

The attacker is attempting a remote buffer overflow on our rpc.statd daemon used for NFS. This appears to be an attempt to execute a command on our NFS server to open a
doorway to enter later. SANS Institute lists this as number 3 on the Top Ten list. CVE-1999-0018 and CVE-1999-0019 report this attack. The syslog entry for sm_mon

suggests this attack is really CVE-1999-0493.

5. Attack Mechanism:

This attack mechanism works by querying the portmapper for the port number used by rpc.statd, a process used to monitor systems mostly for use with NFS. Once the port

number has been found, the attacker attempts a remote buffer overflow against the daemon.

Since UDP is used and the return traffic not is needed for the exploit to work, the source address could have been easily spoofed. In order for that to work the port number
used by rpc.statd would have to be known. It is possible the attacker has spoofed the source address; however the first call to UDP port 111 suggests the program used to

launch the attack wants to know the port number before attempting the overflow.

If the remote overflow was successful, most likely a command was executed on our NFS server.

6. Correlations:

This particular detect is not new. Buffer overflows against rpc.statd are well know and are considered in the top ten list (www.sans.org/topten.htm). The CVE numbers listed

above are reports previously issued on the subject.
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7. Evidence of active targeting:

This looks like active targeting. The only traffic we have coming in for SCANNER.OTHER.NET at this time is against our NFS server and is a remote exploit against a
daemon used with NFS.

8. Severity:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

Criticality: 5 (The destination host is a core NFS server)
Lethality: 5 (Root access over the net)
System Countermeasures: 4 (Modern OS, all patches, additional security)
Network Countermeasures: 1 (Little to no protection from firewalls)

Severity = (5 +5) -

“4+1)=5.

NOTE: We can not really tell if this attempt was successful from the network scan. No traffic suggesting an active session following the attack doesn't mean the server is in a

secure state.

9. Defensive recommendation:

Recommendation is to implement a packet filter and firewall to deny all packets requesting rpc and nfs services from entering and leaving our network. Additionally, we
should do a full security scan of our NES server looking for evidence of a compromise. Finally, we should review our need for NES, our export filesystems' characteristics,
consider using secure rpc, and verify patching and logging procedures are being followed. Finally, reset all passwords on NFS server, with proactive composition checking.

10. Multiple choice test question:

$32:27.256028 SCANNER.OTHER.NET
$32:27.257397 NFS_SERVER.MY.NET
$32:27.262975 SCANNER.OTHER.NET
:$32:27.274461 NFS_SERVER.MY.NET.1011 > SCANNER.OTHER.NET.862:

Given this tcpdump, which is not likely:

.783 > NFS_SERVER.MY.NET.sunrpc: udp 56 (ttl 64,
.sunrpc > SCANNER.OTHER.NET.783: udp 28 (ttl 64,
.862 > NFS_SERVER.MY.NET.1011: udp 1112 (ttl 64,
udp 32 (ttl 64,

id 41021)
id 49957)
id 64250)
id 49958)

a) SCANNER.OTHER.NET attempted a remote buffer overflow attack against DNS_SERVER.
b) A UDP datagram of size 1112 is normal.

¢) SCANNER.OTHER.NET is querying NFS_SERVER.MY.NET for rpcinfo
d) SCANNER.OTHER.NET and NFS_SERVER.MY.NET are physically close to each other.

Answer: b

Detect 3- A

rpcinfo scan

The following is Snort output data:

[**] RPC Info Query [**]

08/12-22:49:58.851419 SCANNER.OTHER.NET:1008 -> WORKSTATION-01.MY.NET:111
TCP TTL:64 TOS:0x0 ID:54498
0x86873519

****x*PA* Seq:

DF
Ack:

(until WORKSTATION-N.MY.NET)

The following is tcpdump output data:

22:49:58.695935
22:49:58.848535
22:49:58.848949
22:49:58.851392
22:49:59.019823
22:49:59.204561
22:49:59.400318
22:50:00.347377
22:50:00.495876
22:50:00.502596
22:50:00.502790

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

.. (until WORKSTATION-N.MY.NET)

1. Source of trace:

0xA62DFCO07

Win: 0x4470

1008 > WORKSTATION-01.MY.NET.sunrpc:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:
1008 > WORKSTATION-01.MY.NET.sunrpc:
.NET.sunrpc > SCANNER.OTHER.NET.1008:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:
1008 > WORKSTATION-01.MY.NET.sunrpc:
NET.sunrpc > SCANNER.OTHER.NET.1008:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:

12}

2257007896:2257007896(0) win 16384

2788031494:2788031494(0) ack 2257007897 win 24820
id 54497)
(ttl 64,
id 41612)

ack 1 win 17520 (DF) (ttl 64,
1:45(44) ack 1 win 17520 (DF)
ack 45 win 24820 (DF) (ttl 61,
1:1093(1092) ack 45 win 24820 (DF)
ack 1093 win 17520 (DF) (ttl 64,
45:45(0) ack 1093 win 17520 (DF)
ack 46 win 24820 (DF) (ttl 61,
1093:1093(0) ack 46 win 24820 (DF)
ack 1094 win 17520 (DF) (ttl 64,

A network designed specifically for analyzing intrusion attempts with little or no network countermeasures.

2. Detect was generated by:

Detected by Snort (The Lightweight Network Intrusion Detection System) with a full ruleset, and tcpdump.

3. Probability the source address was spoofed:

The probability is low, because the attacker wants to see the response and TCP is used. This is a scan against our entire network.
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(DF) (ttl 61, id 41611)
id 54498)

(ttl 61, id 41613)

id 54501)
(ttl 64,
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id 54506)

(ttl 61, id 41615)

id 54508)

Author retains full rights.



4. Description of the attack:

The attacker is scanning all our hosts to determine which rpc services they are offering. This appears to be a reconnaissance, and could be followed up by targeted attacks
against vulnerable systems. Possible follow ups are CVE-1999-0003, 0008, 0208, 0212, 0228, 0320, 0353, 0493, 0687, 0696, 0900, 0969, and/or 0974; Additionally CAN-1999
0078, 0195, 0568, 0613, 0625, 0632, 0795, and/or CAN-2000-0114, 0508, and/or 0544.

5. Attack Mechanism:

This attack mechanism works by requesting a dump() from a host's portmapper. This provides a listing of the rpc programs with their versions, protocols, ports, and names
listed. The goal here is to patrol for vulnerable rpc services and launch a targeted attack in the near future.

6. Correlations:

This particular detect is not new. Using system commands such as % rpcinfo -p {hostname} give out this information. Many rpc services are vulnerable to remote buffer

overflow attacks. The CVE numbers listed above are reports previously issued on the subject.

7. Evidence of active

The attacker is just starting active targeting by getting a listing of the rpc services available on our hosts. Once the attacker has analyzed this information, we could see highly

targeting:

targeted attempts against our hosts.

8. Severity:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

Criticality: 5 (The scan is across our entire network)

Lethality: 2 (This attack is acquiring information about our network)
System Countermeasures: 1 (At least one system has little or not protection)
Network Countermeasures: 1 (Little to no protection from firewalls)

Severity = (5 +2) - (1

+1)=5.

9. Defensive recommendation:

Recommendation is to implement a packet filter and firewall to deny all packets requesting a dump() from our portmappers. Additionally, we should scan our hosts for rpc
services, eliminate all unneeded rpc services, fully patch all systems, and check key systems for evidence of compromise. Finally, we should install secure rpc on our systems,
and verify patching and logging procedures are being followed.

10. Multiple choice test question:

22:49:58.695935
22:49:58.848535
22:49:58.848949
22:49:58.851392
22:49:59.019823
22:49:59.204561
22:49:59.400318
22:50:00.347377
22:50:00.495876
22:50:00.502596
22:50:00.502790

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

This tcpdump trace shows:

1008 > WORKSTATION-01.MY.NET.sunrpc:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:

n n

1008 > WORKSTATION-01.MY.NET.sunrpc: P

NET.sunrpc > SCANNER.OTHER.NET.1008:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:
1008 > WORKSTATION-01.MY.NET.sunrpc:
NET.sunrpc > SCANNER.OTHER.NET.1008:
NET.sunrpc > SCANNER.OTHER.NET.1008:
1008 > WORKSTATION-01.MY.NET.sunrpc:

a) A call to WORKSTATION-01.MY.NET's portmapper for dump().
b) A call to WORKSTATION-01.MY.NET's portmapper for getport().
¢) WORKSTATION-01 and SCANNER are sync-ing rpc maps

d) SCANNER is using a convert channel to WORKSTATION-01.

Answer: a

2257007896:2257007896(0) win 16384

2788031494:2788031494(0) ack 2257007897 win 24820
id 54497)
(ttl 64,
id 41612)

ack 1 win 17520 (DF) (ttl 64,
1:45(44) ack 1 win 17520 (DF)
ack 45 win 24820 (DF) (ttl 61,
1:1093(1092) ack 45 win 24820 (DF)
ack 1093 win 17520 (DF) (ttl 64,
45:45(0) ack 1093 win 17520 (DF)
ack 46 win 24820 (DF) (ttl 61,
1093:1093(0) ack 46 win 24820 (DF)
ack 1094 win 17520 (DF) (ttl 64,

(DF) (ttl 64, id 54495)

(DF) (ttl 61,
id 54498)

(ttl 61, id 41613)

id 54501)
(ttl 64,
id 41614)

id 54506)

(ttl 61, id 41615)

id 54508)

id 4161

Detect 4 - NMAP Scan

The following is Snort output data:

[**] IDS162 — PING Nmap2.36BETA [**]
08/12-22:59:12.196318 SCANNER.OTHER.NET -> WORKSTATION-01

ICMP TTL:49 TOS:0x
ID:57355  Seq:0

0 ID:48343
ECHO

[**] spp_portscan: PORTSCAN DETECTED from SCANNER.OTHER.NET [**]

08/12-22:59:12.703

617

[**] IDS58 - BACKDOOR ATTEMPT- PossibleSilencer-Webex-Doly [**]
08/12-22:59:12.593348 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1001

TCP TTL:48 TOS:0x0
*xSkxkk* Seq: 0XBC

ID:50569

7C8C11 Ack: 0x0

Win: 0x400

[**] IDS40 - BACKDOOR ATTEMPT-TrojanCow [**]
08/12-22:59:12.595710 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:2001

TCP TTL:48 TOS:0x0
**xgx*xxk*k* Seq: 0xBC

© SANS Institute
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[**] IDS80 - BACKDOOR ATTEMPT-Netbus/GabanBus [**]
08/12-22:59:12.761417 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:12345
TCP TTL:48 TOS:0x0 ID:40164

**kS*k*x*** Seq: 0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] AOL Chat Data Logged [**]

08/12-22:59:12.784623 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:5190
TCP TTL:48 TOS:0x0 ID:5072

**xSx*kk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] AOL Chat Data Logged [**]

08/12-22:59:12.793127 WORKSTATION-01:5190 -> SCANNER.OTHER.NET:43645
TCP TTL:64 TOS:0x0 ID:64747

***R**A* Seq: 0x0 Ack: 0xBC7C8C12 Win: 0x0

[**] BACKDOOR ATTEMPT-SocketsDeTroie [**]

08/12-22:59:12.811619 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:5001
TCP TTL:48 TOS:0x0 ID:23095

**kGkxk*kxk* Seq: O0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Aimspy [**]

08/12-22:59:12.852080 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:777
TCP TTL:48 TOS:0x0 ID:20371

**S*k*x*** Seq: O0xBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] IIS - Possible Attempt at NT INETINFO.EXE 100% CPU Utilization [**]
08/12-22:59:12.959727 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1032
TCP TTL:48 TOS:0x0 ID:18767

**xSx*xk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Doly Trojan [**]

08/12-22:59:13.092953 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1011
TCP TTL:48 TOS:0x0 ID:58887

*%Skx*k*x* Seq: 0xBC7C8Cll  Ack: 0x0  Win: 0x400

[**] IIS - Possible Attempt at NT INETINFO.EXE 100% CPU Utilization [**]
08/12-22:59:13.141641 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1031
TCP TTL:48 TOS:0x0 ID:54986

**kGkxk*kk* Seq: O0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] IDS84 - BACKDOOR ATTEMPT-Masters Paradise [**]
08/12-22:59:13.149591 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:31
TCP TTL:48 TOS:0x0 ID:46593

**kS*k*x*** Seq: O0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Hack City Ripper Pro [**]
08/12-22:59:13.212968 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:2023
TCP TTL:48 TOS:0x0 ID:18259

**xSx*kxk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] IDS52 - BACKDOOR ATTEMPT-Psyber Streaming Server [**]
08/12-22:59:13.216906 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1024
TCP TTL:48 TOS:0x0 ID:20326

**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] IDS63 - BACKDOOR ATTEMPT-Schoolbus 1.0 [**]
08/12-22:59:13.220665 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:4321
TCP TTL:48 TOS:0x0 ID:21112

**kGkxk*kk* Seq: O0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] IDS57 - BACKDOOR ATTEMPT-Socket 23 [**]

08/12-22:59:13.222786 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:5000
TCP TTL:48 TOS:0x0 ID:52775

**S*k*k*** Seq: 0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-OOOLT [**]

08/12-22:59:13.224615 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:5011
TCP TTL:48 TOS:0x0 ID:41561

**xSx*xxk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] MISC-WinGate-1080-Attempt [**]

08/12-22:59:13.261047 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1080
TCP TTL:48 TOS:0x0 ID:41030

**kSk*x*kx* Seq: 0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] IDS189 - BACKDOOR ATTEMPT-Backorifice [**]

08/12-22:59:13.483471 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:31337
TCP TTL:48 TOS:0x0 ID:3200

**kGkxk*kk* Seq: O0xXBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Der Spaeher 3 [**]

08/12-22:59:13.541036 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1000
TCP TTL:48 TOS:0x0 ID:34627

**S*k*k*** Seq: O0xBC7C8Cl1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT- Yahoo! Messenger Exploit Attempt [**]
08/12-22:59:13.544785 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:5010
TCP TTL:48 TOS:0x0 ID:5896

**xSx*xxk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] IDS60 - BACKDOOR ATTEMPT- Shivka-Burka [**]
08/12-22:59:13.639217 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:1600
TCP TTL:48 TOS:0x0 ID:16086

**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT- Hidden Port 2.0 [**]
08/12-22:59:13.642737 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:99

© SANS Institute 2000 - 2005

Author retains full rights.



TCP TTL:48 TOS:0x0 ID:11675
**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] IDS36 - BACKDOOR ATTEMPT-WinCrash [**]

08/12-22:59:13.720673 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:58487
*%Sxx%k%* Seq: 0xXBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-TCPShell - *NIX Backdoor Attempt [**]

08/12-22:59:13.808745 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:49475
**xSx*kx*k*x Seq: 0xBC7C8C1ll1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-BO Jammer Killah V [**]

08/12-22:59:13.816883 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:38323
**xSx*xk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Doly Trojan 1.6 [**]

08/12-22:59:13.884257 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:24453
**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] OVERFLOW - Possible attempt at MS Print Services [**]

08/12-22:59:13.908574 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:48831
*%Sxx%k%*x Seq: 0xXBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT-Doly Trojan 1.5 [**]

08/12-22:59:13.994604 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:55625
**xSx*kx*k*x Seq: 0xBC7C8C1ll1 Ack: 0x0 Win: 0x400

[**] MISC-Attempted Sun RPC high port access [**]

08/12-22:59:14.678295 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:62966
**xSx*xk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] IDS45 - BACKDOOR ATTEMPT-The Thing [**]

08/12-22:59:14.690676 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:33224
**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] IDS100 - BACKDOOR ATTEMPT- FTP99CMP [**]

08/12-22:59:14.690940 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:25698
*%Sxx%k%*x Seq: 0xXBC7C8C11 Ack: 0x0 Win: 0x400

[**] MISC-WinGate-8080-Attempt [**]

08/12-22:59:15.128775 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:58886
**xSx*kx*k*x Seq: 0xBC7C8C1ll1 Ack: 0x0 Win: 0x400

[**] IDS94 - BACKDOOR ATTEMPT- HackersParadise [**]

08/12-22:59:15.133957 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:318
**xSx*xk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] BACKDOOR ATTEMPT- Attack FTP / Satans Backdoor [**]

08/12-22:59:15.144682 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:16341
**Sk*x*** Seq: 0xBC7C8C11 Ack: 0x0 Win: 0x400

[**] IDS52 - BACKDOOR ATTEMPT-Psyber Streaming Server [**]

08/12-22:59:15.190345 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:39215
*%Sxx%x** Seq: 0xXBC7C8C11 Ack: 0x0 Win: 0x400

[**] IDS41 - BACKDOOR ATTEMPT-Transcout [**]

08/12-22:59:15.275177 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:30101
**xGSx*kx*k*x Seq: 0xBC7C8C1ll Ack: 0x0 Win: 0x400

[**] IDS34 - BACKDOOR ATTEMPT-XTCP2 [**]

08/12-22:59:15.446147 SCANNER.OTHER.NET:43645 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:37601
**xSx*xk** Seq: 0xBC7C8C1l1 Ack: 0x0 Win: 0x400

[**] IDS05 - SCAN-Possible NMAP Fingerprint attempt [**]

08/12-22:59:15.484652 SCANNER.OTHER.NET:43654 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:64258
**S*FP*U Seq: O0x8FD7EA7 Ack: 0x0 Win: 0x400
TCP Options => WS: 10 NOP MSS: 265 TS: 1061109567 0 EOL EOL

[#*] IDS28 - PING NMAP TCP [**]

08/12-22:59:15.485004 SCANNER.OTHER.NET:43655 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:51733
*x*x**xA* Seq: Ox8FD7EA7 Ack: 0x0 Win: 0x400
TCP Options => WS: 10 NOP MSS: 265 TS: 1061109567 0 EOL EOL

[**] IDS28 - PING NMAP TCP [**]

08/12-22:59:15.486044 SCANNER.OTHER.NET:43657 -> WORKSTATION-01:

TCP TTL:48 TOS:0x0 ID:61711
****k**A* Seq: Ox8FD7EA7 Ack: 0x0 Win: 0x400
TCP Options => WS: 10 NOP MSS: 265 TS: 1061109567 0 EOL EOL

The following is tcpdump output data:
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6666

121

1016

515

1015

32771

6000

1492

8080
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666

1509

1999

5550

21

21

Author retains full rights.



22:59:12.196298
22:59:12.196808
22:59:12.197777
22:59:12.201004
22:59:12.522994
22:59:12.523257
22:59:12.523507
22:59:12.523753
22:59:12.524010
22:59:12.524148
22:59:12.524394
22:59:12.524632
22:59:12.524742
22:59:12.524988
22:59:12.525248
22:59:12.525360
22:59:12.525609
22:59:12.525756
22:59:12.526738
22:59:12.527267
22:59:12.527773
22:59:12.528265
22:59:12.528779
22:59:12.529297
22:59:12.554533
22:59:12.554800
22:59:12.555048
22:59:12.555291
22:59:12.555407
22:59:12.555667
22:59:12.555909
22:59:12.556159
22:59:12.556227
22:59:12.556498
22:59:12.556752
22:59:12.556884
22:59:12.557133
22:59:12.557213
22:59:12.557530
22:59:12.557776
22:59:12.558016
22:59:12.558256
22:59:12.561001
22:59:12.561495
22:59:12.562020
22:59:12.562502
22:59:12.562996
22:59:12.563852
22:59:12.564379
22:59:12.564884
22:59:12.569509
22:59:12.569760
22:59:12.570000
22:59:12.570242
22:59:12.570494
22:59:12.570622
22:59:12.570877
22:59:12.571116
22:59:12.571215
22:59:12.571469
22:59:12.571752
22:59:12.571806
22:59:12.572085
22:59:12.572240
22:59:12.572437
22:59:12.572680
22:59:12.572950
22:59:12.573201
22:59:12.573289
22:59:12.573555
22:59:12.573808
22:59:12.573932
22:59:12.574300
22:59:12.574822
22:59:12.577552
22:59:12.578057
22:59:12.578602
22:59:12.579591
22:59:12.580132
22:59:12.580607
22:59:12.581131
22:59:12.581649
22:59:12.590161
22:59:12.590555
22:59:12.590814
22:59:12.591032
22:59:12.591122
22:59:12.591345
22:59:12.591552
22:59:12.591773
22:59:12.591822
22:59:12.592037
22:59:12.592250
22:59:12.592334
22:59:12.592530
22:59:12.592718

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
WORKSTATION-01.MY.

WORKSTATION-01.MY

SCANNER.OTHER.NET.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
MY.
MY.
.MY.
MY.
MY.
<MY.
.MY.

WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
MY.
MY.
.MY.
MY.
MY.
<MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
.43645 > WORKSTATION-01.MY.NET.funkproxy:

WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.os-licman:
43645 > WORKSTATION-01.MY.NET.6112:
43645 > WORKSTATION-01.MY.NET.iso-tsap-c2:
NET.funkproxy > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.whois++ > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.788:
43645 > WORKSTATION-01.MY.NET.842:
.NET.namp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0
S 3162278929:3162278929(0) win
S 3162278929:3162278929(0) win
ibm wrless_lan: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1984)

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
MY.
MY.

WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.720:

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
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<MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

> WORKSTATION-01.MY.NET:
43665 > WORKSTATION-01.MY.NET.http:
NET > SCANNER.OTHER.NET:
.NET.http > SCANNER.OTHER.NET.43665: R 1220619253:1220619253(0) win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
WORKSTATION-01.MY.NET.rtelnet: S 3162278929:3162278929(0) win 1024 (ttl
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,

43645
.43645
43645
43645

>
>
>
>

icmp:

icmp: echo

WORKSTATION-01.MY.NET.974:
.NET.iso-ip > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.707:

echo

43645 > WORKSTATION-01.MY.NET.alpes:

NET

NET.
NET.
NET.
NET.
NET.

request (ttl 49,
reply (ttl 255,

WORKSTATION-01.MY.NET.iso-ip:
WORKSTATION-01.MY.NET.ddm-dfm:

S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.5979: S 3162278929:3162278929(0) win
NET.ddm-dfm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win
43645 > WORKSTATION-01.MY.NET.xns-mail:
NET.rtelnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win
.43645 > WORKSTATION-01.MY.NET.http: S 3162278929:3162278929(0) win
43645 > WORKSTATION-01.MY.NET.decvms-sysmgt:
.974 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.

id 48343)

ack 1220619253 win 1024 (ttl 48,

S 3162278929:3162278929(0)

id 37504)

id

1024 (ttl 48,
0 (ttl 64,
win 1024 (ttl
0 (ttl 64,
1024 (ttl 48,
S 3162278929:3162278929(0) win 1024

707 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

alpes > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
5979 > SCANNER.OTHER.NET.43645: R 0:0(0) ack
xns-mail > SCANNER.OTHER.NET.43645:
http > SCANNER.OTHER.NET.43645: R 0:0(0) ack
decvms-sysmgt > SCANNER.OTHER.NET.43645: R 0
.43645 > WORKSTATION-01.MY.NET.2064:
43645 > WORKSTATION-01.MY.NET.5978:
43645 > WORKSTATION-01.MY.NET.6004:
43645 > WORKSTATION-01.MY.NET.612:

S 3162278929
S 3162278929
S 3162278929

R 0:0(0

3162278930 win 0 (ttl 64,
) ack 3162278930 win 0 (ttl 64,
3162278930 win 0 (ttl 64,
:0(0) ack 3162278930 win 0 (ttl 64,
:3162278929(0) win 1024
:3162278929(0) win 1024
13162278929 (0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,

NET.2064 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.6006:
43645 > WORKSTATION-01.MY.NET.set:

S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.gopher:

S 3162278929:3162278929(0) win 1024 (ttl 48,
.NET.5978 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.NeWS: S 3162278929:3162278929(0) win 1024

NET.6004 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 >
43645 >
NET.
43645 >
43645 >
43645 >
NET.
NET.
.gopher > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.

NET

NET

612

WORKSTATION-01.MY.NET.268:

WORKSTATION-01.MY.NET.vemmi:
WORKSTATION-01.MY.NET.331:
WORKSTATION-01.MY.NET.sunrpc:

WORKSTATION-01.MY.NET.auth: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,

6006 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
set > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NeWS > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
auth > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
268 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

vemmi > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
331 > SCANNER.OTHER.NET.43645:
.sunrpc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.kerberos-iv:

R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.whois++:

43645 > WORKSTATION-01.MY.NET.namp:

43645 > WORKSTATION-01.MY.NET.898:

43645 >
43645 >
43645 >
43645 >
NET.os-licman > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.

43645 > WORKSTATION-01.MY.NET.902:
NET.
NET.

NET

NET.
NET.
.mpp >
ibm_wrless_lan > SCANNER.OTHER.NET.

NET

NET.
NET.
NET.
NET.

.788 >

iso-tsap-c2 >
898 > SCANNER.
SCANNER.
SCANNER.
SCANNER.
SCANNER.

842 >
930 >

OTHER.
OTHER.
OTHER.
OTHER.
OTHER.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET

NET
NET
NET
NET
NET

930:
.mpp:

S 3162278929:3162278929(0) win
S 3162278929:3162278929(0) win

iso-tp0 > SCANNER.OTHER.NET.43645:

877 > SCANNER.OTHER.NET.43645:
902 > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.fax:

43645 > WORKSTATION-01.MY.NET.60:

43645 > WORKSTATION-01.MY.NET.238:
43645 > WORKSTATION-01.MY.NET.codasrv-se:

43645 > WORKSTATION-01.MY.NET.kerberos-sec:
43645 > WORKSTATION-01.MY.NET.qgft:

NET.60 > SCANNER.OTHER.NET.43645:

1024
1024
(ttl
1024
1024

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024
NET.kerberos-iv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,

(ttl 48,
(ttl 48,

64,

(ttl 48,
(ttl 48,

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.6001: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.editbench: S 3162278929:3162278929(0) win 1024 (ttl 48,

(ttl 48,
(ttl 48,

(ttl 48,

(ttl 48,

(ttl 48,

(ttl 48,

10868)

id 39284)

id 17072)
48, id 21366)
48, id 51497)
id 56919)
45730)

id 4436)

id 29140)

id 27888)
62832)

48, id 26199)
58669)

id 26762)
(ttl 48,
id 56622)

id 46323)

id 47606)

id 50521)

id 48813)
id 33868)

(ttl

id

id
id

id 65105)

id 49732)

id 6082)

id 12597)

id 57717)

id 12164)
id 51333)

id 28815)
id 47743)

id 47452)
id 52751)

id 32204)
id 49915)

id 63579)

id 29350)

id 47158)

id 33323)
id 704)

id 52523)

id 61640)

id 53757)

id 54318)

id 50556)

id 44570)

id 63632)

id 56952)

id 41058)

id 64416)

id 3506)
id 11166)
(ttl 48, id 34635)
id 19419)

id 56090)
id 16446)
id 41226)

id 877)
id 52538)

id 21432)

id 38382)

id 10777)

id 55283)

id 39199)

id 49267)

id 61497)

.iso-tp0: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34376)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49049)
877: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57731)
NET.6112 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64774)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 21591)
SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49132)
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60830)
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41473)
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55744)
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34207)
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51115)
43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33588)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52048)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38580)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60134)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 65064)
43645 > WORKSTATION-01.MY.NET.sqlserv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15215)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 52092)
NET.fax > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42416)
.43645 > WORKSTATION-01.MY.NET.8: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35541)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 51520)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 56)
NET.sqlserv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42922)

id 14335)
id 36337)

id 48886)

id 21558)
id 22992)
id 31937)

Author retains full rights.



22:59:12.592938
22:59:12.593197
22:59:12.593333
22:59:12.593643
22:59:12.593701
22:59:12.593993
22:59:12.594225
22:59:12.594418
22:59:12.594693
22:59:12.594802
22:59:12.595064
22:59:12.595153
22:59:12.595427
22:59:12.595703
22:59:12.597926
22:59:12.599396
22:59:12.599914
22:59:12.600395
22:59:12.600932
22:59:12.601424
22:59:12.601951
22:59:12.603273
22:59:12.603366
22:59:12.603824
22:59:12.604341
22:59:12.604837
22:59:12.605379
22:59:12.610513
22:59:12.610768
22:59:12.611046
22:59:12.611279
22:59:12.611350
22:59:12.611601
22:59:12.611888
22:59:12.612136
22:59:12.612240
22:59:12.612511
22:59:12.612635
22:59:12.612845
22:59:12.613173
22:59:12.613262
22:59:12.613520
22:59:12.613742
22:59:12.614041
22:59:12.614297
22:59:12.614511
22:59:12.614808
22:59:12.615067
22:59:12.615288
22:59:12.615591
22:59:12.615847
22:59:12.616061
22:59:12.616335
22:59:12.616481
22:59:12.616745
22:59:12.616811
22:59:12.617361
22:59:12.617837
22:59:12.618343
22:59:12.618869
22:59:12.620447
22:59:12.620951
22:59:12.621431
22:59:12.621971
22:59:12.622473
22:59:12.622968
22:59:12.623510
22:59:12.624007
22:59:12.624520
22:59:12.627263
22:59:12.627785
22:59:12.628348
22:59:12.628818
22:59:12.757192
22:59:12.757379
22:59:12.757891
22:59:12.758138
22:59:12.758318
22:59:12.758628
22:59:12.758869
22:59:12.759015
22:59:12.759254
22:59:12.759332
22:59:12.759592
22:59:12.759821
22:59:12.760057
22:59:12.760131
22:59:12.760389
22:59:12.760674
22:59:12.760816
22:59:12.761057
22:59:12.761139
22:59:12.761404
22:59:12.761646
22:59:12.761781
22:59:12.762026
22:59:12.762256

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.43645
.NET.qft
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
LMY,
MY.
MY.
LMY,
LMY,
MY.
MY.
MY.

SCANNER.OTHER.NET
WORKSTATION-01.MY

WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
SCANNER.OTHER.NET

WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.43645

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
MY.
MY.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
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43645
NET.8
43645
43645

>
>
>

>

NET.238

43645

43645 > WORKSTATION-01.MY.NET.telnet:

43645

43645
43645
NET.
NET.
NET
NET
NET
NET.
NET
NET.

43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
.43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.

43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
NET.ivs-video > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
NET.hp-alarm-mgr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.sdnskmp: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645

>

>
>

>
>

>

NET.854

43645
43645
43645
43645
43645
43645
43645
43645

43645
43645
43645

>
>
>
>
>
>
>
>
>
>
>

>

NET.881

43645
43645
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET
NET
NET.
NET
NET.
NET
NET.

43645
43645

>
>

603

>
>

NET.794

43645
43645
43645

43645 > WORKSTATION-01.MY.NET.616:

43645 > WORKSTATION-01.MY.NET.712:
43645 > WORKSTATION-01.MY.NET.12345:
43645 > WORKSTATION-01.MY.NET.895:

43645 > WORKSTATION-01.MY.NET.706:
43645 > WORKSTATION-01.MY.NET.328:

>
>
>

WORKSTATION-01.MY.NET.taligent-1m: S 3162278929:3162278929(0) win 1024 (ttl 48,
SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.1001: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
.NET.codasrv-se > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.kerberos-sec > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.2112: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
720 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
6001 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.editbench > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.taligent-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.1001 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
844 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.matip-type-b > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 2626324835:2626324835(0) ack 3162278930 win 16384
.43645 > WORKSTATION-01.MY.NET.telnet: R 3162278930:3162278930(0) win 0 (ttl 64,
NET.password-chg > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.2112 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.2111 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.dc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0)
S 3162278929:3162278929(0) win 1024
NET.1008 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024
NET.43645: R 0:0(0) ack 3162278930 win 0
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

telnet > SCANNER.OTHER.NET.43645:

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
.acmsoda: S 3162278929:3162278929(0) win 1024 (ttl 48,
.sae-urn: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
supfilesrv: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.rlp:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.ms-sqgl-s:

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645:
dbase > SCANNER.OTHER.NET.43645: R
go-login > SCANNER.OTHER.NET.43645:
sdnskmp > SCANNER.OTHER
240 > SCANNER.OTHER.NET
acmsoda > SCANNER.OTHER
sae-urn > SCANNER.OTHER
951 > SCANNER.OTHER.NET
3001 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
652 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
ssh > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.rlp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
supfilesrv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.ms-sql-s > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
636 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.mcidas > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
netview-aix-3: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
opalis-rdv: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
.NET.netview-aix-3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
id 39850)

.canna > SCANNER.OTHER.NET.43645:

xns-time > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
NET.iclpv-nls > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.opalis-rdv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.721 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.cypress: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.5540 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.intuitive-edge > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

.NET.43645:
.43645:
.NET.43645:
.NET.43645:
.43645:

844:

matip-type-b:

password-chg:

2111:
dc:

1008:
ivs-video:
hp-alarm-mgr:
854:

881:
603:

dbase:
go-login:

240:

951:
3001:
652:
ssh:

canna:

636:

mcidas:
xns-time:

R 0:0(0)
R 0:0(0) ack
R 0:0(0)
R 0:0(0)
R 0:0(0) ack

iclpv-nls:

794:

721:

5540:
intuitive-edge:

989:
gss-xlicen:
813:

ack 3162278930
3162278930 win
ack 3162278930
ack 3162278930
3162278930 win

64,

win 0 (ttl 64,
0 (ttl 64,
win 0 (ttl 64,
win 0 (ttl 64,
0 (ttl 64,

win 1024 (ttl 48,
(ttl 48,
id 48594)
(ttl 48,
(ttl 48,
(ttl 64,
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.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.

MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
.NET.1020 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
MY.
MY.
.MY.
.MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.NET.tr-rsrb-pl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.

43645 > WORKSTATION-01.MY.NET.emfis-cntl: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19978)
43645 > WORKSTATION-01.MY.NET.696: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8455)
NET.989 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58573)

43645 > WORKSTATION-01.MY.NET.silverplatter: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39078)
NET.gss-xlicen > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45319)
43645 > WORKSTATION-01.MY.NET.rna-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18565)
43645 > WORKSTATION-01.MY.NET.nim: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54317)
NET.813 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33932)

43645 > WORKSTATION-01.MY.NET.msp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9220)
NET.616 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45984)

.43645 > WORKSTATION-01.MY.NET.227: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46170)
43645 > WORKSTATION-01.MY.NET.tserver: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53481)
43645 > WORKSTATION-01.MY.NET.965: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37136)
43645 > WORKSTATION-01.MY.NET.nip: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48518)
NET.cypress > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53308)
NET.712 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62578)

NET.12345 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63201)

NET.895 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44901)

NET.706 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41860)

NET.328 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46697)
NET.emfis-cntl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40672)
NET.696 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55183)
NET.silverplatter > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53839)
NET.rna-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45832)
NET.nim > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44594)

NET.msp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42932)

NET.227 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56256)
NET.tserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38498)
NET.965 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42220)

NET.nip > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57005)

43645 > WORKSTATION-01.MY.NET.15: S 3162278929:3162278929(0) win 1024 (ttl 48, id 30983)
43645 > WORKSTATION-01.MY.NET.318: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31825)
43645 > WORKSTATION-01.MY.NET.618: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41327)
43645 > WORKSTATION-01.MY.NET.vistium-share: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28609)
NET.15 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45310)

43645 > WORKSTATION-01.MY.NET.lam: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27246)
43645 > WORKSTATION-01.MY.NET.ingreslock: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46259)
43645 > WORKSTATION-01.MY.NET.673: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18116)
NET.318 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44973)

43645 > WORKSTATION-01.MY.NET.6007: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10683)
43645 > WORKSTATION-01.MY.NET.nest-protocol: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49010)
NET.618 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49780)

43645 > WORKSTATION-01.MY.NET.982: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56413)
NET.vistium-share > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39195)
43645 > WORKSTATION-01.MY.NET.anet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 29309)
43645 > WORKSTATION-01.MY.NET.nsiiops: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8831)
43645 > WORKSTATION-01.MY.NET.10005: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54012)
43645 > WORKSTATION-01.MY.NET.671: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27890)
NET.lam > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40795)

43645 > WORKSTATION-01.MY.NET.326: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18467)
NET.ingreslock > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38993)
43645 > WORKSTATION-01.MY.NET.aol: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5072)
43645 > WORKSTATION-01.MY.NET.avian: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57269)
NET.673 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47353)

.43645 > WORKSTATION-01.MY.NET.ph: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11135)
43645 > WORKSTATION-01.MY.NET.urm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9436)
NET.6007 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47895)

43645 > WORKSTATION-01.MY.NET.ampr-info: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17074)
NET.nest-protocol > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64188)
43645 > WORKSTATION-01.MY.NET.conference: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27386)
43645 > WORKSTATION-01.MY.NET.rmt: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35701)
NET.982 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43049)

43645 > WORKSTATION-01.MY.NET.278: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41052)
43645 > WORKSTATION-01.MY.NET.openmath: S 3162278929:3162278929(0) win 1024 (ttl 48, id 223)
NET.anet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59484)

43645 > WORKSTATION-01.MY.NET.vnas: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22721)
43645 > WORKSTATION-01.MY.NET.1020: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52398)
.43645 > WORKSTATION-01.MY.NET.uarps: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63687)
43645 > WORKSTATION-01.MY.NET.pptp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59166)
43645 > WORKSTATION-01.MY.NET.miteksys-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 4782)
43645 > WORKSTATION-01.MY.NET.at-echo: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12529)
NET.nsiiops > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50995)
NET.10005 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44651)

NET.671 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61047)

NET.326 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52454)

NET.aol > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64747)

NET.avian > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50690)

NET.ph > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42018)

NET.urm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54051)
NET.ampr-info > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55510)
NET.conference > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64020)
NET.rmt > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54529)

NET.278 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57454)
NET.openmath > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60374)
NET.vnas > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48287)

43645 > WORKSTATION-01.MY.NET.wnn4_Kr: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17411)

id 51135)

uarps > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55077)

.pptp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62778)
.miteksys-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64971)
NET.at-echo > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47520)
NET.wnn4_Kr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41051)

43645 > WORKSTATION-01.MY.NET.tr-rsrb-pl: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15058)
43645 > WORKSTATION-01.MY.NET.irc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1323)
43645 > WORKSTATION-01.MY.NET.commplex-link: S 3162278929:3162278929(0) win 1024 (ttl 48,
id 37560)
id 57318)

NET.
NET
NET

id 23095)

43645 > WORKSTATION-01.MY.NET.idfp: S 3162278929:3162278929(0) win 1024 (ttl 48,
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SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.43645 > WORKSTATION-01.MY.NET.multiplex:
NET.idfp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.deviceshare:
NET.dcp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.675:
43645 > WORKSTATION-01.MY.NET.739:
NET.audio-activmail > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.NET.compressnet > SCANNER.OTHER.NET.43645: R
43645 > WORKSTATION-01.MY.NET.informatik-1lm:
NET.multiplex > SCANNER.OTHER.NET.43645: R 0:
43645 > WORKSTATION-01.MY.NET.dls:
NET.deviceshare > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win
43645 > WORKSTATION-01.MY.NET.855:
43645 > WORKSTATION-01.MY.NET.897:
NET.675 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.gandalf-I1m: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.739 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.
NET.imap4-ssl > SCANNER.OTHER.
.iasd: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

WORKSTATION-01.MY
SCANNER.OTHER.NET
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43645 > WORKSTATION-01.MY.NET.dcp:
NET.irc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.audio-activmail:
43645 > WORKSTATION-01.MY.NET.959:
NET.commplex-link > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.compressnet:

43645

>

NET.959

43645
43645
43645

43645
43645
43645
43645
43645
43645
43645

43645
43645
43645
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET
NET
NET
NET.
NET.
NET.
NET
NET
NET
NET.
NET.
NET.
NET
43645
43645
43645

>
>
>

>
>
>
>
>
>

>

>
>
>
>

>
>
>

NET.840

43645

>

NET.839

43645

>

NET.cdc

43645

>

NET.688

43645

>

NET.ats

43645

NET.dbbrowse > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.
NET.hosts2-ns > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.
NET.lockd > SCANNER.OTHER.NET.
43645 > WORKSTATION-01.MY.NET.
NET.emfis-data > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.msl_lmd: S 3162278929:3162278929(0) win 1024
NET.vmpwscs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
.innosys: S 3162278929:3162278929(0) win 1024 (ttl 48,
.matip-type-a:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

43645
43645
43645
43645
43645
43645
43645
43645

>

>

>
>
>
>
>
>
>

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
.arcisdms:
.tcpmux:
.mpm-snd: S 3162278929:3162278929(0) win 1024
NET.1007 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.diagmond:
43645 > WORKSTATION-01.MY.NET.wpgs:
NET.mdbs_daemon > SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
ups-onlinet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
informatik-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
dls > SCANNER.OTHER.NET.43645:
855 > SCANNER.OTHER.NET.43645:
897 > SCANNER.OTHER.NET.43645: R 0:0(0)
gandalf-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
prosharerequest > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.iasd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.941 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.ms-shuttle > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
817 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
arcisdms > SCANNER.OTHER.NET.43645:
tcpmux > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.mpm-snd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.diagmond > SCANNER.OTHER.NET.43645:
.wpgs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
5232 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
4333 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
325 > SCANNER.OTHER.NET.43645: R
.ripng > SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
.NET.cichlid > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.lockd:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

.ms-shuttle:

.http-alt:
WORKSTATION-01.MY.NET.

S 3162278929:3162278929(0) win 1024 (ttl 48, id 28835)
id 59998)

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48, id 40943)
id 45154)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 21470)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 26879)
id 35937)

S 3162278929:3162278929(0) win 1024 (ttl 48,
id 44348)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 2678)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 34114)

id 60206)
id 14264)

id 17381)

id 33073)

imap4-ssl: S 3162278929:3162278929(0) win 1024 (ttl 48,
id 56724)
1007: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2822)
mdbs_daemon: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17440)
ups-onlinet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9638)
0:0(0) ack 3162278930 win 0 (ttl 64, id 49510)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 31708)
0(0) ack 3162278930 win 0 (ttl 64, id 48804)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 13914)

0 (ttl 64, id 33427)

(ttl 48, id 19528)

(ttl 48, id 823)

id 51435)

S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024

id 3918)
id 34279)
prosharerequest: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50937)
id 5275)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 56889)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 45895)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 14053)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 11307)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 41268)
(ttl 48, id 14866)

id 52052)
win 1024 (ttl 48,
1024 (ttl 48,
win 0 (ttl 64,

id 44181)

941:

817:

S 3162278929:3162278929(0)
S 3162278929:3162278929(0) win
R 0:0(0) ack 3162278930
5232: S 3162278929:3162278929(0) win 1024 (ttl 48,
4333: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17447)
325: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6690)
ripng: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28176)
id 33583)
id 40617)

id 1082)
id 56124)
id 38215)
id 38263)

R 0:0(0)
R 0:0(0)

ack 3162278930 win 0 (ttl 64,
ack 3162278930 win 0 (ttl 64,
ack 3162278930 win 0 (ttl 64,

id 52564)
id 37965)
id 43064)
id 48935)

id 58442)
id 44863)

id 46208)

id 50621)

id 48950)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50544)

id 53551)

id 56692)

id 61282)

id 64740)

id 61517)

id 60081)

0:0(0) ack 3162278930 win 0 (ttl 64, id 57903)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45255)
3162278929:3162278929(0) win 1024 (ttl 48, id 39190)
3162278929:3162278929(0) win 1024 (ttl 48, id 64142)
3162278929:3162278929(0) win 1024 (ttl 48, id 14377)
0:0(0) ack 3162278930 win 0 (ttl 64, id 38280)
3162278929:3162278929(0) win 1024 (ttl 48, id 31738)
0:0(0) ack 3162278930 win 0 (ttl 64, id 53165)
3162278929:3162278929(0) win 1024 (ttl 48, id 41617)
0:0(0) ack 3162278930 win 0 (ttl 64, id 46000)
cichlid: S 3162278929:3162278929(0) win 1024 (ttl 48,
id 51335)
S 3162278929:3162278929(0) win 1024 (ttl 48,
id 43355)
S 3162278929:3162278929(0) win 1024 (ttl 48,

R 0:0(0) ack 3162278930 win 0 (ttl 64,

840:
839:
cdc:

688:

ats:

W nodnnwn

id 32462)

dbbrowse: id 14154)

hosts2-ns: id 36166)
id 39158)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 31373)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38018)
emfis-data: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2332)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33426)
vmpwscs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23532)
43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51763)
telefinder: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52535)
id 64646)

(ttl 48, id 45653)

id 38198)
ndm-server: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5878)

id 16296)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 58074)
localinfosrvr: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64117)
passgo: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11152)

777: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20371)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 39424)
opc-job-start: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39718)

Author retains full rights.



22:59:12.853338
22:59:12.853633
22:59:12.854026
22:59:12.854266
22:59:12.854457
22:59:12.854719
22:59:12.854962
22:59:12.855196
22:59:12.855300
22:59:12.855491
22:59:12.855686
22:59:12.855889
22:59:12.856122
22:59:12.856363
22:59:12.856606
22:59:12.857035
22:59:12.857195
22:59:12.857549
22:59:12.857884
22:59:12.858095
22:59:12.858593
22:59:12.858717
22:59:12.859388
22:59:12.859984
22:59:12.860094
22:59:12.860555
22:59:12.860654
22:59:12.861379
22:59:12.861847
22:59:12.862368
22:59:12.862892
22:59:12.863419
22:59:12.866118
22:59:12.866709
22:59:12.867187
22:59:12.867777
22:59:12.868281
22:59:12.868796
22:59:12.869309
22:59:12.869891
22:59:12.870337
22:59:12.870881
22:59:12.871411
22:59:12.871927
22:59:12.882007
22:59:12.882464
22:59:12.882914
22:59:12.883017
22:59:12.883503
22:59:12.883637
22:59:12.884114
22:59:12.884258
22:59:12.884717
22:59:12.885008
22:59:12.885383
22:59:12.886037
22:59:12.886482
22:59:12.886910
22:59:12.887345
22:59:12.887683
22:59:12.887878
22:59:12.888300
22:59:12.888798
22:59:12.889085
22:59:12.889387
22:59:12.889861
22:59:12.889946
22:59:12.890349
22:59:12.890509
22:59:12.890858
22:59:12.891092
22:59:12.891346
22:59:12.891589
22:59:12.891875
22:59:12.892171
22:59:12.892507
22:59:12.892859
22:59:12.892962
22:59:12.893410
22:59:12.893605
22:59:12.893887
22:59:12.894082
22:59:12.894306
22:59:12.894375
22:59:12.894628
22:59:12.894965
22:59:12.895213
22:59:12.895406
22:59:12.895778
22:59:12.896149
22:59:12.896522
22:59:12.896594
22:59:12.897087
22:59:12.897212
22:59:12.897657
22:59:12.898007
22:59:12.898360

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.43645 > WORKSTATION-01.MY.NET.keyserver:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.43645 >

SCANNER.OTHER.NET

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.localinfosrvr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.NET.777 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.NET.http-alt > SCANNER.OTHER.NET.43645:
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.MY.
MY.
MY.
-MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
-MY.
.MY.
MY.
MY.
-MY.
.MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

WORKSTATION-01.MY
WORKSTATION-01.MY

WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.

WORKSTATION-01.MY
SCANNER.OTHER.NET

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

WORKSTATION-01.MY

WORKSTATION-01.MY
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.NET.ripd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.2638:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET. >
.43645 >

>

.NET.235 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.NET.bftp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.NET.proxima-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

43645 > WORKSTATION-01.MY.NET.bhmds: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.telefinder > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53365)
43645 > WORKSTATION-01.MY.NET.ldap: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46110)
NET.msl_lmd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45186)

43645 > WORKSTATION-01.MY.NET.netgw: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12267)
43645 > WORKSTATION-01.MY.NET.stun-p3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17374)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 52315)
NET.ndm-server > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46377)
43645 > WORKSTATION-01.MY.NET.339: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14515)

43645 > WORKSTATION-01.MY.NET.ocserver: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33123)
WORKSTATION-01.MY.NET.890: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33003)

43645 > WORKSTATION-01.MY.NET.crs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13523)

43645 > WORKSTATION-01.MY.NET.print-srv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57250)
NET.innosys > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43793)

43645 > WORKSTATION-01.MY.NET.783: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42764)

43645 > WORKSTATION-01.MY.NET.628: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35480)
NET.matip-type-a > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43120)
43645 > WORKSTATION-01.MY.NET.ginad: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52319)

id 50207)
43645 > WORKSTATION-01.MY.NET.945: S 3162278929:3162278929(0) win 1024 (ttl 48, id 45957)

43645 > WORKSTATION-01.MY.NET.230: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49949)
NET.passgo > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34224)

id 48753)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51667)

43645 > WORKSTATION-01.MY.NET.832: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23963)

43645 > WORKSTATION-01.MY.NET.nlogin: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49864)
NET.opc-job-start > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33890)
NET.bhmds > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34003)

NET.ldap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55908)

NET.netgw > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51011)
NET.stun-p3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50248)
NET.keyserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54735)
NET.339 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60531)
NET.ocserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44552)
NET.890 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41552)

NET.crs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62785)
NET.print-srv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40442)
NET.783 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48299)

NET.628 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55101)

NET.ginad > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46128)

NET.945 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61135)
0
0

id 61088)

NET.230 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38142)
NET.832 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42080)
NET.nlogin > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40902)
43645 > WORKSTATION-01.MY.NET.ripd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58097)
43645 > WORKSTATION-01.MY.NET.ipcd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1698)
43645 > WORKSTATION-01.MY.NET.639: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7336)
id 48608)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 30406)
NET.ipcd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61314)

43645 > WORKSTATION-01.MY.NET.899: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55531)
NET.639 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62411)
43645 > WORKSTATION-01.MY.NET.nuts bootp: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.2638 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56304)
43645 > WORKSTATION-01.MY.NET.12: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5155)
43645 > WORKSTATION-01.MY.NET.665: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31070)
WORKSTATION-01.MY.NET.dhcpv6-client: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.75: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51675)
WORKSTATION-01.MY.NET.235: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57229)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62596)

43645 > WORKSTATION-01.MY.NET.hybrid-pop: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20467)
43645 > WORKSTATION-01.MY.NET.netview-aix-1: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41912)
NET.nuts_bootp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53295)

43645 > WORKSTATION-01.MY.NET.bftp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24926)

NET.12 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51380)

NET.665 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63639)

43645 > WORKSTATION-01.MY.NET.zebra: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53276)
NET.dhcpv6-client > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33491)

43645 > WORKSTATION-01.MY.NET.proxima-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24903)
NET.75 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54047)
43645 > WORKSTATION-01.MY.NET.sdfunc: S 3162278929:3162278929(0) win 1024 (ttl 48,
id 62022)
43645 > WORKSTATION-01.MY.NET.1014: S 3162278929:3162278929(0) win 1024 (ttl 48, id 32003)
NET.hybrid-pop > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40461)

43645 > WORKSTATION-01.MY.NET.chargen: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39417)
43645 > WORKSTATION-01.MY.NET.netrjs-2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35455)
43645 > WORKSTATION-01.MY.NET.266: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11836)
NET.netview-aix-1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53297)

id 56778)

43645 > WORKSTATION-01.MY.NET.643: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1462)
NET.zebra > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50132)

43645 > WORKSTATION-01.MY.NET.985: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53071)

43645 > WORKSTATION-01.MY.NET.31-11: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50850)

id 36387)

43645 > WORKSTATION-01.MY.NET.gv-us: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35211)
NET.sdfunc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42997)

43645 > WORKSTATION-01.MY.NET.maitrd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44550)
NET.1014 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54355)

43645 > WORKSTATION-01.MY.NET.299: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61561)

43645 > WORKSTATION-01.MY.NET.mit-ml-dev: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41430)
43645 > WORKSTATION-01.MY.NET.softcm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62203)
NET.chargen > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44377)
NET.netrjs-2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33134)
43645 > WORKSTATION-01.MY.NET.ibm-mgseries: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.927: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26563)
43645 > WORKSTATION-01.MY.NET.deos: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13463)
43645 > WORKSTATION-01.MY.NET.1109: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13168)

id 35141)

id 51400)
43645

43645 >
NET.899

id 34540)

id 30698)

Author retains full rights.
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© SANS Institute 2000 - 2005

43645 >
43645 >
43645 >

NET

43645 >
43645 >

NET

43645 >

NET

43645 >

NET
NET

43645 > WORKSTATION-01.MY.NET.288:

NET

43645 > WORKSTATION-01.MY.NET.submit:

NET
NET
NET
NET

NET.
NET.
NET.

NET

NET.
NET.
NET.
NET.
NET.
NET.

NET
NET

43645 > WORKSTATION-01.MY.NET.ariel2:
43645 > WORKSTATION-01.MY.NET.cmip-agent: S 3162278929:3162278929(0) win 1024
43645 > WORKSTATION-01.MY.NET.882:

NET
NET

43645 > WORKSTATION-01.MY.NET.ohimsrv:

NET

43645 > WORKSTATION-01.MY.NET.snare:

NET

43645 > WORKSTATION-01.MY.NET.dmdocbroker:

NET

43645 > WORKSTATION-01.MY.NET.esl-1m:

NET

43645 > WORKSTATION-01.MY.NET.world-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET

43645 > WORKSTATION-01.MY.NET.296:

NET

NET

43645 >

NET

43645 >
43645
43645
43645
43645
43645 >

NET

43645 >
43645 >
43645 > WORKSTATION-01.MY.NET.gbikgdp: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET
NET

43645 > WORKSTATION-01.MY.NET.697:

NET
NET

NET

43645 > WORKSTATION-01.MY.NET.prospero-np:

NET
NET

NET

43645 > WORKSTATION-01.MY.NET.980:

NET
NET

.43645 > WORKSTATION-01.MY.NET.vettcp:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

NET

43645 > WORKSTATION-01.MY.NET.whoami:

NET

43645 > WORKSTATION-01.MY.NET.ampr-inter: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET

43645 > WORKSTATION-01.MY.NET.ljk-login:

NET

43645 >

NET

43645 >
43645
43645
43645
43645
43645 >

NET
NET

43645 > WORKSTATION-01.MY.NET.smakynet:

WORKSTATION-01.MY.NET.ngs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5062)
WORKSTATION-01.MY.NET.659: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43519)
WORKSTATION-01.MY.NET.netview-aix-9: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36930)
WORKSTATION-01.MY.NET.essbase: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13919)
WORKSTATION-01.MY.NET.nameserver: S 3162278929:3162278929(0) win 1024 (ttl 48, id 4419)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64997)
WORKSTATION-01.MY.NET.lupa: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56618)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58620)
WORKSTATION-01.MY.NET.790: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51424)
.31-11 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60477)

.gv-us > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60201)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 61801)
.maitrd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60936)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 25894)
.299 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50972)

.mit-ml-dev > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42377)
.softcm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61831)
.ibm-mgseries > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60742)
927 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43270)

deos > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58265)

1109 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56783)

.ngs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42407)

659 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50200)
netview-aix-9 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34137)
essbase > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57041)
nameserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34226)

lupa > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60116)

790 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53799)

.288 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40813)

.submit > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38347)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 38261)
(ttl 48, id 37124)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 65028)
.ariel2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40071)
.cmip-agent > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 32920)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 62559)
.882 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59441)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 1793)
.ohimsrv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57070)
S 3162278929:3162278929(0) win 1024 (ttl 48,
.snare > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41558)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 2146)
.dmdocbroker > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51946)

id 2805)
.esl-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34960)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 26534)
.world-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36984)
WORKSTATION-01.MY.NET.884: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28724)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49041)
WORKSTATION-01.MY.NET.710: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56753)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44143)
WORKSTATION-01.MY.NET.692: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62486)

> WORKSTATION-01.MY.NET.accessbuilder: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3715)
> WORKSTATION-01.MY.NET.27665: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25317)

> WORKSTATION-01.MY.NET.sur-meas: S 3162278929:3162278929(0) win 1024 (ttl 48, id 45041)

> WORKSTATION-01.MY.NET.kryptolan: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42944)
WORKSTATION-01.MY.NET.elcsd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53485)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44915)
WORKSTATION-01.MY.NET.654: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13030)
WORKSTATION-01.MY.NET.4: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49728)

id 33603)

id 18580)
.266

.643

.985

id 7946)

.296

.884

.710

.692 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64937)
.accessbuilder > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56883)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 55326)
.27665 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44602)

.sur-meas > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63360)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 18767)
.kryptolan > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41513)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 280)
.elcsd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 65426)

.654 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53291)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 7405)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 54169)
.4 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43665)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 20278)
.gbikgdp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44730)

.697 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42847)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 16033)
.iad3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35464)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 17432)
.prospero-np > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63610)

id 38659)
.914c/g > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61756)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 13465)
.audionews > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53543)
WORKSTATION-01.MY.NET.990: S 3162278929:3162278929(0) win 1024 (ttl 48, id 47471)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56157)
WORKSTATION-01.MY.NET.netrjs: S 3162278929:3162278929(0) win 1024 (ttl 48,
> WORKSTATION-01.MY.NET.ntalk: S 3162278929:3162278929(0) win 1024 (ttl 48, id 38592)

> WORKSTATION-01.MY.NET.9090: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12440)

> WORKSTATION-01.MY.NET.device2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43920)
> WORKSTATION-01.MY.NET.11371: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14130)
WORKSTATION-01.MY.NET.shell: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20090)
.vettcp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33051)
.whoami > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43614)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 19573)

.980
id 57199)
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SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.kpasswd5:
43645 > WORKSTATION-01.MY.NET.sonar:
NET.990 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.tpdu: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.netrjs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.timbuktu:
ntalk > SCANNER.OTHER.NET.43645:
9090 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
device2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
11371 > SCANNER.OTHER.NET.43645:
.shell > SCANNER.OTHER.NET.43645:
.smakynet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.shrinkwrap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
1023 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.man > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
screencast > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

SCANNER.OTHER.NET
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WORKSTATION-01.MY.
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SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
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SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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SCANNER.OTHER.NET.
.43645

SCANNER.OTHER.NET
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SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
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43645 > WORKSTATION-01.MY.NET.shrinkwrap:
43645 > WORKSTATION-01.MY.NET.1023: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.man:
NET.ampr-inter > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.screencast: S 3162278929:3162278929(0) win 1024
NET.ljk-login > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.
NET.
NET.
NET.
NET
NET
NET
NET.
NET
NET.
NET
NET.
NET.
NET.

NET.
NET.
NET.
NET.
NET
NET.
NET.

43645
43645

677
661
909
.mpm
287

>
>

NET.916

43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645

43645
43645

43645
43645
43645
43645

>

VVVVVVVYVYV

>

>
>
>
>
>
>

>

.kpasswd5 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
sonar > SCANNER.OTHER.NET.43645:
tpdu > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
timbuktu > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.watcom-sqgl: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.651:
43645 > WORKSTATION-01.MY.NET.x25-svc-port:
NET.watcom-sql > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.nfsd: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.677: S
NET.651 > SCANNER.OTHER.NET.43645: R
43645 > WORKSTATION-01.MY.NET.661: S
43645 > WORKSTATION-01.MY.NET.909: S
.NET.x25-svc-port > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.mpm: S
43645 > WORKSTATION-01.MY.NET.287: S
43645 > WORKSTATION-01.MY.NET.cdfunc:

SCANNER.OTHER.
SCANNER.OTHER.
SCANNER.OTHER.
SCANNER.OTHER.
> SCANNER.OTHER.

>
>
>
>

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

NET.jetdirect > SCANNER.OTHER

43645 > WORKSTATION-01.MY.NET.
NET.us-gv > SCANNER.OTHER.NET.
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.

43645 > WORKSTATION-01.MY.NET.subntbcst tftp:
NET.939 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.977:
.43645 > WORKSTATION-01.MY.NET.mortgageware:
NET.nkd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

.krbupdate:
NET.wnn4_ Tw > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.1011 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.equationbuilder:
43645 > WORKSTATION-01.MY.NET.791:
NET.903 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.atex_elmd:
.NET.aol-3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.CAIlic:
43645 > WORKSTATION-01.MY.NET.32778:
NET.odmr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.

S 3162278929:3162278929(0) win 1024 (ttl 48, id 21914)
id 6843)
id 46573)
id 51154)
(ttl 48, id 32378)
id 40228)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 36998)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 58219)
id 49970)
id 44813)
id 54940)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 59451)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41496)
id 41542)
id 38066)
id 64332)
id 60356)
id 38654)
id 59011)
id 36066)
id 48763)
id 38835)
id 59535)
id 47738)
id 65515)
id 49382)
id 39353)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 7226)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 47505)
id 61210)
id 22381)
3162278929(0) win 1024 (ttl 48, id 42170)
3162278930 win 0 (ttl 64, id 53219)
3162278929(0) win 1024 (ttl 48, id
3162278929:3162278929(0) win 1024 (ttl 48, id
R 0:0(0) ack 3162278930 win 0 (ttl 64,
3162278929:3162278929(0) win 1024 (ttl 48, id
3162278929:3162278929(0) win 1024 (ttl 48, id
S 3162278929:3162278929(0) win 1024 (ttl 48,

S 3162278929:3162278929(0) win 1024 (ttl 48,

R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,

R 0:0(0) ack 3162278930 win 0 (ttl 64,

3162278929:
0:0(0) ack
3162278929: 40935)
27917)
id 52523)
15261)
46175)
id 44307)

nfsd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51580)
NET.43645: R
NET.43645:
NET.43645:
NET.43645:
NET.43645: R
cdfunc > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
.43645 > WORKSTATION-01.MY.NET.
NET.video-activmail > SCANNER.
.wnn4_Tw: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44625)
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
NET.nuts_dem > SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.wnné4: S 3162278929:3162278929(0) win 1024 (ttl 48,

id
id
id

0:0(0) ack 3162278930
R 0:0(0) ack 3162278930
R 0:0(0) ack 3162278930
R 0:0(0) ack 3162278930 win 0 (ttl 64, id
0:0(0) ack 3162278930 win 0 (ttl 64, id 61973)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59409)
video-activmail: S 3162278929:3162278929(0) win 1024 (ttl 48,
916: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43481)
nuts_dem: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54739)
OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55973)

win
win
win

0 (ttl
0 (ttl
0 (ttl

64,
64,
64,

50827)
60674)
39697)
59025)

id 24482)

1011: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58887)

id 42871)

903: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44418)
aol-3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48529)
odmr: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52913)
jetdirect: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61548)
us-gv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49172)
bbn-mmx: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28017)
contentserver: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17454)
939: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7435)

nkd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10072)

949: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43985)

802: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8558)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42742)

979: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57676)
ftsrv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35592)
5999: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34510)
proshare2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 60345)
id 63146)
docstor: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22524)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 18908)
id 53168)

id 52919)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 23548)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 42892)
id 42802)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 43666)
id 34352)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 1763)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 49728)
id 50121)
862: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8772)
.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61632)
troff: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44836)
43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59771)
amidxtape: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15063)
nfa: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15449)
NET.bbn-mmx > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63466)
43645 > WORKSTATION-01.MY.NET.rtsserv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23520)
.43645 > WORKSTATION-01.MY.NET.at-8: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64807)
NET.contentserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59377)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 60768)
id 57426)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 4665)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 7032)

id 51006)

Author retains full rights.
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.NET.novell-lu6.2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.1018: S 3162278929:3162278929(0) win 1024 (ttl 48,
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SCANNER.OTHER.NET.
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SCANNER.OTHER.NET. >
.43645 >
.43645 >
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>
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.NET.1005 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.csnet-ns:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.NET.scohelp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.garcon:
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

43645 > WORKSTATION-01.MY.NET.ptcnameservice: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.949 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34845)

43645 > WORKSTATION-01.MY.NET.5520: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50211)
43645 > WORKSTATION-01.MY.NET.afs3-errors: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48055)
NET.802 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48210)

NET.979 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53824)

NET.ftsrv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58560)

NET.5999 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45051)
NET.proshare2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60633)
NET.wnn4 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45245)

NET.docstor > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40098)
NET.krbupdate > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43361)
NET.equationbuilder > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63636)
NET.791 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52336)

NET.atex_elmd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54074)
NET.CAIlic > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40038)

NET.32778 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56612)

NET.862 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51213)

NET.troff > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55541)
NET.amidxtape > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35949)

NET.nfa > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64996)

NET.rtsserv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58820)

NET.at-8 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35700)
NET.subntbcst_tftp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.977 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53562)
NET.mortgageware > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.ptcnameservice > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.5520 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55060)
NET.afs3-errors > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58194)
WORKSTATION-01.MY.NET.727: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59077)
WORKSTATION-01.MY.NET.mtp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36067)
WORKSTATION-01.MY.NET.creativeserver: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51734)
WORKSTATION-01.MY.NET.iad2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54986)
NET.mtp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56763)

43645 > WORKSTATION-01.MY.NET.novell-lu6.2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8982)
NET.creativeserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36699)
43645 > WORKSTATION-01.MY.NET.pciarray: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44079)
43645 > WORKSTATION-01.MY.NET.3000: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50045)
NET.iad2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60198)

43645 > WORKSTATION-01.MY.NET.dsfgw: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46618)

id 57736)

id 24969)
NET.pciarray > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50355)
43645 > WORKSTATION-01.MY.NET.251: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20486)
NET.3000 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39849)

43645 > WORKSTATION-01.MY.NET.sntp-heartbeat: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 WORKSTATION-01.MY.NET.timbuktu-srv2: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.asa-appl-proto: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.axon-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27033)
WORKSTATION-01.MY.NET.1005: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57827)
43645 WORKSTATION-01.MY.NET.banyan-rpc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6350)
43645 > WORKSTATION-01.MY.NET.eklogin: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51665)
NET.dsfgw > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50368)

43645 > WORKSTATION-01.MY.NET.scohelp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40884)
NET.1018 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40173)

NET.251 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59863)

43645 > WORKSTATION-01.MY.NET.krb prop: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22718)
43645 > WORKSTATION-01.MY.NET.msg-auth: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46593)
43645 > WORKSTATION-01.MY.NET.966: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10114)
NET.sntp-heartbeat > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45509)
NET.timbuktu-srv2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63169)
43645 > WORKSTATION-01.MY.NET.626: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10468)
NET.asa-appl-proto > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51810)
NET.axon-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58306)

43645 > WORKSTATION-01.MY.NET.702: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61687)

id 61825)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 144)
NET.banyan-rpc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60867)
43645 > WORKSTATION-01.MY.NET.stun-pl: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63293)
NET.eklogin > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44752)
id 55861)
43645 > WORKSTATION-01.MY.NET.eicon-server: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.krb_prop > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50151)
43645 > WORKSTATION-01.MY.NET.963: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10416)
43645 > WORKSTATION-01.MY.NET.dec-notes: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63439)
NET.msg-auth > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44585)

43645 > WORKSTATION-01.MY.NET.954: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37472)

NET.966 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40119)

NET.626 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57265)

43645 > WORKSTATION-01.MY.NET.20005: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33723)

43645 > WORKSTATION-01.MY.NET.926: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31447)

43645 > WORKSTATION-01.MY.NET.293: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53468)

43645 > WORKSTATION-01.MY.NET.ansoft-1lm-1: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43569)
43645 > WORKSTATION-01.MY.NET.933: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41394)

43645 > WORKSTATION-01.MY.NET.940: S 3162278929:3162278929(0) win 1024 (ttl 48, id 16461)

NET.702 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61312)

NET.csnet-ns > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35692)

43645 > WORKSTATION-01.MY.NET.mmcc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9639)
NET.stun-pl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58400)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 56870)
NET.eicon-server > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41895)
43645 > WORKSTATION-01.MY.NET.netview-aix-6: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.instl boots: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34303)
43645 > WORKSTATION-01.MY.NET.1006: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41440)
NET.963 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57786)

43645 > WORKSTATION-01.MY.NET.811: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48463)
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43645

id 3909)

Author retains full rights.
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.43645 > WORKSTATION-01.MY.NET.1013: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2406)
NET.dec-notes > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59614)
43645 > WORKSTATION-01.MY.NET.664: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34807)
NET.954 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43219)

43645 > WORKSTATION-01.MY.NET.dsETOS: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62725)
NET.20005 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40687)

43645 > WORKSTATION-01.MY.NET.ccmail: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11079)
NET.926 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33821)

43645 > WORKSTATION-01.MY.NET.32776: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34274)
NET.293 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51394)

.43645 > WORKSTATION-01.MY.NET.1019: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11184)
NET.ansoft-lm-1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34967)
43645 > WORKSTATION-01.MY.NET.semantix: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42145)
43645 > WORKSTATION-01.MY.NET.1017: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3719)
NET.933 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60236)

43645 > WORKSTATION-01.MY.NET.powerburst: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3443)
43645 > WORKSTATION-01.MY.NET.sj3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19898)

43645 > WORKSTATION-01.MY.NET.657: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53550)
.NET.940 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64216)

NET.mmcc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57372)

43645 > WORKSTATION-01.MY.NET.sqgl*net: S 3162278929:3162278929(0) win 1024 (ttl 48, id 47866)
NET.garcon > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58972)
NET.netview-aix-6 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54370)
NET.instl_boots > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52125)
NET.1006 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54256)

NET.811 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36104)

NET.1013 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 32875)

NET.664 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56489)

NET.dsETOS > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59415)
NET.ccmail > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52361)

NET.32776 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54928)

NET.1019 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53520)
NET.semantix > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42383)
NET.1017 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39163)
NET.powerburst > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36068)
NET.sj3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64273)

NET.657 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49585)

NET.sgl*net > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46814)

43645 > WORKSTATION-01.MY.NET.hems: S 3162278929:3162278929(0) win 1024 (ttl 48, id 4845)

43645 > WORKSTATION-01.MY.NET.micom-pfs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24856)
43645 > WORKSTATION-01.MY.NET.lansource: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46477)
.NET.hems > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63780)

43645 > WORKSTATION-01.MY.NET.auditd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36812)
NET.micom-pfs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48460)

43645 > WORKSTATION-01.MY.NET.cl/1l: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50504)
NET.lansource > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61067)
NET.auditd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51804)

.NET.cl/1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35762)

.43645 > WORKSTATION-01.MY.NET.afs3-rmtsys: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11352)
43645 > WORKSTATION-01.MY.NET.ms-rome: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14678)
43645 > WORKSTATION-01.MY.NET.netwall: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19620)
43645 > WORKSTATION-01.MY.NET.netviewdm3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 29974)
NET.afs3-rmtsys > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45058)
43645 > WORKSTATION-01.MY.NET.8888: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52529)
43645 > WORKSTATION-01.MY.NET.645: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49168)
NET.ms-rome > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43965)
43645 > WORKSTATION-01.MY.NET.xinuexpansion3: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.synotics-broker: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.netwall > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63089)
.43645 > WORKSTATION-01.MY.NET.unitary: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37854)
.NET.netviewdm3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43449)
43645 > WORKSTATION-01.MY.NET.nicname: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56852)
43645 > WORKSTATION-01.MY.NET.845: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35570)

43645 > WORKSTATION-01.MY.NET.988: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10519)
NET.8888 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48536)

43645 > WORKSTATION-01.MY.NET.shivahose: S 3162278929:3162278929(0) win 1024 (ttl 48, id 566)
43645 > WORKSTATION-01.MY.NET.3ds-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54274)
NET.645 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 37178)

43645 > WORKSTATION-01.MY.NET.interbase: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25606)
43645 > WORKSTATION-01.MY.NET.monitor: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31229)
NET.xinuexpansion3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41206)
.43645 > WORKSTATION-01.MY.NET.chromagrafx: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9399)
NET.synotics-broker > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54649)
43645 > WORKSTATION-01.MY.NET.nrcabg-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40738)
43645 > WORKSTATION-01.MY.NET.discard: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24038)
NET.unitary > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61858)

43645 > WORKSTATION-01.MY.NET.1024: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20326)
43645 WORKSTATION-01.MY.NET.828: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61213)

43645 WORKSTATION-01.MY.NET.694: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8995)

43645 WORKSTATION-01.MY.NET.invokator: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31605)
43645 WORKSTATION-01.MY.NET.829: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61873)

43645 > WORKSTATION-01.MY.NET.995: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15119)
NET.nicname > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51474)

43645 > WORKSTATION-01.MY.NET.924: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61057)
NET.845 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34436)

43645 > WORKSTATION-01.MY.NET.1004: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63635)
43645 WORKSTATION-01.MY.NET.249: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19577)

43645 WORKSTATION-01.MY.NET.pacerforum: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2741)
43645 WORKSTATION-01.MY.NET.mumps: S 3162278929:3162278929(0) win 1024 (ttl 48, id 47936)
43645 WORKSTATION-01.MY.NET.1003: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34576)
43645 WORKSTATION-01.MY.NET.65301: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22047)
43645 WORKSTATION-01.MY.NET.rcp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10575)

43645 WORKSTATION-01.MY.NET.948: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56533)

43645 WORKSTATION-01.MY.NET.rwhois: S 3162278929:3162278929(0) win 1024 (ttl 48, id 21112)
43645 WORKSTATION-01.MY.NET.952: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28650)

43645 > WORKSTATION-01.MY.NET.bgpd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 989)

NET.988 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56855)
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WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.gwha:
NET.chromagrafx > SCANNER.OTHER.NET.43645:

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.NET.discard > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.1024 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0
R 0:0(0) ack 3162278930 win 0
OTHER.NET.43645: R 0:0(0) ack 3162278930
R 0:0(0) ack 3162278930 win 0
R 0:0(0) ack 3162278930 win 0
R 0:0(0) ack 3162278930 win 0
NET.1004 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.249 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
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SCANNER.OTHER.NET.
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.NET.334 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.gdp-port > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.275 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
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WORKSTATION-01.MY.
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SCANNER.OTHER.NET.
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43645 > WORKSTATION-01.MY.NET.rkinit:
43645 > WORKSTATION-01.MY.NET.334:

NET.shivahose > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.gdp-port:

NET.3ds-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id
43645 > WORKSTATION-01.MY.NET.275: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.
NET.interbase > SCANNER.OTHER.

commplex-main: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

S 3162278929:3162278929(0) win 1024 (ttl 48, id 55474)
S 3162278929:3162278929(0) win 1024 (ttl 48,

id 20722)
id 46199)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 64347)

49936)
id 19708)

id 61453)

43645 > WORKSTATION-01.MY.NET.la-maint: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13567)
43645 > WORKSTATION-01.MY.NET.271: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET.monitor > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57605)

43645 > WORKSTATION-01.MY.NET
43645 > WORKSTATION-01.MY.NET

43645 > WORKSTATION-01.MY.NET.921:

43645 > WORKSTATION-01.MY.NET.946:
43645 > WORKSTATION-01.MY.NET.nms:
NET.828 > SCANNER.OTHER.
NET.694 > SCANNER.OTHER.
NET.invokator > SCANNER.
NET.829 > SCANNER.OTHER.
NET.995 > SCANNER.OTHER.
NET.924 > SCANNER.OTHER.

NET.43645:
NET.43645:

NET.43645:
NET.43645:
NET.43645:

id 14635)

id 48887)

id 33302)

.32787: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40534)
.direct: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14788)
NET.nrcabg-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET
43645 > WORKSTATION-01.MY.NET

.telelpathattack:

S 3162278929:3162278929(0) win 1024 (ttl 48,

.gmtp: S 3162278929:3162278929(0) win 1024 (ttl 48,

id 44419)

id 15639)

id 55754)

id 8192)

id 49276)

id 12993)
id 34615)

(ttl 64, id 34644)
(ttl 64, id 42395)

win 0 (ttl 64,

id 38732)

(ttl 64, id 53099)
(ttl 64, id 44713)
(ttl 64, id 38061)

NET.pacerforum > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.mumps > SCANNER.OTHER.NET.43645:

R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.1003 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.65301 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.rcp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.948 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.rwhois > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id

NET.952 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.bgpd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.rkinit > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id

id 56287)
id 56702)

id 50725)

id 34569)
id 42586)
id 57304)
id 52292)
id 37854)

63315)

id 50899)
id 41763)

60519)

id 65119)
id 50453)
id 52816)

NET.commplex-main > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60504)

NET.la-maint > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.271 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.gwha > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.32787 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.direct > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id
NET.telelpathattack > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52749)

NET.gmtp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.921 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.946 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.nms > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645
43645
43645
43645

>
>
>
>
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43645

NET.7326 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
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>
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43645

>

NET.340

43645
43645
43645
43645

NET.1022 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
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WORKSTATION-01.MY.NET
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> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
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WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET
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.718: S 3162278929:3162278929(0) win 1024 (ttl 48,
.7326: S 3162278929:3162278929(0) win 1024 (ttl 48,
.rrh: S 3162278929:3162278929(0) win 1024 (ttl 48,
.340: S 3162278929:3162278929(0) win 1024 (ttl 48,

.1022: S 3162278929:3162278929(0) win 1024 (ttl 48,
.socks: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41030)

.827: S 3162278929:3162278929(0) win 1024 (ttl 48,
.linx: S 3162278929:3162278929(0) win 1024 (ttl 48,

.273: S 3162278929:3162278929(0) win 1024 (ttl 48,

.isis: S 3162278929:3162278929(0) win 1024 (ttl 48,
.gdomap: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23027)
WORKSTATION-01.MY.NET.sql-net: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36195)
.690: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.bnet: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET.socks > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645
43645

>
>

NET.827

43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645

43645 > WORKSTATION-01.MY.NET.820:

43645 > WORKSTATION-01.MY.NET.799:

>

VVVVVVVYVVYV

>

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

.847: S 3162278929:3162278929(0) win 1024 (ttl 48,
.phonebook: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46184)

.821: S 3162278929:3162278929(0) win 1024 (ttl 48,
.787: S 3162278929:3162278929(0) win 1024 (ttl 48,

id 43565)
id 64524)

id 57294)

id 42960)

51332)

id 33095)
id 35685)
id 57108)
id 64824)

id 14858)
id 25889)
id 8540)

id 57939)

id 63090)

id 44180)

id 58823)

id 27125)
id 17516)

id 59479)

id 65250)

id 35574)

id 9372)

id 39547)

id 36308)

id 51301)

id 56151)

id 20649)

id 49560)

id 39894)
id 64710)

rimsl: S 3162278929:3162278929(0) win 1024 (ttl 48, id 29743)
957: S 3162278929:3162278929(0) win 1024 (ttl 48,
nced: S 3162278929:3162278929(0) win 1024 (ttl 48,
.tr-rsrb-p2: S 3162278929:3162278929(0) win 1024
snpp: S 3162278929:3162278929(0) win 1024 (ttl 48,
rsvp_tunnel: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54573)
975: S 3162278929:3162278929(0) win 1024 (ttl 48,
umeter: S 3162278929:3162278929(0) win 1024 (ttl 48, id 32348)
smsp: S 3162278929:3162278929(0) win 1024 (ttl 48,
prm-nm-np: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40408)
.NET.linx > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.273 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,

id 48574)
id 27503)

(ttl 48, id 25296)

id 362)
id 5826)

id 3790)

id 60340)

id 39941)
id 51905)

id 46037)

43645 > WORKSTATION-01.MY.NET.oc-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11392)

43645 > WORKSTATION-01.MY.NET.956:

.NET.isis > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,

Author retains full rights.

id 41905)

id 11542)

id 52775)

id 41561)



22:59:13.268423
22:59:13.268767
22:59:13.268976
22:59:13.269220
22:59:13.269447
22:59:13.269668
22:59:13.269909
22:59:13.270137
22:59:13.270367
22:59:13.270603
22:59:13.270868
22:59:13.271512
22:59:13.271988
22:59:13.272504
22:59:13.273021
22:59:13.273529
22:59:13.274075
22:59:13.274590
22:59:13.275103
22:59:13.275620
22:59:13.276166
22:59:13.276644
22:59:13.277166
22:59:13.279925
22:59:13.280439
22:59:13.280945
22:59:13.281459
22:59:13.282010
22:59:13.282523
22:59:13.283038
22:59:13.283552
22:59:13.284054
22:59:13.284566
22:59:13.285085
22:59:13.285600
22:59:13.286115
22:59:13.286628
22:59:13.287138
22:59:13.287650
22:59:13.290409
22:59:13.290916
22:59:13.291432
22:59:13.439647
22:59:13.440071
22:59:13.440533
22:59:13.440655
22:59:13.441043
22:59:13.441342
22:59:13.441606
22:59:13.441979
22:59:13.442209
22:59:13.442542
22:59:13.442775
22:59:13.443107
22:59:13.443217
22:59:13.443642
22:59:13.443872
22:59:13.444219
22:59:13.444349
22:59:13.444778
22:59:13.444844
22:59:13.445286
22:59:13.445658
22:59:13.445860
22:59:13.446192
22:59:13.446421
22:59:13.446584
22:59:13.446967
22:59:13.447389
22:59:13.447474
22:59:13.447903
22:59:13.447998
22:59:13.448474
22:59:13.449038
22:59:13.450693
22:59:13.451774
22:59:13.452203
22:59:13.452725
22:59:13.453206
22:59:13.453739
22:59:13.471813
22:59:13.472058
22:59:13.472286
22:59:13.472513
22:59:13.472751
22:59:13.472860
22:59:13.473117
22:59:13.473345
22:59:13.473442
22:59:13.473687
22:59:13.473952
22:59:13.474007
22:59:13.474292
22:59:13.474458
22:59:13.474655
22:59:13.474893
22:59:13.475120
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.NET.1009 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.rfx-1m:

.NET.rfx-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.vslmp:
.NET.dtk > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.vslmp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.274:

.NET.5631 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
<MY.
MY.
MY.
MY.
<MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.gss-http > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

43645
43645
43645
43645

> WORKSTATION-01.MY.NET.
>
>
>
43645 >
>
>
>
>

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

905: S 3162278929:3162278929(0) win 1024 (ttl 48,
641: S 3162278929:3162278929(0) win 1024 (ttl 48,
pirp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63255)
225: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34885)
WORKSTATION-01.MY.NET.dixie: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53112)
WORKSTATION-01.MY.NET.277: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12748)
WORKSTATION-01.MY.NET.prosharedata: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.fhc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23244)
43645 WORKSTATION-01.MY.NET.ni-mail: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1563)
43645 > WORKSTATION-01.MY.NET.vlsi-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42394)
NET.gdomap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34117)
NET.sqgl-net > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47462)
NET.690 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38396)

NET.bnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51176)

NET.847 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48875)
NET.phonebook > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40769)
NET.821 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36038)

NET.787 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62337)

NET.rimsl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50844)

NET.957 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47764)

NET.nced > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49655)
NET.tr-rsrb-p2 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40773)
NET.snpp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40950)
NET.rsvp_tunnel > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54500)
NET.975 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52579)
NET.umeter > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62346)
NET.smsp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54284)
NET.prm-nm-np > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56382)
NET.820 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63966)

NET.799 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39742)

NET.oc-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 32779)

NET.956 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50023)
0
0

id 2248)
id 37691)

43645
43645
43645

id 5821)

NET.905 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47198)
NET.641 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56334)
NET.pirp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46671)
NET.225 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61619)
NET.dixie > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35010)
NET.277 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56390)
NET.prosharedata > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.fhc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54478)
NET.ni-mail > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47344)
NET.vlsi-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56976)
43645 > WORKSTATION-01.MY.NET.224: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25723)
43645 > WORKSTATION-01.MY.NET.1009: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53062)
43645 > WORKSTATION-01.MY.NET.307: S 3162278929:3162278929(0) win 1024 (ttl 48, id 131)
NET.224 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57292)
43645 > WORKSTATION-01.MY.NET.su-mit-tg: S 3162278929:3162278929(0) win 1024 (ttl 48,
id 37437)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 19508)
NET.307 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38334)

43645 > WORKSTATION-01.MY.NET.afs3-bos: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51606)
NET.su-mit-tg > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51848)
43645 > WORKSTATION-01.MY.NET.npp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19382)
43645 > WORKSTATION-01.MY.NET.dtk: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54118)

id 52778)
NET.afs3-bos > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43155)

43645 > WORKSTATION-01.MY.NET.embl-ndt: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44170)
43645 > WORKSTATION-01.MY.NET.850: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46949)
NET.npp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35709)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 31452)

id 52017)

43645 > WORKSTATION-01.MY.NET.1241: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1377)
NET.embl-ndt > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33275)

43645 > WORKSTATION-01.MY.NET.5631: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33718)
NET.850 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53862)

43645 > WORKSTATION-01.MY.NET.981: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48097)

id 47656)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 28494)
43645 > WORKSTATION-01.MY.NET.ddm-rdb: S 3162278929:3162278929(0) win 1024 (ttl 48, id 65059)
NET.1241 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55924)

43645 > WORKSTATION-01.MY.NET.gotd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27925)
id 35381)

43645 > WORKSTATION-01.MY.NET.imap3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41620)
43645 > WORKSTATION-01.MY.NET.726: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41816)
NET.981 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39184)

NET.274 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52978)
NET.ddm-rdb > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54776)
NET.qgotd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44669)
NET.imap3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42866)
NET.726 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59730)

43645 > WORKSTATION-01.MY.NET.kerberos master: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.650: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55136)
43645 > WORKSTATION-01.MY.NET.gss-http: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7300)
43645 > WORKSTATION-01.MY.NET.snmptrap: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3345)
NET.kerberos_master > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 37144)
43645 > WORKSTATION-01.MY.NET.molly: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1189)
43645 > WORKSTATION-01.MY.NET.mobileip-agent: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.ifor-protocol: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.650 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60741)

43645 > WORKSTATION-01.MY.NET.669: S 3162278929:3162278929(0) win 1024 (ttl 48, id 38065)
id 39813)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 19400)
43645 > WORKSTATION-01.MY.NET.https: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26534)
NET.snmptrap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35859)

43645 > WORKSTATION-01.MY.NET.igi-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33300)
43645 > WORKSTATION-01.MY.NET.5901: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54611)
43645 > WORKSTATION-01.MY.NET.vmnet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61373)

id 38813)

id 16152)

id 55375)

id 42055)
id 14020)

43645 > WORKSTATION-01.MY.NET.xns-auth:

Author retains full rights.



22:59:13.475388 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.rds: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43933)
22:59:13.475469 WORKSTATION-01.MY.NET.molly > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35297)
22:59:13.475728 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.dca: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39784)
22:59:13.475976 WORKSTATION-01.MY.NET.mobileip-agent > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55274)
22:59:13.476104 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.59: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63263)
22:59:13.476338 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.vat: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42912)
22:59:13.476477 WORKSTATION-01.MY.NET.ifor-protocol > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49684)
22:59:13.476705 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.289: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22621)
22:59:13.476982 WORKSTATION-01.MY.NET.669 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46563)
22:59:13.477041 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.netrjs-1: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8870)
22:59:13.477321 SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.aurp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7428)
22:59:13.477497 WORKSTATION-01.MY.NET.xns-auth > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34374)
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22:59:13.478872
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22:59:13.479883
22:59:13.480121
22:59:13.480351
22:59:13.480602
22:59:13.480684
22:59:13.480932
22:59:13.481194
22:59:13.481425
22:59:13.481651
22:59:13.481924
22:59:13.482151
22:59:13.482379
22:59:13.482618
22:59:13.482849
22:59:13.483089
22:59:13.483246
22:59:13.483462
22:59:13.483769
22:59:13.483839
22:59:13.484107
22:59:13.484254
22:59:13.484493
22:59:13.484757
22:59:13.484826
22:59:13.485124
22:59:13.485227
22:59:13.485476
22:59:13.485719
22:59:13.485782
22:59:13.486035
22:59:13.486278
22:59:13.486411
22:59:13.486672
22:59:13.486754
22:59:13.487013
22:59:13.487256
22:59:13.487448
22:59:13.487675
22:59:13.487772
22:59:13.488028
22:59:13.488250
22:59:13.488342
22:59:13.488722
22:59:13.489219

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

43645 > WORKSTATION-01.MY.NET.tn-tl-fdl: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.https > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56140)
43645 > WORKSTATION-01.MY.NET.mailbox: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7781)

43645 > WORKSTATION-01.MY.NET.bootpc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27469)

43645 > WORKSTATION-01.MY.NET.mapper-mapethd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 47471)
43645 > WORKSTATION-01.MY.NET.856: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10506)

43645 > WORKSTATION-01.MY.NET.26: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59591)

43645 > WORKSTATION-01.MY.NET.3462: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50852)

43645 > WORKSTATION-01.MY.NET.878: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31258)

43645 > WORKSTATION-01.MY.NET.711: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26048)

43645 > WORKSTATION-01.MY.NET.971: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54423)

43645 > WORKSTATION-01.MY.NET.tabula: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55013)

43645 > WORKSTATION-01.MY.NET.mit-ml-dev: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6619)
NET.igi-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36325)

43645 > WORKSTATION-01.MY.NET.2627: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35850)
SCANNER.OTHER.NET. 43645 > WORKSTATION-01.MY.NET.757: S 3162278929:3162278929(0) win 1024 (ttl 48, id 45731)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.16: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62583)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.mailbox-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35003)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.784: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9119)
SCANNER.OTHER.NET.43645 > WORKSTATION-01l.MY.NET.fc-cli: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14620)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.286: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26533)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.ulp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27483)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.796: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11598)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.bgmp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 16466)
WORKSTATION-01.MY.NET.5901 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50595)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.31337: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3200)
WORKSTATION-01.MY.NET.vmnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55018)
SCANNER.OTHER.NET.43645 > WORKSTATION-01l.MY.NET.apri-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18279)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.tr-rsrb-p3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61957)
WORKSTATION-01.MY.NET.rds > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49821)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.daytime: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.dca > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58649)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.concert: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36609)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.gtegsc-1m: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59158)
WORKSTATION-01.MY.NET.59 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34453)
SCANNER.OTHER.NET.43645 > WORKSTATION-01l.MY.NET.sift-uft: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5637)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.ulpnet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 45574)
WORKSTATION-01.MY.NET.vat > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 37162)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.instl_bootc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24601)
WORKSTATION-01.MY.NET.289 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33462)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.ftp-agent: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23830)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.5801: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5087)
WORKSTATION-01.MY.NET.netrjs-1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50843)
SCANNER.OTHER.NET. 43645 > WORKSTATION-01.MY.NET.955: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46176)
WORKSTATION-01.MY.NET.aurp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46055)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.631: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13492)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.795: S 3162278929:3162278929(0) win 1024 (ttl 48, id 10286)
WORKSTATION-01.MY.NET.tn-tl-fdl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55109)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.865: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28431)
WORKSTATION-01.MY.NET.mailbox > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33719)
SCANNER.OTHER.NET.43645 > WORKSTATION-01.MY.NET.esro-gen: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56867)
WORKSTATION-01.MY.NET.bootpc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49690)
WORKSTATION-01.MY.NET.mapper-mapethd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47346)
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NET.
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43645 >
43645 >
43645 >

856

878
711
971

757

784

286
ulp
796

.NET.31337 > SCANNER.OTHER.NET.

43645 >

.NET.apri-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 >
43645 >

26 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.3462 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

.tabula > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.mit-
2627 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

16 > SCANNER.OTHER.NET.43645:
.mailbox-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl

.fc-cli > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

bgmp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45394)

id 51062)

id 63703)

id 41416)

id 49706)

id 48484)

id 43958)
ml-dev > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55239)
id 60927)

id 49739)

id 36736)

64, id 53643)
39415)

id 40176)
53378)

id 39642)

id 51558)

id 59078)
zebrasrv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1376)
spsc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54174)
bhfhs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55755)
43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42076)

896: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9892)

id 43282)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 61676)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 60351)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.885:
WORKSTATION-01.MY.NET.at-nbp:

NET.tr-rsrb-p3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40723)
NET.daytime > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64194)
43645 > WORKSTATION-01.MY.NET.streettalk: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.concert > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39215)
WORKSTATION-01.MY.NET.gtegsc—1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42519)
WORKSTATION-01.MY.NET.sift-uft > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62802)
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22:59:13.508405
22:59:13.508984

WORKSTATION-01.MY.

SCANNER.OTHER.NET. id 58505)
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22:59:13.529119
22:59:13.529242
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22:59:13.534952
22:59:13.535166
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22:59:13.536556
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22:59:13.538279
22:59:13.538386
22:59:13.538826
22:59:13.539131
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22:59:13.539694
22:59:13.539843
22:59:13.540275
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22:59:13.540798
22:59:13.541019
22:59:13.541321
22:59:13.541601
22:59:13.5420009
22:59:13.542371
22:59:13.542754
22:59:13.543037
22:59:13.543316
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22:59:13.550346
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NET.
NET.
NET.
.5801 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
NET.
.spsc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.

NET

NET

ulpnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52614)
instl bootc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56642)
ftp-agent > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50193)
id 64349)

id 55750)

id 64523)

64, id 65090)

64, id 33677)

(ttl 64, id 59577)
(ttl 64, id 60850)
id 38073)

id 42537)
61258)

41470)

id 59408)

64, id 51624)

955 > SCANNER.OTHER.NET.43645:
631 > SCANNER.OTHER.NET.43645:
795 > SCANNER.OTHER.NET.43645: R 0:
865 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl
esro-gen > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0
zebrasrv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0

R 0:
R 0:

0(0) ack 3162278930 win 0 (ttl
0(0) ack 3162278930 win 0 (ttl
0(0) ack 3162278930 win 0 (ttl

64,
64,

bhfhs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

896 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id
885 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id
at-nbp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
streettalk > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl
uucp-path: S 3162278929:3162278929(0) win 1024 (ttl 48, id 15426)
clearcase: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9093)
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SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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43645 > WORKSTATION-01.MY.NET.
NET.uucp-path > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.
NET.clearcase > SCANNER.OTHER.
.43645 > WORKSTATION-01.MY.NET.
.NET.714 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.acas:
NET.635 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.929:
43645 > WORKSTATION-01.MY.NET.680:
NET.rsvd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0
43645 > WORKSTATION-01.MY.NET.646:
NET.acas > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0
WORKSTATION-01.MY.NET.

43645

>

NET.929

43645

>

NET.680

43645
43645
43645
43645
43645
43645

43645

>
>
>
>
>
>
>

>

NET.646
NET.778

43645

>

NET.src

43645
43645
43645
43645
43645

>
>
>
>

>

NET.861

43645

43645 > WORKSTATION-01.MY.NET.803:

43645 > WORKSTATION-01.MY.NET.785:
NET.822 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.pim-rp-disc:
NET.infoseek > SCANNER.OTHER.NET.43645:
NET.983 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.bl-idm:
NET.work-sol > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.softpc:

43645 > WORKSTATION-01.MY.NET.642:
NET.shivadiscovery > SCANNER.OTHER.NET.43645:
NET.talk > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.ibm-res > SCANNER.OTHER.NET.43645: R 0:0(0)
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

43645
43645
43645
43645

>

>
>
>
>

NET.917

43645
43645
43645

43645
43645
43645
43645
43645
43645

43645 > WORKSTATION-01.MY.NET.935:
NET.803 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

NET.785 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.ctf:
NET.pim-rp-disc > SCANNER.OTHER.NET.43645:

>
>
>
>
>
>
>
>
>

>

> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

714: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53607)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46663)
635: S 3162278929:3162278929(0) win 1024 (ttl 48, id 30916)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50450)

rsvd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46878)
id 52982)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 63057)
id 59105)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 18221)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 38345)
(ttl 64, id 63595)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 3740)
(ttl 64, id 44897)
778: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50775)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46404)
src: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7967)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59513)
861: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52130)
openport: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53831)
fln-spx: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64333)
822: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9136)
infoseek: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11865)
983: S 3162278929:3162278929(0) win 1024 (ttl 48, id 32655)
.work-sol: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8187)

dls-monitor: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7470)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57983)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42777)

shivadiscovery: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9321)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51893)

.talk: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44862)

ibm-res: S 3162278929:3162278929(0) win 1024 (ttl 48, id 21747)

917: S 3162278929:3162278929(0) win 1024 (ttl 48, id 57820)

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
NET.font-service > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.dvl-activemail: S
NET.ibm-app > SCANNER.OTHER.NET.43645: R 0:0(0)

font-service: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63956)
ibm-app: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28193)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49775)
apertus-1ldp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14446)
.NET.openport > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46313)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 36630)
NET.fln-spx > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51720)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 1241)
id 45958)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 18217)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61085)
id 41169)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 45980)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33509)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 25033)
NET.dls-monitor > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38222)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 49727)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58152)
id 39220)
43645 > WORKSTATION-01.MY.NET.cadlock: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34627)
ack 3162278930 win 0 (ttl 64, id 40999)
678: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27316)
938: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27802)
976: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3882)
683: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23360)
0:0(0) ack 3162278930 win 0 (ttl 64, id 55142)
.ms-sql-m: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3539)
793: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59305)
sas-3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20085)
662: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20479)
telelpathstart: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5896)
rap-service: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55768)
connlcli: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54272)
808: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9578)
241: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14027)
acp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55154)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59684)
3162278929:3162278929(0) win 1024 (ttl 48, id 19223)
ack 3162278930 win 0 (ttl 64, id 35789)
43645 > WORKSTATION-01.MY.NET.symplex: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36709)
.NET.apertus-1dp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50707)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 34439)
id 47599)
43645 > WORKSTATION-01.MY.NET.3m-image-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 55716)
id 35731)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 62285)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63869)

Author retains full rights.



22:59:13.550808
22:59:13.551100
22:59:13.551474
22:59:13.551759
22:59:13.552140
22:59:13.552431
22:59:13.552811
22:59:13.553100
22:59:13.553491
22:59:13.553783
22:59:13.554158
22:59:13.554443
22:59:13.554827
22:59:13.555305
22:59:13.5554009
22:59:13.555877
22:59:13.556083
22:59:13.556456
22:59:13.556823
22:59:13.557217
22:59:13.557696
22:59:13.558101
22:59:13.558453
22:59:13.558931
22:59:13.559314
22:59:13.559642
22:59:13.560315
22:59:13.560760
22:59:13.561321
22:59:13.561799
22:59:13.562320
22:59:13.562861
22:59:13.563310
22:59:13.563898
22:59:13.564332
22:59:13.564928
22:59:13.565351
22:59:13.565906
22:59:13.566366
22:59:13.566900
22:59:13.567384
22:59:13.570132
22:59:13.570678
22:59:13.571196
22:59:13.571723
22:59:13.572199
22:59:13.572764
22:59:13.573274
22:59:13.573731
22:59:13.574313
22:59:13.574749
22:59:13.575321
22:59:13.575764
22:59:13.576338
22:59:13.576777
22:59:13.577325
22:59:13.577780
22:59:13.583910
22:59:13.584323
22:59:13.585545
22:59:13.585912
22:59:13.586216
22:59:13.586510
22:59:13.586799
22:59:13.587042
22:59:13.587232
22:59:13.587528
22:59:13.587827
22:59:13.588068
22:59:13.588258
22:59:13.588455
22:59:13.588575
22:59:13.589078
22:59:13.589546
22:59:13.590057
22:59:13.590563
22:59:13.591035
22:59:13.591909
22:59:13.592427
22:59:13.592927
22:59:13.593519
22:59:13.635926
22:59:13.636168
22:59:13.636413
22:59:13.636628
22:59:13.636871
22:59:13.636971
22:59:13.637230
22:59:13.637469
22:59:13.637552
22:59:13.637837
22:59:13.638079
22:59:13.638224
22:59:13.638585
22:59:13.638642
22:59:13.638945
22:59:13.639204
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.MY.
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.MY.
.MY.
MY.
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.MY.
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.MY.
.MY.
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MY.
.MY.
.MY.
MY.
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.MY.
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.MY.
.MY.
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.MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
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43645 > WORKSTATION-01.MY.NET.valisys-1m:
NET.
43645 > WORKSTATION-01.MY.NET.sgmp: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.
43645 > WORKSTATION-01.MY.NET.cadkey-tablet: S 3162278929:3162278929(0) win 1024
NET.
.43645 > WORKSTATION-01.MY.NET.5510: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.
43645 >
NET.
.43645 >
NET.
43645 >
NET.
43645 >
NET.
43645 >
43645
43645
43645
43645
43645
43645
43645
43645 >

NET

NET.
NET.
NET.
.telelpathstart > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.rap-service > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

NET
NET

NET
NET

NET
NET

NET.
NET.

NET

NET

NET

NET
NET

.ms-sgl-m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

.valisys-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.sgmp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
NET.
.320 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.montage-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

.custix > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
.iafdbase > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
43645
43645
43645
43645
43645
43645
43645 >
NET.
43645 >
43645 >
.43645 >
NET.
43645 >
43645 >
NET.
NET.
NET.
NET.
NET.
.csdmbase > SCANNER.OTHER.NET.43645:
NET.
.hp-managed-node > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.afpovertcp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
43645 >
43645 >
43645 >
43645 >
NET.
43645 >
43645 >
43645 >
NET.
43645 > WORKSTATION-01.MY.NET.911:
NET.
43645 > WORKSTATION-01.MY.NET.venus-se:
43645 > WORKSTATION-01.MY.NET.sgcp: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.
43645 > WORKSTATION-01.MY.NET.listen:
43645 > WORKSTATION-01.MY.NET.issd: S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024
bl-idm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

(ttl 48,
id 50120)
id 36276)
id 47065)
(ttl 48,
id 45662)

id 39548)
cadlock > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45217)
WORKSTATION-01.MY.NET.xinuexpansion4: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36855)
WORKSTATION-01.MY.NET.915: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8807)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36187)
WORKSTATION-01.MY.NET.rpasswd: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40320)
WORKSTATION-01.MY.NET.hostname: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58996)
WORKSTATION-01.MY.NET.320: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46154)
WORKSTATION-01.MY.NET.montage-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6126)
WORKSTATION-01.MY.NET.tn-tl-wl: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34900)
WORKSTATION-01.MY.NET.scoi2odialog: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41016)
WORKSTATION-01.MY.NET.custix: S 3162278929:3162278929(0) win 1024 (ttl 48, id 60846)
WORKSTATION-01.MY.NET.3005: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63953)
WORKSTATION-01.MY.NET.iafdbase: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3535)
WORKSTATION-01.MY.NET.236: S 3162278929:3162278929(0) win 1024 (ttl 48, id 53032)
WORKSTATION-01.MY.NET.af: S 3162278929:3162278929(0) win 1024 (ttl 48, id 32054)

id 59044)

793 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57100)

sas-3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54221)

662 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56350)

id 59361)

softpc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
id 666)
642 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

id 5502)
678

938
id 64447)
976
id 50196)
683

VVVVVYVYV

id 40921)
id 52515)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63008)

0(0) ack 3162278930 win 0 (ttl 64, id 37077)

0(0) ack 3162278930 win 0 (ttl 64, id 44268)

0(0) ack 3162278930 win 0 (ttl 64, id 33478)

43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58258)
symplex > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49783)

935 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 61145)
3m-image-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41682)
ctf > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50911)

id 54066)

id 41576)
cadkey-tablet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
5510 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59769)
xinuexpansion4 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
915 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35562)
rpasswd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40163)

hostname > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48670)

id 45939)

id 40820)
tn-tl-wl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47352)
scoi2odialog > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40323)

id 63797)

id 50204)

id 58945)

236 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 32831)

af > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46257)
WORKSTATION-01.MY.NET.exec: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52098)
WORKSTATION-01.MY.NET.686: S 3162278929:3162278929(0) win 1024 (ttl 48, id 42816)
WORKSTATION-01.MY.NET.953: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24892)
WORKSTATION-01.MY.NET.cableport-ax: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51101)
WORKSTATION-01.MY.NET.pegboard: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28875)
WORKSTATION-01.MY.NET.305: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6347)
WORKSTATION-01.MY.NET.remotefs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56129)
exec > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52422)
WORKSTATION-01.MY.NET.csdmbase: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5097)
WORKSTATION-01.MY.NET.nucleus: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1046)
WORKSTATION-01.MY.NET.hp-managed-node: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 40391)
WORKSTATION-01.MY.NET.afpovertcp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18594)
WORKSTATION-01.MY.NET.isakmp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 38900)

953 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50914)

cableport-ax > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57381)
pegboard > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53329)

305 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 64623)

remotefs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44431)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47516)

nucleus > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48281)

id 37303)
id 54068)
isakmp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58074)
WORKSTATION-01.MY.NET.655: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49239)
WORKSTATION-01.MY.NET.9pfs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 17495)
WORKSTATION-01.MY.NET.berknet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51868)
WORKSTATION-01.MY.NET.mylex-mapd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64223)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36784)
WORKSTATION-01.MY.NET.sfs-config: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23265)
WORKSTATION-01.MY.NET.622: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7556)
WORKSTATION-01.MY.NET.udt_os: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58210)
9pfs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59991)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 30896)
berknet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56741)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 7602)

id 38963)
mylex-mapd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50294)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 27203)
(ttl 48, id 16086)

connlcli > SCANNER.OTHER.NET.43645:
808 > SCANNER.OTHER.NET.43645: R 0:
241 > SCANNER.OTHER.NET.43645: R 0:
acp > SCANNER.OTHER.NET.43645: R 0:
dvl-activemail > SCANNER.OTHER.NET.

id 41357)

id 51888)

3005 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

>
>
>
>
>
>

686

655
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SCANNER.OTHER.NET.
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SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.836 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.807 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.netrjs-3:
NET.link > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.eicon-slp:

WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

WORKSTATION-01.MY

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.pipes > SCANNER.OTHER.NET.43645:
NET.dna-cml > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY

WORKSTATION-01.MY.
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43645
43645
43645
43645
43645
43645
43645
43645
43645
43645

43645
43645
43646
43646
43646

>
>
>
>
>
>
>
>
>
>

>
>
>
>
>

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
NET.sfs-config > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.wins:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
NET.ariel3 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
43646 > WORKSTATION-01.MY.NET.
43646 > WORKSTATION-01.MY.NET.
43646 > WORKSTATION-01.MY.NET.
NET.cisco-fna > SCANNER.OTHER.
43646 > WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

43646 > WORKSTATION-01.MY.NET

43645 > WORKSTATION-01.MY.NET

43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645
43645

>
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NET.rfe

43645
43645

43645
43645
43645
43645
43645
43645
43645
43645
NET
NET.
NET.
NET.
NET.
NET.
NET
NET
NET.
NET.
NET.
NET.
NET.

43645
43645
43645
43645
43645
43645
43645
43645
43645

>
>

>
>
>
>
>
>
>

>

>
>
>
>
>
>
>
>

>

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

.ellpack: S 3132079738:3132079738(0) win 1024 (ttl 48,
.NET.netbios-ns > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
43646 > WORKSTATION-01.MY.NET.
43646 > WORKSTATION-01.MY.NET.
43646 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
NET.ss7ns > SCANNER.OTHER.NET.
.43645 > WORKSTATION-01.MY.NET.
.re-mail-ck: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.698 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.
43645 > WORKSTATION-01.MY.NET.
NET.cisco-tna > SCANNER.OTHER.
.pwdgen:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.xdsxdm: S 3162278929:3162278929(0) win 1024 (ttl 48,
.ndm-requester: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.pipes:
> SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
NET.ellpack > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.decap:
.shadowserver > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
atm-zip-office > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
3064 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
295 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
ncp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
re-mail-ck > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.at-3 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.pehelp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
pwdgen > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
232 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
tftp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
rtip > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
rmonitor > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.319: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.entrustmanager > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.prm-sm-np:
WORKSTATION-01.MY.NET.
.wpages:

.mciautoreg:
NET.xdsxdm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.32771:
NET.ndm-requester > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.vsinet:
NET.s-net > SCANNER.OTHER.NET.43645:
43645 > WORKSTATION-01.MY.NET.evb-elm: S 3162278929:3162278929(0) win 1024 (ttl 48,

csi-sgwp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 19421)
615: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63443)
imtc-mcs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1630)
peport: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1644)

afs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 23895)

292: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56558)
search: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7427)
fujitsu-dev: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25023)
pop2: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63474)
remote-kis: S 3162278929:3162278929(0) win 1024 (ttl 48, id 30152)
id 57471)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 48952)
omserv: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34571)
ariel3: S 3132079738:3132079738(0) win 1024 (ttl 48, id 30543)
cisco-fna: S 3132079738:3132079738(0) win 1024 (ttl 48, id 4855)
netbios-ns: S 3132079738:3132079738(0) win 1024 (ttl 48, id 2562)
id 63910)

ss7ns: S 3132079738:3132079738(0) win 1024 (ttl 48, id 60920)

698: S 3132079738:3132079738(0) win 1024 (ttl 48, id 189)
cisco-tna: S 3132079738:3132079738(0) win 1024 (ttl 48, id 32665)
NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 51889)

rfe: S 3132079738:3132079738(0) win 1024 (ttl 48, id 60622)
id 39867)
id 48157)
shadowserver: S 3132079738:3132079738(0) win 1024 (ttl 48, id 54624)
atm-zip-office: S 3132079738:3132079738(0) win 1024 (ttl 48, id 59687)
3064: S 3132079738:3132079738(0) win 1024 (ttl 48, id 57532)
295: S 3162278929:3162278929(0) win 1024 (ttl 48, id 32304)

43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 53326)
ncp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 61413)
id 37130)
id 54844)

at-3: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5198)
pehelp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 50664)
NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 46248)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 20300)
232: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1225)
tftp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24333)
rtip: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64979)
rmonitor: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24716)
entrustmanager: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20710)
id 62094)
id 20464)
s-net: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49870)
836: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7882)
807: S 3162278929:3162278929(0) win 1024 (ttl 48, id 28675)
link: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31752)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 29396)
id 59908)
dna-cml: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22505)
scoremgr: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14878)
id 64933)

250: S 3162278929:3162278929(0) win 1024 (ttl 48, id 46688)

233: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37188)

228: S 3162278929:3162278929(0) win 1024 (ttl 48, id 68)
afs3-fileserver: S 3162278929:3162278929(0) win 1024 (ttl 48, id 44452)
opc-job-track: S 3162278929:3162278929(0) win 1024 (ttl 48, id 29578)
ricardo-lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2783)
rfa: S 3162278929:3162278929(0) win 1024 (ttl 48, id 5199)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 54863)
id 63104)
id 43579)
id 35237)
id 52324)
id 58818)
id 57516)
id 45715)
id 55121)
id 56560)
id 53174)

id 35213)

id 47711)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43997)
id 27853)
id 57122)
hybrid: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37534)
checksum: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34303)
713: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43502)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 11702)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 24265)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 38284)
779: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48803)
virtual-places: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54500)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 43332)
id 40890)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 62966)
id 64504)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 25954)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 62835)
id 27290)

703:

id 48723)

id 58416)

S 3162278929:3162278929(0) win 1024 (ttl 48,
id 37985)
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36543)
id 34674)

id 17353)

id 23470)

Author retains full rights.



22:59:14.681757
22:59:14.682043
22:59:14.682421
22:59:14.682548
22:59:14.682994
22:59:14.683200
22:59:14.683478
22:59:14.683721
22:59:14.683975
22:59:14.684217
22:59:14.684528
22:59:14.684921
22:59:14.685347
22:59:14.685772
22:59:14.686190
22:59:14.686614
22:59:14.687036
22:59:14.687191
22:59:14.687645
22:59:14.687933
22:59:14.688322
22:59:14.688954
22:59:14.689252
22:59:14.689522
22:59:14.689751
22:59:14.690095
22:59:14.690371
22:59:14.690666
22:59:14.690931
22:59:14.691187
22:59:14.691424
22:59:14.691657
22:59:14.691890
22:59:14.692101
22:59:14.692326
22:59:14.692503
22:59:14.692742
22:59:14.692975
22:59:14.693263
22:59:14.693345
22:59:14.693623
22:59:14.693855
22:59:14.694089
22:59:14.694328
22:59:14.694433
22:59:14.694682
22:59:14.694944
22:59:14.695196
22:59:14.695261
22:59:14.695527
22:59:14.695760
22:59:14.695996
22:59:14.696250
22:59:14.696491
22:59:14.696635
22:59:14.696881
22:59:14.697146
22:59:14.697409
22:59:14.697476
22:59:14.698374
22:59:14.698766
22:59:14.699242
22:59:14.699819
22:59:14.700259
22:59:14.700848
22:59:14.701268
22:59:14.701859
22:59:14.702289
22:59:14.705118
22:59:14.705586
22:59:14.706233
22:59:14.706595
22:59:14.707175
22:59:14.707618
22:59:14.708175
22:59:14.708650
22:59:14.709160
22:59:14.709658
22:59:14.710193
22:59:14.710668
22:59:14.711182
22:59:14.711701
22:59:14.712248
22:59:14.712746
22:59:14.715507
22:59:14.716045
22:59:14.716501
22:59:14.717050
22:59:14.717545
22:59:14.718060
22:59:14.718589
22:59:14.719112
22:59:14.719571
22:59:14.720154
22:59:14.720577
22:59:14.721141
22:59:14.721601

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.

WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
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43645 > WORKSTATION-01.MY.NET.uaiact:
NET.
43645 > WORKSTATION-01.MY.NET.innosys-acl:
NET.
NET.
43645 > WORKSTATION-01.MY.NET.723:
NET.
43645 > WORKSTATION-01.MY.NET.255:
NET.
43645 > WORKSTATION-01.MY.NET.onmux:
NET.
43645 >
43645
43645
43645
43645
43645 >
NET.
43645 >
NET.
43645
43645
43645
43645
43645
43645
43645
43645
43645
.43645
43645
43645
43645
43645 >
NET.
43645 >
43645 >
43645 >
NET.
43645 >
43645 >
43645 >
43645 >
NET.
43645 > WORKSTATION-01.MY.NET.raid-am:
43645 > WORKSTATION-01.MY.NET.netlabs-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.332:
43645 > WORKSTATION-01.MY.NET.722:
NET.
43645 >
43645 >
43645 >
43645 >
NET.
43645 >
43645 >
43645 >
43645 >
NET.
NET.
.wpages > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.

NET

NET

NET

NET
NET

NET

NET
NET

NET
NET

NET

NET

.mciautoreg > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.32771 > SCANNER.OTHER.NET.43645:
NET.
.evb-elm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.netrjs-3 > SCANNER.OTHER.NET.43645:
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
.867 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
.6009 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.815 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
.marcam-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.333 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
.6000 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
.netsc-prod > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.
NET.
NET.
NET.
NET.
NET.

S 3162278929:3162278929(0) win 1024 (ttl 48, id 26614)
scoremgr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55325)
S 3162278929:3162278929(0) win 1024 (ttl 48,
250 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39830)

233 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52031)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 39559)

228 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 49200)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 50514)
afs3-fileserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 43820)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 25201)
opc-job-track > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57691)
WORKSTATION-01.MY.NET.653: S 3162278929:3162278929(0) win 1024 (ttl 48, id 262)

> WORKSTATION-01.MY.NET.ripngd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11691)

> WORKSTATION-01.MY.NET.867: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27069)

> WORKSTATION-01.MY.NET.14: S 3162278929:3162278929(0) win 1024 (ttl 48, id 36609)

> WORKSTATION-01.MY.NET.6009: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25247)
WORKSTATION-01.MY.NET.815: S 3162278929:3162278929(0) win 1024 (ttl 48, id 27219)
ricardo-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55334)
WORKSTATION-01.MY.NET.ampr-rcmd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 24915)

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50038)
WORKSTATION-01.MY.NET.statsci2-1m: S 3162278929:3162278929(0) win 1024 (ttl 48, id 31055)
WORKSTATION-01.MY.NET.intellistor-1m: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51229)
WORKSTATION-01.MY.NET.937: S 3162278929:3162278929(0) win 1024 (ttl 48, id 49551)
WORKSTATION-01.MY.NET.3006: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26065)
WORKSTATION-01.MY.NET.marcam-1lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9480)
WORKSTATION-01.MY.NET.333: S 3162278929:3162278929(0) win 1024 (ttl 48, id 18665)
WORKSTATION-01.MY.NET.40: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43768)
WORKSTATION-01.MY.NET.6000: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33224)
WORKSTATION-01.MY.NET.stone-design-1: S 3162278929:3162278929(0) win 1024 (ttl 48, id 25698)
WORKSTATION-01.MY.NET.netsc-prod: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43356)
WORKSTATION-01.MY.NET.hp-3000-telnet: S 3162278929:3162278929(0) win 1024 (ttl 48, id 52224)
WORKSTATION-01.MY.NET.863: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43778)
WORKSTATION-01.MY.NET.anynetgateway: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.270: S 3162278929:3162278929(0) win 1024 (ttl 48, id 34600)
decap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42388)
WORKSTATION-01.MY.NET.6003: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6004)
WORKSTATION-01.MY.NET.elan: S 3162278929:3162278929(0) win 1024 (ttl 48, id 4212)
WORKSTATION-01.MY.NET.922: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62589)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45575)
WORKSTATION-01.MY.NET.unify: S 3162278929:3162278929(0) win 1024 (ttl 48, id 20380)
WORKSTATION-01.MY.NET.venus: S 3162278929:3162278929(0) win 1024 (ttl 48, id 54407)
WORKSTATION-01.MY.NET.868: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51597)
WORKSTATION-01.MY.NET.hacl-hb: S 3162278929:3162278929(0) win 1024 (ttl 48, id 911)
hybrid > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59499)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 53780)
id 9369)
id 20727)

id 34108)

id 54641)

id 46616)

id 39624)

id 33304)

rfa

VVVVVVVVVVYVVYV

id 15393)
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S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
checksum > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.cvc: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.819: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.netview-aix-8: S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.670: S 3162278929:3162278929(0) win 1024 (ttl 48, id 9123)
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38208)
WORKSTATION-01.MY.NET.849: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11407)
WORKSTATION-01.MY.NET.flexlm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 64530)
WORKSTATION-01.MY.NET.eicon-x25: S 3162278929:3162278929(0) win 1024 (ttl 48, id 26686)
WORKSTATION-01.MY.NET.632: S 3162278929:3162278929(0) win 1024 (ttl 48, id 13064)
prm-sm-np > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60892)

703 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50146)

id 48195)

779 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44301)
virtual-places > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 51202)
id 62566)

id 51455)

id 56180)

id 49275)

R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55665)
eicon-slp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 48693)
uaiact > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36940)
innosys-acl > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55796)

723 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38675)

255 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45550)

onmux > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38815)

653 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39870)

ripngd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54664)

id 49896)

id 64834)

id 60313)

id 64960)

ampr-rcmd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53449)
statsci2-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46542)
intellistor-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56426)
937 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 52321)

3006 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 33640)

id 61605)

id 58639)

id 61413)

id 34056)
stone-design-1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 39804)
id 37849)
hp-3000-telnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 59911)
863 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56264)
anynetgateway > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
270 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63805)
6003 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50807)
elan > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 45082)

id 20957)

713

R 0:0(0) ack 3162278930 win 0 (ttl 64,
vsinet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

14 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

40 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

id 41489)

Author retains full rights.



22:59:14.722107
22:59:14.722666
22:59:14.725349
22:59:14.725900
22:59:14.726359
22:59:14.726944
22:59:14.727400
22:59:14.727965
22:59:14.728404
22:59:14.728991
22:59:14.729438
22:59:14.729933
22:59:14.730446
22:59:15.109360
22:59:15.109811
22:59:15.110238
22:59:15.110371
22:59:15.110872
22:59:15.111007
22:59:15.111506
22:59:15.111793
22:59:15.112190
22:59:15.112290
22:59:15.112857
22:59:15.113279
22:59:15.113693
22:59:15.114108
22:59:15.114524
22:59:15.114938
22:59:15.115095
22:59:15.115544
22:59:15.115973
22:59:15.116255
22:59:15.116718
22:59:15.116807
22:59:15.117208
22:59:15.117524
22:59:15.117664
22:59:15.117870
22:59:15.118222
22:59:15.118306
22:59:15.118750
22:59:15.119215
22:59:15.120150
22:59:15.120394
22:59:15.120795
22:59:15.121014
22:59:15.121343
22:59:15.121555
22:59:15.121846
22:59:15.122130
22:59:15.122289
22:59:15.122658
22:59:15.122785
22:59:15.123158
22:59:15.123524
22:59:15.123880
22:59:15.124231
22:59:15.124356
22:59:15.124742
22:59:15.125098
22:59:15.125489
22:59:15.125828
22:59:15.126193
22:59:15.126455
22:59:15.126619
22:59:15.127008
22:59:15.127186
22:59:15.127505
22:59:15.127686
22:59:15.127962
22:59:15.128318
22:59:15.128757
22:59:15.129076
22:59:15.129467
22:59:15.129802
22:59:15.129961
22:59:15.130366
22:59:15.130668
22:59:15.130878
22:59:15.131256
22:59:15.131564
22:59:15.131704
22:59:15.131922
22:59:15.132123
22:59:15.132453
22:59:15.132682
22:59:15.133014
22:59:15.133268
22:59:15.133533
22:59:15.133937
22:59:15.134081
22:59:15.134444
22:59:15.134875
22:59:15.134982
22:59:15.135367
22:59:15.135693

WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

WORKSTATION-01.MY

SCANNER.OTHER.NET

WORKSTATION-01.MY

WORKSTATION-01.MY

WORKSTATION-01.MY

WORKSTATION-01.MY
SCANNER.OTHER.NET

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

WORKSTATION-01.MY
SCANNER.OTHER.NET

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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MY.
-MY.
.MY.
MY.
MY.
-MY.
.MY.
MY.
MY.
MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.670 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.cadsi-1m: S 3162278929:3162278929(0) win 1024 (ttl 48,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.614 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.NET.851 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.stun-port > SCANNER.OTHER.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.genrad-mux > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.afs3-callback: S 3162278929:3162278929(0) win 1024 (ttl 48,
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.43645 >

.NET.ndsauth > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.NET.lonewolf-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.

.NET.afs3-volser > SCANNER.OTHER.NET.43645:

NET.922 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57459)
NET.unify > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 63444)
NET.venus > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 54822)
NET.868 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50939)

NET.hacl-hb > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.raid-am > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
NET.netlabs-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl
NET.332 > SCANNER.OTHER.NET.43645: 0:0(0) ack 3162278930 win 0 (ttl 64, id
NET.722 > SCANNER.OTHER.NET.43645: :0(0) ack 3162278930 win (ttl 64, id
NET.cvc > SCANNER.OTHER.NET.43645: :0(0) ack 3162278930 win (ttl 64, id
NET.819 > SCANNER.OTHER.NET.43645: :0(0) ack 3162278930 win (ttl 64, id

>

>

id 51397)

id 42475)
64, id 54151)
59461)

0 0 44102)
0 0 64881)
0 0 61383)
NET. 849 SCANNER.OTHER.NET.43645: 0:0(0) ack 3162278930 win 0 (ttl 64, id 41735)
NET.632 SCANNER.OTHER.NET.43645: 0:0(0) ack 3162278930 win 0 (ttl 64, id 33128)

43646 > WORKSTATION-01.MY.NET.netview-aix-8: S 3132079738:3132079738(0) win 1024 (ttl 48,
43646 > WORKSTATION-01.MY.NET.670: S 3132079738:3132079738(0) win 1024 (ttl 48, id 48822)
43646 > WORKSTATION-O01.MY.NET.flexlm: S 3132079738:3132079738(0) win 1024 (ttl 48, id 12324)
NET.netview-aix-8 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 38372)
43646 > WORKSTATION-01.MY.NET.eicon-x25: S 3132079738:3132079738(0) win 1024 (ttl 48, id 40540)
id 45546)

43645 > WORKSTATION-01.MY.NET.aed-512: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2838)
NET.flexlm > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 57465)

43645 > WORKSTATION-01.MY.NET.nsw-fe: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58943)
NET.eicon-x25 > SCANNER.OTHER.NET.43646: R 0:0(0) ack 3132079739 win 0 (ttl 64, id 50145)

43645 > WORKSTATION-01.MY.NET.commerce: S 3162278929:3162278929(0) win 1024 (ttl 48, id 4900)
43645 > WORKSTATION-01.MY.NET.614: S 3162278929:3162278929(0) win 1024 (ttl 48, id 63700)

43645 > WORKSTATION-01.MY.NET.bytex: S 3162278929:3162278929(0) win 1024 (ttl 48, id 45279)

43645 > WORKSTATION-01.MY.NET.uucp-rlogin: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39832)
43645 > WORKSTATION-01.MY.NET.mm-admin: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62617)
43645 > WORKSTATION-01.MY.NET.851: S 3162278929:3162278929(0) win 1024 (ttl 48, id 22119)
NET.aed-512 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53220)

id 27153)

id 5855)

bR R ]

id 26026)

43645 > WORKSTATION-01.MY.NET.swift-rvf: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.nsw-fe > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 34573)
NET.commerce > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 41659)

43645 > WORKSTATION-01.MY.NET.stun-port: S 3162278929:3162278929(0) win 1024 (ttl 48, id 35205)
id 41274)

43645 > WORKSTATION-01.MY.NET.login: S 3162278929:3162278929(0) win 1024 (ttl 48, id 37934)
NET.bytex > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 44391)

43645 > WORKSTATION-01.MY.NET.756: S 3162278929:3162278929(0) win 1024 (ttl 48, id 6268)
NET.uucp-rlogin > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 53397)

43645 > WORKSTATION-01.MY.NET.genrad-mux: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14970)
NET.mm-admin > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 60746)

id 63598)

43645 > WORKSTATION-01.MY.NET.NSWS: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14437)
NET.cadsi-1lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 57921)
NET.swift-rvf > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 56508)

43645 > WORKSTATION-01.MY.NET.entrusttime: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14287)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 35250)
ndsauth: S 3162278929:3162278929(0) win 1024 (ttl 48, id 51424)
NET.login > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42815)

43645 > WORKSTATION-01.MY.NET.ospfd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 7074)
NET.756 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 36427)
43645 > WORKSTATION-01.MY.NET.tacacs: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.

id 41613)

id 42362)

id 4527)
id 17322)
id 12014)

id 19369)

43645 > WORKSTATION-01.MY.NET.lonewolf-lm: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.confluent: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.terminaldb: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.NSWS > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46800)
43645 > WORKSTATION-01.MY.NET.892: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33494)
WORKSTATION-01.MY.NET.afs3-volser: S 3162278929:3162278929(0) win 1024 (ttl 48, id 33267)
WORKSTATION-01.MY.NET.ticf-1: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58830)

43645 > WORKSTATION-01.MY.NET.supfiledbg: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40404)
43645 > WORKSTATION-01.MY.NET.619: S 3162278929:3162278929(0) win 1024 (ttl 48, id 48449)
NET.entrusttime > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 55096)

43645 > WORKSTATION-01.MY.NET.5997: S 3162278929:3162278929(0) win 1024 (ttl 48, id 1474)

id 49851)

43645 > WORKSTATION-01.MY.NET.appleqtc: S 3162278929:3162278929(0) win 1024 (ttl 48, id 11408)
NET.ospfd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42516)

43645 > WORKSTATION-01.MY.NET.entomb: S 3162278929:3162278929(0) win 1024 (ttl 48, id 14959)
NET.tacacs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 50804)

43645 > WORKSTATION-01.MY.NET.284: S 3162278929:3162278929(0) win 1024 (ttl 48, id 8309)

43645 > WORKSTATION-01.MY.NET.8080: S 3162278929:3162278929(0) win 1024 (ttl 48, id 58886)

43645 > WORKSTATION-01.MY.NET.705: S 3162278929:3162278929(0) win 1024 (ttl 48, id 40400)

43645 > WORKSTATION-01.MY.NET.229: S 3162278929:3162278929(0) win 1024 (ttl 48, id 56068)

43645 > WORKSTATION-01.MY.NET.699: S 3162278929:3162278929(0) win 1024 (ttl 48, id 47611)
NET.afs3-callback > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46203)

43645 > WORKSTATION-01.MY.NET.http-rpc-epmap: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12122)
id 63745)
netviewdml: S 3162278929:3162278929(0) win 1024 (ttl 48, id 59561)
netmap_lm: S 3162278929:3162278929(0) win 1024 (ttl 48, id 12535)
NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 37717)

smartsdp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41611)

43645 > WORKSTATION-01.MY.NET.993: S 3162278929:3162278929(0) win 1024 (ttl 48, id 3340)

43645 > WORKSTATION-01.MY.NET.utmpsd: S 3162278929:3162278929(0) win 1024 (ttl 48, id 43328)
NET.terminaldb > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 42768)

43645 > WORKSTATION-01.MY.NET.apple-licman: S 3162278929:3162278929(0) win 1024 (ttl 48, id 30413)
43645 > WORKSTATION-01.MY.NET.831: S 3162278929:3162278929(0) win 1024 (ttl 48, id 39555)
NET.892 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 58127)

43645 > WORKSTATION-01.MY.NET.asip-webadmin: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.macon-tcp: S 3162278929:3162278929(0) win 1024 (ttl 48, id 318)
R 0:0(0) ack 3162278930 win 0 (ttl 64, id 38806)
43645 > WORKSTATION-01.MY.NET.906: S 3162278929:3162278929(0) win 1024 (ttl 48, id 62976)
43645 > WORKSTATION-01.MY.NET.mpm-flags: S 3162278929:3162278929(0) win 1024 (ttl 48, id 2528)
NET.ticf-1 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 37559)

43645 > WORKSTATION-01.MY.NET.dcs: S 3162278929:3162278929(0) win 1024 (ttl 48, id 41109)
NET.supfiledbg > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 47135)

43645 >

43645 > WORKSTATION-01.MY.NET.
NET.confluent > SCANNER.OTHER.
43645 > WORKSTATION-01.MY.NET.

id 57108)

Author retains full rights.



22:59:15.136035
22:59:15.136292
22:59:15.136561
22:59:15.136908
22:59:15.137103
22:59:15.137534
22:59:15.137788
22:59:15.138068
22:59:15.138417
22:59:15.138662
22:59:15.139123
22:59:15.139472
22:59:15.139827
22:59:15.140184
22:59:15.140570
22:59:15.140899
22:59:15.141226
22:59:15.141568
22:59:15.141937
22:59:15.142327
22:59:15.142588
22:59:15.142763
22:59:15.143116
22:59:15.143496
22:59:15.143773
22:59:15.144127
22:59:15.144284
22:59:15.144673
22:59:15.144994
22:59:15.145683
22:59:15.146152
22:59:15.146681
22:59:15.147239
22:59:15.147768
22:59:15.148278
22:59:15.148828
22:59:15.149313
22:59:15.149874
22:59:15.150365
22:59:15.150916
22:59:15.151428
22:59:15.154215
22:59:15.154727
22:59:15.155234
22:59:15.155748
22:59:15.156241
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43645 > WORKSTATION-01.MY.NET.ttyinfo:
NET.619 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.5997 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.xns-courier:
.NET.applegtc > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.812:
43645 > WORKSTATION-01.MY.NET.947:

43645 > WORKSTATION-01.MY.NET.netview-aix-4:

43645
43645
43645
43645
43645
43645
43645
43645
43645

>
>
>
>
>
>
>
>
>

>

NET.284

43645
43645

43645 > WORKSTATION-01.MY.NET.mdgs:
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NET
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>
>

>
>

NET.dis
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43645

>
>
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43645

43645
43645
43645
43645

>
>

>
>
>
>

NET.676
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43645

>
>

NET.644

43645
43645
43645
43645
43645
43645
43645
43645
43645
43645

>

>
>
>
>
>
>
>
>
>

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

831 > SCANNER.OTHER.NET.43645:
asip-webadmin > SCANNER.OTHER
.macon-tcp > SCANNER.OTHER.NET
906 > SCANNER.OTHER.NET.43645:
.mpm-flags > SCANNER.OTHER.NET
dcs > SCANNER.OTHER.NET.43645:

.domain > SCANNER.OTHER.NET.43645:

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.NET.support > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.ipdd: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
.mapper-ws_ethd:
.mvx-1lm:

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET
WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

.whosockami:
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

uis:
294:
here-1m:
domain:

987:
755:
nss-routing:
rpc2portmap:

tenebris_nts:

mimer:
klogin:

R 0:0(0)

676:
644:

663:

hdap:
creativepartnr:

sqlsrv:
798:
24:

vpac:
623:

iclpv-sc:
intecourier:
914:

913:
dn6-nlm-aud:
ncube-1lm:
fodms:

S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024 (ttl 48,

S 3162278929:3162278929(0) win 1024
43645 > WORKSTATION-01.MY.NET.rmonitor_ secure:
NET.entomb > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
.3306: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
.NET.8080 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.hacl-local:
43645 > WORKSTATION-01.MY.NET.973:
NET.705 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024
229 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.699 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.http-rpc-epmap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
netviewdml > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
netmap lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
smartsdp > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
993 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.utmpsd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
apple-licman > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
ttyinfo > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
812 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
947 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
xns-courier > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.netview-aix-4 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.rmonitor secure > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
uis > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
294 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
here-1m > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 2626807094:2626807094(0) ack 3162278930 win 16384
43645 > WORKSTATION-01.MY.NET.domain: R 3162278930:3162278930(0) win 0 (ttl 64,
.987 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
755 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
nss-routing > SCANNER.OTHER.NET.43645:
rpc2portmap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
3306 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.tenebris_nts > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.mimer > SCANNER.OTHER.NET.43645:
klogin > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
hacl-local > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
973 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.mdgs > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.compressnet:
43645 > WORKSTATION-01.MY.NET.dis:
.43645 > WORKSTATION-01.MY.NET.978:

S 3162278929:3162278929(0) win 1024
S 3162278929:3162278929(0) win 1024 (ttl 48,

R 0:0(0) ack 3162278930 win 0 (ttl 64,

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.support: S 3162278929:3162278929(0) win 1024
NET.compressnet > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
WORKSTATION-01.MY.NET.netbios-dgm: S 3162278929:3162278929(0) win 1024 (ttl 48,
> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,

(ttl 48,
id 56022)
id 7619)
id 44622)
id 61708)

id 42990)

id 59770)
id 43740)

(ttl 48, id 8492)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 26932)
id 39613)

id 28688)

id 29511)

(ttl 48, id 65214)

id 55887)

id 41706)

id 6266)

id 63430)
id 39182)
id 8081)

id 19134)
id 49964)

id 54803)

id 62689)

id 61877)

(ttl 48, id 19788)
id 15563)

id 58819)

(ttl 48, id 16341)

id 39417)

id 56270)

id 43650)
id 44448)

id 61253)

id 49920)

id 59178)

id 53775)

id 38601)

id 60412)

id 37292)

id 42648)

id 35983)

id 49053)

id 52423)

id 59891)

id 49941)

id 32869)

id 60773)

id 37816)

id 46180)
id 52323)

id 33516)

id 53518)

(ttl 64,
id 56854)

id 35094)

id 46780)

id 45490)

id 44064)

id 48803)

id 45220)

id 57006)

id 51874)

id 47275)

id 43555)

id 62743)

ack 3162278930 win 0 (ttl 64,

id 31814)
id 1939)

id 23453)

(ttl 48, id 50458)

id 47780)

id 42849)

id 6710)

id 58190)

id 14528)

id 47879)
id 36578)

(ttl 48, id 49849)
S 3162278929:3162278929(0) win 1024 (ttl 48,
id 62272)

id 39514)

id 27806)

id 17516)

id 14598)

id 34227)

(ttl 48, id 9747)

id 17756)

id 60530)

(ttl 48, id 64360)

id 25272)

id 55314)

id 49907)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 31809)
id 56978)

id 50172)

id 24266)

id 60051)

id 59085)

id 61464)
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id 60800)



22:59:15.186020
22:59:15.186252
22:59:15.186487
22:59:15.186716
22:59:15.186930
22:59:15.187215
22:59:15.187344
22:59:15.187651
22:59:15.187709
22:59:15.188090
22:59:15.188211
22:59:15.188505
22:59:15.188696
22:59:15.189178
22:59:15.189467
22:59:15.189769
22:59:15.190052
22:59:15.190338
22:59:15.190659
22:59:15.190952
22:59:15.191267
22:59:15.191332
22:59:15.191632
22:59:15.191855
22:59:15.192086
22:59:15.192364
22:59:15.192522
22:59:15.192803
22:59:15.192975
22:59:15.193268
22:59:15.193327
22:59:15.193586
22:59:15.193816
22:59:15.193934
22:59:15.194234
22:59:15.194311
22:59:15.194580
22:59:15.194815
22:59:15.194951
22:59:15.195267
22:59:15.195325
22:59:15.195599
22:59:15.195831
22:59:15.195973
22:59:15.196206
22:59:15.196435
22:59:15.198730
22:59:15.199073
22:59:15.199629
22:59:15.200076
22:59:15.200637
22:59:15.201050
22:59:15.201583
22:59:15.202053
22:59:15.202557
22:59:15.203047
22:59:15.203594
22:59:16.228849
22:59:16.232579
22:59:16.232726

1. Source of trace:

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET
WORKSTATION-01.MY

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43645 > WORKSTATION-01.MY.NET.934: S 3162278929:3162278929(0) win 1024 (ttl 48,
.NET.mapper-ws_ethd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64, id 46418)
(ttl 48,
S 3162278929:3162278929(0) win 1024

SCANNER.OTHER.NET
WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
.MY.
.MY.
MY.
MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.43651 > WORKSTATION-01.MY.NET.ftp:

WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.
WORKSTATION-01
WORKSTATION-01
WORKSTATION-01.
WORKSTATION-01.

SCANNER.OTHER.NET

43645 > WORKSTATION-01.MY.NET.239:

S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.xns-ch: S 3162278929:3162278929(0) win 1024 (ttl 48,
43645 > WORKSTATION-01.MY.NET.laplink: S 3162278929:3162278929(0) win 1024 (ttl 48,

NET.663 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.ncld: S 3162278929:3162278929(0) win 1024
NET.netbios-dgm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.43645 > WORKSTATION-01.MY.NET.afs3-kaserver: S 3162278929:3162278929(0) win 1024 (ttl 48,

43645 > WORKSTATION-01.MY.NET.805:
NET.hdap > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.prm-sm: S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.creativepartnr > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.at-5:

43645
43645
43645
43645
43645
43645
43645
43645

>
>
>
>
>
>
>

>

NET.798

43645

>

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.

WORKSTATION-01.MY.NET

WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.

32779:
adapt-sna:
oceansoft-1m:

806:

S 3162278929:3162278929(0) win 1024 (ttl 48,

S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024 (

S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024 (

S 3162278929:3162278929(0) win 1024 (ttl 48,

> SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

WORKSTATION-01.MY.NET.svrloc:
NET.24 > SCANNER.OTHER.NET.43645:

43645 > WORKSTATION-01.MY.NET.nnsp:
NET.ipdd > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.cadis-1: S 3162278929:3162278929(0) win 1024 (ttl 48,

R 0:0(0) ack 3162278930 win 0 (ttl 64,

S 3162278929:3162278929(0) win 1024

S 3162278929:3162278929(0) win 1024

NET.vpac > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.nerv:

43645 > WORKSTATION-01.MY.NET.962:

NET.iclpv-sc > SCANNER.OTHER.NET.43645:

43645 > WORKSTATION-01.MY.NET.824:

43645 > WORKSTATION-01.MY.NET.852:
43645 > WORKSTATION-01.MY.NET.5432:
NET.914 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

43645 > WORKSTATION-01.MY.NET.1112:

43645 > WORKSTATION-01.MY.NET.cvspserver:
43645 > WORKSTATION-01.MY.NET.dectalk: S 3162278929:3162278929(0) win 1024 (ttl 48,
.mvx-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
913 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.dn6-nlm-aud > SCANNER.OTHER.NET.43645:

NET
NET.
NET
NET.
NET.
NET.
NET
NET.
NET.
NET.
NET.

43651 > WORKSTATION-01.MY.NET.ftp:
NET.ftp > SCANNER.OTHER.NET.43651:

S 3162278929:3162278929(0) win 1024

(ttl 48,

(ttl 48,
NET.sqglsrv > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
WORKSTATION-01.MY.NET.
.mftp:

S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
(ttl 48,
robcad-1m: S 3162278929:3162278929(0) win 1024 (ttl 48,
.6008: S 3162278929:3162278929(0) win 1024 (ttl 48,
bh611:

(ttl 48,
.43645 > WORKSTATION-01.MY.NET.745: S 3162278929:3162278929(0) win 1024 (ttl 48,
.NET.623 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.bgs-nsi:
NET.whosockami > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
43645 > WORKSTATION-01.MY.NET.875: S 3162278929:3162278929(0) win 1024 (ttl 48,
S 3162278929:3162278929(0) win 1024 (ttl 48,
R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 3162278929:3162278929(0) win 1024 (ttl 48,
NET.intecourier > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,

S 3162278929:3162278929(0) win 1024

id 15516)

id 29637)

id 58422)
id 50094)

id 34537)

id 63061)

id 65103)
id 15907)

id 36566)

id 52715)

id 46425)
id 29611)

id 60427)

ttl 48, id 21273)

id 53477)
id 49628)
id 55057)

id 39215)
id 12496)

ttl 48, id 8735)

id 5819)

id 56485)

(ttl 48, id 51179)

id 37666)
(ttl 48,

id 58307)
id 59949)
id 62163)
id 47664)

id 33559)
id 16767)
id 48664)

(ttl 48, id 6183)
id 54786)
id 36207)
id 22357)
id 64651)

id 47580)
id 62026)

S 3162278929:3162278929(0) win 1024 (ttl 48, id 61090)
S 3162278929:3162278929(0) win 1024 (ttl 48, id 40087)
id 61436)
id 174)

S 3162278929:3162278929(0) win 1024

R 0:0(0) ack 3162278930 win 0 (

ncube-lm > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
fodms > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
239 > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
.xns-ch > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
laplink > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
ncld > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
afs3-kaserver > SCANNER.OTHER.NET.43645: R 0:0(0) ack 3162278930 win 0 (ttl 64,
805 > SCANNER.OTHER.NET.43645:

R 0:0(0) ack 3162278930 win 0 (ttl 64,
S 150830765:150830765(0) win 1024 (ttl

S 2627491930:2627491930(0) ack 150830766 win 16384

R 150830766:150830766(0) win 0 (ttl 64,

A network designed specifically for analyzing intrusion attempts with little or no network countermeasures.

2. Detect was generated by:

Detected by Snort (The Lightweight Network Intrusion Detection System) with a full ruleset, and tcpdump.

3. Probability the source address was spoofed:

The probability is very low, because the attacker wants to see the response and TCP is used.

4. Description of the attack:

id 3525)

(ttl 48, id 37070)
id 33059)

id 57441)

id 48382)

ttl 64, id 38078)

id 56799)

id 51830)

id 33156)

id 63353)

id 47087)

id 33676)

id 58155)

id 61894)

48, id 55836)

(ttl 64, id 41660)
id 56868)

The attacker is doing a heavy (noisy) scan against one of the workstations. It appears to be a program called Nmap (www.insecure.org/nmap) which is used to determine
which deamons are running on a host (a port scan), and what OS that host is using. This a reconnaissance, and most likely will be followed up by any number of targeted
attempts. Note: in some case the source port numbers and the sequence numbers do not change.

5. Attack mechanism:

This is a reconnaissance using Nmap. Nmap is a security scanner (www.insecure.org/nmap). The attacker is using it to scan our host's tcp ports using a half-open scan. This is
an attempt to hide the scan since it only allows the first two steps of the three-way tcp handshake to take place. The attacker is interested in learning which services we have
running and what operating system we are using. This information can then be used to launch a targeted attack.

A complete FAQ and manual for nmap can be found on the website.

6. Correlations:

© SANS Institute 2000 - 2005

Author retains full rights.



This particular detect is not new. Host scanning is well known and several new tools are written each day. Nmap is considered a best of breed among various communities.
Nmap also supports several stealth scanning modes.

7. Evidence of active targeting:

The attacker is just starting active targeting by mapping out our host. We could see a targeted attack in the near future pertaining to our hosts' operating systems and running

daemon processes.

8. Severity:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

Criticality: 2 (UNIX Desktop)
Lethality: 2 (This attack is aquiring information about our network)
System Countermeasures: 3 (Modern OS, might be missing patches)
Network Countermeasures: 1 (Little to no protection from firewalls)

Severity = (2 + 2) -

B+1)=0.

9. Defensive recommendation:

Recommendation is to implement a packet filter and firewall to deny all packets connection requests originating from outside our network, and block all known trojan ports.

Filters should be put in place to block malformed packets (XMAS, FIN/SYN scans, etc) and IDS signatures put in place. Additionally, we should double check which daemons
are running on our workstations, turn off unneeded ones, and replace needed ones with more secure replacements if possible (i.e. use secure-shell instead of ftp and telnet, use
TCP Wrappers, etc.). Finally, we may want to verify patching and logging procedures are being followed.

10. Multiple choice test question:

22:59:12.594418
22:59:12.603273
22:59:12.603366
22:59:12.614808
22:59:12.622968
22:59:13.220184
22:59:13.236300
22:59:16.228849
22:59:16.232579
22:59:16.232726

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

43645 > WORKSTATION-01.MY.NET.telnet:
NET.telnet > SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.telnet:
WORKSTATION-01.MY.NET.ssh:
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.rcp:
> SCANNER.OTHER.NET.43645:
WORKSTATION-01.MY.NET.ftp:
> SCANNER.OTHER.NET.43651:
WORKSTATION-01.MY.NET.ftp:

43645 >
43645 >
NET.ssh
43645 >
NET.rcp
43651 >
NET. ftp
43651 >

This tpcdump trace shows a scan. Which services are WORKSTATION-01 running:

a) ftp, ssh
b) ssh, telnet
c) ftp, telnet
d) rpc, ssh

Answer: ¢

TnnInI®n

S 3162278929:3162278929(0) win 1024 (ttl 48, id 18545)

S 2626324835:2626324835(0) ack 3162278930 win 16384
R 3162278930:3162278930(0) win 0 (ttl 64, id 56842)
3162278929:3162278929(0) win 1024 (ttl 48, id 18747)
0:0(0) ack 3162278930 win 0 (ttl 64, id 51648)
3162278929:3162278929(0) win 1024 (ttl 48, id 10575)
0:0(0) ack 3162278930 win 0 (ttl 64, id 52292)
150830765:150830765(0) win 1024 (ttl 48, id 55836)
2627491930:2627491930(0) ack 150830766 win 16384
150830766:150830766(0) win 0 (ttl 64, id 56868)

(ttl 64, id 51053)

(ttl 64, id 41660)

Detect 5 - nestea attack

The following is Snort output data:

[**] Tiny Fragments - Possible Hostile Activity [**]
08/12-23:22:05.956309 10.1.1.1 -> 10.1.1.1

UDP TTL:64 TOS:0x0 ID:242 MF

Frag Offset: 0x0 Frag Size: 0x12

.. 1499 more like this follow with timestamps slowly increasing..

The following is tcpdump output data:

23:22:05.956297 TARGET.MY.NET.51328 > TARGET.MY.NET.44411:

23:22:05.956650 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:05.957042 [|udp] (frag 242:264@0+) (ttl 23:22:05.956650 TARGET.MY.NET > TARGET.MY.NET:
23:22:05.957042 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)
23:22:05.969750 TARGET.MY.NET.51328 > TARGET.MY.NET.44411:

23:22:05.970099 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:05.970582 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)
23:22:05.989554 TARGET.MY.NET.51328 > TARGET.MY.NET.44411:

23:22:05.989760 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116€48) (ttl 64)

23:22:05.990046 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)
23:22:06.009658 TARGET.MY.NET.51328 > TARGET.MY.NET.44411:

23:22:06.009997 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:06.010275 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)
.. many more like this follow with timestamps slowly increasing..

1. Source of trace:

udp 10 (frag 242:18@Q0+) (ttl 64)

(frag 242:116@48) (ttl 64)

udp 10 (frag 242:18@Q0+) (ttl 64)

udp 10 (frag 242:18@0+) (ttl 64)

udp 10 (frag 242:18Q0+) (ttl 64)

A network designed specifically for analyzing intrusion attempts with little or no network countermeasures.

2. Detect was generated by:
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Detected by Snort (The Lightweight Network Intrusion Detection System) with a full ruleset, and tcpdump.
3. Probability the source address was spoofed:

The probability is 100% that the source address is spoofed. We should never see UDP datagrams with the same source and destination addresses in our network. Furthermore,
there are some serious issues with fragmentation going on here.

4. Description of the attack:

The attacker is sending spoofed UDP datagrams with negative offset fragmentation to a host on our network. The intent here is most likely a Denial of Service attack against
unpatched IP stacks which can not handle negative fragmentation offsets. Since the fragment id is 242 this is most likely a teardrop DOS attack or a variant like nestea,
nestea? or land.

These attacks are reported in CAN-1999-0015, 0104, 0257, and 0258.
5. Attack Mechanism:

This attack mechanism works by sending datagrams with fragments which overlap each other using negative offsets. Many older IP stacks could not handle these pathological
offsets and would crash or hang. Additionally, this attack attempts to flood the host by sending the final segment several hundred times. The idea is fill up the buffers on the
target host and/or cause it to reference a invalid memory address.

6. Correlations:

This particular detect is not new. Many DOS using tricks with fragmentation exist and are well known. The CVE numbers listed above are reports previously issued on the
subject. In addition, BUGTRAQ:19981023, BUGTRAQ19990909, and CERT:CA-97.28.Teardrop_Land are sources of information. Also, the fragment id of 242 is an
intrusion detection give me.

7. Evidence of active targeting:

Since this system is a fully-patched modern OS with additional security, no evidence of active targeting exists. Additionally, this datagram did not travel across any Cisco
equipment.

8. Severity:

Severity = (Criticality + Lethality) - (System Countermeasures + Network Countermeasures)

Criticality: 2 (Fully-patched UNIX desktop with modern OS)

Lethality: 1 (This attack is highly unlikely to succeed)

System Countermeasures: 4 (Modern OS, all patches, additional security)
Network Countermeasures: 1 (Little to no protection from firewalls)

Severity =2+ 1) - (4+ 1)=0.
NOTE: Against a UNIX box today this has little threat.

9. Defensive recommendation:

Recommendation is to implement a packet filter and firewall to deny all fragmented UDP datagrams, small fragments, and packets with source addresses matching internal
hosts from into our network. Additionally, we should implement anti-spoofing filters. Finally, we should plan to rebuild our firewalls with a first 'deny all' stance.

10. Multiple choice test question:

23:22:05.956297 TARGET.MY.NET.51328 > TARGET.MY.NET.44411: udp 10 (frag 242:18@0+) (ttl 64)
23:22:05.956650 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:05.957042 [|udp] (frag 242:264@0+) (ttl 23:22:05.956650 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)
23:22:05.957042 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)

23:22:05.969750 TARGET.MY.NET.51328 > TARGET.MY.NET.44411: udp 10 (frag 242:18@0+) (ttl 64)
23:22:05.970099 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:05.970582 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)

23:22:05.989554 TARGET.MY.NET.51328 > TARGET.MY.NET.44411: udp 10 (frag 242:18@0+) (ttl 64)
23:22:05.989760 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116@48) (ttl 64)

23:22:05.990046 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)

23:22:06.009658 TARGET.MY.NET.51328 > TARGET.MY.NET.44411: udp 10 (frag 242:18@0+) (ttl 64)
23:22:06.009997 TARGET.MY.NET > TARGET.MY.NET: (frag 242:116€48) (ttl 64)

23:22:06.010275 [|udp] (frag 242:264@0+) (ttl 64, optlen=40 EOL-39)

This tcpdump trace shows evidence of:

a) Packets entering your network from daemon internet.
b) Spoofed source address.

c¢) Port scanning.

d) OS Detection.

Answer: b

Evaluate an Attack - XshOk.c

Location of attack:

© SANS Institute 2000 - 2005 Author retains full rights.



rootshell.com - search for XshOk.c

Description of attack:

On 2/5/00 nOrby (NeURaL CoLLaPsE CrEw) released a Denial of Service Attack for Xwindow to rootshell.

XshOk.c works by flooding the Xwindow port (6000) on the target host with TCP connection requests. The idea is grab all available sockets from the Xserver (see accept and
listen socket calls) in hopes of denying the local user from starting new programs (clients), slow down their session, and/or even crash it.

Three issues exist with the code as it is written. First, when the program runs, it will eventually run out of file descriptors and exit (line 139). So, this attack when run by itself
(unmodified) will not work. Second, this attack would need to be run in a distributed fashion in order to hose the target host (open file limits). Thirdly, this DOS uses TCP
and requires the three-way handshake to complete. In other words, an attacker can not hide when using this attack.

A defense against this attack is simple: Deny packets with a destination port of 6000 from entering your network. Better yet, log them and run them to ground. You are likely
to find a compromised Linux box on the Internet whose owner would really like to know about it.

Annotated network trace:

Here we see first step in the three-way handshake (SYN):

11:26:44.781018 SCANNER.OTHER.NET.

5296 > WORKSTATION-01.MY.NET.6000: S 3997796420:3997796420(0) win 16384 (ttl 64, id 63670)

Here we see the second step in the three-way handshake (SYN/ACK):

11:26:44.781601 WORKSTATION-01.MY.

Here we see the third step in the three-way handshake (ACK):

11:26:44.783041 SCANNER.OTHER.NET.

Now we see a bunch more:

11:26:44.786118
11:26:44.786613
11:26:44.787871
11:26:44.790219
11:26:44.790678
11:26:44.791928
11:26:44.794216
11:26:44.794418
11:26:44.795593
11:26:44.797931
11:26:44.798268
11:26:44.799525
11:26:44.802070
11:26:44.802403
11:26:44.803647
11:26:44.805986
11:26:44.806299
11:26:44.807520
11:26:44.809914
11:26:44.810247
11:26:44.813702
11:26:44.816266
11:26:44.816565
11:26:44.818464
11:26:44.822718
11:26:44.822976
11:26:44.824255
11:26:44.826603
11:26:44.827096
11:26:44.828347
11:26:44.830756
11:26:44.831232
11:26:44.832499
11:26:44.835399
11:26:44.835876
11:26:44.837168
11:26:44.839715
11:26:44.840175
11:26:44.841450
11:26:44.843746
11:26:44.844059
11:26:44.845263
11:26:44.850535
11:26:44.850818
11:26:44.852068
11:26:44.854413
11:26:44.854743
11:26:44.855943
11:26:44.858904
11:26:44.859188
11:26:44.860440
11:26:44.862825
11:26:44.863095
11:26:44.864312
11:26:44.866680
11:26:44.867018

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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NET.6000 > SCANNER.OTHER.NET.5296: S 3086872020:3086872020(0) ack 3997796421 win 17520 (DF) (ttl 64, id 23532)
5296 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 43500)

32450 > WORKSTATION-01.MY.NET.6000: S 3997915643:3997915643(0) win 16384 (ttl 64, id 64985)

NET.6000 > SCANNER.OTHER.NET.32450: S 3086909979:3086909979(0) ack 3997915644 win 17520 (DF) (ttl 64, id 23534)
32450 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 33291)

8900 > WORKSTATION-01.MY.NET.6000: S 3997970749:3997970749(0) win 16384 (ttl 64, id 43581)

NET.6000 > SCANNER.OTHER.NET.8900: S 3086967201:3086967201(0) ack 3997970750 win 17520 (DF) (ttl 64, id 23535)
8900 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 64973)

27813 > WORKSTATION-01.MY.NET.6000: S 3998019328:3998019328(0) win 16384 (ttl 64, id 51117)

NET.6000 > SCANNER.OTHER.NET.27813: S 3087020629:3087020629(0) ack 3998019329 win 17520 (DF) (ttl 64, id 23536)
27813 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 52852)

3268 > WORKSTATION-01.MY.NET.6000: S 3998135793:3998135793(0) win 16384 (ttl 64, id 38388)

NET.6000 > SCANNER.OTHER.NET.3268: S 3087070110:3087070110(0) ack 3998135794 win 17520 (DF) (ttl 64, id 23537)
3268 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 52565)

16366 > WORKSTATION-01.MY.NET.6000: S 3998197984:3998197984(0) win 16384 (ttl 64, id 51749)

NET.6000 > SCANNER.OTHER.NET.16366: S 3087109159:3087109159(0) ack 3998197985 win 17520 (DF) (ttl 64, id 23538)
16366 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 41143)

29370 > WORKSTATION-01.MY.NET.6000: S 3998261878:3998261878(0) win 16384 (ttl 64, id 55441)

NET.6000 > SCANNER.OTHER.NET.29370: S 3087164817:3087164817(0) ack 3998261879 win 17520 (DF) (ttl 64, id 23539)
29370 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 41631)

.2162 > WORKSTATION-01.MY.NET.6000: S 3998316796:3998316796(0) win 16384 (ttl 64, id 34642)

NET.6000 > SCANNER.OTHER.NET.2162: S 3087217305:3087217305(0) ack 3998316797 win 17520 (DF) (ttl 64, id 23540)
2162 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 48016)

43902 > WORKSTATION-01.MY.NET.6000: S 3998405880:3998405880(0) win 16384 (ttl 64, id 60682)

NET.6000 > SCANNER.OTHER.NET.43902: S 3087269696:3087269696(0) ack 3998405881 win 17520 (DF) (ttl 64, id 23542)
43902 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 63586)

13688 > WORKSTATION-01.MY.NET.6000: S 3998470863:3998470863(0) win 16384 (ttl 64, id 43616)

NET.6000 > SCANNER.OTHER.NET.13688: S 3087324194:3087324194(0) ack 3998470864 win 17520 (DF) (ttl 64, id 23543)
13688 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 42348)

36919 > WORKSTATION-01.MY.NET.6000: S 3998505044:3998505044(0) win 16384 (ttl 64, id 64582)

NET.6000 > SCANNER.OTHER.NET.36919: S 3087371219:3087371219(0) ack 3998505045 win 17520 (DF) (ttl 64, id 23544)
36919 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 58904)

5074 > WORKSTATION-01.MY.NET.6000: S 3998512790:3998512790(0) win 16384 (ttl 64, id 49984)

NET.6000 > SCANNER.OTHER.NET.5074: S 3087420434:3087420434(0) ack 3998512791 win 17520 (DF) (ttl 64, id 23545)
5074 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 33047)

25551 > WORKSTATION-01.MY.NET.6000: S 3998551352:3998551352(0) win 16384 (ttl 64, id 52712)

NET.6000 > SCANNER.OTHER.NET.25551: S 3087483902:3087483902(0) ack 3998551353 win 17520 (DF) (ttl 64, id 23546)
25551 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 46821)

38999 > WORKSTATION-01.MY.NET.6000: S 3998666323:3998666323(0) win 16384 (ttl 64, id 58579)

NET.6000 > SCANNER.OTHER.NET.38999: S 3087532369:3087532369(0) ack 3998666324 win 17520 (DF) (ttl 64, id 23547)
38999 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 42480)

24139 > WORKSTATION-01.MY.NET.6000: S 3998676314:3998676314(0) win 16384 (ttl 64, id 40463)

NET.6000 > SCANNER.OTHER.NET.24139: S 3087568098:3087568098(0) ack 3998676315 win 17520 (DF) (ttl 64, id 23548)
24139 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 50911)

23187 > WORKSTATION-01.MY.NET.6000: S 3998704566:3998704566(0) win 16384 (ttl 64, id 57045)

NET.6000 > SCANNER.OTHER.NET.23187: S 3087622007:3087622007(0) ack 3998704567 win 17520 (DF) (ttl 64, id 23549)
23187 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 39982)

4577 > WORKSTATION-01.MY.NET.6000: S 3998760240:3998760240(0) win 16384 (ttl 64, id 55761)

NET.6000 > SCANNER.OTHER.NET.4577: S 3087677495:3087677495(0) ack 3998760241 win 17520 (DF) (ttl 64, id 23550)
4577 > WORKSTATION-01.MY.NET.6000: ack 1 win 17520 (ttl 64, id 46987)

43786 > WORKSTATION-01.MY.NET.6000: S 3998763406:3998763406(0) win 16384 (ttl 64, id 47415)

NET.6000 > SCANNER.OTHER.NET.43786: S 3087722555:3087722555(0) ack 3998763407 win 17520 (DF) (ttl 64, id 23551)
43786 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 54171)

14894 > WORKSTATION-01.MY.NET.6000: S 3998824487:3998824487(0) win 16384 (ttl 64, id 43102)

NET.6000 > SCANNER.OTHER.NET.14894: S 3087773829:3087773829(0) ack 3998824488 win 17520 (DF) (ttl 64, id 23552)
14894 > WORKSTATION-01.MY.NET.6000: . ack 1 win 17520 (ttl 64, id 44942)

16943 > WORKSTATION-01.MY.NET.6000: S 3998950022:3998950022(0) win 16384 (ttl 64, id 58659)

NET.6000 > SCANNER.OTHER.NET.16943: S 3087832892:3087832892(0) ack 3998950023 win 17520 (DF) (ttl 64, id 23553)
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11:26:44.868207
11:26:44.870632
11:26:44.870940
11:26:44.872145
11:26:44.874723
11:26:44.875036
11:26:44.876252
11:26:44.878960
11:26:44.879300
11:26:44.880759
11:26:44.886735
11:26:44.887039
11:26:44.888272
11:26:44.890716
11:26:44.891057
11:26:44.892272
11:26:44.894890
11:26:44.895280
11:26:44.896497
11:26:44.898924
11:26:44.899236
11:26:44.900452
11:26:44.903211
11:26:44.903492
11:26:44.904708
11:26:44.907111
11:26:44.907446
11:26:44.908643
11:26:44.911247
11:26:44.911553
11:26:44.912777
11:26:44.915219
11:26:44.915523
11:26:44.916751
11:26:44.921585
11:26:44.921900
11:26:44.923164
11:26:44.925567
11:26:44.925908
11:26:44.927121
11:26:44.930161
11:26:44.930474
11:26:44.931723
11:26:44.934129
11:26:44.934410
11:26:44.935625
11:26:44.938201
11:26:44.938503
11:26:44.939930
11:26:44.977898
11:26:44.978234
11:26:44.979508
11:26:44.982120
11:26:44.982461
11:26:44.983703
11:26:44.987753
11:26:44.988064
11:26:44.989265
11:26:44.994216
11:26:44.994606
11:26:44.997483
11:26:45.000415
11:26:45.000825
11:26:45.002059
11:26:45.005024
11:26:45.005482
11:26:45.006954
11:26:45.010528
11:26:45.010872
11:26:45.012096
11:26:45.014820
11:26:45.015011
11:26:45.016209
11:26:45.020942
11:26:45.021198
11:26:45.022427
11:26:45.024773
11:26:45.024955
11:26:45.026142
11:26:45.028750
11:26:45.028945
11:26:45.032480
11:26:45.034979
11:26:45.035361
11:26:45.036612
11:26:45.039222
11:26:45.039393
11:26:45.040683
11:26:45.043369
11:26:45.043680
11:26:45.044932
11:26:45.047546
11:26:45.047904
11:26:45.049156
11:26:45.051563
11:26:45.052863
11:26:45.054042

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

SCANNER.OTHER.NET

SCANNER.OTHER.NET
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16943 > WORKSTATION-01.MY.NET.6000:
29813 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.29813: S
29813 > WORKSTATION-01.MY.NET.6000:
16359 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.16359: S
16359 > WORKSTATION-01.MY.NET.6000:

venus-se > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.venus-se:
venus-se > WORKSTATION-01.MY.NET.6000:
.15811 > WORKSTATION-01.MY.NET.6000: S
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
.25431 > WORKSTATION-01.MY.NET.6000:
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
.32238 > WORKSTATION-01.MY.NET.6000: S
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

NET.6000 > SCANNER.OTHER.NET.15811: S
15811 > WORKSTATION-01.MY.NET.6000:

11601 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.11601: S
11601 > WORKSTATION-01.MY.NET.6000:

36528 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.36528: S
36528 > WORKSTATION-01.MY.NET.6000: .
16884 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.16884: S
16884 > WORKSTATION-01.MY.NET.6000:

24278 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.24278: S
24278 > WORKSTATION-01.MY.NET.6000:

30370 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.30370: S
30370 > WORKSTATION-01.MY.NET.6000:
7175 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.7175:
7175 > WORKSTATION-01.MY.NET.6000:
10286 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.10286: S
10286 > WORKSTATION-01.MY.NET.6000:

48064 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.48064: S
48064 > WORKSTATION-01.MY.NET.6000:

46654 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.46654: S
46654 > WORKSTATION-01.MY.NET.6000:

20366 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.20366: S
20366 > WORKSTATION-01.MY.NET.6000:

40873 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.40873: S
40873 > WORKSTATION-01.MY.NET.6000:

25431 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.25431: S

25916 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.25916: S
25916 > WORKSTATION-01.MY.NET.6000:

17921 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.17921: S
17921 > WORKSTATION-01.MY.NET.6000:
6772 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.6772:
6772 > WORKSTATION-01.MY.NET.6000:
20218 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.20218: S
20218 > WORKSTATION-01.MY.NET.6000:

42638 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.42638: S
42638 > WORKSTATION-01.MY.NET.6000:

46621 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.46621: S
46621 > WORKSTATION-01.MY.NET.6000:

NET.6000 > SCANNER.OTHER.NET.32238: S
32238 > WORKSTATION-01.MY.NET.6000:
9434 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.9434:
9434 > WORKSTATION-01.MY.NET.6000:
35197 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.35197: S
35197 > WORKSTATION-01.MY.NET.6000:

48791 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.48791: S
48791 > WORKSTATION-01.MY.NET.6000:

34564 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.34564: S
34564 > WORKSTATION-01.MY.NET.6000:
1203 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.1203:
1203 > WORKSTATION-01.MY.NET.6000:
46124 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.46124: S
46124 > WORKSTATION-01.MY.NET.6000:

38622 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.38622: S
38622 > WORKSTATION-01.MY.NET.6000:

12803 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.12803: S
12803 > WORKSTATION-01.MY.NET.6000:

44094 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.44094: S
44094 > WORKSTATION-01.MY.NET.6000:

ack 1 win 17520 (ttl 64,
3999061821:3999061821(0)
3087890781:3087890781(0)
ack 1 win 17520 (ttl 64,
3999149596:3999149596(0)
3087942284:3087942284(0)
ack 1 win 17520 (ttl 64,

S 3999199131:3999199131(0) win 16384
S 3087982448:3087982448(0) ack 3999199132 win 17520
ack 1 win 17520 (ttl 64,

3999233042:3999233042(0)
3088027146:3088027146(0)
ack 1 win 17520 (ttl 64,
3999273269:3999273269(0)
3088060016:3088060016(0)
ack 1 win 17520 (ttl 64,
3999390023:3999390023(0)
3088102112:3088102112(0)
ack 1 win 17520 (ttl 64,
3999457114:3999457114(0)
3088149758:3088149758(0)
ack 1 win 17520 (ttl 64,
3999514532:3999514532(0)
3088186868:3088186868(0)
ack 1 win 17520 (ttl 64,
3999531806:3999531806(0)
3088223335:3088223335(0)
ack 1 win 17520 (ttl 64,

S 3999558522:3999558522(0) win 16384
S 3088258299:3088258299(0) ack 3999558523 win 17520
ack 1 win 17520 (ttl 64,

3999629301:3999629301(0)
3088311011:3088311011(0)
ack 1 win 17520 (ttl 64,
3999722043:3999722043(0)
3088353594:3088353594(0)
ack 1 win 17520 (ttl 64,
3999820817:3999820817(0)
3088393251:3088393251(0)
ack 1 win 17520 (ttl 64,
3999906628:3999906628(0)
3088440536:3088440536(0)
ack 1 win 17520 (ttl 64,
4000024873:4000024873(0)
3088504090:3088504090(0)
ack 1 win 17520 (ttl 64,
4000124542:4000124542(0)
3088546295:3088546295(0)
ack 1 win 17520 (ttl 64,
4000184271:4000184271(0)
3088588118:3088588118(0)
ack 1 win 17520 (ttl 64,
4000309439:4000309439(0)
3088637529:3088637529(0)
ack 1 win 17520 (ttl 64,

S 4000340403:4000340403(0) win 16384
S 3088689601:3088689601(0) ack 4000340404 win 17520
ack 1 win 17520 (ttl 64,

4000375443:4000375443(0)
3088733143:3088733143(0)
ack 1 win 17520 (ttl 64,
4000460127:4000460127(0)
3088796846:3088796846(0)
ack 1 win 17520 (ttl 64,
4000544789:4000544789(0)
3088857148:3088857148(0)
ack 1 win 17520 (ttl 64,
4000600127:4000600127(0)
3088898550:3088898550(0)
ack 1 win 17520 (ttl 64,

S 4000700973:4000700973(0) win 16384
S 3088947428:3088947428(0) ack 4000700974 win 17520
ack 1 win 17520 (ttl 64,

4000848099:4000848099(0)
3088981815:3088981815(0)
ack 1 win 17520 (ttl 64,
4000864942:4000864942(0)
3089026381:3089026381(0)
ack 1 win 17520 (ttl 64,
4000985053:4000985053(0)
3089063285:3089063285(0)
ack 1 win 17520 (ttl 64,

S 4001046423:4001046423(0) win 16384
S 3089114665:3089114665(0) ack 4001046424 win 17520
ack 1 win 17520 (ttl 64,

4001160963:4001160963(0)
3089159527:3089159527(0)
ack 1 win 17520 (ttl 64,
4001247824:4001247824(0)
3089195171:3089195171(0)
ack 1 win 17520 (ttl 64,
4001267201:4001267201(0)
3089227103:3089227103(0)
ack 1 win 17520 (ttl 64,
4001315936:4001315936(0)
3089266478:3089266478(0)
ack 1 win 17520 (ttl 64,

id 49926)

id 37910)
win 16384 (ttl 64, id 48799)
ack 3999061822 win 17520 (DF) (ttl 64, id 23554)
id 62570)
win 16384 (ttl 64, id 55695)
ack 3999149597 win 17520 (DF) (ttl 64, id 23555)
id 43433)
(ttl 64, id 42772)
(DF) (ttl 64, id 2355¢
id 41092)
win 16384 (ttl 64, id 64834)
ack 3999233043 win 17520 (DF) (ttl 64, id 23557)
id 58637)
win 16384 (ttl 64, id 38804)
ack 3999273270 win 17520 (DF) (ttl 64, id 23558)
id 59473)
win 16384 (ttl 64, id 34228)
ack 3999390024 win 17520 (DF) (ttl 64, id 23559)
id 54382)
win 16384 (ttl 64, id 57303)
ack 3999457115 win 17520 (DF) (ttl 64, id 23560)
id 60338)
win 16384 (ttl 64, id 32878)
ack 3999514533 win 17520 (DF) (ttl 64, id 23561)
id 39127)
win 16384 (ttl 64, id 64345)
ack 3999531807 win 17520 (DF) (ttl 64, id 23562)
id 65375)
(ttl 64, id 59492)
(DF) (ttl 64, id 23563)
id 48372)
win 16384 (ttl 64, id 55668)
ack 3999629302 win 17520 (DF) (ttl 64, id 23564)
id 36356)
win 16384 (ttl 64, id 62585)
ack 3999722044 win 17520 (DF) (ttl 64, id 23565)
id 63256)
win 16384 (ttl 64, id 42088)
ack 3999820818 win 17520 (DF) (ttl 64, id 23566)
id 40377)
win 16384 (ttl 64, id 59530)
ack 3999906629 win 17520 (DF) (ttl 64, id 23567)
id 35048)
win 16384 (ttl 64, id 40443)
ack 4000024874 win 17520 (DF) (ttl 64, id 23568)
id 36495)
win 16384 (ttl 64, id 53909)
ack 4000124543 win 17520 (DF) (ttl 64, id 23569)
id 40364)
win 16384 (ttl 64, id 63320)
ack 4000184272 win 17520 (DF) (ttl 64, id 23570)
id 62071)
win 16384 (ttl 64, id 39639)
ack 4000309440 win 17520 (DF) (ttl 64, id 23571)
id 65449)
(ttl 64, id 58089)
(DF) (ttl 64, id 23572)
id 40165)
win 16384 (ttl 64, id 57171)
ack 4000375444 win 17520 (DF) (ttl 64, id 23573)
id 42852)
win 16384 (ttl 64, id 41918)
ack 4000460128 win 17520 (DF) (ttl 64, id 23574)
id 62974)
win 16384 (ttl 64, id 61932)
ack 4000544790 win 17520 (DF) (ttl 64, id 23575)
id 56018)
win 16384 (ttl 64, id 60578)
ack 4000600128 win 17520 (DF) (ttl 64, id 23576)
id 52617)
(ttl 64, id 41237)
(DF) (ttl 64, id 23577)
id 51205)
win 16384 (ttl 64, id 45511)
ack 4000848100 win 17520 (DF) (ttl 64, id 23579)
id 53179)
win 16384 (ttl 64, id 54915)
ack 4000864943 win 17520 (DF) (ttl 64, id 23580)
id 47390)
win 16384 (ttl 64, id 59766)
ack 4000985054 win 17520 (DF) (ttl 64, id 23581)
id 41761)
(ttl 64, id 53073)
(DF) (ttl 64, id 23582)
id 33250)
win 16384 (ttl 64, id 63494)
ack 4001160964 win 17520 (DF) (ttl 64, id 23584)
id 54640)
win 16384 (ttl 64, id 52571)
ack 4001247825 win 17520 (DF) (ttl 64, id 23585)
id 38844)
win 16384 (ttl 64, id 52420)
ack 4001267202 win 17520 (DF) (ttl 64, id 23586)
id 40491)
win 16384 (ttl 64, id 51419)
ack 4001315937 win 17520 (DF) (ttl 64, id 23587)

Author retains full rights.



11:26:45.056703
11:26:45.057063
11:26:45.058299
11:26:45.062939
11:26:45.063264
11:26:45.064782
11:26:45.068187
11:26:45.068652
11:26:45.072151
11:26:45.074607
11:26:45.074835
11:26:45.076088
11:26:45.078718
11:26:45.079612
11:26:45.080844
11:26:45.083260
11:26:45.083440
11:26:45.084628
11:26:45.087215
11:26:45.087561
11:26:45.088782
11:26:45.091235
11:26:45.091577
11:26:45.092784
11:26:45.095882
11:26:45.096084
11:26:45.097356

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.

.23330 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.23330: S
23330 > WORKSTATION-01.MY.NET.6000:
12411 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.12411: S
12411 > WORKSTATION-01.MY.NET.6000:
39802 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.39802: S
39802 > WORKSTATION-01.MY.NET.6000:
48314 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.48314: S
48314 > WORKSTATION-01.MY.NET.6000:
17944 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.17944: S
17944 > WORKSTATION-01.MY.NET.6000:
25470 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.25470: S
25470 > WORKSTATION-01.MY.NET.6000:
3547 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.3547: S
3547 > WORKSTATION-01.MY.NET.6000:
32288 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.32288: S
32288 > WORKSTATION-01.MY.NET.6000:
44473 > WORKSTATION-01.MY.NET.6000: S
NET.6000 > SCANNER.OTHER.NET.44473: S
44473 > WORKSTATION-01.MY.NET.6000:

At this point, we see a few unusual things:

e About 122 connections are open.
o The attacker is most likely using a for loop using a call like connect() since each handshake happens in order. We can conclude here that the program is running

sequentially w/ only one copy running. Additionally, the timestamps are incrementing evenly.
e No communication is taking place between the open connections yet.

Next we see we the open connections starting to close a usual manner (active close):

11:26:45.103279
11:26:45.103475
11:26:45.104014
11:26:45.104165
11:26:45.104534
11:26:45.105866
11:26:45.108696
11:26:45.108802
11:26:45.109074
11:26:45.109519
11:26:45.109637
11:26:45.110591
11:26:45.110876
11:26:45.111452
11:26:45.112258
11:26:45.113099
11:26:45.113634
11:26:45.113795
11:26:45.114375
11:26:45.114482
11:26:45.114814
11:26:45.116061
11:26:45.116175
11:26:45.116891
11:26:45.117040
11:26:45.117563
11:26:45.118041
11:26:45.119285
11:26:45.120579
11:26:45.120753
11:26:45.122492
11:26:45.122602
11:26:45.123253
11:26:45.124542
11:26:45.125431
11:26:45.126270
11:26:45.130958
11:26:45.131155
11:26:45.131786
11:26:45.133376
11:26:45.133968
11:26:45.134135
11:26:45.134686
11:26:45.134795
11:26:45.134978
11:26:45.136433
11:26:45.136989
11:26:45.137575
11:26:45.138153
11:26:45.138304
11:26:45.138415
11:26:45.138516
11:26:45.139043
11:26:45.139150
11:26:45.140481
11:26:45.141334
11:26:45.141662
11:26:45.141887

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
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5296 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.5296:
32450 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.32450:
NET.6000 > SCANNER.OTHER.NET.5296: F
5296 > WORKSTATION-01.MY.NET.6000:
8900 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.8900:
NET.6000 > SCANNER.OTHER.NET.32450: F
27813 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.27813:
NET.6000 > SCANNER.OTHER.NET.27813: F
32450 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.8900: F
27813 > WORKSTATION-01.MY.NET.6000:
8900 > WORKSTATION-01.MY.NET.6000:
3268 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.3268:
16366 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.16366:
NET.6000 > SCANNER.OTHER.NET.3268: F
NET.6000 > SCANNER.OTHER.NET.16366: F
3268 > WORKSTATION-01.MY.NET.6000:
29370 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.29370:
NET.6000 > SCANNER.OTHER.NET.29370: F
16366 > WORKSTATION-01.MY.NET.6000:
29370 > WORKSTATION-01.MY.NET.6000:
2162 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.2162:
43902 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.43902:
NET.6000 > SCANNER.OTHER.NET.2162: F
NET.6000 > SCANNER.OTHER.NET.43902: F
2162 > WORKSTATION-01.MY.NET.6000:
43902 > WORKSTATION-01.MY.NET.6000:
.13688 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.13688: .
NET.6000 > SCANNER.OTHER.NET.13688: F
13688 > WORKSTATION-01.MY.NET.6000:
36919 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.36919:
5074 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.5074:
NET.6000 > SCANNER.OTHER.NET.36919: F
36919 > WORKSTATION-01.MY.NET.6000:
25551 > WORKSTATION-01.MY.NET.6000: F
38999 > WORKSTATION-01.MY.NET.6000: F
24139 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.25551:
NET.6000 > SCANNER.OTHER.NET.38999:
NET.6000 > SCANNER.OTHER.NET.24139:
23187 > WORKSTATION-01.MY.NET.6000: F
NET.6000 > SCANNER.OTHER.NET.23187:
NET.6000 > SCANNER.OTHER.NET.23187: F
NET.6000 > SCANNER.OTHER.NET.24139: F
23187 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.38999: F

4001332436:4001332436(0) win 16384 (ttl 64, id 53670)
3089298956:3089298956(0) ack 4001332437 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 48939)
4001345808:4001345808(0) win 16384 (ttl 64, id 56295)
3089348535:3089348535(0) ack 4001345809 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 52026)
4001372798:4001372798(0) win 16384 (ttl 64, id 47792)
3089396136:3089396136(0) ack 4001372799 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 52913)
4001485315:4001485315(0) win 16384 (ttl 64, id 61438)
3089454090:3089454090(0) ack 4001485316 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 45070)
4001558918:4001558918(0) win 16384 (ttl 64, id 49638)
3089494977:3089494977(0) ack 4001558919 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 58112)
4001608049:4001608049(0) win 16384 (ttl 64, id 34339)
3089531743:3089531743(0) ack 4001608050 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 59732)
4001689811:4001689811(0) win 16384 (ttl 64, id 43164)
3089579588:3089579588(0) ack 4001689812 win 17520 (DF)
ack 1 win 17520 (ttl 64, id 53441)
4001702690:4001702690(0) win 16384 (ttl 64, id 37268)
3089611916:3089611916(0) ack 4001702691 win 17520

ack 1 win 17520 (ttl 64, id 47844)
4001788192:4001788192(0) win 16384 (ttl 64, id 37604)
3089650202:3089650202(0) ack 4001788193 win 17520

ack 1 win 17520 (ttl 64, id 42957)

1:1(0) ack 1 win 17520 (ttl 64, id 58223)
ack 2 win 17520 (DF) (ttl 64, id 23597)

1:1(0) ack 1 win 17520 (ttl 64, id 50003)

ack 2 win 17520 (DF) (ttl 64, id 23598)
1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23599)
ack 2 win 17520 (ttl 64, id 43531)

1:1(0) ack 1 win 17520 (ttl 64, id 60369)
ack 2 win 17520 (DF) (ttl 64, id 23600)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23601)
1:1(0) ack 1 win 17520 (ttl 64, id 37762)

ack 2 win 17520 (DF) (ttl 64, id 23602)
1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23603)
ack 2 win 17520 (ttl 64, id 41222)
1:1(0) ack 2 win 17520 (DF) (ttl 64,
ack 2 win 17520 (ttl 64, id 56326)
ack 2 win 17520 (ttl 64, id 35428)
1:1(0) ack 1 win 17520 (ttl 64, id 34698)
ack 2 win 17520 (DF) (ttl 64, id 23605)

1:1(0) ack 1 win 17520 (ttl 64, id 54095)

ack 2 win 17520 (DF) (ttl 64, id 23606)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23607)
1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23608)
ack 2 win 17520 (ttl 64, id 34033)

1:1(0) ack 1 win 17520 (ttl 64, id 33070)

ack 2 win 17520 (DF) (ttl 64, id 23609)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23610)
ack 2 win 17520 (ttl 64, id 33331)

ack 2 win 17520 (ttl 64, id 35205)

1:1(0) ack 1 win 17520 (ttl 64, id 57766)
ack 2 win 17520 (DF) (ttl 64, id 23611)

1:1(0) ack 1 win 17520 (ttl 64, id 55855)

ack 2 win 17520 (DF) (ttl 64, id 23612)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23613)
1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23614)
ack 2 win 17520 (ttl 64, id 60723)

ack 2 win 17520 (ttl 64, id 65533)

1:1(0) ack 1 win 17520 (ttl 64, id 39447)

ack 2 win 17520 (DF) (ttl 64, id 23615)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23616)
ack 2 win 17520 (ttl 64, id 51900)

1:1(0) ack 1 win 17520 (ttl 64, id 40706)

ack 2 win 17520 (DF) (ttl 64, id 23617)

1:1(0) ack 1 win 17520 (ttl 64, id 49344)
ack 2 win 17520 (DF) (ttl 64, id 23618)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23619)
ack 2 win 17520 (ttl 64, id 44095)

1:1(0) ack 1 win 17520 (ttl 64, id 55359)
1:1(0) ack 1 win 17520 (ttl 64, id 49832)
1:1(0) ack 1 win 17520 (ttl 64, id 35222)

ack 2 win 17520 (DF) (ttl 64, id 23620)

ack 2 win 17520 (DF) (ttl 64, id 23621)

ack 2 win 17520 (DF) (ttl 64, id 23622)

1:1(0) ack 1 win 17520 (ttl 64, id 38578)

ack 2 win 17520 (DF) (ttl 64, id 23623)

1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23624)
1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23625)
ack 2 win 17520 (ttl 64, id 47701)
1:1(0) ack 2 win 17520 (DF) (ttl 64,

id 23604)

id 23626)

Author retains full rights.

(ttl

(ttl

(ttl

(ttl

(ttl

(ttl

64,

64,

64,

64,

64,

64,

(ttl 64,

(DF) (ttl 64,

(DF) (ttl 64,

id

id

id

id

id

id

23588)

23589)

23590)

23591)

23592)

23593)

id 23594)

id

id

23595)

23596)



11:26:45.142579
11:26:45.142639
11:26:45.143434
11:26:45.143521
11:26:45.144583
11:26:45.145404
11:26:45.145947
11:26:45.146063
11:26:45.146666
11:26:45.146803
11:26:45.146895
11:26:45.147957
11:26:45.150875
11:26:45.151626
11:26:45.152182
11:26:45.152338
11:26:45.152896
11:26:45.153009
11:26:45.153440
11:26:45.154616
11:26:45.154662
11:26:45.155366
11:26:45.155483
11:26:45.156106
11:26:45.156522
11:26:45.157689
11:26:45.158233
11:26:45.158383
11:26:45.159000
11:26:45.159123
11:26:45.159243
11:26:45.160346
11:26:45.160391
11:26:45.161690
11:26:45.162386
11:26:45.162563
11:26:45.163325
11:26:45.164018
11:26:45.164244
11:26:45.164359
11:26:45.165342
11:26:45.165490
11:26:45.165874
11:26:45.166557
11:26:45.167432
11:26:45.168259
11:26:45.171625
11:26:45.172437
11:26:45.173273
11:26:45.174112
11:26:45.174652
11:26:45.174826
11:26:45.175337
11:26:45.175445
11:26:45.176743
11:26:45.176885
11:26:45.177306
11:26:45.177508
11:26:45.177618
11:26:45.178611
11:26:45.179124
11:26:45.179440
11:26:45.180386
11:26:45.180702
11:26:45.181370
11:26:45.182201
11:26:45.182914
11:26:45.183068
11:26:45.183617
11:26:45.183727
11:26:45.183994
11:26:45.185006
11:26:45.185491
11:26:45.188559
11:26:45.189136
11:26:45.189311
11:26:45.189829
11:26:45.189935
11:26:45.191207
11:26:45.191318
11:26:45.191910
11:26:45.191973
11:26:45.192126
11:26:45.192994
11:26:45.193479
11:26:45.194095
11:26:45.194712
11:26:45.194907
11:26:45.195659
11:26:45.196499
11:26:45.197081
11:26:45.197383
11:26:45.197630
11:26:45.197760
11:26:45.198256
11:26:45.198796
11:26:45.199759

SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.4577 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64,
ack 2 win 17520 (DF) (ttl 64,

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
.15811 >

SCANNER.OTHER.NET

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
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24139 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.25551:

ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 2 win 17520 (DF)

NET.6000 > SCANNER.OTHER.NET.5074: F 1:1(0) ack 2 win 17520 (DF)

38999 > WORKSTATION-01.MY.NET.6000:
25551 > WORKSTATION-01.MY.NET.6000:
5074 > WORKSTATION-01.MY.NET.6000:

NET.6000 > SCANNER.OTHER.NET.4577:
43786 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.43786:

id
id

ack 2 win 17520 (ttl 64,
ack 2 win 17520 (ttl 64,
ack 2 win 17520 (ttl 64,

F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)

NET.6000 > SCANNER.OTHER.NET.4577: F 1:1(0) ack 2 win 17520 (DF)

NET.6000 > SCANNER.OTHER.NET.43786:
4577 > WORKSTATION-01.MY.NET.6000:
43786 > WORKSTATION-01.MY.NET.6000:
14894 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.14894:
16943 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.16943:
NET.6000 > SCANNER.OTHER.NET.14894:
NET.6000 > SCANNER.OTHER.NET.16943:
14894 > WORKSTATION-01.MY.NET.6000:
29813 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.29813:
NET.6000 > SCANNER.OTHER.NET.29813:
16943 > WORKSTATION-01.MY.NET.6000:
29813 > WORKSTATION-01.MY.NET.6000:

16359 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64,
(ttl 64,
F 1:1(0) ack 1 win 17520 (ttl 64,

NET.6000 >
venus-se >
NET.6000 >
NET.6000 >
NET.6000 >
16359 > WORKSTATION-01.MY.NET.6000:

SCANNER.OTHER.NET.16359:

SCANNER.OTHER.NET.16359:

venus-se > WORKSTATION-01.MY.NET.6000:
15811 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64,
(ttl 64,

NET.6000 > SCANNER.OTHER.NET.15811:
11601 > WORKSTATION-01.MY.NET.6000:
36528 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.11601:
NET.6000 > SCANNER.OTHER.NET.36528:
16884 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.16884:
NET.6000 > SCANNER.OTHER.NET.36528:
NET.6000 > SCANNER.OTHER.NET.11601:
NET.6000 > SCANNER.OTHER.NET.15811:
NET.6000 > SCANNER.OTHER.NET.16884:
36528 > WORKSTATION-01.MY.NET.6000:
11601 > WORKSTATION-01.MY.NET.6000:
WORKSTATION-01.MY.NET.6000:
16884 > WORKSTATION-01.MY.NET.6000:
24278 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.24278:
30370 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.30370:

NET.6000 > SCANNER.OTHER.NET.7175:
NET.6000 > SCANNER.OTHER.NET.7175:
10286 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.10286:
NET.6000 > SCANNER.OTHER.NET.30370:
7175 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.24278:
30370 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.10286:
24278 > WORKSTATION-01.MY.NET.6000:
10286 > WORKSTATION-01.MY.NET.6000:
48064 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.48064:
46654 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.46654:
NET.6000 > SCANNER.OTHER.NET.48064:
NET.6000 > SCANNER.OTHER.NET.46654:
48064 > WORKSTATION-01.MY.NET.6000:
46654 > WORKSTATION-01.MY.NET.6000:
20366 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.20366:
40873 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.40873:
25431 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.25431:
25916 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.40873:
NET.6000 > SCANNER.OTHER.NET.25916:
NET.6000 > SCANNER.OTHER.NET.20366:
40873 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.25916:
20366 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.25431:
25916 > WORKSTATION-01.MY.NET.6000:
25431 > WORKSTATION-01.MY.NET.6000:
17921 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.17921:
6772 > WORKSTATION-01.MY.NET.6000:
NET.6000 > SCANNER.OTHER.NET.6772:
NET.6000 > SCANNER.OTHER.
NET.6000 > SCANNER.OTHER.NET.17921:
6772 > WORKSTATION-01.MY.NET.6000:

WORKSTATION-01.MY.NET.6000:

SCANNER.OTHER.NET.venus-se:
SCANNER.OTHER.NET.venus-se:

F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64,
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id

ack 2 win 17520 (DF)

F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (DF)

ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64,

ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)

F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64,
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)
F 1:1(0) ack 1 win 17520 (ttl
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (DF)
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64, id
ack 2 win 17520 (ttl 64, id
F 1:1(0) ack 1 win 17520 (ttl
ack 2 win 17520 (DF)

NET.6772: F 1:1(0) ack 2 win 17520 (DF)

F 1:1(0) ack 2 win 17520 (DF)
ack 2 win 17520 (ttl 64,

(ttl 64,

(ttl 64,
(ttl 64,

(ttl 64,

(ttl 64,

(ttl 64,

(ttl 64,
F 1:1(0) ack 2 win 17520 (DF)

(ttl 64,
(ttl 64,

(ttl 64,

(ttl 64,
(ttl 64,
.7175 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64,

ack 2 win 17520 (DF) (ttl 64,

F 1:1(0) ack 2 win 17520 (DF) (ttl 64,

(ttl 64,

(ttl 64,

(ttl 64,

(ttl 64,
(ttl 64,

(ttl 64,

(ttl 64,

(ttl 64,
F 1:1(0) ack 1 win 17520 (ttl 64,

ack 2 win 17520 (DF) (ttl 64,
(ttl 64,

42252)
(ttl 64, id 23627)
id 23628)
62220)

49132)

id 58080)

id 34284)

id 23629)

64, id 56177)

id 23630)

id 23631)

(ttl 64, id 23632)

id 40232)

50011)
64, id 64036)

id 23633)

64, id 41196)

id 23634)

(ttl 64, id 23635)
(ttl 64, id 23636)
57550)

64, id 56079)

id 23637)

(ttl 64, id 23638)
59400)

37011)

id 34036)

id 23639)

id 59985)

(ttl 64, id 23640)

id 23641)

(ttl 64, id 23642)
33141)

id 60958)

id 33670)

id 23643)

64, id 52533)

64, id 63747)

id 23644)

id 23645)

64, id 51024)

id 23646)
(ttl 64, id
(ttl 64, id
(ttl 64, id
(ttl 64, id
57260)
48712)
40760)
33095)

64, id 42032)

id 23651)

64, id 58867)

id 23652)

id 58103)

id 23653)

id 23654)
64, id 45683)

id 23655)

(ttl 64, id 23656)

23647)
23648)
23649)
23650)

id 48432)

(ttl 64,
63428)
(ttl 64,
41711)
35134)
64, id 35815)

id 23659)

64, id 60467)

id 23660)

(ttl 64, id 23661)
(ttl 64, id 23662)
57636)

48926)

64, id 49066)

id 23663)

64, id 40568)

id 23664)

64, id 47379)

id 23665)

64, id 37820)

(ttl 64, id 23666)
id 23667)
id

id 23657)

id 23658)

(ttl 64,
52915)
(ttl 64,
54706)
(ttl 64,
49447)
51075)
64, id 53997)

id 23671)

id 46254)

id 23672)

id 23673)
id 23674)

23668)
id 23669)

id 23670)

(ttl 64,

id 52658)

Author retains full rights.



11:26:45.200574
11:26:45.201304
11:26:45.201488
11:26:45.201988
11:26:45.202092
11:26:45.203350
11:26:45.203453
11:26:45.204375
11:26:45.205066
11:26:45.206399
11:26:45.206496
11:26:45.206610
11:26:45.207606
11:26:45.208054
11:26:45.209520
11:26:45.211147
11:26:45.213475
11:26:45.214245
11:26:45.214425
11:26:45.214929
11:26:45.215028
11:26:45.216680
11:26:45.217510
11:26:45.217963
11:26:45.218947
11:26:45.219817
11:26:45.219941
11:26:45.220383
11:26:45.220605
11:26:45.220713
11:26:45.221685
11:26:45.222080
11:26:45.223282
11:26:45.223746
11:26:45.223873
11:26:45.224460
11:26:45.224639
11:26:45.225676
11:26:45.226279
11:26:45.228355
11:26:45.228471
11:26:45.229462
11:26:45.230290
11:26:45.231188
11:26:45.231346
11:26:45.231926
11:26:45.232041
11:26:45.232359
11:26:45.233153
11:26:45.233844
11:26:45.233977
11:26:45.234819
11:26:45.235634
11:26:45.236226
11:26:45.236535
11:26:45.236836
11:26:45.237228
11:26:45.237984
11:26:45.238274
11:26:45.239106
11:26:45.239402
11:26:45.240692
11:26:45.241000
11:26:45.241253
11:26:45.241549
11:26:45.242747
11:26:45.243053
11:26:45.245710
11:26:45.246031
11:26:45.246746
11:26:45.246853
11:26:45.265682
11:26:45.266415
11:26:45.267281
11:26:45.267344
11:26:45.268039
11:26:45.268312
11:26:45.268835
11:26:45.269291
11:26:45.269797
11:26:45.270100
11:26:45.270327
11:26:45.270925
11:26:45.271562
11:26:45.271836
11:26:45.272357
11:26:45.273750
11:26:45.274609
11:26:45.275392

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

WORKSTATION-01.
WORKSTATION-01.

WORKSTATION-01.MY.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.

WORKSTATION-01.MY

SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.

SCANNER.OTHER.NET

WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
WORKSTATION-01.MY.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.
SCANNER.OTHER.NET.

SCANNER.OTHER.NET

17921 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 59419)

20218 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 51514)
NET.6000 > SCANNER.OTHER.NET.20218: . ack 2 win 17520 (DF) (ttl 64, id 23675)

42638 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 45172)
NET.6000 > SCANNER.OTHER.NET.42638: . ack 2 win 17520 (DF) (ttl 64, id 23676)

46621 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 62679)
NET.6000 > SCANNER.OTHER.NET.46621: . ack 2 win 17520 (DF) (ttl 64, id 23677)
.NET.6000 > SCANNER.OTHER.NET.42638: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23678)
.NET.6000 > SCANNER.OTHER.NET.20218: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23679)
NET.6000 > SCANNER.OTHER.NET.46621: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23680)
.32238 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 41423)
NET.6000 > SCANNER.OTHER.NET.32238: ack 2 win 17520 (DF) (ttl 64, id 23681)

NET.6000 > SCANNER.OTHER.NET.32238: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23682)
42638 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 49981)

20218 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 51965)

46621 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 59034)

32238 > WORKSTATION-01.MY.NET.6000: . ack 2 win 17520 (ttl 64, id 53113)

9434 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 45710)
NET.6000 > SCANNER.OTHER.NET.9434: . ack 2 win 17520 (DF) (ttl 64, id 23683)

35197 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 42898)
NET.6000 > SCANNER.OTHER.NET.35197: ack 2 win 17520 (DF) (ttl 64, id 23684)
NET.6000 > SCANNER.OTHER.NET.35197: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23686)
.NET.6000 > SCANNER.OTHER.NET.9434: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23687)
35197 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 33864)

9434 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 40597)

48791 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 41976)
NET.6000 > SCANNER.OTHER.NET.48791: . ack 2 win 17520 (DF) (ttl 64, id 23688)
NET.6000 > SCANNER.OTHER.NET.48791: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23689)
34564 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 64806)
NET.6000 > SCANNER.OTHER.NET.34564: ack 2 win 17520 (DF) (ttl 64, id 23690)
NET.6000 > SCANNER.OTHER.NET.34564: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23691)
48791 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 62403)

34564 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 61007)

1203 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 63142)
NET.6000 > SCANNER.OTHER.NET.1203: . ack 2 win 17520 (DF) (ttl 64, id 23692)

46124 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 43466)
NET.6000 > SCANNER.OTHER.NET.46124: ack 2 win 17520 (DF) (ttl 64, id 23693)
NET.6000 > SCANNER.OTHER.NET.46124: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23694)
NET.6000 > SCANNER.OTHER.NET.1203: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23695)
38622 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 64797)
NET.6000 > SCANNER.OTHER.NET.38622: ack 2 win 17520 (DF) (ttl 64, id 23696)

46124 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 53958)

1203 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 65324)

12803 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 47990)
NET.6000 > SCANNER.OTHER.NET.12803: ack 2 win 17520 (DF) (ttl 64, id 23697)

44094 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 52417)
NET.6000 > SCANNER.OTHER.NET.44094: . ack 2 win 17520 (DF) (ttl 64, id 23698)
NET.6000 > SCANNER.OTHER.NET.38622: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23699)
NET.6000 > SCANNER.OTHER.NET.44094: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23700)
38622 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 33553)

NET.6000 > SCANNER.OTHER.NET.12803: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23701)
44094 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 59272)

12803 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 33802)

23330 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 33162)
NET.6000 > SCANNER.OTHER.NET.23330: . ack 2 win 17520 (DF) (ttl 64, id 23702)

12411 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 47414)
NET.6000 > SCANNER.OTHER.NET.12411: ack 2 win 17520 (DF) (ttl 64, id 23703)

39802 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 39025)
NET.6000 > SCANNER.OTHER.NET.39802: . ack 2 win 17520 (DF) (ttl 64, id 23704)

48314 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 49635)
NET.6000 > SCANNER.OTHER.NET.48314: ack 2 win 17520 (DF) (ttl 64, id 23705)

17944 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 51877)
NET.6000 > SCANNER.OTHER.NET.17944: . ack 2 win 17520 (DF) (ttl 64, id 23706)

25470 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 63408)
NET.6000 > SCANNER.OTHER.NET.25470: ack 2 win 17520 (DF) (ttl 64, id 23707)

3547 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 49168)
NET.6000 > SCANNER.OTHER.NET.3547: . ack 2 win 17520 (DF) (ttl 64, id 23708)

.32288 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 45321)
NET.6000 > SCANNER.OTHER.NET.32288: ack 2 win 17520 (DF) (ttl 64, id 23709)

44473 > WORKSTATION-01.MY.NET.6000: F 1:1(0) ack 1 win 17520 (ttl 64, id 52422)
NET.6000 > SCANNER.OTHER.NET.44473: . ack 2 win 17520 (DF) (ttl 64, id 23710)
NET.6000 > SCANNER.OTHER.NET.44473: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23711)
NET.6000 > SCANNER.OTHER.NET.32288: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23712)
44473 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 64188)

NET.6000 > SCANNER.OTHER.NET.3547: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23713)
NET.6000 > SCANNER.OTHER.NET.25470: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23714)
32288 > WORKSTATION-01.MY.NET.6000: . ack 2 win 17520 (ttl 64, id 41877)

NET.6000 > SCANNER.OTHER.NET.17944: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23715)
3547 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 61730)

NET.6000 > SCANNER.OTHER.NET.48314: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23716)
25470 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 63337)

NET.6000 > SCANNER.OTHER.NET.39802: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23717)
NET.6000 > SCANNER.OTHER.NET.12411: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23718)
17944 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 35688)

NET.6000 > SCANNER.OTHER.NET.23330: F 1:1(0) ack 2 win 17520 (DF) (ttl 64, id 23719)
48314 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 62572)

39802 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 42629)

12411 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 42935)

.23330 > WORKSTATION-01.MY.NET.6000: ack 2 win 17520 (ttl 64, id 51765)

At this point (really the end), we can draw some conclusions:

o Based on the time difference 11:26:44.781018 - 11:26:45.275392, it didn't take long for the connections to tear down.
e Based on the time and the number of connections, we can speculate on SCANNER's host processor and network speeds.

o Something went wrong, this is very usual behavior. Perhaps the program on SCANNER died - i.e. ran out of open sockets. If so, our Xserver has more resources (file

descriptors) than our attacker.
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e Finally there is a misbehaving or rogue program on SCANNER that has little effect on our Xserver. (sorry nOrby, it lasted .5 seconds)

A generalized signature for this program is a lot of connection requests to port 6000 without any data being exchanged and eventually the connections being torn down in a
short period of time. Similar to a SYN flood, only not anonymous. IMHO, nothing to worry about yet...

Moral of the Story: If you are trying to use up someone else's resources, make sure you have enough of your own first.

"Analyze This" Scenario
Background

My hypothecial organization, ACME Security Services, was asked to provide a bid for security services for a facility. ACME asked me to run a Snort system with a fairly
standard rulebase for a month. The system suffered from random power failures and full disks, so the collected data represents a statistical sampling. For my analysis, ACME
asked me to concentrate on system compromises and network outages.

Assumptions

Since this is a scenario based question, I'm going to draw some assumptions:

o ACME placed the Snort system somewhere in the facility where it will scarf interesting traces.

e ACME is interested in scoping for the amount of work involved to secure this facility and has the expertize to do so.

o ACME needs to motivate the facility on the need for security by giving at least one example of a compromise or great potential for one.

e ACME wants a brief high-level overview of my analysis and wants traces as exhibits. ACME expects to call upon me for detailed information if the needs exists.

Analysis Report

ACME Security Services has a large task to face if they win the bid. This facility has a Class B Network (65535 possible hosts - subnetting costs) and is experiencing a
significant amount of reconnaissance. DNS appears to be the most popular choice. The other targets are rpc, FTP, telnet, sendmail, POP2, POP3, IMAP, Linuxconf, web
servers, and web proxies. Scanning is taking place around the clock. Additionally, denial of service and public snmp traffic has been captured.

Compromises seem to have been found in both DNS and RPC. Both being accessed remotely from both internal and external hosts. This is a SANS Institute Top 10 scenario.
Furthermore, neither network or system countermeasures seem to exist.

Recommendations:

o Follow SANS Security Roadmap.

Audit MY.NET.253.12 for compromise.

Audit MY.NET.2.203, MY.NET.253.24, MY.NET.130.94, MY.NET.97.106, MY.NET.12.53, MY.NET.70.127, MY.NET.143.87, MY.NET.179.78, and MY.NET.99.51
for compromise.

Implement chroot() DNS servers, secure rpc, and TCP Wrappers.

Inventory network and perform cost-benefit analysis based on Bruce Schneier's Attack Tree Model (www.counterpane.com/attacktrees-dd;j-ft.html)

Segment network with both internal and external firewalls, packet filtering devices, intrusion detection systems, and deploy host level security.

Perform penetration testing.

e o

]
L]
]
L]

Details to follow as exhibits (many are sniplets).

Exhibits

Trojan Scan:

Jun 4 00:06:17 203.94.224.241:3278 -> MY.NET.60.11:27374 SYN **S***%%
Jun 4 00:06:17 203.94.224.241:3280 -> MY.NET.60.11:6671 SYN **Sk**xx*
Jun 4 00:06:15 203.94.224.241:3283 -> MY.NET.60.11:456 SYN **Sk***%
Jun 4 00:06:18 203.94.224.241:3279 -> MY.NET.60.11:6670 SYN **Sxxk¥x
Jun 4 00:06:18 203.94.224.241:3281 -> MY.NET.60.11:21554 SYN **S***%%
Jun 4 00:06:16 203.94.224.241:3277 -> MY.NET.60.11:1243 SYN **Sk**xx*
Jun 4 00:06:18 203.94.224.241:3276 -> MY.NET.60.11:31377 SYN **Sk*k*k*
Jun 4 00:06:18 203.94.224.241:3274 -> MY.NET.60.11:1080 SYN **Sxxk¥x
Jun 4 00:06:16 203.94.224.241:3275 -> MY.NET.60.11:20034 SYN **S***%%
Jun 4 00:06:16 203.94.224.241:3273 -> MY.NET.60.11:12345 SYN **Sk**%%
Jun 4 00:06:18 203.94.224.241:3282 -> MY.NET.60.11:9400 SYN **Sk**%*
Jun 4 00:16:51 203.94.224.241:4938 -> MY.NET.60.11:1243 SYN **Sxxk¥x
Jun 4 00:16:52 203.94.224.241:4941 -> MY.NET.60.11:6671 SYN **Sx**xx*
Jun 4 00:16:51 203.94.224.241:4936 -> MY.NET.60.11:20034 SYN **Sk**%%
Jun 4 00:16:51 203.94.224.241:4939 -> MY.NET.60.11:27374 SYN **Skk*kx*
Jun 4 00:16:51 203.94.224.241:4937 -> MY.NET.60.11:31377 SYN #**Sxk¥xx
Jun 4 00:16:51 203.94.224.241:4940 -> MY.NET.60.11:6670 SYN **Sx**xx*
Jun 4 00:16:51 203.94.224.241:4943 -> MY.NET.60.11:9400 SYN **Sk**xx*
Jun 4 00:16:51 203.94.224.241:4942 -> MY.NET.60.11:21554 SYN **Sk***x*
Jun 4 00:16:52 203.94.224.241:4944 -> MY.NET.60.11:456 SYN **Skxxskx*
Jun 4 00:16:56 203.94.224.241:4934 -> MY.NET.60.11:12345 SYN **S***%%
Jun 4 00:16:56 203.94.224.241:4935 -> MY.NET.60.11:1080 SYN **Sk**xx*
Jun 4 00:16:54 203.94.224.241:4938 -> MY.NET.60.11:1243 SYN **Sk****
Jun 4 00:16:54 203.94.224.241:4940 -> MY.NET.60.11:6670 SYN **Sxxk¥x
Jun 4 00:16:54 203.94.224.241:4942 -> MY.NET.60.11:21554 SYN **S***%%
Jun 4 00:16:54 203.94.224.241:4939 -> MY.NET.60.11:27374 SYN **Sk**%%
Jun 4 00:16:54 203.94.224.241:4937 -> MY.NET.60.11:31377 SYN **Sk*k*k*
Jun 4 00:16:54 203.94.224.241:4943 -> MY.NET.60.11:9400 SYN **Sxxk¥x
POP2 Scan:

Jun 4 18:52:34 210.97.12.129:109 -> MY.NET.4.237:109 SYNFIN **SF****
Jun 4 18:52:34 210.97.12.129:109 -> MY.NET.4.238:109 SYNFIN **SF****
Jun 4 18:52:34 210.97.12.129:109 -> MY.NET.4.239:109 SYNFIN **SF***%*
Jun 4 18:52:34 210.97.12.129:109 -> MY.NET.4.240:109 SYNFIN **SF**%%
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Jun
Jun
Jun

DNS
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

DNS
May
May
May
May
May
May
May

4 18:52:34 210.97.12.129:109 -> MY.NET.4.241:109 SYNFIN **SF***%
4 18:52:34 210.97.12.129:109 -> MY.NET.4.242:109 SYNFIN **SF***%
4 18:52:34 210.97.12.129:109 -> MY.NET.4.243:109 SYNFIN **SF***%*

Scan (with queries?):

4 02:07:04

N N N I N N T T TN SN
o
N
o
~
o
'S

203

.233.103.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.

233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.
233.103.

188:
188:
188:
188:
188:
188:
188:
188:
188:
188:
188:

188:
188:
188:
188:
188:

188

53 -=> M
53 -> M
53 -> M
53 -> M
53 -=> M
53 -> M
53 -> M
53 -> M
53 -=> M
53 -> M
53 -> M
53 -> M
2702 ->
2710 ->
2717 ->
4852 ->
4848 ->
14849 ->

Scan w/ high source port number:

235.50.12:65535 ->
235.50.12:65535 ->
235.50.12:65535 ->
235.50.12:65535 ->
235.50.12:65535 ->
235.50.12:65535 ->
235.50.12:65535 ->

Port Scan:

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

Ftp
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

NNMNNNNNNNNNN
o
'S
w
'S
o
~

Linuxconf Scan:

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

FTP
Jun
Jun

2 20:46:34

NNNMNNNMNNNNDNNNN

Bounce Port
6 03:05:40
6 03:05:41

202.
202.
202.
202.
202.
202.
202.

130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.

213.
213.
213.
213.
213.
213.
213.
213.
213.
213.
213.
213.

203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.
203.

207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.
207.197.

188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:
188.8.45:

197.234.
197.234.
197.234.
197.234.
197.234.
197.234.
197.234
197.234.
197.234.
197.234.
197.234.
197.234.
197.234.

Scan:

198.
198.

186.203.
186.203.

44
44
44
44
44
44
44
44
44
44
44
44

162:
162:
162:
162:
162:
162:
.162:
162:
162:
162:
162:
162:
162:

18:
18:

120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
120 -> MY.
:20 -> MY.
:20 -> MY.
:20 -> MY.
16 -> MY.
17 -> MY.
18 -> MY.
19 -> MY.
21 -> MY.
22 -> MY.
25 -> MY.
19 -> MY.
22 -> MY.
21 -> MY.
18 -> MY.
17 -> MY.

2445 ->

2446 ->

2447 ->

2449 ->

2450 ->

2451 ->

2452 ->

2453 ->

2454 ->

2455 ->

2456 ->

2457 ->

2458 >
20 -> MY
20 -> MY.
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Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
Y.NE
MY.
MY.
MY.
MY.
MY.
MY.

MY.N
MY.N
MY.N
MY.N
MY.N
MY.N
MY.N

NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET
NET

NET

MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.

NET.
NET.
NET.

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
T.1.
NET.
NET.
NET.
NET.
NET.
NET.

153 SYNFIN **
:53 SYNFIN **
:53 SYNFIN **

153 SYNFIN **
:53 SYNFIN **

1
2
4
3:53 SYNFIN **
6
7
9

:53 SYNFIN **
8:53 SYNFIN **
10:53 SYNFIN **SF***%*
12:53 SYNFIN **SF***%
11:53 SYNFIN **SF***%*
14:53 SYNFIN **SF***%*

1.3:53
1.4:53
1.9:53
1.9:53
1.4:53
1.3:53

ET.4.113:53
ET.4.123:53
ET.4.125:53
ET.4.133:53
ET.4.135:53
ET.4.137:53
ET.4.139:53

.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:11
.111.125:12

201.246:21
202.142:21
202.234:21

.203.118:21

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

NET

NET.
NET.
NET.
NET.

203.178:21
204.190:21
206.26:21 SYN **Skxkx%*
203.118:21
204.190:21
203.178:21
202.234:21
202.142:21

232.101:
232.102:
232.103:
232.105:
232.106:
232.107:
232.108:
232.109:
.232.110:
232.111:
232.112:
232.113:
232.114:

SYN
SYN
SYN
UDP
UDP
UDP

SY
SY
SY
SY
SY
SY
SY

77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
929
00

SY
SY
SY.
SY
SY
SY

SY
SY
SY
SY.
SY

.NET.253.105:14232

NET.253.105:14234

* %G
**S
* %G

N **
N *%
N *%
N **
N **
N *%
N *%

SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN

N **
N **
N **
N **
N **
N **

N *%
N *%
N *%
N **
N *%

SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN

SYN
SYN

SF**%*
SF**%*
SF* %%
SF**%*
SF**%*
SF**%*
SF* %%
SF**%*

* ok kKK
* ok ok kK
Kk kKK

SHkKkkk
SHkkkk
SHkk kK
SHk Kk K
SHkKkkk
SHkkkk
SHkk kK

*k Gk kKKK
*k QKK KKK
K HGH KKKk
*k Gk ok kKK
*k Gk kKKK
*k QKK KKK
K HGH KKKk
*k Gk ok kKK
*k Gk kKKK
*k QKK KKK
K HGH KKKk
*k Gk ok kKK
*k Gk kKKK
*k QKK KKK
K HGH KKKk
*k Gk ok kKK
*k Gk kKKK
*k QKK KKK
K HGHh KKKk
*k Gk ok okkk
*k Gk kKKK
*k QKK KKK
KRGHh KKKk
*k Gk ok okkk

Sk xkk
Skkkkk
Sk kkk
Sk kkkk
Sk xkk
Skkkkk

Sk kkkk
SHkkkk
SHkk kK
SHk Kk *
Sk kkkk

KRG kKKK
*hGH KK KK
*KGH KK KK
*RGH KKKk
KRG kKKK
*hGR KK KK
*KGH KK KK
*RGH KKKk
KRG kKKK
*hGR KK KK
*KGH KK KK
*RGH KKKk
KRG kKKK

*hGH KK KK
*KGH KK KK

Author retains full rights.



Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

[ 0= < N = e e e A= N

DOS attempts

Jun 6
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

NN ANAANDNAOAR OO OO

198.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.
198.

186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:
186.203.18:20 -> MY.NET.253.105:

against Cisco?

130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.
130.

Tail end of a NMap

May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27
May 27

May 26
May 26
May 26
May 26
May 26
May 26
May 26
May 26
May 26
May 26

May 26
May 26
May 26
May 26
May 26
May 26

MY
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY
MY.
MY.
MY.
MY.
MY.

24.

216.
216.
216.
216.
216.
216.

149.41.70:3087 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3090 -> MY.NET.217.74:
149.41.70:3097 -> MY.NET.217.74:

149.41.70:3097 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3102 -> MY.NET.217.74:
149.41.70:3107 -> MY.NET.217.74:
149.41.70:3107 -> MY.NET.217.74:
149.41.70:202 -> MY.NET.217.74:3
149.41.70:3123 -> MY.NET.217.74:

149.41.70:3123 -> MY.NET.217.74:
149.41.70:202 -> MY.NET.217.74:3
149.41.70:3135 -> MY.NET.217.74:
149.41.70:3135 -> MY.NET.217.74:
149.41.70:173 -> MY.NET.217.74:3
149.41.70:202 -> MY.NET.217.74:3
149.41.70:3147 -> MY.NET.217.74:
149.41.70:3147 -> MY.NET.217.74:
149.41.70:3147 -> MY.NET.217.74:

14235 SYN **S**x*%
14236 SYN **Skkx*%*
14237 SYN **Skkxk%
14238 SYN **Sk*x*x
14239 SYN **S**x*%
14240 SYN **S**x*%*
14241 SYN **Skkxk%
14242 SYN **gkkx%x
14243 SYN **S**x*%
14245 SYN **Sk*x*%*
14246 SYN **Skkxk%
14247 SYN **gSkkx*x

INVALIDACK *1SFR*AU RESERVEDBITS

994

994 UNKNOWN 2****PAU RESERVEDBITS
994 UNKNOWN 2****PAU RESERVEDBITS
994 NULL *****k%*

994 INVALIDACK ***FRPAU

994 UNKNOWN 2****PAU RESERVEDBITS
994 NOACK ****RP**

994 FULLXMAS 21SFRPAU RESERVEDBITS
994

994
994
994
994
994
994
994
994
994
123
994

994
135
994
994
135
135
994
994
994

INVALIDACK 21S*RPAU RESERVEDBITS

149.41.70:61 -> MY.NET.217.74:3097 INVALIDACK 21S*RPAU RESERVEDBITS

INVALIDACK 21S*RPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
FULLXMAS 2*SFRPAU RESERVEDBITS
INVALIDACK *1S*RPAU RESERVEDBITS
INVALIDACK *1S*RPAU RESERVEDBITS
NOACK ****R**U

NOACK ****R**[

149.41.70:0 -> MY.NET.217.74:3123 NOACK ****R**U

NOACK #****R**U

UNKNOWN 21**R*A* RESERVEDBITS
UNKNOWN 21**R*A* RESERVEDBITS
UNKNOWN 21**R*A* RESERVEDBITS
UNKNOWN 21**R*A* RESERVEDBITS
UNKNOWN 21**R*A* RESERVEDBITS
NOACK *1*FRP*U RESERVEDBITS
NOACK 21SFRP** RESERVEDBITS
INVALIDACK 21**R*AU RESERVEDBITS

> MY.NET.14.1:229 SYN **S**x%%
> MY.NET.14.1:13 SYN **S***%%
> MY.NET.14.1:19 SYN **Sk*x*%x
> MY.NET.14.1:23 SYN **Skkx**%
> MY.NET.14.1:79 SYN **Sk*kxx
> MY.NET.14.1:2001 SYN **Sx*x*%
> MY.NET.14.1:6001 SYN **Sx*x*x%

Scan:
.NET.253.12:43746 -
NET.253.12:22108 -
NET.253.12:45815 -
NET.253.12:12158 -
NET.253.12:12045 -
NET.253.12:48810 -
NET.253.12:47851 -
NET.253.12:43753 -> MY.NET.14.1:
.NET.253.12:43754 -> MY.NET.14.1:
NET.253.12:43755 -> MY.NET.14.1:
NET.253.12:43757 -> MY.NET.14.1:
NET.253.12:43759 -> MY.NET.14.1:
NET.253.12:43746 -> MY.NET.14.1:
NET.253.12:43752 -> MY.NET.14.1:
.2.169.101:1046 -> MY.
.2.169.101:1047 -> MY.
.2.169.101:1048 -> MY.
.2.169.101:1049 -> MY.
.2.169.101:1050 -> MY.
.2.169.101:1051 -> MY.
.2.169.101:1052 -> MY.
.2.169.101:1056 -> MY.
.2.169.101:1058 -> MY.
2.169.101:1067 -> MY.
32.241.15:1137 -> MY
32.241.15:1144 -> MY
32.241.15:1143 -> MY.
32.241.15:1141 -> MY.
32.241.15:1148 -> MY
32.241.15:1147 -> MY

7 SYN 2*g***%* RESERVE
7 NULL ***%x%%%
7 NMAPID **SF*P*U
1 SYN #**Skxkkx
1 XMAS ***F*P*U
1 UDP

7 SYN **Skkkkx

NET.120.158:27374 SYN **S****x*
NET.120.159:27374 SYN **Sk***x*
NET.120.160:27374 SYN **S**x*%
NET.120.161:27374 SYN **Skkxx%
NET.120.162:27374 SYN **S****x*
NET.120.163:27374 SYN **Sk***x*
NET.120.164:27374 SYN **S*kx*%
NET.120.168:27374 SYN **Skkxx%
NET.120.170:27374 SYN **S****x*
NET.120.177:27374 SYN **Sk***x*

.NET.253.41:25 SYN **Skxxxx%*
.NET.6.35:25 SYN **Sk*xxx
NET.6.34:25 SYN **Sk*xk%
NET.253.42:25 SYN **Skkkk%
NET.6.47:25 SYN **Skkxxx
.NET.253.43:25 SYN **Sxxx*x%*

Unknown; However a source port of 0 is a give me:
Jun 10 00:13:10 142.137.141.178:0 -> MY.NET.217.62:2014 INVALIDACK **S*R*A*

Scan for Netbus

Jun 11
Jun 11
Jun 11
Jun 11
Jun 11

or Ultor's Telnet Trojan:

212.
212.
212.

212

212.

153.128.116:4742 ->
153.128.116:4696 ->
153.128.116:4697 ->

.153.128.116:4799 —>
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153.128.116:4800 —>

MY.NET.209.41:12345 SYN **Sk**x*
MY.NET.208.250:12345 SYN **Sx**x*%*
MY.NET.208.251:12345 SYN **Sx****
MY.NET.209.98:12345 SYN **S***%x*
MY.NET.209.99:12345 SYN **Sk**x*

DBITS

Author retains full rights.



Jun 11 17:
Jun 11 17:
Jun 11 17:

Pop3 Scan:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:
Jun 15 05:

53:

53:

46

46

212.
212.
212.

207.
207.
207.
207.
207.
207.
207.
207.
207.
207.

189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -
189.129.1:2666 -

> MY.
> MY.

> MY
> MY

> MY.
> MY.

> MY
> MY

> MY.
> MY.

NET.1.209:110 S
NET.1.210:110 S
.NET.1.212:110 S
.NET.1.211:110 S
NET.1.213:110 S
NET.1.214:110 S
.NET.1.215:110 S
.NET.1.216:110 S
NET.1.218:110 S
NET.1.217:110 S

YN *
YN *
YN *
YN *
YN *
YN *
YN *
YN *
YN *
YN *

153.128.116:4699 -> MY.NET.208.253:12345 SYN **Sk****
153.128.116:4801 -> MY.NET.209.100:12345 SYN **S****%
153.128.116:4700 -> MY.NET.208.254:12345 SYN **S**x*%

* Gk Kk kK
KGR KKKk
* Gk ok k kK
* Gk kk kK
* Gk Kk kK
KGR KKKk
* Gk ok k kK
* Gk kk kK
* Gk Kk kK
KGR KKKk

Trojan 447672 or a scan for alive hosts (expecting ICMP port unreachable):

Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:
Jun 16 13:

Telnet Scan:

Jun 16 14:
Jun 16 14:
Jun 16 14:
Jun 16 14:
Jun 16 14:
Jun 16 14:
Jun 16 14:
Jun 16 14:

Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:
Jun 17 22:

Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:
Jun 12 05:

212.

212

212.
212.
212.
212.

212

212.
212.

207.
207.
207.
207.
207.
207.
207.
207.

Server

202.
202.
202.
202.
202.
202.
202.
202.
202.
202.
202.
202.

148.
148.
148.
148.
148.
148.
148.
148.
148.
148.
148.
148.
148.
148.

Trojan 32772? or a

Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:
Jun 12 12:

:46
:46
146
146
:46
:46
146
146
147
:47

Trojan 6972,4,6

Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:
Jun 12 13:

:08
:08
:08
:08
:08
:05
:08
:08
:11
:11

24.
24.

(or

207.
207.
207.
207.
207.
207.
207.
207.
207.
207.

29.82.197:4584 -
.29.82.197:4585 -
29.82.197:4586 -
29.82.197:4587 -
29.82.197:4588 -
29.82.197:4589 -
.29.82.197:4590 -
29.82.197:4601 -
29.82.197:4602 -

107.55.209:3093
107.55.209:3112
107.55.209:3113
107.55.209:3114
107.55.209:3115
107.55.209:3116
107.55.209:3117
107.55.209:3118

on 8080, an user installed proxy server, or WinGate 8080:

235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535
235.50.12:65535

> MY
> MY
> MY

> MY.
> MY.

> MY
> MY

> MY.
> MY.

.NET.97.12:44767
.NET.97.13:44767
.NET.97.14:44767
NET.97.15:44767
NET.97.16:44767
.NET.97.17:44767
.NET.97.18:44767
NET.97.29:44767
NET.97.30:44767

-> MY.NET.60.38:23 S
-> MY.NET.60.58:23 S
-> MY.NET.60.59:23 S
-> MY.NET.60.60:23 S
-> MY.NET.60.61:23 S
-> MY.NET.60.62:23 S
-> MY.NET.60.63:23 S
-> MY.NET.60.64:23 S

-> MY.NET.1.18:8080
-> MY.NET.1.19:8080
-> MY.NET.1.20:8080
-> MY.NET.1.21:8080
-> MY.NET.1.22:8080
-> MY.NET.1.23:8080
-> MY.NET.1.24:8080
-> MY.NET.1.25:8080
-> MY.NET.1.26:8080
-> MY.NET.1.27:8080
-> MY.NET.1.28:8080
-> MY.NET.1.29:8080

UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP

YN *
YN *
YN *
YN *
YN *
YN *
YN *
YN *

SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN
SYN

KGK KKK
* Gk kk kK
* Gk Kk kK
KGR KKk Kk
KGK KKK
* Gk kk kK
* Gk Kk kK
KGR KKk Kk

Kk Gk Kk KKK
KRG KKK
KRG KKK
*HGHRK KKK
Kk Gk Kk KKK
KRG KKK
KRG KK KK
*HGHRK KKK
Kk Gk Kk KKK
KRG KKK
KRG KKK
*HGHRK KKK

services (web, telnet, sendmail, and trojans):

204.183.85:17673
204.183.85:17675
204.183.85:17731
204.183.85:17733
204.183.85:17734
204.183.85:17753
204.183.85:17758
204.183.85:17821
204.183.85:17875
204.183.85:17876
204.183.85:17899

scan for alive ho

.3.234.246:4949 —>
.3.234.246:4951 ->
.3.234.246:4947 ->
.3.234.246:4957 —>
.3.234.246:4948 —>
.3.234.246:4959 ->
.3.234.246:4961 ->
.3.234.246:4963 —>

3.234.246:4965 ->
3.234.246:4970 ->

host ping):

25.79.227:19510
25.79.227:11630
25.79.227:23971
25.79.227:17936
25.79.227:16645
25.79.227:18689
25.79.227:30010
25.79.227:25498
25.79.227:25498
25.79.227:12604
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->
->
->
->
->
->
->
->
->
->
->

sts
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.

MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.
MY.

204.183.85:2 -> MY.NET.
204.183.85:4 -> MY.NET.
204.183.85:17967 -> MY.

(expecting ICMP port
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.
NET.

:6000 SYN **Skkxkx
:53 SYN **Skkkkx
:31337 SYN **Skkkx%*
22766 SYN **Skkxkk
143 SYN **Skkkkk
$25 SYN **Skkkkx
221 SYN **Skk*kx
:22 SYN **Skk*kx
$1114 SYN **Skkxkx
:1 SYN **Skkkxx
$113 SYN **Skkkx

60.14:80 FIN ***Fxxxx
60.14:80 SYNFIN **SF**x*
NET.60.14:98 SYN **Sxw%ks

-> MY.NET.
-> MY.NET.
-> MY.NET.
-> MY.NET.
-> MY.NET.
-> MY.NET.
-> MY.NET.

-> MY.NET

-> MY.NET.
-> MY.NET.

.144:32772 SYN **Skxkx*
.146:32772 SYN **xSkkkkx
.142:32772 SYN **Skkk*x
.152:32772 SYN **Skxkskk
.143:32772 SYN **Skxkx*
.154:32772 SYN **Sx*%%%
.156:32772 SYN **Skkkkx
.158:32772 SYN **Skkkkk
.160:32772 SYN **Skxkx*
.165:32772 SYN **Skkkkx

156.
156.
156.
156.
156.
156.
156.
.156.
156.
156.

118:6974 UDP
121:6974 UDP
105:6974 UDP
111:6976 UDP
107:6972 UDP
110:6972 UDP
110:6974 UDP
109:6972 UDP
109:6972 UDP
109:6974 UDP

unreachable):

Author retains full rights.



Jun 12 13:48:12 207.25.

Scan for ftp
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

and imap:
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.

and

212.
212.
212.
212.
212.
212.
212.
212.

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

212.
212.
212.
212.
212.
212.
212.

Jun
Jun
Jun
Jun
Jun
Jun
Jun

212.
212.
212.
212.
212.
212.

Jun
Jun
Jun
Jun
Jun
Jun

213.
213.
213.
213.
213.
213.
213.
213.
213.

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

25.

79.

188.8.
188.8.
188.8.
188.8.
188.8.
188.8.
188.8.
188.8.
188.8.

227:30010 -> MY.NET.156.110:6974 UDP

.195:2302 -> MY.NET.10.101:143 SYN **S****%
.195:1956 -> MY.NET.146.54:21 SYN **S**x*%
.195:2318 -> MY.NET.146.54:143 SYN **Sk*%kx
.195:1954 -> MY.NET.5.37:21 SYN **Sx*x*x%
.195:2301 -> MY.NET.5.37:143 SYN **Sk**x*
.195:1955 -> MY.NET.107.87:21 SYN **S**x*%
.195:2319 -> MY.NET.107.87:143 SYN **Sk**kx
.195:1957 -> MY.NET.145.123:21 SYN **S****%
.195:2317 -> MY.NET.145.123:143 SYN **Sx**x*%*
.195:1958 -> MY.NET.115.88:21 SYN **S**x*%
.195:2316 -> MY.NET.115.88:143 SYN **Sk*%*x
.195:1959 -> MY.NET.146.55:21 SYN **Sk*x%%
.195:2315 -> MY.NET.146.55:143 SYN **Sk*%*%
.195:1960 -> MY.NET.146.60:21 SYN **S**x*%
.195:1658 -> MY.NET.106.158:23 SYN **Sk*%*x
.195:2320 -> MY.NET.106.158:143 SYN **Sk*kxx
.195:1659 -> MY.NET.140.83:23 SYN **Sk*x%x%
.195:2321 -> MY.NET.140.83:143 SYN **Sk*%*%
.195:1677 -> MY.NET.105.232:23 SYN **Sk*%*x
.195:2336 -> MY.NET.105.232:143 SYN **Sk****
.195:1676 -> MY.NET.105.136:23 SYN **S****%
.195:2335 -> MY.NET.105.136:143 SYN **S****x*
.195:2576 -> MY.NET.151.66:110 SYN **S****%
.195:1943 -> MY.NET.151.66:21 SYN **S**x*%
.195:2577 -> MY.NET.180.127:110 SYN **Sk***x*
.195:1944 -> MY.NET.180.127:21 SYN **S****%
.195:2578 -> MY.NET.145.161:110 SYN **Sk**x**
.195:1945 -> MY.NET.145.161:21 SYN **Sk*%*x
.195:2580 -> MY.NET.141.250:110 SYN **Sk**x*x*
.195:2300 -> MY.NET.143.106:143 SYN **Sk**x%*
.195:2571 -> MY.NET.151.174:110 SYN **Sx****
.195:2299 -> MY.NET.151.174:143 SYN **S***x*
.195:2572 -> MY.NET.10.55:110 SYN **S**xx%
.195:2298 -> MY.NET.10.55:143 SYN **Sk*x%%
.195:2573 -> MY.NET.156.73:110 SYN **Sk*%*%
45:2819 -> MY.NET.205.94:21 SYN **Sk*x*%
45:2820 -> MY.NET.206.158:21 SYN **Skx**%*
45:2800 -> MY.NET.202.234:21 SYN **Sx*x%%
45:2829 -> MY.NET.208.106:21 SYN **Sk*x%%
45:2832 -> MY.NET.208.42:21 SYN **Sk**x*
45:2807 -> MY.NET.203.178:21 SYN **Skxk**
45:2805 -> MY.NET.203.154:21 SYN **Sk*x%%
45:2842 -> MY.NET.221.78:21 SYN **Skx*x%
45:2833 -> MY.NET.208.74:21 SYN **Sk**x%*

Interesting Snort Alert Messages:

05/22-08:38:57.992872
05/23-07:48:23.995321
05/25-19:37:58.521149
05/25-20:51:50.411842
05/27-23:44:47.358118
05/27-23:44:47.363638
05/27-23:46:21.542862
05/27-23:50:44.510484
05/28-13:18:26.406462
05/28-13:18:31.576793
05/28-14:41:39.592246
06/18-13:31:56.264564
06/22-20:58:01.243846

Fishing For RPC:
[**] External
129.49.163.74:
129.49.163.74:
129.49.163.74:
129.49.163.74:

[**] SYN-FIN scan! [**] 142.150.225.137:53 -> MY.NET.1.27:53

[**] GIAC 000218 VA-CIRT port 35555 [**] 216.200.67.22:113 -> MY.NET.6.35:35555
[**] Tiny Fragments - Possible Hostile Activity [**] 24.3.7.221 -> MY.NET.70.121
[**] Watchlist 000222 NET-NCFC [**] 159.226.45.3:2013 -> MY.NET.253.41:25

[**] Probable NMAP fingerprint attempt [**] MY.NET.253.12:43755 -> MY.NET.14.1:7
[**] NMAP TCP ping! [**] MY.NET.253.12:43758 -> MY.NET.14.1:1

[**] Attempted Sun RPC high port access [**] 205.188.153..100:4000 -> MY.NET.217
[**] WinGate 8080 Attempt [**] 24.13.120.49:62631 -> MY.NET.253.105:8080

[**] SMB Name Wildcard [**] MY.NET.101.160:137 -> MY.NET.101.192:137

[**] SNMP public access [**] MY.NET.97.52:1237 -> MY.NET.101.192:161

[**] SUNRPC highport access! [**] MY.NET.253.12:43749 -> MY.NET.16.5:32771

[**] External RPC call [**] 129.49.163.74:1005 -> MY.NET.6.15:111

[**] External RPC call [**] 212.25.68.195:637 -> MY.NET.6.15:111

RPC call [**]

1005 -> MY.NET.6.15:111
882 -> MY.NET.15.127:111
802 -> MY.NET.100.130:111
802 -> MY.NET.100.130:111

Possible compromises of rpc.ttdbserv, rpc.nisd, or a showmount -e scan:

[**] SUNRPC highport access!

128.
132.
192.102.249.3:25 ->
199.60.228.130:7000
200.223.1.120:42455
207.25.253.26:20 ->
208.

[**]

8.10.141:23 -> MY.NET.2.203:32771
241.252.14:43345 -> MY.NET.253.24:32771
MY.NET.130.94:32771

-> MY.NET.97.106:32771
-> MY.NET.12.53:32771
MY.NET.70.127:32771
226.167.19:21 -> MY.NET.143.87:32771

24.13.123.8:1156 -> MY.NET.179.78:32771
24.13.123.8:3708 -> MY.NET.179.78:32771
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